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Abstract

The Internet of Things (IoT) has provided numerous opportunities across various industries, and its
technological advancements are rapidly progressing. The process of Device Onboarding refers to
the task of initially registering a device onto an IoT cloud. Onboarding can be very challenging
while doing a large-scale IoT deployment. A recent report by Iol analytics predicts that the number
of IoT devices will increase twofold, with an expected total of Twenty-seven billion devices by
2025. As the number of IoT devices proliferates, establishing a streamlined process for onboarding
multiple devices has become more imperative than ever.

While doing this research, we first evaluated the state-of-the-art solutions for onboarding IoT edge
devices. The methods were Fido (Fast Identity Online) Device Onboard (FDO) from the Linux
Foundation, Keylime Solutions from the cloud-native computing foundation (CNCF), and OPCUA
device onboard by the OPC foundation. The evaluation is based on 22 various factors. The
assessment led us toward the best possible solution, i.e., FDO. to do zero-touch onboarding and
register the device to an IoT device management service.

In addition to addressing the existing inconsistencies in the device manufacturing process using
FDO standards, this research has also implemented these standards in a novel way. Many zero-touch
onboarding solutions today demand special software and hardware to be integrated into the IoT device
during manufacturing. The proposed solution using FDO standards with a "Late Binding"feature is
an open, cloud-agnostic solution that allows users to choose their preferred cloud provider during
the initial power-up. It eliminates the need for Original Device Manufacturers to manufacture
unique device Stock Keeping Units (SKUs) for each customer and cloud combination.

To summarize, This research thoroughly evaluated and chose a suitable onboarding method and
successfully demonstrated the implementation. We used the raspberry pi compute module 4 as an
IoT edge device with a custom-embedded Linux OS. Developing the novel hawkBit onboarding
modules on both the client and server sides has facilitated this implementation. The proposed
software-based solution is capable of onboarding 43200 devices per day. Utilizing the FDO 1.1
standards, this approach has proven to be a highly effective solution for the zero-touch onboarding
of a large number of IoT devices.
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1 Introduction

The world is at the threshold of a significant change that will revolutionize the way we live and work,
specifically in smart cities, logistics, supply chains, things to do with transportation, and even the
way we do agriculture and the way we manage precious resources such as water and energy. This
transformation will be powered by the Internet of Things (IoT), which involves deploying numerous
devices and collecting data to make better decisions. Linutronix GmbH is enthusiastic about the
potential of IoT to benefit our customers, industry, and, eventually, citizens worldwide. However, to
realize this potential, we must deploy and connect billions of devices safely, securely, efficiently, and
cost-effectively. This thesis focuses on developing a key enabler to facilitate this transformation and
automatically provide improved services to onboard millions of devices without human intervention.
Traditional methods of onboarding devices, such as manual provisioning, can be time-consuming,
error-prone, and impractical for these future-oriented large-scale IoT deployments.

To proceed, we need to understand the onboarding process for an IoT edge device. This process
involves various steps to connect and configure the device to an IoT cloud platform, like Azure
IoT, AWS IoT, hawkBit, and others, referred to as IoT’ Device Management Services (DMS). This
research will consider an example of an IoT-enabled smart energy meter that needs to connect to
the hawkBit Device Management Service. Here is a typical manual onboarding process for an
IoT edge device or a smart energy meter. First, the commissioning technician installs the device
physically and connect it to the internet. After that, he configures the device, such as the name, 1D,
and authentication token. These details are then provided to the device, which will authenticate to
the IoI' DMS. Ultimately, the technician will check if the device is functioning correctly. If yes, an
IoT edge device is successfully onboarded onto an I6T DMS, enabling it to collect and transmit data
and participate in the larger IoT ecosystem.

This thesis will evaluate state-of-the-art IoT device onboarding solutions and explore scalability,
latency, cost, compatibility concerns, and other requirements and specifications for a successful IoT
device onboarding technique. A combination of simulations, real-world use cases, and experimental
testing will be used to design and assess the suggested solution. The findings of this study will
open the door for more successful and scalable IoT deployments by offering insightful information
about the viability and efficacy of the designed and existing solutions. The primary objective of this
thesis is to develop and demonstrate a cutting-edge zero-touch IoT device onboarding solution that
advances IoT technology and has the potential to enhance how we connect to and interact with IoT
devices.



1 Introduction

1.1 Motivation of Research

As mentioned earlier, The Internet of Things (IoT) is growing at a spectacular rate. We are on the
verge of an explosion of IoT-related products and services, as per a report from IoT Analytics [1]
The number of IoT devices worldwide is forecast to almost double from 14.4 billion in 2023 to more
than 27 billion IoT devices in 2025. The graph of this projection can be visualized in Figure 1.1.
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Note: IoT Connections do not include any computers, laptops, fixed phones, cellphones or tablets. Counted are active ices or gateways that the end , not every . Simple one-
directional communications technology not considered (e.g., RFID, NFC). Wired includes Ethernet and Fieldbuses (e.g., connected industrial PLCs or 1/O modules); Cellular includes 2G, 3G, 4G; LPWAN includes unlicensed
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Source: loT Analytics Research 2022. We welcome republishing of images but ask for source citation with a link to the original post and company website.

Figure 1.1: Number of Internet of Things (IoT) connected devices worldwide from 2015 to 2022,
with forecasts from 2023 to 2025, from [1]

However, are we prepared for this huge growth? Onboarding these many devices one by one the first
time or after IoT Hub reset (for security reasons) will be a cumbersome task. The current manual
onboarding process has several drawbacks as given below:

1. Time-consuming: Manual onboarding requires manual configuration, and testing, which can
be time-consuming and delay the deployment of IoT devices. As per this research[21] manual
onboarding may take a minimum of 5 to 20 minutes.

2. Human Error: Manual configuration is prone to human error, which can lead to incorrect
settings, security vulnerabilities, and malfunctioning devices.

3. Inconsistent Configuration: Manual configuration can result in inconsistent settings across
different devices, making it harder to manage and maintain the network.

4. Security Risks: Manual configuration can increase security risks, as credentials and security
settings can be mishandled, forgotten, or misconfigured, leading to potential security breaches.

5. Costly: Manual onboarding can be costly, as it requires human resources to perform the
installation and configuration, increasing the deployment and operational costs.

6. Outdated software: IIoT devices are often equipped with outdated software at the time of
commissioning, so they require an update.

10



1 Introduction

These drawbacks can cause serious hurdles in achieving this growth. To address these challenges,
a state-of-the-art zero-touch IoT device onboarding (ZTO) solution is needed to enable seamless
and automated device provisioning. The IoT device only needs to be drop shipped to the point of
installation, connected to the network and powered up. ZTO should do the rest.

1.2 Research Questions

To find out a suitable method for onboarding, we evaluate three different methods of IoT device
onboarding: FIDO IoT device onboard from the Linux Foundation, Keylime solutions from MIT,
and OPCUA device onboard from OPC foundation.

FIDO IoT device onboard is a method that utilizes the FIDO (Fast Identity Online) authentication
protocol to securely and efficiently onboard IoT devices. This method aims to address the security
concerns that arise during onboarding by providing a secure and streamlined authentication
process.

Keylime solutions from MIT is another method that focuses on security during onboarding. This
method uses Trusted Platform Modules (TPMs) to verify the integrity of IoT devices before allowing
them onto a network. This ensures that only trustworthy devices are connected, thereby minimizing
the risk of security breaches.

Finally, OPCUA device onboard from OPC foundation is a method that aims to improve the scalability
and ease of use of IoT device onboarding. This method uses the OPC Unified Architecture (OPC
UA) standard to provide a standardized and efficient process for onboarding a large number of
devices onto a network.

The research questions are given below.

Research Question 1: What are the key differences between all these IoT' Device onboarding
solutions? Set up evaluation criteria and compare each method against them.

Research Question 2: What are the advantages and disadvantages of each of these solutions?

By evaluating the effectiveness of these three methods using various evaluation criteria (such as
scalability, ease of use, and reliability), we aim to provide organizations with valuable insights
into the strengths and weaknesses of each approach, enabling them to make informed decisions
regarding onboarding their own IoT devices.

Research Question 3: How can we develop a zero-touch onboarding solution using FDO standards
to efficiently onboard a large number of IoT devices to a hawkBit Device Management server?

Research Question 4: Which onboarding method is more suitable for smart energy meters
(IoT-enabled energy meters) based on the merits and demerits of each method, and how does the
suitability depend on the specific use cases of the smart energy meters?

11



1 Introduction

1.3 Research Methodology

The research was built upon standard industry practices. To answer the first two research
questions, we used “ISO/IEC/IEEE 42030 INTERNATIONAL STANDARD: Software, systems,
and enterprise — Architecture evaluation framework™ to set the evaluation criteria. We came
up with 22 evaluation criteria. The comparison was theoretical and practical; we used sources
such as official documentation, research papers, and feasibility studies to evaluate the methods.
We implemented the Keylime Solutions and FDO onboarding to check evaluation criteria such
as development efforts, required programming skills, and maintainability. The OPCUA device
onboard standards were released in November 2022; therefore, the implementation was not yet
available, so we could only evaluate them theoretically.

A prototype was created to answer the third research question, which comprises Raspberry Pi
Compute Module 4 and IoT Router Carrier Board Mini. This prototype board is considered an IoT
edge device, referred to as a device from here onward. A software solution is developed using FDO
1.1 standards such that the device will have a Linux client responsible for device onboarding. On
the other hand, the owner server will have an onboarding module that provides the device with the
correct DMS credentials. Apart from that, We used a docker container environment to create virtual
servers, running the manufacturer, rendezvous, owner, and hawkBit servers in containers. We also
created a docker image of the IoT edge device to simulate and test various evaluation criteria. We
tested the scalability and latency by simulating a virtual onboarding process. We also tested the
effects when multiple devices were simultaneously trying to connect to the owner onboarding server
and documented the results.

The prototype device uses an embedded Linux Operating System built using the Yocto project.
When we add a new feature to the OS, we have to change the Linux distribution, build the image,
and flash it to the device. We did this to add the Linux client. The device has a serial console, which
we can use to test and debug the newly added feature.

The fourth question was answered based on our evaluation so far, considering the merits and
demerits of our use case.

1.4 Organisation of Report

The research project report is structured as follows.

* Chapter 2 we will learn about theories and concepts that readers should be familiar with, such
as Device Onboarding, Zero Touch, Embedded Linux, The Yocto Project, FDO, keylime, and
OPCUA. We will also make users familiar with the Hardware of devices, and software such
as the hawkBit server,usbboot. It will also make readers well acquainted with various terms
in IoT device onboarding.

* Chapter 3 presents the reader with the necessary state-of-the-art research in the field of IoT
device onboarding. It will outline every method currently used to onboard IoT edge devices.
It will also describe how we defined IoT device onboarding and zero-touch onboarding. It
will also highlight what guidelines we have referred to come up with the evaluation criteria.

12



1 Introduction

Chapter 4 discusses What are the key differences between all these IoT Device onboarding
solutions? It will make the reader well-informed about the advantages and disadvantages of
each onboarding method.

Chapter 5 will describe the architecture design of the software solution to perform zero-touch
onboarding to the hawkBit server using fdo 1.1 standards.

Chapter 6 is all about the realization of this software solution and how we have implemented
it.
Chapter 7 will validate our software solution. We will inform the readers how the prototype

is following each subprotocol in the fdo 1.1 standard.

Chapter 8 Concludes the thesis, It will interpret the findings of our research and highlight the
future scope.

13



2 Background

2.1

loT Device Onboarding

Based on our literature survey and industry practice, we can say that IoT device onboarding involves
below steps:

1.

2.2

Physical Installation: The device must be physically installed in its intended location and
connected to a power source and the network.

. Device Configuration: The device needs to be configured with basic settings such as device

name, network settings, and security settings.

. Authentication and Authorization: The device must be authenticated and authorized to access

the Device Management Service, which may involve setting up security certificates and
credentials.

. Firmware and Software Updates: The device’s firmware and software must be updated to the

latest version to ensure it has the necessary features and security patches.

. Testing and Validation: The device must be tested and validated to ensure it is correctly

connected to the DMS and can communicate with the cloud.The device must be integrated
with cloud services to enable data storage, analytics, and remote management.

Zero Touch loT Device Onboarding

A Zero Touch IoT device onboarding requires no human intervention during installation. A
technician will physically install the device and connect it to the Internet, but after that, the device
will automatically configure itself and authenticate to the IoT Cloud. This means that the device can
start performing its intended function right away without any additional input from humans.

We assume that the internet connection will be available to the device when it plugs in the LAN
cable. The network or proxy setup is not included in the definition of Zero Touch IoT Device
Onboarding.

14



2 Background

2.3 FIDO Device Onboarding (FDO) [2]

The FIDO Device Onboard protocol is a recently established standard that ensures IoT devices’
security and automatic onboarding. Its main aim is to simplify the provisioning and management of
a large number of devices while providing high security. The protocol employs the FIDO (Fast
Identity Online) authentication standards, widely used for secure online authentication.

It enables IoT devices to authenticate themselves to a new owner or network in a standardized
way, thus making it possible to provision and configure devices without manual intervention. This
flexible and extensible protocol supports various cryptographic mechanisms for device attestation.
It can be implemented in hardware or software and supports different types of ownership transfer,
including transfers between individuals, organizations, or cloud services. The essential advantage is
it uses late binding. Traditional methods, such as manual configuration or pre-provisioning with
keys or certificates, can be time-consuming and error-prone. FDO uses late binding such that the
end owner will be able to choose on which cloud his device should be onboarded.

Another benefit of the FIDO Device Onboard protocol is that it provides robust security guarantees.
The protocol employs cryptographic device attestation based on signed Entity Attestation Tokens
(EATs), which provides strong evidence that the device is authentic and has not been tampered with.
It is also designed to work with different networks and cloud services, enabling integration into
existing IoT infrastructures.

The protocol involves interaction between various entities. The entities and commonly used terms
are explained below:

¢ Manufacturer (Mfg): Device manufacturer. A FIDO Device Onboard application runs in
the factory, which implements the initial communications with the Device ROE, as part of
the Device Initialize Protocol (DI) or appropriate substitute.

* Device: The device being manufactured, later the device being provisioned. This device has
hardware and software configured on it, including a Device ROE and a Device to Manager
Agent.

* ROE: A Restricted Operating Environment (ROE) refers to a specialized system consisting
of both hardware and firmware components that are designed to create a secure and isolated
environment for executing the essential functions and applications of a FIDO (Fast Identity
Online) Device Onboard.

* Owner Onboarding Service: This is an entity constructed to perform FIDO Device Onboard
protocols on behalf of the Owner. The Owner Onboarding Service is an application that
executes on some platform already controlled by the Owner. After the protocols are completed,
the Owner Onboarding Service transfers control of the device to the Owner’s Manager, and
never interacts with the device again. In FIDO Device Onboard, the Owner Onboarding
Service is a component of the Manager, rather than a separate network service.

* Rendezvous Server: A network server or service (e.g., on the Internet) that acts as a
rendezvous point between a newly powered on Device and the Owner Onboarding Service. It
is expected that Internet versions of the Rendezvous Server will comprise multiple actual
servers and service points; the reader will understand that Rendezvous Server in this document
applies to the aggregate service.

15



2 Background

* Device Management Service: The entity that uses the Owner Onboarding Service to take
ownership of the Device, so that it can manage the device remotely using its own management
techniques (protocols, etc.). During FIDO Device Onboard operation, the Management
Service interacts with the Management Agent via the Servicelnfo key-value pairs. A common
industry term for "Management Service"is "Device Management Service"(DMS). We have
used hawkBit Server as Device Management Service for implementation purposes.

* Management Agent: The entity that uses the FDO Device software to allow the device
ownership to be transferred using FIDO Device Onboard protocols. During FIDO Device
Onboard operation, the Management Agent interacts with the Management Service via the
Servicelnfo key-value pairs. We have created a Novel hawkBit onboarding module, which
is an integral part of the linux-client that we have built. Here the linux-client is our FDO
application and the swupdate suricatta daemon is our management agent.

* Ownership Voucher: The Ownership Voucher is a structured digital document that links the
Manufacturer with the Owner. It is formed as a chain of signed public keys, each signature of
a public key authorizing the possessor of the corresponding private key to take ownership of
the Device or pass ownership through another link in the chain.

The protocol is further divided into 4 sub-protocols, These protocols are explained below.

* Device Initialize Protocol (DI): The non-normative Device Initialize Protocol (DI) provides
an example of a protocol that runs within the factory when a new device is completed. The
protocol’s function is to embed the ownership and manufacturing credentials into the newly
created device’s ROE. This prepares the device and establishes the first in a chain for creating
an Ownership Voucher with which to transfer ownership of the device. The Device Initialize
Protocol assumes that the protocol will be run in a safe environment. The trust model is Trust
on First Use (TOFU).

* Transfer Ownership Protocol 0 (TO0): Transfer Ownership Protocol 0 (TOO) serves to
connect the Owner Onboarding Service with the Rendezvous Server. In this protocol, the
Owner Onboarding Service indicates its intention and proves it is capable of taking control of
a specific Device, based on the Device’s current GUID.

* Transfer Ownership Protocol 1 (TO1): Transfer Ownership Protocol 1 (TO1) is an
interaction between the Device ROE and the Rendezvous Server that points the Device ROE
at its intended Owner Onboarding Service, which has recently completed Transfer Ownership
Protocol 0. The TO1 Protocol is the mirror image of the TOO Protocol, on the Device side.

* Transfer Ownership Protocol 2 (TO2): Transfer Ownership Protocol 2 (TO2) is an
interaction between the Device ROE and the Owner Onboarding Service where the transfer
of ownership to the new Owner actually happens.

16
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Figure 2.1: FIDO Device Onboard Entities and Entity Interconnection, from [2]

The overall working of the FDO can be understood using the above Figure 2.1 and the details about
each step are given in Table 2.1

Serial
Number

Step Name

Function

1

Device Initialize Protocol (DI)

Insertion of FIDO Device Onboard creden-
tials into the device during the manufacturing
process.

Ownership Voucher transfer

The Ownership Voucher is transferred to the
device Owner From the manufacturer as a
part of the supply chain.

Transfer Ownership Protocol 0 (TOO0)

FDO Owner identifies itself to Rendezvous
Server. Establishes the mapping of GUID to
the Owner’s IP address.

Transfer Ownership Protocol 1 (TO1)

Device identifies itself to the Rendezvous
Server. Obtains mapping to connect to the
Owner’s IP address.

Transfer Ownership Protocol 2 (TO2)

Device contacts Owner. Establishes trust and
then performs Ownership Transfer.

Final State: Device in Service

The Device authenticates itself to the Device
Management Service and starts with its in-
tended function.

Table 2.1: Steps for FIDO Device Onboard
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device, creates . - e ! e

Ownership Proxy

Ownership Proxy

Transfer Ownership Protocel Zero (TOO) recelved from supply
Registers Guid—> Owner address information chain
with RV Service

Device installed with

network & power, Transfer Ownership Protocel 1(TO1)

invokes FDO Device sends GUID and receives addressing

information for prospective Owner }_.

Transfer Ownership Protocol 2 (TO2)
Device connects to prospective Owner
* Device & Owner establish mutualtrust using Device attestation & Ownership Voucher
+ Mutual trust used tasupport key exchange, set up encrypted channel
* Device & Owner exchange key-value pairs to provision secrets, data, commands
* Theseare chosen by application-level software an rela