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Abstract. By-wire systems have been established for several yearsin the area
of aircraft construction and there are now approaches to utilize this technology
in vehicles. The required eectronic systems must evidently be available and
safe. In the same time the requirements of mass production have to be reached
(long life time, long maintainability intervals, low costs, fulfillment of
standards). This paper addresses a new automotive architecture approach -
based on a time triggered architecture - and a framework for the application
design of future by-wire systemsin vehicles.

| ntr oduction

The driving forces transforming our world towards the information society are also
dramatically changing the mechanical engineering market domains. Thereis a clear
trend to substitute mechanical, hydraulic, or pneumatic systems by computerized by-
wire components in automotive systems. The aircraft domain has been the
technology driver till today. A well-known example is the flight control system of the
Airbus A320. However, it is estimated that the automotive industry with its huge
market for components will take thisrole in future. It is estimated that in 2006, 25%
of the total cost of a passenger car will be accounted for eectronic parts. This also
includes eectronic brake and steering systems, which are supposed to offer a better
functionality than conventional systems and therefore have the potential to increase
overall traffic safety significantly. Further advantages but not less important are
reduced costs for assembly during line production (reduction of packaging problems,



no brake fluid, no bleeding, simple maintenance) and easier adapting of assistance
systems like anti braking system (ABS), eectronic stability program (ESP), etc.,
since they could be realized only by software and sensors without additional
mechanical or hydraulic components. To be affordable for mass production, the
electronic systems have to offer the same availability and simultaneously safety of
their mechanical/hydraulic counterparts, so that no mechanical/hydraulic backup
solutions are needed. This means in the last consequence that the safety critical
system must provide an eectronic backup system which is realized by eectronic
redundancy.

The Time-Triggered Approach

A system architecture that suits best for the described application domain is based on
the Time-Triggered (TT) approach. In a TT architecture all system activities are
initiated by the progression of a globally synchronized time. It is assumed that all
clocks are synchronized and every observation of the controlled object is
timestamped with the synchronized time.

This paper addresses a new automotive architecture approach using the fault-tolerant
Time-Triggered Protocol TTP [Koped7] that has been designed due to the class C
SAE classification [SAE93a] for safety critical control applications, like brake-by-
wire or steer-by-wire. Time-triggered systems based on TTP can provide the required
high level of dependability, which has been clearly demonstrated in the ongoing EC-
funded projects X-By-Wire [Dilg97a, Dilg97b] and TTA [HeTh98, Sche9d7]. The
intention of the TTP architecture is to tolerate one arbitrary fault within eectronic
systems without any effects to the system behavior.

Time-Triggered Protocol (TTP)

For the readlization of a distributed time-triggered architecture a communication
network is necessary that provides the features mentioned above. None of the
commonly used in-vehicles communication systems (CAN, A-BUS, VAN, J1850-
DLC, J1850-HBCC[SAE93b]) meets the requirements for safety related by-wire
systems since they were not designed for this case [KrSc97]. They are al lacking in
being deterministic, in synchronization and fault tolerance characteristics. These
missing properties are the motivation for developing new approaches for in-vehicle
communication systems. As a new start we examine the Time-Triggered Protocol
developed by the University of Vienna and Daimler-Benz Research. TTP is
especially designed for safety related applications and fulfills these requirements.
TTPisan integrated time-triggered protocol that provides:

a membership service, i.e, every single node knows about the actual state of any
other node of the distributed system



a fault-tolerant clock synchronization service (global time-base),
mode change support,

error detection with short latency,

distributed redundancy management.

All these issues are supported implicitly by the protocol itself. A comprehensive
description of the TTP protocal is given in [KoGr94, Koped7a, Koped7b]. The TTP
protocol has been designed to tolerate any single physical fault in any one of its
constituent parts (node, bus) without an impact on the operation of a properly
configured cluster [KoGro4].

The overall TTP hardware architecture is characterized by both the TTP system
architecture and the TTP node architecture as shown in Fig. 1. A TTP real-time
system consists of a host subsystem, which executes the real-time application and the
communication subsystem providing reliable real-time message transmission. The
interface between these subsystems is redlized by a dual ported RAM (DPRAM)
called Communication Network Interface (CNI) [KrKo95, Kriig97]. The assembly of
host and TTP-controller is called Fail Slent Unit (FSU). Two FSUs form a single
redundant Fault-Tolerant Unit (FTU). The physical layer consists of two
independent transmission channels.
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Fig. 1.: Architecture of a TTP-Based Fault-Tolerant Real-Time System

The communication network topology is a broadcast bus. Bus access is granted to the
nodes under the control of a static TDMA scheme. In accordance to the time-
triggered concept, the timedots in which a node may send and receive frames on the
bus are pre-allocated at the design time of the system. This TDMA message schedule
is stored locally within each node. To achieve an orderly access to the bus, the nodes
maintain a globally synchronized time base. This operation is an integral part of
TTP. For fault-tolerance reasons a dual channel system has to be used.



Brake-by-Wire Case Study

As an example we are currently evaluating this approach within a brake-by-wire
research car [HeBe98] (case study) without mechanical backup (see Fig. 2). The
intention of this architecture is to tolerate one arbitrary fault without any effects of
the system’s performance. For this purpose, we use hot redundancy in hardware
(electronic computing units - ECU) as well as redundancy in communication (TTP).
Nevertheless the eectric components like sensors, actuators and power supply are
also designed redundantly.
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Fig. 2.: Brake-by-Wire Case Study
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Our fault tolerant architecture consists of a set of two redundant ECU’s (electronic
control unit) for both the Brake-by-Wire-Manager (BBW-Manager, BBWM) and the
Power-Manager (PM), and 4 single ECU'’s, one for each brake (see Fig. 2). The
ECU’ s are connected by two replicated busses. In this case study the brake ECU’s are
not designed redundant, in order to reduce costs, since the failure of asingle brake is
not considered to be as severe as the failure of the BBW-Manager, or the Power-
Manager.

The function of the BBW-Manager is to read the sensor values of the brake pedal,
the revolution counters of the whedls, the yaw-sensor, the acceleration sensors, and
to calculate from these signals the brake force set points for the four brake actuators.
The BBW-Manager should also manage higher assistance functions like ABS,
traction and driving dynamic control. The Power-Manager controls the charge of the
batteries, proceeds active power management and monitors the status of the power
supply. If the generator or one of the redundant power circuits fails or the charge of
the batteries is going low the Power-Manager generates a warning signal. Each of
the four brake actuators have one brake e ectronic to control the electric motor of the
brake actuator. The brake electronics get the brake force set points from the BBW-
Manager.

In contrast to event triggered systems a TTP system is built up by defining first the
gstatic message schedule. Fig. 3 depicts the result of this phase, namely the
communication matrix of the above example on a brake-by-wire network. The Fig. 3



shows the static synchronous TDMA schedule and its constraint that each subsystem
has to send exactly oncein a TDMA cycle. The messages marked with ‘I’ are called
I-Frames, used for reintegration of lost members and do not transmit information for
the application layer.
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Fig. 3: Communication M atrix of the Brake-by-wire Case Study

The FSU's of the BBWM and the PM send their messagesin vice versatime dots. In
this way short burst errors can be recovered. A FSU dot has a length of about 1.2
msec. New brake force set points could be sent every 10 msec, which is needed for an
ABS control loop. The brake control ECU’s send their status and the current brake
force. These messages are not as time critical as the transmission of the brake force
set points. The brake ECU'’ s send their messages only once in a cluster cycle, each 16
FSU dots. In the leaving FSU dots the brake ECU’s send I-Frames for the network
management.

Application Design Approach

In our brake-by-wire case study, a software fault, the exact same software running on
redundant ECU, will lead to the same faulty reaction. This could be prevented by
diverse software design, possibly developed by different teams. It would take more
than double the effort and studies show that diverse software design does not
automatically increase the rdiability of the system [Bril90]. We think a more useful
approach isto invest in the additional expenditure of reusable software components.



Softwar e Components

Unlike the development of todays software, which is generally directly based on
command lines, a comparable procedure in hardware development is inconceivable.
In an analogous manner, no-one would think to achieve the functionality of an
integrated circuit (IC) by using individual diodes, resistors and transistors. With the
introduction of integrated hardware components the work of hardware engineers has
changed from dealing with the detailed problems of circuit development to the
integration of standard hardware components (e.g., IC). To achieve a corresponding
method for software devel opment, software components are needed in order to build
an application from a design level. Therefore, the application designer does not need
to deal with details at the code leve.

The advantages for utilizing software components within the whole application
system are simple maintainability and expandability, system quality improvement
and increasing system safety with the use of sufficiently tested components. There
are also predictable time and cost factors for project planning.

The development of software components requires an initial large investment, which
is only worthwhile if the components are reusable to a high degree. The problem of
specific software components is that their functionality is pre-defined and fixed. If
the available components do not fulfill the desired requirements, a new component
must be found or developed in order to fulfill these special requirements. This
inflexibility reduces the reusability of software components. A promising solution for
solving the problem of specific software components is to use generic components.
We define a generic component as a reusable system element which has a closed
functional unit that represents a specific problem area. However, unlike a specific
software component, a generic component has flexible characteristics. By
configuring certain system characteristics and setting certain parameters, a generic
component can be adapted to the specific requirements of an application to be
devel oped.

Operating Systems

We are convinced that deterministic system behavior is basically needed for safety
critical applications. Determinism can only be reached, if the application software is
also time triggered. In the case of TTP, the application software system is strongly
interconnected with the time division multiple access (TDMA) bus access scheme. In
contrast to event-triggered networks, the global time triggered network rules over the
application. The TTP communication subsystem has predefined, static binding points
in time, when the host subsystem has to interact with the communication subsystem
and, therefore, the operating system has to take care that the static time bounds are
guaranteed. If the host subsystem does not interact as defined, the communication
subsystem assumes a host error and becomes passive, due to the claimed fail-silent



behavior. This cannot be managed by tasks themselves, sometimes developed by
different subcontractors. A fail tolerant operating system (FTOS) is necessary.

Prime-L evel Scheduler (PLS)

As a prototype, an operating system called Prime-Level Scheduler (PLS) has been
developed [Krug98]. The PLS is a time driven scheduler, which is based on an off-
line task schedule. Tasks, which are scheduled by the PLS, are called fault-tolerant
tasks (FT-tasks). The FT-tasks are only activated by the progression of time, they are
non-preemptive and repeated periodically. The PLS is responsible that the time
congtraints of the FT-tasks are met. This concept was extended by features and
services especialy relating to the synchronization with TTP. In the following list the
main characteristics of the PLS are summarized:

The FT-tasks are executed cyclically by a given start time. The cycletimeis based
on the duration of one TTP-cluster-cycle. If the task exceeds the deadline, the task
will be suspended (see Fig. 4).

The time management is synchronized with the global time of TTP.

The reintegration of a suspended task for the next cycle is optional.

The PLS terminatesitself in a predefined way if certain tasks are suspended.

In the case of a failure of the communication network (reset, short-circuit,
interruption), the PLS detects this and goes into an exception mode. In this mode,
the FT-tasks are still executed in accordance with the tasks timetable.

During run time, the PLS sends additional messages for diagnosis via CAN
(Controller Area Network).

Deadline Violation
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Fig. 4: PLScall (the dotted linesillustrate the faulty case)

For the deadline value of a task, its worst-case execution time has to be known. Since
the execution time varies, the available CPU time isn't completely used. For that
reason, a Multi-Level Scheduler has been devel oped.

Multi Level Scheduler (MLYS)

In order to use the CPU time in a more efficient way, a second task level for non
fault-tolerant tasks (NFT-tasks) was introduced with the MLS [Fisc98]. This results
in atwo level system consisting of a primary and secondary level. The primary level
has the functionality of the described PLS. In contrast to the primary level, the
secondary leve is to perform non safety related tasks without time constraints. The



non safety related tasks are only executed, if the ML S detects enough free time at the
primary level.

Examples of task classification:

Primary Level
tasks dependent on the TTP communication
tasks operating with quantitative variables (e.g., the loss of these variables would
lead to a damage of vehicle and person)

Secondary Level
tasks delivering diagnostic information (eg., diagnostic information for
automobile workshop)

More than two task levels are not practical, because the more levels exist, the more
time hasto be invested by the CPU for organizing the task levels.

Generally, to generate the required predefined schedule, the worst-case execution
times of all tasks has to be known. Possible methods are described in the following
chapter.

Wor st-Case Execution Time (WCET) Analysis

The above mentioned PLS and MLS have to be supplied with the worst-case
execution times which have to fulfill two requirements, they have to be safe, means
they must not under-estimate the worst case and they have to be tight, to avoid the
waste of resources.

Real-Time Software in Automotive Applications

The software structure of automotive applications is characterized by a cyclic
execution: Reading in physical values, execution of algorithms and giving out the
computed values. Assembler has been the standard programming language, which
has been optimized manually due to the high pressure on costs of the used hardware.
But there is a visible trend to use higher level languages especially C and code,
generated by tools, which have been improved in respect to code efficiency.

There have only used processor with simple architecture and flat memory in
automobiles. But the increasing functionality, which will be realized in future by
software, leads to usage of hardware platforms with higher performance. The
decision, if platforms with caches and pipelines will be used in time triggered
architectures depends on the powerfulness of WCET-analysis and the possibilitiesin
making them deterministic enough by deterministic cacheing strategies for example.

Known Approaches

The estimation of the worst-case execution time of a real-time software is a complex
task. The influences of al participating parts - application software, compiler and
used hardware platforms have to be taken into consideration. There are described



two general approaches for estimating the worst-case execution time in literature
[Kope97c]: The pragmatic approach by on-line measurement and the analytical
approach by modeling all participating parts. Their characteristics are discussed
bel ow:

Analytical Approach - Modeing

An analytical model has to be built for each part (software, compiler and hardware
platform). Because of the strong influence of the underlying hardware and used the
compiler, the analysis has to be done at source code and machine code level. By this
model-based method, it is generally possible to compute safe worst-case times, and
there could be reached successes for simple hardware architectures [PuSc97], but it is
gtill a big challenge for modern hardware architectures with paralld units and
hierarchical memory organization. There are known many approaches focusing sub-
problems, but thereis still alack of a general method. And because of the complexity
thereis no professional tool available [Pusch97].

Pragmatic Approach - Measurement

This approach is based on measuring the execution times on-line during runtime
without costly modeling, only with few additional lines of code and external
equipment like logic analyzer or oscilloscope. But there is no guarantee to find the
path through the code with the maximum execution time,

We are convinced, that for practical usage of the WCET-analysis a mixture between
the presented approaches is required, which alows fast configuration for other
hardware platforms and gives a maximum of safe bounds of predicted WCET (but no
guarantee). So we have focused our researches to a method, based on intelligent
measurement including model-based components. The source-code is included with
additional functions, which are recording timing information during runtime, in an
early state of system evaluation. After runtime, timing information is analyzed by a
timing tool, computing the worst-case path.

Developing Tools

Every part of the developing process should be supported by tools in order to handle
the complexity of the system, accelerate the design process and increase the
reliability. A tool environment for redlizing time triggered architectures has to
support the design of the task and message schedule, the realization of the
application, the system integration and the test of the availability and safety
requirements. We need several kinds of tools:
For definition of the static message and task schedule a tool has to be available.
This toal has to alow a graphical definition of the time and message constraints
and generates a valid message and task schedule. A first prototype realization was
developed by the University of Vienna [Noss97].



For realization of applications in the automotive environment typically tools like
Matlab/Simulink and Statemate are used, to develop control loops and simulate
the system behavior. These tools have to adapted to the constraints of time
triggered architectures. Also the possibilities to integrate software components
and worst-case execution times have to be supported.

For system integration a tool for monitoring the messages on the communication
channels and for simulation of non-available nodes is required. During
development the complete system is usually not available or subsystems are
developed by other departments or outhouse partners. For testing and evaluating
issues the simulation of the non-available nodes are required [Flei 97].

For testing the availability and safety requirements we need the possibilities for
fault injection in software and hardware and reliability modeling. For fault
injection on the communication bus a fault injection device called TTP-stress is
available [HeScog].

Conclusion

In this paper we present a new architecture approach for future automotive by-wire
systems without mechanical or hydraulic backup based on a time triggered
architecture. In the first part of the paper we introduce the time triggered
architecture and the time triggered protocol. We showed that time triggered
architectures are well suited for safety critical by-wire applications. In the second
part we describe demands for the application design. This part contains demands for
reusable software components, for the operating systems and tools for the devel oping
process.
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