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Abstract 

The Beam Loss Monitoring system acts as a protection system of the Large Hadron 

Collider at CERN. Its primarily ionisation detectors measure potential off-orbit par-

ticles escaping from their trajectory. Its dependable performance is of utmost inter-

est for the operation of the collider. This primarily involves constantly protecting 

the machine by initiating a safe beam extraction in case of dangerous particle losses. 

Secondary, the system has been designed in a fail-safe architecture to always favour 

the safe beam extraction in order to avoid any situation comprising the risk of miss-

ing dangerous loss. Therefore, the system comprises the potential to optimise its 

performance, i.e. minimise its impact on the collider performance, by reducing the 

number of false beam extractions whilst maintaining its protection function. 

This work analyses the system architecture and protection strategy of the Beam 

Loss Monitoring system by reviewing a dependability model previously created dur-

ing its design phase. Furthermore, the thesis investigates newly available perfor-

mance data, remodels the current hardware configuration comprehensively bot-

tom-up, and, based on this model, performs a Failure Mode, Effects, and Criticality 

Analysis in order to evaluate the dependable hardware design and review the pro-

tection function of the system. 

Making use of the applied methodology, in particular of the retrospectively per-

formed analysis and the available performance data of the system operating since a 

decade, a methodology for dependable development and operation during the entire 

life cycle of systems is presented. Based on the experience gathered with a beam 

instrumentation system, the methodology is tailored to such accelerator systems 

characterised by their high functional as well as dependability requirements, large 

modularity and critical operation during long lifetimes in harsh environments. In 

five defined life cycle phases and several iterative sub-phases, dependability re-

quirements are derived and specified, designed into the system, reviewed by accord-

ing analysis methods, and validated by tests. Furthermore, the methodology covers 

the system installation, commissioning and dependability support during operation 

up to the decommissioning and potential upgrade and refurbishment to reuse the 

system or parts of it. The entire methodology is designed as a continuous cycle 

within these phases to be applied to different development projects, profiting from 

previous projects and operational systems. In this way, it steadily grows and en-

hances the dependability capability of an organisation. Therefore, a comprehensive 



iv        Abstract 

 

and holistic framework for dependability application during all these phases is pro-

vided, enabling the methodology to be adjusted to the specific design project. The 

steady improvement of the dependability capability is established by an ever grow-

ing base of dependability data from tests, operation and decommissioning of previ-

ous systems. Furthermore, this base comprises experience gathered whilst applying 

and enhancing the presented design analyses, improving production and handling 

procedures, as well as from the operational and maintenance support of the opera-

tional systems. 

In a subsequently performed case study of a Beam Loss Monitoring system pro-

cessing board upgrade the methodology was applied. The study entirely covers the 

planning and design, production and testing phases of the life cycle, as well as makes 

use of operational, failure and repair data of the predecessor module, hence the two 

remaining life cycle phases. Furthermore, considerations for the upcoming system 

installation and operation are described. Initially defined dependability specifica-

tions for the system influenced the design and the execution of associated dependa-

bility analysis methods, which led to defining specifications for the production and 

accompanying it by several tests and inspections. The output of the analyses during 

the planning and design phase also led to the integration and following execution of 

according functional and environmental validation tests for the later system appli-

cation and its operational environment. Furthermore, the entire production was 

screened for early life failures and the reliability requirements were demonstrated 

by tests. Hence, the application of the developed methodology within the case study 

was successful in meeting the study’s objective to provide feedback to the overall 

procedure. This enabled to adjust the methodology and to validate it as it is pre-

sented in this work. 



 

Kurzfassung 

Methodik zur zuverlässigen Systementwicklung und Fallstudie für das LHC Beam Loss 

Monitoring System am CERN 

Das Beam Loss Monitoring System fungiert als Schutzsystem des Large Hadron 

Colliders. Primär durch Ionisationsdetektoren erfasst es potentiell verlorene 

Teilchen des Speicherrings, die ihre Sollumlaufbahn innerhalb ihres vorgegebenen 

Orbits verlassen. Das zuverlässige Funktionieren des Schutzsystems ist von 

höchstem Interesse, um den Betrieb des Speicherrings zu gewährleisten. In erster 

Linie betrifft das den ständigen Schutz der Maschine, indem im Falle von 

gefährlichen Strahlverlustwerten eine sichere Extraktion der Teilchen aus den 

beiden Ringen initiiert wird. Zusätzlich wurde das System in einer “Fail-Safe”-

Architektur entworfen, um im Falle eines bestehenden Risikos gefährlichen 

Strahlverlust nicht zu erfassen, immer die sichere Strahlextraktion zu bevorzugen. 

Aus diesen Gründen beherbergt das System das Optimierungspotential, seinen 

Einfluss auf den Speicherringbetrieb zu minimieren, indem die Anzahl 

fälschlicherweise durchgeführter Strahlextraktionen reduziert wird, währenddes-

sen es seine Schutzfunktion erhält. 

Die vorliegende Arbeit analysiert die Systemarchitektur und Schutzstrategie des 

Beam Loss Monitoring Systems, indem es ein bisheriges Zuverlässigkeitsmodell 

untersucht, welches während seiner Entwicklungsphase erstellt wurde. Außerdem 

untersucht die Thesis nun verfügbare Betriebsdaten, remodelliert die aktuelle 

Hardwarekonfiguration umfassend “bottom-up” und führt auf der Grundlage dieses 

Modells eine “Failure Mode, Effects, and Criticality Analysis” durch um die 

Zuverlässigkeit des Hardwaredesigns zu bewerten und die Schutzfunktion des 

Systems zu überprüfen. 

Unter Zuhilfenahme der angewandten Methodik, insbesondere durch die 

rückwirkend durchgeführte Analyse und die Auswertung der verfügbaren Be-

triebsdaten des seit einer Dekade betriebenen Systems, wird eine Methodik zur 

zuverlässigen Entwicklung und zum Betrieb von Systemen während des gesamten 

Lebenszyklus präsentiert. Durch die gesammelte Erfahrung mit einem Strahlinstru-

mentierungssystem ist die Methodik auf solche Beschleunigersysteme 

zugeschnitten, die durch ihre hohen funktionalen, sowie Zuverlässigkeitsanfor-

derungen, ebenso wie durch hohe Modularität und den kritischen Betrieb während 

langer Lebensdauern in rauen Umgebungen charakterisiert sind. In fünf definierten 

Lebenszyklusphasen und mehreren iterativen Unterphasen werden 
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Zuverlässigkeitsanforderungen hergeleitet und festgelegt, in das System hinein-

entwickelt, durch entsprechende Methoden analysiert und durch Erprobungen 

validiert. Außerdem wird die Systeminstallation, Inbetriebnahme und die zuverläs-

sigkeitstechnische Systembetreuung während des Betriebs bis hin zur Außerbe-

triebnahme abgedeckt, welche mit potentiellen Upgrades oder einer Instandsetzung 

des Systems, oder Teilen davon, zur Wiederverwendung verbunden ist. Die gesamte 

Methodik ist als kontinuierlicher Zyklus innerhalb dieser Phasen konzipiert und 

anwendbar für verschiedene Entwicklungsprojekte, die jeweils von vorherigen 

Projekten und dem Betrieb anderer Systeme profitieren. Auf diese Weise wächst die 

Methodik ständig und steigert so das Zuverlässigkeitspotential einer Organisation. 

Aus diesem Grund wird ein umfangreicher und ganzheitlicher Rahmen für die 

Zuverlässigkeitsanwendung während aller Lebenszyklusphasen bereitgestellt, der 

es ermöglicht die Methodik für das konkrete Entwicklungsprojekt anzupassen. Die 

Steigerung des Zuverlässigkeitspotentials wird durch eine sich ständig erweiternde 

Datenbasis aus Zuverlässigkeitsdaten von Tests, dem Betrieb und der Außerbetrieb-

nahme voriger Systeme erreicht. Außerdem beinhaltet diese Basis gesammelte 

Erfahrungen aus der Anwendung und Weiterentwicklung der präsentierten 

Analysemethoden, der Verbesserung von Produktionsverfahren und Handhabung, 

sowie aus der Betriebs- und Wartungsbetreung. 

In einer im Anschluss durchgeführten Fallstudie eines Verarbeitungsmodulup-

grades des Beam Loss Monitoring Systems wurde die Methodik angewandt. Die 

Studie deckt die Planungs- und Design-, Produktions- und Testphasen vollständig 

ab und bezieht außerdem Betriebs-, Ausfall- und Reparaturdaten des Vorgängermo-

duls und dementsprechend die verbleibenden Lebenszyklusphasen mit ein. Des 

Weiteren werden Aspekte für die bevorstehende Systeminstallation und den 

Betrieb beschrieben. Zu Beginn definierte Zuverlässigkeitsanforderungen beein-

flussten das Design und die Durchführung damit verbundener Analysemethoden, 

woraus Produktionsanforderungen und begleitende Tests und Inspektionen 

abgeleitet wurden. Das Ergebnis der Analysen während der Planungs- und 

Designphase führte außerdem zu der Definition und darauffolgenden Durchführung 

dementsprechender Funktions- und Umweltvalidierungstests für die spätere 

Systemanwendung in der Betriebsumgebung. Außerdem wurde die gesamte 

Produktion einem Frühausfallscreening unterzogen und die Zuverlässigkeitsanfor-

derungen wurden durch Tests nachgewiesen. Infolgedessen wurde die entwickelte 

Methodik erfolgreich innerhalb der Fallstudie angewandt und das erlangte 

Feedback für die Vorgehensweise erfüllte die Zielsetzung. Dies ermöglichte es die in 

dieser Arbeit präsentierte Methodik anzupassen und zu validieren. 
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1 Introduction 

To investigate the fundamentals of our universe, physicists, engineers and many 

more perform experiments by operating particle accelerators and other machines 

at CERN: the European Organisation for Nuclear Research. Founded in 1954, with 

the first accelerator built in 1957, the organisation nowadays carries out research 

in a variety of fields and operates a total of eight accelerators and two decelerators 

along with their associated experiments. This includes the 27 km in circumference 

Large Hadron Collider (LHC), the largest machine in the world. 

The LHC accelerates and collides protons and heavy ions currently at centre-of-

mass energies up to 13 TeV, storing an energy of up to 362 MJ in each of its circulat-

ing beams. To achieve such high energies, the LHC uses superconducting electro-

magnets, which store a total magnetic energy of up to 11 GJ producing an 8.3 T 

strong magnetic field. The field is produced by currents of up to 11 kA in niobium-ti-

tanium coils, which are cooled down to 1.9 K in order to reach the superconducting 

state. 

Such high energies imply the risk to seriously damage the machine leading to sig-

nificant costs and downtime, as demonstrated by an incident on the 19th September 

2008, which caused more than a year of operational delay [1]. For this reason, it is 

fundamental to control the circulating particle beams, and to protect the machine 

and the equipment from uncontrolled release of both the beam and magnet energy. 

Thus, to operate the LHC safely a variety of systems form the LHC Machine Pro-

tection System (MPS). The LHC Beam Loss Monitoring (BLM) system, which 

measures secondary particle showers created by off-orbit particles lost from the 

beams, is part of the LHC MPS. If beam losses above predefined thresholds are meas-

ured, the LHC BLM system initiates the process of a safe beam extraction in order to 

protect the machine. 

In order to provide and maintain its protection function, the LHC BLM system 

needs to meet high dependability requirements involving system reliability, as well 

as system availability to avoid downtime of the LHC. In the particular case of LHC 

downtime, this also comprises a low number of false alarms. Thus, a comprehensive 

dependability analysis was already executed during the system design phase [2]. Af-

terwards, steady efforts were carried out such as an external audit in 2010 [3], track-

ing and analysis of system failures, or implemented upgrades. 
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1.1 Motivation and Objective 

To carry out research in the field of particle physics, CERN operates the above de-

scribed accelerators and their associated experiments. To achieve the necessary sta-

tistical significance for the collected data, many of the experiments require a great 

number of repetitions. Thus, the underlying machines and their instrumentation are 

dependent on precise, well-functioning and dependable technology. This involves 

two substantial parts of dependability engineering: first, the concerned systems 

have to operate at high reliability to fulfil their intended functions without failures 

for the given time at given conditions; and secondly, as the probability to provide 

the function for the required time period, high system availability is crucial. 

To address dependability already during the system development and onwards 

continue its application until the end of the life cycle, the objective of this work is to 

develop a generic methodology for dependable electronic system development. 

More precisely, the methodology aims to adopt dependability engineering during 

the system development, installation, operation and decommissioning, thus inte-

grating a common procedure to enhance the dependability within an organisation. 

This is to continuously enhance the dependability of the operated systems and to 

integrate dependability management as a part of the organisational culture. 

For the LHC BLM system dealt within this work, the above described reflects pre-

cise fulfilment of its machine protection function at high availability during the in-

tended mission time with reliably working equipment. Thus, the herein presented 

dependability analysis and related improvement measures of the LHC BLM system 

has served as motivation to develop the presented methodology. 

1.2 Structure of the Thesis 

The described objective of this work aims to provide a methodology for dependabil-

ity coverage during the full product life cycle as well as to update the existing de-

pendability model and strategy of the LHC BLM system at CERN. As illustrated in 

Figure 1.1, the thesis is divided into six distinct chapters. 

In chapter 1, a short introduction to CERN and the LHC is provided. Chapter 2 de-

scribes the LHC BLM system, which is further examined within this work. The third 

chapter investigates the state of the art for methodological approaches on depend-

ability engineering and outlines the necessary dependability engineering basics. 

Chapter 4 presents the elaborated LHC BLM system dependability model by up-

dating and expanding an existing model, which has been prepared prior to the sys-

tem becoming operational [2]. Furthermore, the model uses available operational 

data of the system and takes, as well as suggests, actions to improve the current 

strategies of operation, maintenance and upgrades. 
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Figure 1.1: Structure of the thesis and interconnection of the individual chapters. 

Based on the examined dependability analysis of a beam instrumentation system 

in chapter 4, the subsequent chapter 5 comprises a developed methodology to ac-

company the entire system life cycle by employing various dependability methods 

and, in this way, enhance its performance and dependability. This involves specify-

ing the requirements in the planning phase and applying appropriate methods and 

analyses during the design phase. With the different functionalities of the system 

being essential parts of the dependability, the subsequent prototyping, and parallel 

testing up to the final validation is covered hand in hand with the pre-production. 

This continues with the properly planned production, conducting appropriate ac-

tions to achieve the required quality for a dependable performance, and is to be con-

firmed by following functionality tests, early failure screening and reliability tests. 

Furthermore, the methodology also comprises the system installation or the respec-

tive integration into a primary system. During operation or field use, potentially nec-

essary actions are displayed, such as implementing a previously developed mainte-

nance strategy or the implementation of a tracking system to monitor the 

performance in order to improve dependability in the long term. 

The final chapter 6 applies the elaborated methodology within a case study of a 

newly developed processing board as an upgrade for the LHC BLM system. The plan-

ning phase up to production and various testing of all produced boards is covered. 

The dependability model and optimisations along the design process, as well as data 

of validation, screening and reliability testing are presented. A strategy for the up-

coming installation and the henceforth operation during the next years are also a 

part of the study. 
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1.3 CERN 

The Conseil Européen pour la Recherché Nucléaire, CERN [4], which nowadays is re-

ferred to as the European Organization for Nuclear Research, was founded in the 

year 1954 in the French-Swiss border region close to the city of Geneva. 

With the main objective to study fundamental particle physics, the organisation 

grew in the following years to become the largest particle physics laboratory in the 

world. This led to currently more than 2 500 employees and additional 17 500 peo-

ple across collaborations all around the world contributing their individual share to 

the research and experiments executed at CERN. [4] 

 

Figure 1.2:  Higgs boson discovery announcement at CERN in 2012 [5]. Rolf Heuer (center), CERN 

Director-General in 2012 with Joseph Incandela (right), spokesperson of the CMS experiment and 

Fabiola Gianotti (left), project leader of the ATLAS experiment, nowadays CERN Director-General. 

Outcomes of this ongoing process have been two won Nobel prices by C. Rubbia 

and S. van der Meer for the discovery of the W and Z bosons [6] in 1984 and by F. 

Englert and P. W. Higgs for the discovery of the Higgs boson [7] in 2013. In 1989, T. 

Berners Lee published a proposal for information management at CERN, which led 

to the World Wide Web [8]. On another level, further achievements of CERN com-

prise bringing international people together with different expertises and cultures 

working in a peaceful and creative environment following CERN’s 60th anniversary 

slogan “Science for Peace”. 

1.4 Particle Accelerators in Brief 

Since the year 1927, when R. Widerøe built the first linear particle accelerator [9], 

the world now comprises a vast amount of different accelerators and technologies 

for a variety of applications. Such applications range from big accelerators to collide 
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particles for nuclear or high energy physics, up to a use in industry and medicine, 

for instance for X-ray scans, sterilisation or in radiotherapy [10]. 

As basic principles to accelerate and control charged particles, either static or dy-

namic electromagnetic fields are used. Depending on the used particles, different 

sources form the first stage of an accelerator. To generate electrons for example, one 

method is to heat a cathode in a vacuum environment emitting electrons through 

thermionic emission. For protons, a method is to inject hydrogen gas into an electric 

field, stripping of its two electrons. After creation, the particles pass on to the ac-

cording accelerator, which can be linear, primarily using accelerating structures, or 

circular machines, in addition using beam-bending elements. [10] 

 

Figure 1.3: The CERN accelerator complex [11]. Depending on the operation mode, the LHC can be 

filled through four distinct pre-accelerators with either protons or ions. In addition, the complex 

comprises various peripheral experiments. 

Regarding the physics involved, different parameters are used to classify the per-

formance of accelerators. Of course, the characteristics depend on the accelerator 

technology and the used particles, but commonly energy, the emittance of the beams 

or beam intensity distinguish different machines. More specifically for particle col-

liders, luminosity is an important performance measure, see subchapter 1.6. To 

quantify the energy of accelerated particles the unit electron Volt (eV) is used. 1 eV 

is defined as the kinetic energy an electron e gains from acceleration through a po-

tential difference of 1 V, thus 1 eV = 1.602*10-19 J [10]. 

Based on the CERN accelerator complex in Figure 1.3, the following two subchap-

ters describe different accelerator technologies and physics involved more in detail. 
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1.5 CERN Accelerator Chains 

Figure 1.3 displays particle accelerators and decelerators as well as experimental 

areas at CERN. The central machine of this complex is the LHC with its associated 

experiments and the injecting accelerators to gradually increase the energy level. 

This subchapter illustrates these previous injectors, which build two distinct accel-

erator chains to either inject protons or heavy ions into the LHC. 

 

Figure 1.4: Different accelerator chains feeding the two beam pipes of the LHC. Depending on proton 

or heavy ion operation, different LINACs and, for the second stage, circular accelerators are used. 

LINACs 

After creation, the journey of particles begins in dedicated linear accelerators 

(LINAC). Protons are generated from hydrogen gas which is released into the elec-

trical field of the Duoplasmatron, until they are injected into the vacuum of the 

LINAC 2. Heavy ions, for instance lead, are generated during a process which heats 

up 208Pb until it evaporates. The vapour is ionised in a plasma chamber to then be 

accelerated by the LINAC 3. [12] 

The operating principles of LINAC 2 and LINAC 3 are very similar. Both accelerate 

particles in a straight line using radiofrequency (RF) cavities equipped with a series 

of drift tubes. An oscillating electric field is generated in gaps between the tubes. 

When passing a gap, the bunched particles feel an accelerating force while the po-

larisation of the field is alternated when inside the drift tube. Progressively increas-

ing lengths of the gaps and drift tubes ensure the correct tuning of the field change 

while the particles gain velocity. [10] 

At extraction, heavy ions in LINAC 3 reach an output kinetic energy of 4.2 MeV. In 

LINAC 2, the protons reach 50 MeV, see Table 1.1. This energy is to be increased by 

a factor of more than three to 160 MeV once the new LINAC 4 starts to operate in 

2020, in the framework of the LHC Injectors Upgrade [13]. 

PSB 

Fed by LINAC 2, the Proton Synchrotron Booster (PSB) is built up by a spiral of four 

rings to accelerate protons up to energies in the GeV-range. In contrary to linear ac-

celerators, the PSB supplementary uses beam bending elements to keep the parti-

cles on a circular path. While not being a perfect circle, the PSB uses a mix of accel-

erating structures as a LINAC, alternated by beam bending dipole magnets. In 

addition, several sets of quadrupole magnets focus the proton bunches. Over the 
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course of the accelerator, the magnetic dipole fields are raised proportionally to the 

acceleration to keep the foreseen trajectory. 

LEIR 

The Low Energy Ion Ring (LEIR) receives its ion beam via a LINAC 3 transfer line. It 

is set up with four beam bending and four straight sections in between to accelerate 

and condition the beam for extraction. 

PS 

The Proton Synchrotron (PS) is the oldest accelerator in the current complex. Since 

starting operation in 1959, the 628 m in circumference PS nowadays accelerates 

protons or ions from either the PSB or LEIR up to 26 GeV.  

SPS 

The last link in the LHC injector chain is the Super Proton Synchrotron (SPS). Ac-

commodated underground in a tunnel of roughly 7 km in circumference, the SPS 

raises the energy level up to 450 GeV. The injected protons already move at a veloc-

ity of 99.93% the speed of light, which the SPS increases to 99.999 8% [14]. At this 

energy level, the SPS injects into the LHC beam pipes via two separate transfer lines. 

Table 1.1: Maximum kinetic energies for LHC pre-accelerators [15, 16]. Kinetic energies of a proton 

or the concerned ion (*). For protons, the relativistic factor γ is given, see Eq. (1.3). 

 LINAC 2 LINAC 3 LINAC 4 PSB LEIR PS SPS LHC 

Maximum energy [GeV] 0.05 0.0042* 0.16 1.4 0.072* 26 450 7 000 

Relativistic factor γ [-] 1.05  1.17 2.5  28 481 7 464 

1.6 The Large Hadron Collider 

Being the largest in the world, the LHC is naturally the most important machine at 

CERN. It has been constructed to perform experiments at collision energies, which 

have never been reached before in order to answer fundamental questions in phys-

ics and to find new discoveries, possibly beyond the standard model of particle phys-

ics. In 2012 the LHC already answered such question when discovering the long-

searched Higgs boson [7]. 
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Figure 1.5: LHC layout [17]. Two counter-circulating beams (red, blue) collide at four interaction 

points. The beams are injected at point 2 (ALICE) and 8 (LHC-B) and get extracted at point 6 (Dump). 

1.6.1  Design and Technology 

Planning of the LHC project begun in the early 1980’s to become the successor of the 

Large Electron-Positron Collider (LEP) which was operating in the same 27 km tun-

nel as is nowadays the LHC. Approved in 1994, construction of the LHC started in 

the following years to inject the first beam on 10th September 2008 [14]. 

The design of the LHC accommodates two counter-circulating beam pipes includ-

ing the magnets inside a single cryostat structure, see Figure 1.6. The ring is located 

between 50 and 175 m underground and divided into eight octants with individual 

access points on the surface. Not forming a perfect circle, each octant is established 

as two times half an arc with a Straight Section (SS) in the middle. Thus, eight arcs 

in total each consisting of 154 main dipole magnets as well as different focussing 

magnets, e.g. quadrupoles. The eight SS are more diverse, each fulfilling its individ-

ual purpose. Four house the major experiments, see subchapter 1.6.3. Two in the 

opposite octants 3 and 7 comprise the collimation systems to clean off-orbit parti-

cles of the beams. The RF cavities are in octant 4, and the extraction system to dump 

the beams is accommodated in octant 6, see Figure 1.5. [18] 

The LHC magnets are located inside the cryostat, which sets the temperature to 

1.9 K above the absolute minimum of -273.15°C by using superfluid helium. At this 

temperature, the niobium-titanium coils reach the superconducting state. With no 
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measurable resistance in that state, it is possible to create magnetic main dipole 

fields of up to 8.3 T using currents close to 12 kA. [14] 

 

Figure 1.6: Cross section of an LHC dipole [19]. The two beam pipes and their magnet structures are 

surrounded by the cryostat to establish superconductivity conditions. 

1.6.2 LHC Physics 

To put the properties of the LHC into perspective the mass-energy equivalence of 

the special relativity theory, first proposed by A. Einstein [20], can be consulted: 

 𝐸 = 𝑚𝑐2. (1.1) 

The speed of light c is a constant, hence the relativistic mass m of a particle is pro-

portional to its energy E. For protons in the LHC accelerated up to 6.5 TeV, this ki-

netic energy Ekin is expressed together with the rest energy E0 as a part of E: 

 𝐸𝑘𝑖𝑛 = 𝐸 − 𝐸0 = (𝛾 − 1)𝑚𝑐2 (1.2) 

The relativistic factor γ introduced in Table 1.1 is applied to establish the energy-

mass relationship for moving objects. It is defined as 

 
𝛾 =

𝐸

𝐸0
=

𝑚𝑐2

𝑚0𝑐2  , (1.3) 

the ratio of the total energy and the rest energy, which is a factor of c and the rest 

mass m0. For a particle at rest, with no kinetic energy, γ is equal to 1. [10] 
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The LHC increases the relativistic factor up to 7 464, which is equal to the relativ-

istic mass being 7 464 times the rest mass of a proton. The velocity in contrast 

reaches 99.999 999 1% of c from 99.999 8% at injection. In absolute terms, it is 

hence more consistent to refer to the LHC as a storage ring, rather than an accelera-

tor. Especially, because it only increases the energy during a small fraction at the 

beginning of its cycle, maintaining the top energy during most of it, see Figure 1.8. 

Once this top energy is reached, collisions are recorded at the LHC experiments. 

At the beginning of a fill, up to 40 collisions occur per bunch crossing, resulting in 

about 109 collisions per second [14]. Hence, it seems that during a typical year of 

currently around 6 000 h (Table 1.4) of operation, large amounts of data are availa-

ble. Nevertheless, certain events only occur at low rates and require sufficient con-

fidence to be proven, which is one reason why the LHC is intended to operate until 

the year 2038. This includes the High-Luminosity LHC (HL-LHC) upgrade starting in 

2024 [21]. To quantify the performance in this regard, the luminosity ℒ, rather the 

integrated luminosity ℒint with respect to time, is used, according to [10], defined as 

 ℒ =
𝑁1𝑁2

𝐴
𝑛𝑏𝑓𝑟𝑒𝑣  , with   ℒ𝑖𝑛𝑡 = ∫ ℒ 𝑑𝑡 . (1.4) 

Luminosity is a measure of how many collisions occur per time interval and interac-

tion area typically given in cm-2 s-1. It is characterised by the total number of parti-

cles in each of the two beams N1, N2. The luminosity increases for a small interaction 

area A of the beams at the colliding point as well as for a high revolution frequency 

frev and a high number of circulating particle bunches nb. 

To increase the collision energy in comparison to a stationary target accelerator, 

the LHC collides two beams with each other at energies up to 6.5 TeV, resulting in a 

centre-of-mass energy of 13 TeV. 

1.6.3 The LHC Experiments 

The collisions take place at four interaction points, where the two LHC beam pipes 

cross each other. At each of them, one of four major experiments is located: 

1. ATLAS -  A Toroidal Lhc ApparatuS   [22] 

2. ALICE -  A Large Ion Collider Experiment  [23] 

3. CMS  -  Compact Muon Solenoid   [24] 

4. LHCb -  LHC beauty     [25] 

The opposite located ATLAS and CMS detectors (Figure 1.7) are the largest with 

ATLAS being 46 m long at a diameter of 25 m and CMS smaller but heavier, weighing 

14 000 t. Both measure data, such as speed, mass or charge of particles produced in 

the collisions. They have been designed using different technologies, yet to study 

similar phenomena. This redundancy is needed to independently confirm new dis-

coveries, excluding any measurement error, design flaw or other sources of error. 
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Figure 1.7: ATLAS (left) and CMS (right) detector drawings [26, 27]. The inner parts are composed of 

the inner detector and calorimeters (i.a. yellow) measuring the energy loss of passing particles. The 

outer structures comprise the magnet systems and muon detectors. 

The other two detectors are smaller and pursue other goals. The design of ALICE 

has been adjusted for the heavy ion runs of the LHC. The detector intends to study 

physics of strongly interacting matter at high energy densities. At such conditions a 

quark-gluon plasma forms, the state the universe is believed to have been in pico-

seconds after the big bang [14]. In a similar manner, LHCb is a detector dedicated to 

explore the “beauty quark”, a fast decaying particle. In doing so, physicists try to 

recreate the conditions shortly after the big bang to answer the question why nature 

is formed out of matter instead of antimatter. 

1.6.4 LHC Operation and Figures 

After particle beams are injected into the LHC, the energy is ramped up and the ex-

periments start taking data. At this point, the number of circulating particles, re-

ferred to as beam intensity, is the highest with around 120*109 protons per bunch. 

For the maximum of 2 808 bunches inside one beam, this leads to particle intensities 

of more than 3*1014 per beam [14]. Afterwards, the storage ring is continuously 

loosing particles during collisions, at the collimators or due to other effects such as 

beam-gas interactions, see subchapter 2.1. As a consequence, it is at a certain point 

favourable to extract, or “dump” the beams and prepare the machine for a new fill 

in order to optimise the luminosity. Using data of the 2012 LHC run, an optimum run 

time to take physics data of 14.2 h has been computed [28]. This parameter however 

depends on many factors and can vary, e.g. for an improved turnaround time be-

tween fills. Nevertheless, it can serve well to align the dependability design of the 

LHC and its accompanying systems, as the LHC BLM system. 

During regular operation, an LHC cycle separates into different phases, as shown 

in Figure 1.8. The actual run time tr as introduced in [28] is referred to as the time 

of stable physics operation (phase 1). The turnaround time tta is the period between 

a beam dump and the re-establishment of stable physics conditions (phases 2 - 5). 

 𝑡𝑐𝑦𝑐𝑙𝑒 = 𝑡𝑟 + 𝑡𝑡𝑎    (1.5) 
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Figure 1.8: LHC cycle (04.08.2018), extracted from [29]. The energy (green) is ramped up to 6.5 TeV 

and kept for 13.5 hours during which the beam intensities (red, blue) constantly decrease from a 

maximum of around 2.7*1014 protons per beam. 

Having a nominal LHC mission established, the LHC also undergoes greater cycles 

on the scale of weeks and years. On the top level, the current mandate of the LHC 

and HL-LHC is scheduled into six Runs, which are interrupted by Long Shutdowns 

(LS), see Figure 1.9. The shutdowns serve to repair, maintain and upgrade the ma-

chine. On a yearly basis, during runs, the schedule foresees a year-end technical stop, 

a commissioning phase afterwards, as well as machine development phases and 

other stops, which grant access to the machine during the year. 

 

Figure 1.9: LHC and HL-LHC project schedule, according to [30]. In the year 2024, at the end of Run 3, 

the LHC mandate finishes and it is foreseen to construct and exploit the HL-LHC until 2038. 

In accordance with the operational schedule, the LHC systems have to subordinate 

their individual strategies for maintenance, repair and upgrade. This condition in-

fluences the designs of these strategies, especially with regard to dependable design. 

As described more in detail in chapter 3, availability is a crucial factor of dependa-

bility. For the LHC, availability, and in this manner also luminosity, respectively its 

integral over time, can directly be correlated to the various cost factors of the pro-

ject. Table 1.2 gives an overview of different costs involved in the LHC project. 

Table 1.2: Current costs of the LHC project [31]. For detectors and computing only the share which 

CERN has paid is given (*). Costs for Run 2 are not yet published.  

 Machine & areas Detectors* Computing* Run1 LS1 Run2 Total 

Personnel [MCHF] 1 224 869 85     

Material [MCHF] 3 756 493 83     

Total [MCHF] 4 980 1 362 168 1 100 150 ? >7 760 

LHC HL-LHC

'37 '38'28 '29 '30 '31 '32 '33

Run3 LS3

'34 '35 '36'22 '23 '24 '25 '26 '27'212010

Run1 LS1 Run2 LS2

'16 '17 '18 '19 '20'11 '12 '13 '14 '15

Run4 LS4 LS5Run5 Run6
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In order to quantify the impact of failure-caused downtime, the hourly costs of 

LHC operation up to the current date are computed. Eq. (1.6) only takes into account 

the costs paid by CERN and furthermore neglects other costs as for example already 

available infrastructure, primarily the 27 km LEP tunnel. Operational costs include 

the runs and shutdowns, while for the four-year-long Run 2 the same costs as of 

Run 1 are assumed. Furthermore, only operational days as displayed in Table 1.3 

are considered assuming 24 h of daily planned operation.  

 
𝐶𝑜𝑠𝑡(𝑡) =

∑ 𝑐𝑜𝑠𝑡𝑠

∑ 𝑜𝑝.ℎ𝑜𝑢𝑟𝑠
𝑡 =

8.86∗109𝐶𝐻𝐹

1 774∗24ℎ
𝑡 = 208 098

𝐶𝐻𝐹

ℎ
𝑡   (1.6) 

This present figure is likely to decrease during Run 3 and eleven following years 

of HL-LHC, which yet also involves 950 million CHF of investment [32]. Further-

more, other cost estimates exist, e.g. [33] conducts an analysis yielding the total LHC 

costs between 1993 and 2025 at 13.5*109 €. For ten operational years in that 

timeframe, assuming for each roughly 6 000 operational hours, this equals around 

240 000 CHF hourly costs, based on nowadays exchange rate1.  

Table 1.3: Operational LHC days since 2010, extracted from [29]. An operational day is defined as a 

fill day of the LHC, in other words with intensity measurements of both beams greater than zero. 

Year 2010 2011 2012 2013 2014 2015 2016 2017 2018 Total 

No. of fill days 245 260 270 43 0 255 237 225 239 1 774 

To sum up, obtaining precise hourly operational costs is complex dependent upon 

a variety of factors involved and the applied run time. As a lower benchmark it can 

be referred to a minimum of 200 kCHF per hour. Table 1.4 finally summarises fig-

ures of the LHC relevant for the scope of this thesis. 

Table 1.4: General LHC figures for proton operation.  

Parameter Value Dimension Source 

Maximum beam energy 6.5 [TeV] [14] 

Maximum number of bunches 2 808 [-] [14] 

Bunch intensity (at injection) 1.2*1011 [-] [14] 

Number of collisions per second 1*109 [/s] [14] 

Revolution frequency frev (1 revolution = 89 µs) 11 245 [Hz] [18] 

Maximum stored beam energy 2 × 362 [MJ] [34] 

Maximum stored main dipole magnet energy 11 [GJ] [34] 

Optimum run time tr 14.2 [h] [28] 

Average turnaround time tta in 2018 6.0 [h] [35] 

Average yearly operational hours during Runs 6 000 [h] Table 1.3 

Current operational costs per time >200 000 [CHF/h] Table 1.2 

                                                        

1 1 CHF = 0.94 € (European Central Bank average exchange rate on 04.07.2020) 
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1.7 The LHC Machine Protection System 

Table 1.4 shows that the two circulating particle beams of the LHC each can store an 

energy of up to 362 MJ. If released in an uncontrolled manner, this implies the risk 

to seriously damage the LHC and its equipment. To mitigate the risk of such events 

occurring, which can lead to significant costs and downtime [1], the LHC Machine 

Protection System (MPS) [36] has been designed, see Figure 1.10. 

 

Figure 1.10: Architecture of LHC machine protection systems according to [37]. Various subsystems 

are linked together, which in case of potential danger, transmit a beam dump request via the BIS to 

the LBDS which extracts the beams. 

As a protection system, the MPS design fulfils high reliability requirements using 

practices such as the Safety Integrity Level (SIL) according to the IEC 61508 stand-

ard [38] of the International Electrotechnical Commission (IEC), a fail-safe approach 

or redundancies [36]. It unites a variety of subsystems from injection systems, to 

systems monitoring the LHC, its equipment and beam parameters up to extraction 

systems of which only the relevant ones for the scope of this thesis are covered in 

here. Numerous parameters are constantly surveyed to take mitigating actions in 

case of critical values or potential danger. Together with their connected systems, 

three central elements establish the MPS: 

 The Powering Interlock Controllers (PIC) [39]  

 The Beam Interlock System (BIS)   [40] 

 The LHC Beam Dumping System (LBDS)  [41] 



 1.7  The LHC Machine Protection System        15 

 

The PICs interact with the power converters and the Quench Protection System 

(QPS) [42, 43] stopping the magnet powering and initiating a beam dump request in 

case of critical parameters. The QPS is designed to detect when the superconducting 

magnets reach a resistive state, referred to as a quench. A quench can be caused by 

energy deposition of lost beam particles and leads above a certain threshold to a 

sudden release of the stored magnet energy. To prevent magnet damage requiring 

months of repair, the QPS fires resistive heaters to distribute the released energy 

and initiates a safe discharge of the magnet energy via the power converters when 

the resistive voltage across the magnet surpasses a threshold for a certain time. 

To avoid energy deposition above the quench level in the first place, the MPS com-

prises additional systems to prematurely act. The collimation system [44], for in-

stance, moves robust blocks from the sides into the beams to remove off-orbit par-

ticles. Another vital system to prevent energy deposition in the magnets is the 

LHC BLM system, see chapter 2. Both these systems connect to the BIS. 

In total about 20 subsystems are connected to the BIS which establishes the MPS 

backbone. Using redundancy, the BIS is formed by two communication loops per 

each beam along the LHC connecting to the LBDS. The loops carry the “Beam Permit” 

signal allowing injection or operation with beams. To interface with the MPS sub-

systems, 16 Beam Interlock Controllers (BIC) are distributed around the loops. The 

subsystems constantly feed the BICs with their individual status information and 

send a beam dump request if a potentially dangerous event is monitored. The Beam 

Permit is then removed from the loops triggering the LBDS to initiate a safe beam 

extraction by firing the extraction kicker magnets at the LHC dump lines. 

The LBDS is responsible to safely extract the beams for such an event or at the end 

of an LHC fill. An LBDS failure mode, which results into not being able to extract the 

particle beams, is one of the worst possible scenarios. Hence, the LBDS has been de-

signed according to the highest SIL 4 level [45]. It is composed of fast pulsed extrac-

tion kicker magnets and septum magnets to deflect the beams, diluter elements and 

at the end of the 750 m long extraction tunnels graphite blocks to absorb the beam 

energy. Already at injection into the LHC, a 3 µs abort gap is established between 

two bunches to allow the kicker magnets to build up their field. This means, that 

once the LBDS receives a beam dump request, a maximum time of 2*89 µs, or two 

LHC revolutions, passes to synchronise with the abort gap and extract the beams. 

On a larger scope, a worst-case response time of 100 µs of the BIS has to be added, 

as well as the individual response times of the subsystems [40]. Depending on the 

individual criticality, these response times range between half an LHC revolution in 

the µs-range to some hundreds of milliseconds and several seconds for actions taken 

by human operators. Using worst-case assumptions, an extraction in less than four 

LHC turns is provided by the fastest reacting subsystems. The LHC BLM system has 

one of the fastest response times, described more in detail in the following chapter. 



 

 

2 The LHC Beam Loss Monitoring System 

A crucial and critical part of the LHC MPS is the LHC BLM system. It is designed to 

detect potentially dangerous beam losses early in time in order to prevent causing 

any damage. To do so, the system constantly measures the level of beam losses all 

around the LHC and processes the data in order to decide whether a safe extraction 

of the particle beams should be initiated via the BIS. In addition to its machine pro-

tection functionality, the LHC BLM system is also used to provide beam diagnostics 

data to tune the LHC in operation, or as a source of data to reduce irradiation of the 

LHC tunnel equipment. 

2.1 Beam Loss 

During nominal LHC operation a certain particle loss cannot be completely avoided. 

Different effects such as interactions between beam particles or with residual gas, 

instabilities or misalignment of the LHC cause beam loss and lead to particles leaving 

the dynamic aperture, which is the maximum oscillation amplitude for stable mov-

ing particles [18], i.e. they remain inside the LHC. A majority of these particles is 

caught by the collimators designed for that purpose. Yet, a few remaining particles 

escape from the stable trajectories and impact into the vacuum pipes interacting 

with the material. These interactions create secondary particle showers, which 

propagate by impacting into the LHC and its equipment, ionising and activating the 

respective, depositing energy and, in case of electronics, damaging and disrupting 

the functionality. Depending on the loss duration and intensity, the LHC and its 

equipment can tolerate such losses up to certain thresholds. With respect to time, 

four main categories of losses are distinguished: ultra-fast losses within one LHC 

turn (< 89 µs), very fast losses (< 5 ms), fast losses (< 1 s) and steady losses (≥ 1 s) 

[36]. Ultra-fast losses can be caused by injection or extraction faults and can only be 

passively protected by the collimators. For other loss intervals, the MPS is able to 

protect actively. Thus, to monitor the beam losses and to enforce the location spe-

cific loss thresholds, the LHC BLM system acts as a first-in-line protection system. 

2.2 LHC BLM System Overview 

The LHC BLM system is a highly distributed system, which spans around the com-

plete LHC tunnel, and from there connects in modular slices to its eight surface         
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installation points, compare Figure 2.1. Functionally, it can be divided into four prin-

cipal main parts, which the following subchapters describe more in detail: 

1) Beam loss detectors and supply 

2) Front End (FE) acquisition electronics 

3) Optical fibre link 

4) Back End (BE) processing electronics and interfaces 

 

Figure 2.1 : Vertical slice of the current LHC BLM system (SS configuration). Ionisation Chambers 

(yellow) measure a current signal proportional to the beam loss. The FE tunnel board (BLECF) ac-

quires, digitises and transmits the signal via optical fibres to the BE surface electronics, which pro-

cess the loss signal and connect to the BIS via the CIBUS interfaces. 

As loss detection sensors, primarily Ionisation Chambers are mounted outside the 

LHC cryostat (see Figure 2.3) connected to the various Beam Loss Electronics (BLE). 

At the beginning of the chain, up to eight chambers connect to the FE electronics, the 

Current-to-Frequency converter board BLECF, which acquires the beam loss signals 
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in its analogue part, see subchapter 2.4.1. The board digitises the signals and sends 

them using two “GOH” transmitter mezzanines via a redundant optical fibre link of 

up to 2 km in length to the corresponding BE electronics at the surface installations. 

Two redundant links, in total four optical fibre inputs, are received by the mezza-

nine board of the Threshold Comparator module (BLETC), see subchapter 2.6. Up to 

16 loss signals are processed and compared to predefined thresholds depending on 

the specific detector location and different integration time windows of the losses. 

If a threshold is surpassed, the BLETC initiates a beam dump request via the Versa 

Module Eurocard (VME64x; VME in the following) bus on the backplane. Potential 

beam dump requests of up to 16 BLETC per VME crate are transmitted via two par-

allel daisy chains and are handled by the Combiner and Survey module (BLECS) in 

the last crate slot. Finally, the BLECS modules of up to four VME crates per surface 

point forward their Beam Permit until the last module in this chain connects to the 

BIS via the Controls Interlocks Beam User Single (CIBUS) interface, see Figure 2.2. 

 

Figure 2.2: BLECS Beam Permit signal path. On each surface point, up to four BLECS receive the 

BLETC daisy chain signals and forward them in another daisy chain to the last module, which trans-

mits the Beam Permit to the BIS. 

In order to define the system boundaries for the later dependability analysis in-

side the MPS (see subchapter 4.4), the LHC BLM system is specified as displayed in 

Figure 2.1 from the ionisation detectors up to the CIBUS connection, which forms 

the BIS interface. This comprises the entire installation displayed and does only ex-

clude the CIBUS modules and the physical surface racks. 

Table 2.1: LHC BLM system component numbers. Only fibre connections are listed. Electrical connec-

tions, i.e. cables and connectors are not displayed. 

Qty Component (surface) Qty Component (tunnel) Qty Fibre link 

27 VME crate (+PSU, Fan&Control): 3635 Ionisation Chamber 4014 Fibre cable 

27 CPU (Access, Logging etc.) 191 Secondary Emission Monitor 2676 Pigtail fibre 

348 DAB64x (BLETC processing) 108 Little Ionisation Chamber 5352 Connector 

348 Mezzanine (BLETC receiver) 329 Arc rack (+PSU) and   

27 BLECS (Combiner) 37 SS crate (+PSU):   

27 BOBR (Timing) 669 BLECF (Acquisition)   

8 CISV (Beam energy) 1338 GOH (Transmitter, redundant)   

84 Daisy Chain Jumper 669 BLECF Reset   

16 HV PSU (redundant)     
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In total, the LHC BLM system comprises more than 3 500 Ionisation Chambers, as 

well as particular other detectors, which form the beginning of the complex read-out 

chains. These individual chains conclude at 27 VME crates and the associated con-

nections to the BIS at the surface points. An overview of the major component num-

bers of the LHC BLM system is provided in Table 2.1. The following subchapters 2.3 

up to 2.6 describe the most essential system parts more in detail. 

2.3 Ionisation Detectors 

Different kinds of detectors measure losses of the particle beams at CERN’s acceler-

ators. A variety of gas, vacuum-filled, solid state or scintillating sensors is used for 

different purposes, e.g. beam diagnostics, equipment protection or beam measure-

ments in order to optimise beam parameters and luminosity [46]. 

                       

Figure 2.3: LHC BLM system Ionisation Chamber. Installed chamber on the LHC cryostat (left) and 

the inner multilayer capacitor with insulation (right). 

To protect the LHC, the LHC BLM system uses two main kinds of detectors. With 

more than 3 500 installed, by far the most used type is the Ionisation Chamber [47, 

48]: an 80 cm long steel tube filled with nitrogen gas at 1.1 bar, see Figure 2.3. Inside, 

it consists of a multilayer capacitor with 61 electrodes, each separated by 0.5 cm. 

The anode is supplied by a high voltage of 1 500 V. In the event of a particle passing 

through the detector, the chamber gas gets ionised. The ionised particles move to-

wards the cathode, which enables the acquisition electronics to measure a change 

in current, compare Figure 2.4. This current change is proportional to the deposited 

energy, respectively the beam loss. With the Ionisation Chamber, the LHC BLM sys-

tem is able to detect beam losses, expressed as the proton density rate in pro-

tons*s-1m-1 and measured as a current signal, with a dynamic range of eight orders 

of magnitude [49]. 



20        2  The LHC Beam Loss Monitoring System 

 

 

Figure 2.4: Functional principle of the LHC BLM system Ionisation Chamber. Particles of secondary 

showers ionise the contained gas. Electrons move to the anode of the multilayer capacitor under high 

voltage which leads to a current being measured at the cathode. 

To extend the combined dynamic range up to 13 orders of magnitude, a second 

detector type is used to cover specific LHC locations with higher loss rates. The Sec-

ondary Emission Monitor (SEM) [50] is a similar steel tube as the Ionisation Cham-

ber, which uses a different functional principle. Three metallic electrodes are under 

a vacuum inside the detector to exclude ionised gas significantly contributing to the 

measured signal. The current signal is created between the bias electrodes and the 

single signal electrode by secondary electron emission in its metallic surface layer. 

Impacting secondary particles excite conduction band and inner shell electrons cre-

ating electron-ion pairs, and thus a signal proportional to the particle’s energy loss. 

As displayed in Table 2.1 also other detectors, such as the Little Ionisation Cham-

ber (LIC) [51] to measure high losses or the Diamond BLM [52] providing nanosec-

ond time resolution are installed at the LHC, but are not further treated in here. The 

essential detectors for the MPS are the Ionisation Chambers. 

2.4 Front End Electronics 

On the FE of the LHC BLM system, the detectors connect to the BLECF board, with 

cables of up to 600 m in length depending on their location either in the LHC SS or 

in the arcs. Either supplied by a single-board-chassis or with up to 10 BLECF inside 

the SS chassis the boards are located in the LHC tunnel under the quadrupole mag-

nets or inside different side alcoves, thus exposed to different levels of ionising ra-

diation. For this reason, the BLECF as well as its two optical transmitter mezzanines 

(GOH) for the redundant optical link have been qualified for such an environment 

[53, 54]. 
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2.4.1 The Current-to-Frequency Converter Board (BLECF) 

The BLECF board [53, 55], is the main FE board. It uses Current-to-Frequency Con-

version (CFC) to acquire the beam loss signals of up to eight channels within a meas-

uring range between 2.5 pA and 1 mA. The analogue CFC parts each embed an inte-

grator circuit at the current input, which connects to a comparator circuit at its 

output, compare Figure 2.5. There, the integrated signal is compared to a threshold 

voltage, triggering a monostable multivibrator (one-shot) at its output. The mono-

stable multivibrator generates an output frequency, which is proportional to the 

current input, respectively the beam loss signal. These output frequencies of the up 

to eight connected CFC circuits are measured by the on-board Field-Programmable 

Gate Array (FPGA). In parallel, two Analogue-to-Digital Converters (ADC) connect to 

the FPGA. The 12 bit ADCs measure the integrator output voltages and have been 

added to cover low input currents below the one shot trigger level. Furthermore, a 

Digital-to-Analog Converter (DAC) acts as a current source generating a 10 pA cur-

rent during a test mode to check the functionality of the channels, see subchapter 

4.2. This current should trigger a CFC count supposedly every 20 s, being increased 

in steps of 1 pA if it does not. After five such increases the channel is declared blind. 

 

Figure 2.5 : BLECF board with two GOH mezzanines and optical fibre connectors according to [53, 

56]. The current input signals are received by the BLECF connector (right). The CFC part measures 

these signals and generates the according output frequencies, which are measured and digitised by 

the FPGA. Via the two redundant GOH mezzanines the FPGA sends the data onto the optical link. 
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The FPGA sends the combined data every 40 µs in two identical 256-bit packets 

via the optical transmitter modules onto the optical link. To mitigate the risk of in-

ternal errors, in particular of such caused by the radiation environment, e.g. Single 

Event Effects, the FPGA uses on the one hand Triple Modular Redundancy for its 

most critical parts, primarily the CFC counters. On the other hand, it calculates a 

checksum to add a Cyclic Redundancy Check (CRC) to the transmission packets. 

To further address the dependability on the board level, the BLECF has been de-

signed in accordance with the SIL 3 level. Amongst different tests for its radiation 

[2], temperature and magnetic field tolerances, and during burn-in (see subchapter 

3.4.2), this has also involved the design of protection circuits and a variety of diag-

nostic checks performed by the board. These diagnostics involve different test 

modes and status information, such as temperature or voltage statuses. [53] 

The following subchapter describes the plugged optical transmitter modules 

more in detail. In addition, the complete module comprises a third mezzanine on the 

indicated spot in Figure 2.5. This “BLECF Reset” board is added to perform a general 

power reset of the module and is connected to the BLECF by soldered wires. 

2.4.2 The Optical Data Link Transmitter (GOH) 

To transmit the generated packets onto the optical fibre link, two GOL Opto-Hybrid 

(GOH) transmitter mezzanines plug into the BLECF. This GOH comprises the custom 

designed radiation tolerant Gigabit Optical Link (GOL) Application-Specific Inte-

grated Circuit (ASIC) [54, 57, 58]. The GOL ASIC serialises and encodes the data re-

ceived from the BLECF FPGA and in addition employs 8b/10b encoding to increase 

the transmission reliability [59]. Furthermore, it drives the laser diode, which trans-

mits the data via the attached optical pigtail fibre onto the link, see Figure 2.5. 

In terms of dependability, the manufactured GOH boards have been required to 

pass an extensive quality assurance comprising a variety of inspections, stress tests 

and burn-in [58]. Since then, it has proved its dependability as a part of the LHC BLM 

system as well as being installed within the harsh environment of the CMS Electro-

magnetic Calorimeter, compare subchapter 4.3. 

2.5 Optical Fibre Link 

The optical fibre link between the tunnel and the surface electronics is a fully pas-

sive, yet crucial part of the LHC BLM system connecting the FE and the BE. During 

the system design phase, the performed dependability analysis [2] has resulted in 

the implementation of a fully redundant link. From the redundant GOH modules on 

the BLECF, up to the receiver modules on the BLETC mezzanine (subchapter 2.6.1), 

the up to 2 km long link is entirely duplicated. 
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A single slice of the complete optical fibre link comprises the two pigtail fibres of 

the GOH and the BLETC mezzanine, three supplementary fibre cables as well as four 

fibre connectors on the FE and BE boards, the tunnel patch panel and the surface 

distribution rack, as displayed in Figure 2.1. The total number of fibre cables and 

connectors is displayed in Table 2.1. 

The tunnel configuration of the optical link enables to pursue a replacement strat-

egy of damaged fibres due to the radiation exposure. To implement this strategy, the 

link performance is continuously monitored and analysed, see subchapter 4.2. 

2.6 Back End Electronics 

The LHC BLM system’s BE electronics are located inside temperature-controlled 

racks, compare Figure 2.1. The optical fibres coming from the tunnel connect to 

these racks, which accommodate up to two VME crates containing the surface elec-

tronics. In addition, the racks comprise the interfaces to receive LHC timing and 

beam energy information, the CPU connection to the network and databases, the 

CIBUS interface to the BIS, as well as the High Voltage (HV) distribution which can 

be interpreted as closing the loop to the FE by supplying the Ionisation Chambers.  

2.6.1 The Versa Module Eurocard (VME) Crate 

The main body of the BE processing is the VME crate [60], which accommodates on 

its customised backplane [61] the Beam Permit lines. An additional P0 connector 

per slot complements the two 160 pin standard backplane connectors facilitating 

two daisy chains for potential beam dump requests. Together with other in the fol-

lowing described boards, up to 16 BLETC processing modules can be plugged into 

each crate. This equals a maximum of 256 ionisation detectors connected per crate. 

To supply the VME crate with four different voltages (±15 V, +5 V, +3.3 V), it is 

equipped with an according Power Supply Unit (PSU) and an additional fan and con-

trol unit to cool the electronics [62]. 

2.6.2 The Threshold Comparator Module (BLETC) 

This subchapter describes the currently used version of the BLE Threshold Compar-

ator (BLETC) module [63, 64]. It is to be upgraded by the new developed VFC-HD, 

compare subchapter 6.1. 

The BLETC consists of two boards, the main processing Digital Acquisition Board 

(DAB64x) [65] and a plugged mezzanine card [66] receiving the tunnel data of two 

redundant optical links, i.e. four fibre connections in total, compare Figure 2.6. The 

module forms the digital processing unit within the beam loss read-out chain. Em-

bedding the four photodiodes and receiver parts, the mezzanine de-serialises as well 
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as decodes the optical link data. Then, the DAB64x merges the individual CFC and 

ADC data of up to 16 detectors and compares the redundant packets to select the 

error-free data. These combined data get integrated in parallel and in real-time by 

the on-board FPGA within twelve different moving sum windows spanning between 

40 µs up to 84 s, which are defined for protection against all kind of expected losses 

[64]. For each Ionisation Chamber unique loss thresholds are defined depending on 

its location and 32 different LHC beam energy levels [67]. 

 

Figure 2.6: BLETC threshold comparator module composed of the DAB64x motherboard (left) [56] 

and the plugged mezzanine (right) receiving four optical fibre cables of two BLECF. 

In the next processing step, the FPGA compares the moving sums and initiates a 

beam dump request if a threshold is surpassed. Subsequently, potential beam dump 

requests of the up to 16 BLETC per VME crate are transmitted via the daisy chains 

on the VME backplane and are handled by the BLECS in the last slot. This is imple-

mented using a frequency signal to protect against board failures, but also against 

sudden reset or disconnection of the BLETC. 

In order to always ensure the LHC protection, the BLETC is capable of autono-

mously performing the described threshold comparison to protect against failures 

of the CPU board. Apart from the described protection function, the module also 

comprises other functionalities, such as data recording for analysis, e.g. logging of 

transmission errors and reporting of tunnel statuses, provision of beam loss data for 

automatic collimator setup, or data to be analysed by LHC operators and for logging. 

2.6.3 The Combiner and Survey Board (BLECS) 

Situated in the last VME crate slot, the BLECS board [68] receives the two daisy 

chains of the BLETC modules establishing the link between the threshold compari-

son and the BIS. It forwards a potential beam dump request to the BIS using twice 
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two lines connecting to separate CIBUS interfaces inside the rack, compare Figure 

2.1. 

At each of the eight LHC surface points, the BIS connections are only established 

for the BLECS of the last VME crate, within a daisy chain comprised of the previous 

crates’ BLECS boards, see Figure 2.2. Besides providing this link between the LHC 

BLM system read-out chain and the BIS, the BLECS is further responsible to receive 

the current beam energy value from the in the following described CISV module and 

to distribute this info to the 16 BLETC modules using dedicated VME lines. 

These VME lines are also used to initiate certain BLETC test procedures on the 

modules, as described more in detail in subchapter 4.2. The checks involve for in-

stance the test procedure of various regular checks prior to particle beam injection 

into the LHC, referred to as “Sanity Checks”, compare subchapter 4.2. The BLECS is 

responsible to initiate such checks, e.g. by generating a modulation signal to be 

added to the Ionisation Chamber high voltage supply. Moreover for this particular 

check, it processes and analyses the read back results of the individual BLETC mod-

ules and provides these results to the external logging system. In case a certain test 

does not pass, the BLECS is able to remove the Beam Permit, which either leads to a 

beam dump request or inhibits injection into the LHC. This is also the case for dif-

ferent status information received by the previous read-out electronics. 

2.6.4 Timing and Beam Energy Boards (BOBR and CISV) 

To be able to compare the beam loss data to the varying thresholds which depend 

on the current LHC operation, two boards provide the corresponding values to the 

VME crate, compare Figure 2.1. 

The Beam Observation Receiver (BOBR) board [69, 70] receives the Beam Syn-

chronous Timing information from the Timing, Trigger and Control network [71]. 

Located in the central slot of the VME crates, the BOBR board distributes this infor-

mation each time to eight BLETCs on its right and left slots [59]. In the event of a 

beam dump occurring, the BOBR forwards a trigger with the current time stamp to 

the BLETCs in order to freeze their collected post mortem data for the logging. 

The reception of the present beam energy value is done by the Safe Machine Pa-

rameters VME Receiver (CISV) board [72], which is a development based on the Con-

trols Timing Receiver VME (CTRV) [73] board. The present beam energy is deter-

mined by means of measuring the beam bending dipole magnet current and sent to 

the CISV from the LHC Safe Machine Parameters system via the LHC General Ma-

chine Timing system [74]. Per LHC surface point, one CISV board is located in the 

crate of the last BLECS board within their daisy chain (BLECS_4 in Figure 2.2). This 

BLECS board receives the beam energy information and distributes this info to the 
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other BLECS’ of the surface point racks, as well as distributes it to the BLETC mod-

ules of the according crate for the threshold adaption. 

2.6.5 The CPU board 

The first slot of each VME crate is equipped with a board, referred to as Central Pro-

cessing Unit (CPU) board. For this crate CPU, the LHC BLM system uses a commercial 

solution with available reliability report data provided by the manufacturer, the A25 

by “MEN Mikro Elektronik” [75]. The CPU enables to access the crate for develop-

ment and technical support purposes through a gigabit Ethernet link. As previously 

outlined, for purposes of protection, the CPU board possesses no function which can 

cause any interruption of ongoing LHC operation. During operation, it establishes a 

link between the crate and the logging and post mortem systems. This includes the 

sending of potential warnings related to the beam loss data to the logging system 

and the LHC control room. 

In order to feed the logging and post mortem systems, the CPU communicates 

with the up to 16 BLETC modules periodically (1/s) accessing their processed data. 

These data include for instance the beam loss data and applied thresholds, in partic-

ular the beam loss data of the straight sections for adjustment of the collimators or 

the recorded transmission errors and statuses of the optical link for offline analysis. 

The CPU reads all the data, calculates the warning level alerts, and normalises the 

data for display in the control room. 

2.6.6 The High Voltage Power Supply (HV PSU) 

Besides the powering of the surface electronic modules via the VME crate, the BE 

installation also comprises the High Voltage Power Supply Unit (HV PSU) to supply 

the FE Ionisation Chambers. In fact, two redundant HV PSUs are installed at each 

LHC surface point with cables connecting to the Ionisation Chambers inside the tun-

nel. Designed to deliver up to 3 000 V, the primary HV PSU is configured to deliver a 

nominal voltage of 1 500 V, with the secondary installed in hot redundancy, i.e. as 

spare unit immediately supplying the voltage in case of the primary unit failing. This 

is being implemented using an isolation diode with the spare HV PSU delivering 

1 450 V, compare Figure 2.1. 

As previously outlined, the HV PSUs are driven by the last BLECS board of their 

daisy chain. Connections are established to control the voltages as well as to 

re-check these values and to send warnings for the case of variations. This involves 

limiting the maximum voltage to 2 000 V in order to avoid internal discharges of the 

Ionisation Chambers. As described more in detail in the subchapter 4.2, the BLECS 

also generates the HV modulation signal to check the connectivity of the Ionisation 

Chambers. 



 

 

3 Dependability Engineering Basics and State of 
the Art 

Chapter 1 has outlined the importance of integrated luminosity for the successful 

operation of the LHC. This luminosity is directly connected to the performance of 

the LHC, regarding its reliability and high availability. For instance, one hour of avail-

ability loss, i.e. LHC downtime, can be linked to the calculated around 200 000 CHF 

hourly cost estimate in Eq. (1.6). To quantify these terms, this chapter provides the 

definitions, introduces the necessary mathematical and statistical basics, as well as 

existing analysis and test methods of dependability engineering. Furthermore, the 

last subchapter herein investigates the current state of the art regarding a method-

ological approach on dependability engineering during the life cycle of systems. 

3.1 Definitions 

The necessary terms and definitions for the scope of this work are specified in the 

following. The associated mathematical descriptions are outlined in subchapter 3.2. 

3.1.1 Dependability and Associated Terms 

The term dependability of an item is defined as the [76]: 

“Ability to perform as and when required.”  

Dependability is often used interchangeably with the term reliability. In fact, ac-

cording to [76], reliability is a part of dependability, which incorporates “availabil-

ity, reliability, recoverability, maintainability, and maintenance support perfor-

mance”, as well as “durability, safety and security” in specific cases, see Figure 3.1. 

 

Figure 3.1: Areas of dependability according to [76] and the RAMS disciplines according to [77]. 
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Covering the operating LHC BLM system with its machine protection function, 

performance requirements, available past experience, or continuous maintenance 

and upgrades, the scope of this work overcomes the extent of reliability engineering 

as it is often referred to in literature. In the same way, the presented methodology 

in chapter 5 of this work spans over several distinct areas of dependability. 

Similarly, the collective term RAMS [77] is commonly used to compile Reliability, 

Availability, Maintainability and Safety. As illustrated in Figure 3.1, RAMS is consid-

ered a part of dependability. Thus, in the framework of this work dependability is 

used as an umbrella term, while reliability is referred to as the following. 

Reliability 

According to the above referenced IEC 60050-192 standard [76], reliability is de-

fined as the “ability to perform as required, without failure for a given time interval, 

under given conditions”. This definition is valid for the scope of this work, however 

for a system like the LHC BLM system with its vital main function of protecting the 

LHC, a slightly different definition is more suitable. In [78], B. Bertsche et al. define 

reliability rather in the later presented mathematical sense as a probability, and em-

phasise the intended function of the concerned system: 

“The probability that a product does not fail during a defined period of time under 

given functional and surrounding conditions.”  

Availability 

Availability is a measure for the probability that a system is in an operable state. It 

is connected to reliability in the sense that on the one hand, 100% of reliability re-

lates to 100% of availability, but on the other hand poor reliability does not neces-

sarily relate to poor availability. According to [78], availability is defined as: 

“The probability that a system is in a functional condition at the time t or during a 

defined time span, under the condition that it is operated and maintained cor-

rectly.” 

To illustrate the relationship between reliability and availability, Figure 3.2 shows 

a system with rather high availability because of short maintenance intervals, but 

poor reliability due to a high rate of failure. 

 

Figure 3.2: Relationship between reliability and availability. The high availability of 95% of the ex-

ample does not reflect its reliability, characterised by six failures during the regarded time interval. 
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Maintainability 

The definition of availability includes already maintenance. Maintainability refers to 

the time needed to bring a system back into operation after a failure, defined as [76]: 

[The] “probability that a given maintenance action, performed under stated con-

ditions and using stated procedures and resources, can be carried out within a 

stated time interval.” 

In this manner, high maintainability is characterised by an efficient maintenance 

system, for example trained personnel or good spare parts availability, as well as by 

design solutions which allow interventions to be executed fast and efficient. The ex-

ample in Figure 3.2 can be regarded as a system with a high degree of maintainabil-

ity, because the time period to return to an operable state is fairly short. 

Safety, Security and Protection 

In the framework of RAMS in [77] and in IEC 61508-0 [38], safety is the “freedom 

from unacceptable risk”, with the annotation that risk refers to human health or the 

environment. Following this paradigm, safety is only of concern for certain access 

or supervision systems of the LHC as a closed machine. Nevertheless, in the closed 

LHC environment, machine protection can be interpreted in a similar way to replace 

safety within the RAMS disciplines. In fact, the IEC 60050:351 [79] standard which 

is related to [76] defines safety and security interchangeably, which is also owed to 

the fact that many languages do not differentiate between these terms. For all these 

reasons, this definition is used herein, referred to as protection in order to describe 

the protected state of the LHC aimed to be achieved by the LHC MPS systems [79]: 

“Freedom from unacceptable risk to the physical units considered from the out-

side.” 

Recoverability, Maintenance Support and Durability 

The three remaining fields of dependability are summarised in Table 3.1: 

Table 3.1: Definitions of Recoverability, Maintenance Support and Durability, according to [76]. 

Term Definition 

Recoverability “Ability to recover from a failure without corrective maintenance” 

Maintenance Support 

Performance 

“Effectiveness of an organization in respect of maintenance support” 

[Maintenance support: “Provision of resources to maintain an item”] 

Durability “Ability to perform as required, under given conditions of use and mainte-

nance, until the end of useful life” 

3.1.2 Other Terms 

To complement the previous subchapter, Table 3.2 displays terms already com-

prised in the above definitions and other terms necessary for the scope of this work. 



30        3  Dependability Engineering Basics and State of the Art 

 

Table 3.2: Other definitions related to dependability, according to [76, 80]. 

Term Definition Ref. 

Criticality “Severity of effect with respect to specified evaluation criteria” [76] 

Fault “Inability to perform as required, due to an internal state” [76] 

Failure: “Loss of ability to perform as required” [76] 

  - Cause “Set of circumstances that leads to failure” [76] 

  - Effect “Consequence of a failure, within or beyond the boundary of the failed item” [76] 

  - Mechanism “Process that leads to failure” [76] 

  - Mode “Manner in which failure occurs” [76] 

Risk “Combination of the probability of occurrence of harm and the severity of 
that harm” 

[80] 

Validation “Confirmation, through the provision of objective evidence, that the require-
ments for a specific intended use or application have been fulfilled” 

[76] 

3.2 Mathematical Basics 

In the mathematical sense, many of the terms described in the previous subchapter 

are quantifiable as statistical probabilities based on individual failure behaviour of 

technical components and systems. In order to quantify dependability parameters, 

this subchapter introduces these mathematical fundamentals, on the basis of the lit-

erature of B. Bertsche [78], W. Q. Meeker and L. A. Escobar [81], W. B. Nelson [82], 

P. O’Connor and A. Kleyner [83] and the United States (US) Department of Defense 

(DoD) Military Handbook (MIL-HDBK) 338B [84]. 

The term dependability is not mathematically defined, yet its constituent ele-

ments. To derive to a mathematical definition of these elements, the necessary sta-

tistics and probability theory are commonly referred to as “reliability theory”. 

3.2.1 Mathematical Description of Reliability 

The reliability, or probability of survival, of a system comprises its failure behaviour 

and is defined as R(t). To derive to the mathematical definition of R(t), the failure 

density function f(t) has to be introduced first. It describes the frequency of failure 

times as a function of the time t or other variables for t, e.g. number of cycles, with 

 
𝑓(𝑡) =

𝑑𝐹(𝑡)

𝑑𝑡
 . (3.1) 

f(t) is the derivation of the unreliability function or probability of failure F(t), which 

describes the probability, that a system has already failed at a certain time t. 

Analogue to Eq. (3.1), F(t) is the integral of the density function, characterised as 

 𝐹(𝑡) = ∫ 𝑓(𝑡)𝑑𝑡
𝑡

0
 . (3.2) 
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For t → ∞, F(t) equals 1, corresponding to the certainty that all systems within a 

population will eventually fail.  

Finally, the reliability R(t) describes the probability of survival at a certain time t, 

as the complement of F(t) with 

 𝑅(𝑡) = 1 − 𝐹(𝑡) . (3.3) 

Reversely to F(t), R(t) is the probability that a system will survive up until t. 

To determine the rate at which failures occur in time, the failure rate λ(t) and the 

hazard rate h(t) are used. The failure rate λ(t) describes the “ratio of probability that 

failure occurs in the [considered time] interval” [84], defined as 

 
𝜆(𝑡) =

𝑅(𝑡)−𝑅(𝑡+∆𝑡)

∆𝑡∗𝑅(𝑡)
 . (3.4) 

In other words, λ(t) can be interpreted as the ratio of the sum of failures occurred 

and the total of operational hours during the time interval ∆t. To describe the failure 

rate for ∆t → 0, the instantaneous failure rate or hazard rate h(t) is defined as 

 
ℎ(𝑡) = 𝑙𝑖𝑚

∆𝑡 → 0

𝑅(𝑡)−𝑅(𝑡+∆𝑡)

∆𝑡∗𝑅(𝑡)
=

𝑓(𝑡)

𝑅(𝑡)
 . (3.5) 

For the interval approaching zero, this instantaneous failure rate h(t) corresponds 

to the fraction of the failure density function f(t) and the reliability function R(t). 

Mathematically correct, the correlation between failure rate and hazard rate is 

defined as 𝜆(𝑡) = ∫ ℎ(𝑡)𝑑𝑡
𝑡

0
. However, the instantaneous failure rate h(t) is in many 

literature often erroneously referred to as λ(t). Taking this fact into account, this 

work follows the convention set in [84], which mathematically accurate distin-

guishes between failure rate and hazard rate, but points out the fact, that both λ(t) 

and h(t) are “usually used synonymously in conventional reliability engineering 

practice”. As a conclusion, the failure rate is referred to as λ(t), which is done in the 

same way within this work. 

3.2.2 Statistical Values and Other Reliability Parameters 

Apart from the failure rate λ(t), additional parameters are used to describe reliabil-

ity data. In particular for electrical and electronic systems, datasheets often present 

reliability data as Mean Time To Failure (MTTF) and Mean Time Between Failure 

(MTBF) or as failure rates in units of failures per million hours (fpmh) or Failure In 

Time (FIT). 

Such reliability parameters are often determined using statistical values, for ex-

ample the mean �̅�, which is defined for a sample of n values x1, x2, …, xn as 

 �̅� =
1

𝑛
(𝑥1 + 𝑥2 + ⋯ + 𝑥𝑛) =

1

𝑛
∑ 𝑥𝑖

𝑛
𝑖=1  . (3.6) 
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The mean describes the average of the considered values, for instance failure 

times. It can be considered as the “centre of mass” of a distribution. For a symmetric 

bell curve, or normal distribution, �̅� is located at the peak value, compare Figure 3.4 

(1) for b = 3.5. For asymmetrical distributions, however, the mean can be sensitive 

to outliers, i.e. very low and very high values. Less sensitive to outliers is the median, 

which is located in the centre of all values xn. For failure times, it is defined by 

 𝐹(𝑡𝑚𝑒𝑑𝑖𝑎𝑛) = 0.5 . (3.7) 

To assess the dispersion, i.e. how much the values of a distribution vary from the 

mean, the variance Var(x) is given as the squared standard deviation σ, 

 
𝑉𝑎𝑟(𝑥) = 𝜎2 =

∑ (𝑥𝑖−�̅�)2𝑛
𝑖=1

𝑛
 , with (3.8) 

 𝜎 = √𝑉𝑎𝑟(𝑥) . (3.9) 

To obtain a better estimate when sample data is taken instead of population data, 

the Var(x) in Eq. (3.8) is often calculated with n - 1 in the denominator instead of n. 

Based on the described statistical values, the MTTF is defined for a non-repairable 

system as the mean, or the expected value of the time to failure in hours, by 

 𝑀𝑇𝑇𝐹 = ∫ 𝑡 ∗ 𝑓(𝑡)𝑑𝑡
∞

0
= ∫ 𝑅(𝑡)𝑑𝑡

∞

0
 . (3.10) 

For a constant failure rate λ, the MTTF becomes 

 𝑀𝑇𝑇𝐹 =
1

𝜆
 . (3.11) 

If the system is considered repairable, the designation MTBF characterises the mean 

uptime between repair interventions, as illustrated in Figure 3.3. 

 

Figure 3.3: Illustration of the MTBF. For repairable systems, the MTTF is the mean time in operation 

until a failure occurs. The MTBF is comprised of the MTTF and the mean time to bring the system 

back into an operational state, the Mean Time To Repair (MTTR). 

Hence, the aforementioned datasheet values present the reliability data either in 

hours as MTTF or MTBF for repairable systems, or alternatively as a constant failure 

rate λ in the frequently used units fpmh, which is failures per 106 hours and the for 

electronics more commonly used FIT, which refers to failures per 109 hours. For 

electronics, these values generally refer to the later described “useful life”-period, 

which is characterised by a constant failure rate. 
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3.2.3 Continuous Distributions 

The functions f(t), F(t), R(t) and λ(t) describe the failure behaviour of a system. If the 

exact progression of these functions is of interest, specific lifetime distributions can 

be applied representing the behaviour in a continuous sense. 

For the scope of this work, two distributions commonly used in dependability en-

gineering are of interest. The one-parameter and mathematically fairly simple expo-

nential distribution and the two- or three-parameter Weibull distribution, which is 

more flexible and thus able to fit a variety of different lifetime distributions. 

Furthermore, the gamma- and its related chi-square distribution are also of inter-

est to determine statistical confidence, as outlined later in subchapter 3.2.5. For 

other distributions, further literature can be consulted [78, 81-84]. 

The Exponential Distribution 

The exponential distribution is commonly used to model the failure behaviour of 

systems, which are characterised by a constant failure rate λ(t) = λ = const. This of-

ten applies to electronic systems during their intended life, or “useful life” period, as 

described in the next subchapter. 

The according equations for the exponential distribution are the following: 

 𝑓(𝑡) = 𝜆𝑒−𝜆𝑡 (3.12) 

 𝐹(𝑡) = 1 − 𝑒−𝜆𝑡 (3.13) 

 𝑅(𝑡) = 𝑒−𝜆𝑡  (3.14) 

 𝜆(𝑡) = 𝑐𝑜𝑛𝑠𝑡. (3.15) 

For the special case of a constant failure rate, it is possible to assess the MTTF as 

shown in Eq. (3.11). Moreover, this circumstance enables to sum up individual com-

ponent failure rates in order to determine the system failure rate λS for a system of 

n components: 

 𝜆𝑆 = 𝜆1 + 𝜆2 + ⋯ + 𝜆𝑛 = ∑ 𝜆𝑖
𝑛
𝑖=1   (3.16) 

The Weibull Distribution 

Developed in the year 1951, the distribution named after its creator Waloddi Wei-

bull [85], evolved to be one of the most common lifetime distributions in the field of 

dependability engineering. The advantage of the Weibull distribution is its flexibility 

in fitting a wide range of distributions by introducing a shape and a scale parameter. 

The according equations for the two-parameter Weibull distribution are the fol-

lowing, with β as the shape parameter and η the scale parameter, or characteristic 

life, for β, η > 0. Their various progressions are displayed in Figure 3.4. 
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𝑅(𝑡) = 𝑒

−(
𝑡
𝜂

)
𝛽

  (3.17) 

 
𝐹(𝑡) = 1 − 𝑒

−(
𝑡
𝜂

)
𝛽

 (3.18) 

 
𝑓(𝑡) =

𝑑𝐹(𝑡)

𝑑𝑡
=

𝛽

𝜂𝛽
𝑡𝛽−1𝑒

−(
𝑡
𝜂

)
𝛽

 (3.19) 

 
𝜆(𝑡) =

𝑓(𝑡)

𝑅(𝑡)
=

𝛽

𝜂𝛽
𝑡𝛽−1 (3.20) 

The three-parameter Weibull distribution is characterised by a failure-free time γ 

at the beginning of the product life, sometimes also referred to as t0. This failure-free 

time γ defines the starting point of the density function. To obtain the according 

equations, the t variable of the above equations is to be replaced by t - γ. 

As the scale parameter, the characteristic life η influences the location of the dis-

tribution on the abscissa as well as the abscissa scale, i.e. an increasing η value wid-

ens the function of f(t), while keeping the shape parameter β constant. For the prob-

ability of failure F(t), the characteristic life is the point on the ordinate where 1 - e-1 = 

0.632, or 63.2% of the population have failed, compare Figure 3.4 (2). 

 

Figure 3.4: Weibull distributions for different shape parameters β = b and the characteristic life of 

T = η = 1 [78]. The failure-free time is set to γ = 0. 

Other designations used for η in literature are the distribution mean θ, which is 

equal to 1/λ, analogous to the MTTF of the exponential distribution in Eq. (3.11), and 
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T [78], which for the three-parameter Weibull distribution further involves an ad-

justment of the characteristic life η - γ with T = η in the above equations. This trans-

formation results into a straight line on the logarithmic x-axis and double-logarith-

mic y-axis scaled “Weibull probability paper”, compare Figure 3.6 (1) and [78], 

instead of a curved line without adjustment of η. 

In Figure 3.4 (4), it can be seen that the failure rate is constant for a shape param-

eter of 1. In fact, the flexibility gained with β can be summarised as follows: 

 β < 1: The failure rate decreases with time, a characteristic of failures 

   occurring during the early phase of a product life. 

 β = 1: The failure rate is constant, a characteristic of failures 

   occurring random in time. 

 β > 1: The failure rate increases with time, a characteristic of failures 

   occurring at the end of a product life. 

The previously mentioned normal distribution is represented by the Weibull with 

approximately β ≈ 3.5. For the exponential distribution, this is the case for β = 1. 

The Gamma and the Chi-Square Distribution 

The gamma distribution can also be described by the Weibull distribution for a 

shape parameter of β < 1. Similar to the Weibull distribution, it is capable of describ-

ing various failure behaviours. The gamma distribution itself makes use of the 

gamma function Γ(b) with the shape parameter b, as in [78]. In the context of this 

work however, not the gamma distribution itself is of interest, rather than a special 

case of it, the Chi-Square (χ2) distribution. For a more detailed description of the 

gamma distribution further literature can be consulted [78, 81-84]. 

In the herein framework, the Chi-Square distribution χ2(α,ν) is used to determine 

statistical confidence, as dealt with in subchapter 3.2.5. It is a type of gamma distri-

bution with in this context the acceptable risk of error α = 1 - C, the quantile of the 

applied confidence level C, and ν the number of degrees of freedom, see Table 3.3. In 

practice, associated values for α and ν are contained in according tables, e.g. in [86]. 

3.2.4 The Bathtub Curve 

To describe the failure behaviour of technical systems, as well as components during 

their lifetime, the bathtub curve describes a fundamental relationship in dependa-

bility engineering. As displayed in Figure 3.5, it is called bathtub curve because of its 

similar shape, which divides the curve into three sections. 

Its left section, the early failures period, is characterised by an initially high fol-

lowed by a monotone decreasing failure rate. This is caused by early, or infant mor-

tality failures which occur by a variety of causes, such as manufacturing faults, de-

sign flaws or material defects. 
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The middle section is referred to as the “useful life” period. It shows an approxi-

mately constant, slightly decreasing failure rate. No category of failures is dominat-

ing, but the occurrence of random failures at a generally low rate. As stated, these 

failures occur randomly in time and are difficult to predict. Potential failure causes 

can be poor maintenance, environmental impact or of operational nature. 

On the right of the bathtub curve, the section of wear out failures is situated. In 

this region, material wears out leading to failures. This can be caused by various 

material aging effects, fatigue or wear. 

 

Figure 3.5: Bathtub curve illustrated for a system of various components. The first section is mainly 

influenced by a decreasing failure rate of early failures occurring (grey dashed progressions), the 

second region is characterised by an approximately constant failure rate, and in its third region, dom-

inating wear out failures (grey dashed and dotted progressions) lead to an increasing failure rate. 

The green line represents random failures, which occur at a constant rate during the entire lifetime. 

As shown in the previous subchapter 3.2.3, the individual sections of the bathtub 

curve can be described with the Weibull distribution. Shape parameters β smaller 

than, about equal to and higher than one separate the distinct sections. 

As previously mentioned, the failure behaviour illustrated by the bathtub curve 

applies on the one hand to a single component with only two different failure mech-

anisms, one introduced at the beginning of its lifetime causing early failures of a few 

components, and the other mechanism leading to wear out at the end of its lifetime. 

An example can be a liquid electrolytic capacitor, with a small amount of badly man-

ufactured components which induces cracks in their package, causing an early loss 

of the electrolyte, and thus a continuous decrease in capacitance up to an open cir-

cuit failure. A second failure mechanism can be caused by a poor design of the seal-

ing, which very slowly but constantly leads to the electrolyte drying out and at the 

end of its lifetime to failures with the same failure mode. On the other hand, the 

bathtub curve also represents the failure characteristics of complete systems with 

several components and their individual failure mechanisms combined and sum-

ming up, as illustrated in grey colour in Figure 3.5. 
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An example on how to determine the first section of the bathtub curve based on 

actual failure data from tests is shown in Figure 6.17 of subchapter 6.5.6. Further-

more, the introduced methodology in chapter 5 covers how to make use of this fail-

ure behaviour to accomplish high reliability of an operating system. In general, high 

reliability can be determined from the bathtub curve by a low position of the bathtub 

on the ordinate, as well as a far right position, or late start of the wear out period. 

3.2.5 Statistical Confidence 

The previously described mathematical basics of reliability theory are based on sta-

tistics and probabilities. Therefore, complete certainty for the above parameters is 

not achievable. Specified values always include some uncertainty, respectively are 

to be specified with a certain confidence. This same confidence, or significance ap-

plied to dependability parameters is also required to obtained physics data at the 

experiments of CERN, e.g. the discovery of the Higgs boson required to surpass a 

significance of 5 σ (standard deviations), translating to a certainty of 99.999 9%, in 

addition recorded twice by the two independent detectors ATLAS and CMS [87, 88]. 

In dependability engineering, the application of statistical confidence includes for 

instance analysis of field failure data, reliability testing data in terms of sample size 

and testing time (compare Table 3.3), approximation of the constant failure rate 

during the useful life, or the risk assessment of an operating system. 

 

Figure 3.6: Various confidence intervals. Closed 90% confidence interval for the Weibull straight line 

(1, blue) and the Chi-Square probability density function with ν = 5 (2). Left sided (3) and right sided 

(4) 5% confidence interval for the Chi-Square probability density function. 
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As displayed in Figure 3.6, a confidence interval is a certain range situated inside 

the full range of possible values, for example around the true value of the mean. It is 

an estimate that the observed data is within that range. The associated confidence 

level C quantifies the confidence that the data is inside the range of the interval as a 

percentage. A confidence level of 50% implies the precision of the estimate, that in 

50% of cases, the observed value is located inside the confidence interval. For in-

stance, the Weibull straight line in Figure 3.6 (1) uses the median rank method to 

determine F(ti), hence represents the boundary for which 50% of values are located 

above (lower bound), and the other 50% below the line (upper bound). A higher 

confidence level relates to a higher probability to cover the true value as in Figure 

3.6 (1), or a higher coverage of the possible values as for Figure 3.6 (2, 3, 4). 

The first two graphs of Figure 3.6 display closed, two-sided confidence intervals 

at a confidence level of 90%. If only a single limit of one side is of interest, e.g. to 

assess the lower reliability limit, a one-sided confidence interval as in the bottom 

two graphs can be used. Under the assumption of λ = const., the shown Chi-Square 

distribution χ2(α,ν) can be used to calculate the lower MTTF limit at a given confidence 

level for a reliability test or to prior determine the required test time for a maximum 

number of failures allowed. The degrees of freedom ν are represented by the corre-

sponding mathematical term for the number of observed failures r, compare Table 

3.3. In subchapter 6.5 this is applied to evaluate a Run In reliability test. 

Table 3.3: MTTF calculation for time and failure truncated tests as well as different confidence inter-

vals according to [83, 84]. tacc is the accumulated test time, or the accumulated equivalent test time 

when additionally multiplied with an Acceleration Factor AF, compare subchapter 3.4.1. 

Confidence Interval Time Truncated Failure Truncated 

One-sided 

(Lower limit) 
𝑀𝑇𝑇𝐹 ≥

2𝑡𝑎𝑐𝑐

𝜒(𝛼,2𝑟+2)
2  𝑀𝑇𝑇𝐹 ≥

2𝑡𝑎𝑐𝑐

𝜒(𝛼,2𝑟)
2  

Two-sided 

(Lower and upper limit) 

2𝑡𝑎𝑐𝑐

𝜒(𝛼
2⁄ ,2𝑟+2)

2 ≤ 𝑀𝑇𝑇𝐹 ≤
2𝑡𝑎𝑐𝑐

𝜒(1−𝛼
2⁄ ,2𝑟+2)

2  
2𝑡𝑎𝑐𝑐

𝜒(𝛼
2⁄ ,2𝑟)

2 ≤ 𝑀𝑇𝑇𝐹 ≤
2𝑡𝑎𝑐𝑐

𝜒(1−𝛼
2⁄ ,2𝑟)

2  

3.2.6 Availability and Maintenance Parameters 

The definitions of availability and maintainability have been given in subchapter 

3.1.1. In the mathematical context, availability involves the concept of repairable 

systems, specifying the two states “operational” and “repair”. To derive to a defini-

tion, the constant mean repair rate µ has to be introduced, defined using the MTTR, 

analogous to the failure rate λ as 

 𝜇 =
1

𝑀𝑇𝑇𝑅
 . (3.21) 
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As a general metric, availability is a probability between [0, 100]%. Following the 

definition in subchapter 3.1.1, a straightforward definition is the fraction of uptime 

and the total time supposedly in operation, the steady state availability ASS: 

 
𝐴𝑆𝑆 =

𝑈𝑝𝑡𝑖𝑚𝑒

𝑈𝑝𝑡𝑖𝑚𝑒+𝐷𝑜𝑤𝑛𝑡𝑖𝑚𝑒
=

𝑀𝑇𝑇𝐹

𝑀𝑇𝑇𝐹+𝑀𝑇𝑇𝑅
=

𝜇

𝜆+𝜇
  (3.22) 

This presumes constant values of the associated repair and failure rates, compare 

Figure 3.3. Furthermore, it assumes full restoration of the system state “as good as 

new” after a repair intervention. 

Apart from this, literature distinguishes various other definitions, depending on 

the considered time interval or for other system states in between “up” and “down”, 

e.g. [78, 84]. In here, the approach of [83] is followed differentiating between the 

steady state and instantaneous availability. Hence, the instantaneous availability 

A(t) is the probability that a system is in an operational state at time t, expressed as: 

 
𝐴(𝑡) =

𝜇

𝜆 + 𝜇
+

𝜆

𝜆 + 𝜇
𝑒−(𝜆+𝜇)𝑡 (3.23) 

3.3 Analysis Methods 

Based on the mathematical basics, different methods to not only analyse, but to also 

actively influence and improve the dependability of a system are presented in here. 

3.3.1 Reliability Prediction and Alternatives 

The early history of reliability prediction started in the 1950s. At that time, the elec-

tronic tube had been one of the most failing electronic components. This led to the 

study of the potential causes, concluding with the following needs: better reliability 

data; development of better components; establishment of reliability requirements, 

and reliability verification prior to production. Another conclusion was to install a 

permanent committee for reliability guidance, which later on led to the creation of 

the “Reliability Stress Analysis for Electronic Equipment TR 1100” standard work 

[89], a predecessor of the in 1962 by the US DoD introduced MIL-HDBK-217. [90] 

In the following decades, the MIL-HDBK-217 developed to be a standard reference 

for requirements in specifications. Several versions in the meantime have led to its 

nowadays latest version MIL-HDBK-217F “Reliability Prediction of Electronic 

Equipment” [91] with its last revision in 1995 [92]. 

In addition, many other approaches to reliability prediction have been estab-

lished. A brief overview is provided in the following subchapter. The second sub-

chapter critically reviews the practice of predicting reliability based on mathemati-

cal models which rely on empirical failure data, as well as presents proposed 
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alternatives to the practice. The herein framework uses the term “reliability predic-

tion” for such a quantitative bottom-up method. The third subchapter outlines alter-

natives, such as Physics-of-Failure (PoF), which are often also referred to as a relia-

bility prediction method in literature [93]. The use and application of reliability 

prediction within the scope of this work is discussed in subchapters 4.5.1 and 5.2.1. 

Different Approaches to Reliability Prediction  

The already outlined variety of reliability prediction standards comprises general-

ised as well as tailored data collections and guidelines for different component cat-

egories and applications, compare Table 3.4. Their common approach is to estimate 

component failure rates using mathematical models based on historical failure data, 

while a few further include PoF models. Because of this variety and a certain simi-

larity, only three concepts are described in here: the MIL-HDBK-217F and its poten-

tial successor, the Quanterion 217PlusTM [94], as well as the FIDES [95] approach. 

The MIL-HDBK-217F (217F in the following) provides a reliability prediction 

guideline which uses historical failure data to quantitatively predict component and 

system failure rates. It uses two different methods to estimate the system failure 

rate. The fairly simple Parts Count Method estimates the reliability at early stages of 

the design, with the insufficient information available at that stage. It only takes into 

account the generic part types, their quantities, quality levels and the environment 

trying to estimate the reliability. The more elaborated Part Stress Analysis Method 

makes use of more available data in later design stages. Under the assumption of 

constant failure rates, it estimates individual part failure rates λp, for example as 

 𝜆𝑝 = 𝜆𝑏𝜋𝑇𝜋𝐴𝜋𝑅𝜋𝑆𝜋𝐶𝜋𝑄𝜋𝐸  [96]. (3.24) 

A given constant base failure rate λb for the specific component category and type is 

multiplied, and in that way modified, by a variety of π-factors determined and ad-

justed for the specific component category, operational conditions and other param-

eters. These are for instance the operating temperature, the used quality level, ap-

plied electrical stress factors, or the category of environmental application. 

The entire concept of the 217F is based on the assumption of a constant failure 

rate and the relationship shown in Eq. (3.16), which enables to sum up individual 

component failure rates to a system failure rate. 

The 217PlusTM handbook was initially funded by the US DoD after the cancella-

tion of the 217F in the 1990s, and can therefore be considered its successor. To as-

sess the component (λp) and system failure rates (λP), 217PlusTM uses a similar ap-

proach than the 217F, but extends this by applying a combination of multiplication 

and summation of individual factors. Overall, the model is more complex than the 

217F, which can be observed by Eq. (3.25) [94]: 

𝜆𝑃 = 𝜆𝐼𝐴(𝜋𝑃𝜋𝐼𝑀𝜋𝐸 + 𝜋𝐷𝜋𝐺 + 𝜋𝑀𝜋𝐼𝑀𝜋𝐸𝜋𝐺 + 𝜋𝑆𝜋𝐺 + 𝜋𝐼 + 𝜋𝑁 + 𝜋𝑊) + 𝜆𝑆𝑊 (3.25) 
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𝜆𝑝 = 𝜆𝑜𝜋𝑜 + 𝜆𝑒𝜋𝑒 + 𝜆𝑐𝜋𝑐 + 𝜆𝑖 + 𝜆𝑠𝑗𝜋𝑠𝑗  (3.26) 

Both equations are established by several multiplicative terms which are summed 

up. The general form of the component failure rate λp in Eq. (3.26) separates opera-

tional- (index o), environmental- (index e), temperature cycling- (index c) and in-

duced (index i) stresses and adds an additive term considering solder joint (index sj) 

failures. These individual terms are separated by generic classes of failure mecha-

nisms intending to overcome the potentially strong influence of extreme values in 

Eq. (3.24). For the variety of π-factors indices in Eq. (3.25) refer to [94]. 

The FIDES methodology also takes a more complex approach using a similar com-

bination of multiplication and addition. To estimate the failure rate λ of an item it 

considers physical, technological, manufacturing and process influences [95]: 

 𝜆 = 𝜆𝑃ℎ𝑦𝑠𝑖𝑐𝑎𝑙 ∗ ∏ ∗ ∏  𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑀 , with (3.27) 

 𝜆𝑃ℎ𝑦𝑠𝑖𝑐𝑎𝑙 = [∑ (𝜆0 ∗ ∏  𝑎𝑐𝑐𝑒𝑙𝑒𝑟𝑎𝑡𝑖𝑜𝑛 )𝑃ℎ𝑦𝑠𝑖𝑐𝑎𝑙 𝐶𝑜𝑛𝑡𝑟𝑖𝑏𝑢𝑡𝑖𝑜𝑛𝑠 ] ∗ ∏  𝑖𝑛𝑑𝑢𝑐𝑒𝑑 . (3.28) 

λPhysical sums up physical contributions of applied stresses during operation with 

the individual basic failure rate λ0 multiplied by the acceleration factor for the spe-

cific stress, compare subchapter 3.4.1. The multiplier ∏induced considers the contri-

bution of different overstress, e.g. the influence of the geographical or functional 

placement in the system, the usage environment or the overstress consideration 

during development. To evaluate this factor, questionnaires which weigh different 

criteria are to be completed. The ∏PM -factor similarly evaluates the manufacturing 

quality, and the ∏Process -factor the development, manufacturing and usage process. 

It has already been pointed out, that the complete variety of reliability prediction 

methods cannot be explained in this framework. For a more detailed overview, [97] 

can be consulted. Major standards are briefly summarised in Table 3.4. 

Table 3.4: Overview of major reliability prediction standards for electronic components. Note that a 

few are either outdated or cancelled.  

Standard Publisher Year Comment 

MIL-HDBK-217F US DoD 1995 Generally obsolete models 

217PlusTM Quanterion Solutions Inc. 2015 Comprehensive and complex 

FIDES FIDES group 2010 Very comprehensive and complex 

IEC 62380 IEC 2004 Very comprehensive and complex; Can-
celled, but pursued in IEC 61709 

SN 29500 Siemens 2004 - 2016 IEC 62380 related; Several documents 

SR-332 Telcordia Technologies 2016 Strong similarity to MIL-HDBK-217F 

Critical Review of Reliability Prediction 

Already in the year 1960, before the publication of the first MIL-HDBK-217, R. A. Da-

vis and W. Wahrhaftig start their paper with [98]: 
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“The process of predicting reliability is usually treated like the weather; but we 

found that due to contractual requirements we had to do something about it.”  

Since then, the practice of reliability prediction of electronic systems has been dis-

cussed and criticised in a large number of publications, e.g. [83, 97, 99-106], yet con-

tinued to be widely applied [107]. Still nowadays, values determined from reliability 

prediction standards are found in device datasheets. The following paragraph sum-

marises major aspects of the criticism, well considering, that the criticism may not 

apply on all existing standards, and without claiming full comprehensiveness. 

Major points of the criticism are the general approach of intending to cover a com-

prehensive range of component categories [101], which comprises a great variety of 

individual failure mechanisms, based on sometimes very limited field failure data 

[107] potentially determined without knowledge, or correct assignment, of the ex-

act failure causes [97, 99, 102]. Only component internal failure causes may be ad-

dressed [83], or only hardware failures sometimes accounting for just a small frac-

tion of the overall failure rate [83, 102, 106], down to less than 10% [107]. Usually, 

this data has been acquired over a long period of time for different systems, operat-

ing in different applications, and at different and varying environmental conditions, 

for which potential statistical spread is not considered [107]. The same applies to 

not taking into account different design solutions, manufacturers and manufactur-

ing processes [103]. Furthermore, the data is often outdated since it cannot keep 

pace with recent developments. This is especially the case for the rapidly evolving 

and highly innovative modern Integrated Circuit (IC) technologies with their life cy-

cles becoming ever shorter [96, 97, 101, 106]. In a negative way, this can lead to 

misguiding design decisions or penalising the use of new technologies only for the 

reason that their reliability cannot be accurately predicted by outdated models with 

limited recent data [99, 102]. The same applies to design solutions aiming to im-

prove the reliability, such as a circuit input protection, or redundancies, which owed 

to more components being summed up results in a higher failure rate [105].  Many 

standards also consider the predicted failure rate as an intrinsic characteristic, 

while real failures often have external causes such as design flaws, electrostatic dis-

charge (ESD), mishandling, or other human factors [97, 101, 102, 105]. Although a 

few standards, e.g. 217PlusTM or FIDES, consider such aspects, it is nonetheless im-

plemented in a qualitative way based on questionnaires, while other standards do 

not contain a method to determine the failure causes, and thus are unable to imple-

ment corrective actions. Associated to this, certain assumptions of the standards are 

viewed critical, such as the default constant failure rate for all component categories, 

for which possible statistical variation is not taken into consideration and which is 

generally true for big series systems with many components summed up, but in that 

way potentially concealing single failure mechanisms, which may still experience 

increasing failure rates [97, 101, 102, 106]. Another point of criticism is certain 
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model sensitivities, as previously discussed for extreme values [102, 108], e.g. qual-

ity factors, but also for small changes in certain model factors, e.g. the activation en-

ergy EA of temperature models [104], compare Table 3.5. It is also criticised that 

steady conditions are often overrepresented in the models not considering temper-

ature and humidity cycling, vibration or mechanical shock [104, 107, 108]; or ad-

dressing thermal interaction between mounted components [100]. Many studies 

have moreover shown large deviations between predicted values and the actual 

field reliability, as well as large deviations for predicted values of the same system 

determined by different standards [99, 102, 107-110]. In fact, operational experi-

ence of the US DoD has shown that out of 52 investigated defence systems between 

2006 and 2011, 50% did not meet their predicted reliability goals [97]. 

Aside of the criticism, another aspect of performing reliability predictions is that 

it is a very time consuming practice, requiring a certain degree of detailed 

knowledge, tying up resources and creating costs. 

To overcome the shortcomings of reliability predictions, executing dependability 

analyses is often suggested as outlined in the subchapters 3.3.2 and 3.3.3, as well as 

reliability testing, described in subchapter 3.4. One of the main critics based on the 

number of publications on that topic, is the Center for Advanced Life Cycle Engineer-

ing (CALCE) of the University of Maryland, frequently represented by Prof. M. Pecht. 

To address certain of the criticised aspects of reliability prediction practice, as men-

tioned, design analyses are proposed embedded in a “reliability assessment meth-

odology”, including practices such as Design for Reliability (DfR) and criteria to de-

termine the need of testing [107]. DfR is a process uniting different tools during the 

design phase, for manufacturing and beyond that, to enhance the system reliability, 

see [97, 111]. M. Pecht et al. furthermore emphasise replacing reliability predictions 

by “physics-of-failure methods and with estimates based on validated models” and 

to pursue “holistic design methods” to address the diverse aspects of system relia-

bility [97]. PoF itself is considered a DfR sub-area, see next subchapter. 

M. Pecht is also an author of the “IEEE standards on reliability program and relia-

bility prediction methods for electronic equipment” [112], describing efforts of the 

Institute of Electrical and Electronics Engineers (IEEE) on reliability prediction and 

proposed alternatives. The mentioned standards are the IEEE 1332 [113], yielding 

guidance in planning a reliability program for electronic system development and 

production, and the IEEE 1413 [114] providing a methodology for reliability predic-

tion and assessment. A more detailed description follows in subchapter 3.5. 

To summarise essential aspects of this subchapter for the context of this work: 

despite the negative points, the execution of a reliability prediction yet can be ben-

eficial during the design process of electronic systems, as further elaborated in sub-

chapter 5.2.1. By doing so however, it needs to be stressed that the determined reli-

ability values should not be used to fulfil any kind of dependability requirement. 
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Design for Reliability (DfR) and Physics-of-Failure (PoF) 

The proposed alternative to reliability prediction, DfR, is a process comprising a va-

riety of techniques and practices to already enhance the system dependability from 

the initial design phases onward. Such techniques are for example the FMECA and 

FTA analyses (subchapters 3.3.2 and 3.3.3), PoF methods, root-cause analysis, and 

other techniques suitable for the concerned system. A principal objective of DfR is 

to minimise the required efforts in terms of resources and costs by successfully ap-

plying the necessary techniques early in the development process to avoid or reduce 

corrective measures, testing expenses, or, even more severe, to prevent expensive 

field failures and recalls. More details on DfR can be found in [83, 97, 111, 115, 116].  

Amongst the DfR techniques, PoF is a deterministic method [117] which intends 

to determine potential failure mechanisms and their root-causes occurring during 

the product life, and to predict their propagation up to the point of failure with an 

appropriate model. PoF requires detailed knowledge of the design - including com-

ponent characteristics, geometries and materials used; manufacturing process, ap-

plication, and both operational and environmental parameters and stresses. Fur-

thermore, knowledge about potential failure mechanisms and the structural, 

mechanical, thermal, electrical or chemical processes leading to failure at specified 

sites is necessary. This all enables PoF to adapt to changing factors like new designs, 

materials, processes, and other technological advancements. 

While it can be a complex method requiring resources and a high degree of exper-

tise, PoF comprises the advantages of obtaining a detailed analysis of potential fail-

ure causes instead of considering the component or system as a black box, as being 

done by reliability prediction, and, in that way, predicting a more accurate time to 

failure. The detailed knowledge of the failure physics also enables PoF to be applied 

within Prognostics and Health Management (PHM) [118, 119]. PHM is a method, 

which monitors performance or physical degradation during system operation, e.g. 

using sensor data, in order to determine the remaining life, i.e. the reliability, based 

on PoF models, and in that way aligning necessary actions such as maintenance. For 

more information on PHM, refer to [120, 121]. More detailed information on PoF 

can be found in [117, 122-126], corresponding models are presented in Table 3.5. 

3.3.2 Failure Mode, Effects, and Criticality Analysis (FMECA) 

Dependability design analyses provide a tool to overcome shortcomings of reliabil-

ity prediction by enlarging the extent of the analysis from the level of individually 

considered components to the higher functional level and the system level. One of 

the most popular and most applied method is the FMECA, also referred to as FMEA.  

The Failure Mode and Effects Analysis (FMEA) was first introduced in 1949 by the 

US Military and developed in the following, on its pathway of being used for the 
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NASA (National Aeronautics and Space Administration) Apollo project, in the avion-

ics industry and widely in the automotive industry, to be a common practice of de-

pendability analysis. The analysis is performed in five steps: first analysing the sys-

tem, second determining potential failure modes and their effects, then assessing 

the risk and lastly taking actions and optimising the design, see Figure 3.7. Its exe-

cution starts during the early design process as a dynamic method, accompanying 

the full design cycle whilst being constantly adapted and modified. [78] 

 

Figure 3.7: The five steps of the System FMEA, according to [78]. 

The first two steps perform the system analysis of the current design solution. In 

the first step, the structure of the system is created by means of collecting all its 

constituent subsystems and single elements and organising them on hierarchical 

levels in a structure tree. The second step assigns the individual functions to the el-

ements creating a function structure, or network if more suitable. In the electronics 

design process this is often available as a functional block diagram. [78] 

The last three steps comprise the risk analysis and consequential optimisation ac-

tions. The risk analysis performed at this point is part of the FMEA [78], often also 

referred to as Criticality Analysis (CA) [84, 127], separately addressed by the abbre-

viation FMECA used hereafter. The third step is connected to the second making use 

of the determined functions to identify the potential failure functions in order to as-

sign all potential failure modes to the individual elements. On the component level 

of electronics this is usually straightforward, for example is a resistor characterised 

by three potential failure modes: a short or open circuit, and a change in its re-

sistance value. Corresponding collections provide summaries for different compo-

nent categories [128, 129]. On higher system levels, failure modes might be deter-

mined by negating the block functions. Also failure statistics, internal experience or 

checklists may be consulted. In fact, failure modes on the component level lead to 

the potential failure effects to be determined on the next higher level. This is done 

up the hierarchy, until the “end effects” on the system level are identified. [78] 

The subsequent fourth step performs the risk assessment, or CA. Figure 3.8 illus-

trates two methods to assess the risk: the Risk Priority Number (RPN) and the risk 

matrix, also called criticality matrix. This is because its axes scale the two factors 

defining criticality: the Severity (S) of the in the FMECA determined effect and the 

Occurrence probability (O) of the failure mode [127]. The RPN further takes a De-

tection (D) ranking into account characterised by the probability of detecting the 
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concerned failure cause during the development or production [78]. In another con-

text, D may also be used as the probability of detecting potential failures or their 

causes during operation in order to prevent further potential failure effects [78], for 

instance to evaluate the efficiency of system checks. The individual rankings of S, O 

and D are commonly defined between 1 for a very low severity and occurrence prob-

ability, and a high detection probability, up to 10 for opposite rankings. The lower 

the rankings are, the lower the corresponding risk. Tables for the determination of 

these rankings can be accessed in [78, 84]. 

 

Figure 3.8: Risk assessment methods using the RPN and the risk matrix. The three RPN factors S, O 

and D are defined according to [84]. The risk matrix illustrates the risk on a colour scale. 

The final fifth step uses the output of the risk assessment and realises optimisa-

tion actions if necessary. The necessity of these actions follows the priority estab-

lished by the RPN or the colour scale of the risk matrix. An individual maximum risk 

limit can be defined in accordance with the dependability goals. 

To conclude, this subchapter has presented the steps of an FMECA to analyse and 

optimise a system design, also referred to as DFMEA. The method however, may also 

be applied beyond system design as a Process FMEA (PFMEA) to identify and miti-

gate potential errors of a manufacturing process, see [78]. Two examples of system 

design FMECAs can be found in subchapters 4.5.2 and 6.3.3. 

3.3.3 Fault Tree Analysis (FTA) 

The FTA is a deductive method which creates a tree structure of potential system 

and lower level faults and their dependencies. In contrary to the FMECA analysing 

the system “bottom-up”, the FTA is performed “top-down”. In this opposite manner, 

the fault tree starts by determining undesired events, or potential failure effects on 

the top system level. These “top events” are equal to the end effects of an FMECA. 

Starting from these top events, the remainder of the tree is created by assigning po-

tential failures of the next lower level, which may cause these higher level events. 

This is pursued until the lowest system level is reached, or can be terminated if the 

reached level meets the required resolution for the analysis. [78] 



 3.3  Analysis Methods        47 

 

The logical connection of the different levels is established using Boolean algebra. 

A variety of event blocks and connecting gates can be used, see Figure 3.9. For ex-

ample, an OR gate implies the higher level event is caused if any of the inputs fails 

(series structure), an AND gate if all inputs fail (parallel structure; redundancy). [78] 

 

Figure 3.9: Three level fault tree. The top event is caused by any of the n sub events (OR gate). Sub 

event 1 represents a redundancy, caused if both initial events occur (AND gate). The NOT gate of sub 

event 2 negates its input. It is triggered if initial event 3 changes its state. The VOTE gate represents 

a two-out-of-three redundancy. It causes sub event 3 if two of the connected initial events occur. 

An FTA can be used during the design phase of a system in order to identify po-

tential system failures, compare different solutions and facilitate design decisions. 

For instance, applying the “minimum cut set” method, the smallest combination of 

failure modes which leads to a specific top event can be evaluated, see [83]. Taking 

the LHC BLM system as an example, this can be applied to review its protection func-

tion. The FTA is performed qualitatively by deductively assigning potential failures 

top-down to the component level, but may also be performed quantitatively if avail-

able component failure rates are assigned to the blocks.  

In practice, an FTA is often executed with the aid of dedicated software. In fact, 

certain software packages allow to convert an FMECA into an FTA, as well as already 

to convert a determined system structure within a reliability prediction into an 

FMECA. A comprehensive dependability analysis previously performed that way al-

lows at the stage of the FTA to implement system redundancies, foreseen system 

checks (online and offline) and maintenance interventions to be executed. Such a 

detailed dependability model enables to accurately simulate the system availability 

and to develop a strategy for diagnostic checks and maintenance. It is pointed out, 

that such an FTA model does not serve to identify potential system faults, already 

done bottom-up within the FMECA, it rather serves to simulate the operational per-

formance. 
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3.4 Reliability Testing 

Previously, reliability has been defined as the probability that a product does not fail 

under given functional, environmental and time conditions. At the point in time 

where the applied stress exceeds the strength of the design, R(t) equals zero leading 

to an immediate failure. This stress-strength relationship does not only apply to an 

instantaneous point in time, but also to a period of time during which the product 

suffers degradation. Furthermore, the applied stress and the strength of the design 

are characterised by distributions, as illustrated in Figure 3.10. 

 

Figure 3.10: Stress-Strength Interference, also referred to as "Load-Strength Interference". Products 

with a low strength fail if operated in the overlapping area at high applied stresses. Durable designs 

do not immediately lead to failures, but may over time as a result of degrading strength. Designs for 

endurance strength generally do not show failures during their foreseen lifetime. 

This Stress-Strength Interference involves every designed product exposed to 

stresses. Unless a product is designed enduring, it reaches at a certain point during 

its lifetime the wear out region of the bathtub curve as a consequence of degrada-

tion. This is represented by the black distribution of Figure 3.10 over time approach-

ing towards the red distribution of exposed stresses. The point in time when these 

distributions overlap can be predicted by performing tests exposing the product to 

higher stresses than in operation, in that way “accelerating” degradation and time. 

The normal distributions illustrated in Figure 3.10 represent scattering product pa-

rameters induced by deviating quality. They can be characterised by a variety of 

other shapes (compare [83]), which is why an interference with the stress distribu-

tion is already possible at the beginning of a product life resulting in early failures. 

The following two subchapters present corresponding tests to identify and screen 

such weaker products before the start of operation and tests to determine the mar-

gin for degradation in order to predict the lifetime. 

3.4.1 Accelerated Life Testing (ALT) 

In the framework of PoF, it has been illustrated previously how models can be ap-

plied to describe propagating failure mechanisms. The models and their underlying 
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stresses, for example voltage, power or temperature, but also cycling conditions of 

these parameters, can be used to perform ALT. The models are generally determined 

as displayed in Figure 3.11. Strength distributions at different stress levels are de-

termined for the tested failure mechanism(s). Based on the obtained data a mathe-

matical model is computed which represents the correlation of the strength and the 

stress level, scaled by lifetime or number of applied cycles for instance. In general 

this correlation is expressed by an Acceleration Factor AF as a ratio of the product 

life at the field stress level LField and the accelerated stress level during the test LTest 

[83]. Hence, these models serve to predict the failure behaviour of a system during 

operation at low stress conditions based on ALT data obtained at high stress. 

 𝐴𝐹 =
𝐿𝐹𝑖𝑒𝑙𝑑

𝐿𝑇𝑒𝑠𝑡
  (3.29) 

 

Figure 3.11: Example of the Arrhenius-lognormal life model, according to [81]. The life-stress rela-

tionship is represented by straight lines in the logarithmic plot based on four stress levels. 

Table 3.5 presents an overview of existing life-stress models. For more infor-

mation on the models, their application as well as other existing models please refer 

to [83, 86, 123, 126, 130, 131]. For electronics, a widely applied model is based on 

the Arrhenius temperature relationship illustrated in Figure 3.11. For instance, 

amongst other qualification tests IC components are commonly qualified perform-

ing High Temperature Operating Life (HTOL) [132, 133]. HTOL operates the compo-

nents statically or dynamically at high temperature and voltage, e.g. Tj ≥ 125°C and 

Vcc ≥ Vcc,max [133], for a specified time in order to provoke potential failures. 
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Table 3.5: Selection of Acceleration Factors AF for different life-stress models, see [83]. 

Model Acceleration Factor AF 

Arrhenius (Temperature) 𝐴𝐹𝑇 = 𝑒
[
𝐸𝐴
𝑘

(
1

𝑇𝐹𝑖𝑒𝑙𝑑
 − 

1

𝑇𝑇𝑒𝑠𝑡
)]

  

Peck (Temperature-Humidity) 𝐴𝐹𝑇𝐻 = (
𝑅𝐻𝑇𝑒𝑠𝑡

𝑅𝐻𝐹𝑖𝑒𝑙𝑑
)

𝑚

𝑒
[
𝐸𝐴
𝑘

(
1

𝑇𝐹𝑖𝑒𝑙𝑑
 − 

1

𝑇𝑇𝑒𝑠𝑡
)]

  

Inverse power law (Voltage) 𝐴𝐹𝑉 = (
𝑉𝑇𝑒𝑠𝑡

𝑉𝐹𝑖𝑒𝑙𝑑
)

𝐵

  

Mechanical fatigue 

(Sinusoidal/Random vibration) 
𝐴𝐹𝑠𝑖𝑛 = (

𝐺𝑃𝑒𝑎𝑘-𝑇𝑒𝑠𝑡

𝐺𝑃𝑒𝑎𝑘-𝐹𝑖𝑒𝑙𝑑
)

𝑏

     ;     𝐴𝐹𝑟𝑎𝑛𝑑𝑜𝑚 = (
𝐺𝑅𝑀𝑆-𝑇𝑒𝑠𝑡

𝐺𝑅𝑀𝑆-𝐹𝑖𝑒𝑙𝑑
)

𝑏

 

EA: Activation energy [eV] V: Voltage [V] 

k: Boltzmann constant (8.62E-05 eV/K) B: Voltage acceleration parameter [-] 

T: Temperature [K] G: Acceleration [m/s2] 

m: Humidity power constant, typically 
[2.0, 4.0] 

b: Fatigue exponent, commonly [4.0, 6.0] for electron-
ics related failures 

RH: Relative humidity [%]  

3.4.2 Screening of Electronics 

To avoid a high failure rate during the early product life as shown in Figure 3.5, the 

products can be operated prior to starting their intended use while screening failed 

devices. In the same way as ALT, this screening can be performed at accelerated 

conditions. In fact, in [132] it is outlined that tests such as HTOL performed for “a 

short duration […] may be used to screen”. Such stress screening based on either 

temperature, voltage or current stress is commonly known as burn-in. A broader 

term is Environmental Stress Screening (ESS) which encompasses procedures ap-

plying different stresses in order to provoke defective products to fail while not in-

ducing defects, activating other failure mechanisms, or significantly affecting the 

useful life of “healthy” products. 

The variety of ESS stresses applied should be tailored to the specific product de-

sign and its later application, while different stresses may be combined. Screening 

may be performed on the component or assembly level, while it is more complex for 

assemblies which generally comprise a variety of different component categories 

and technologies as well as a more extensive manufacturing process. The definition 

of screening stresses, their intensity and time of exposure requires knowledge of 

potential early failure mechanisms. Their origin may stem from the design or man-

ufacturing. Furthermore, it is important to take potential environmental stresses 

during operation into account. For the assembly level it has particularly been shown, 

that temperature cycling is the most effective stress [84, 130]. This is followed by 

random vibration, high temperature and electrical stress [84]. 

For the particularity of each system the definition of ESS conditions is generally 

very specific. Some general guidelines can be found in [134, 135]. 
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3.5 State of the Art: Methodological Approach on 
Dependability Engineering 

A variety of different methodological approaches, procedures and other methods to 

apply, analyse, improve, track or support dependability during the life cycle of tech-

nological systems, in particular of electronic systems, exist. Some of these treat tai-

lored methods for specific use cases whilst others provide fundamental basics of de-

pendability engineering. This subchapter investigates the state of the art of 

methodological approaches to dependability application during the entire life cycle 

of electronic systems with special focus on the methodology introduced in chapter 

5. Please note that some of the below described literature, e.g. of the US DoD or IEEE, 

do not follow the used IEC definition of dependability [76], instead referring to de-

pendability by the term reliability. 

The MIL-HDBK-338B [84] of the US DoD is one major source of literature. Origi-

nated in the year 1984 as MIL-HDBK-338, the superseding version 338B of 1998 is 

the nowadays latest version, which was last reviewed and found to be valid in 2012 

[136]. It is one of the most exhaustive reference guides on the topic comprehensively 

covering basics of dependability engineering, i.e. the underlying theory of the RAMS 

disciplines, and a wide range of methods as the previously described FMEA or FTA. 

Furthermore, it provides design guidelines, for example for component derating, re-

liable circuit or fault tolerant design, and introduces methods such as design for re-

liability (a structured part selection and design process including analytical tech-

niques [84], similar to DfR), design for manufacturability, or design for testability. 

In this context, it also gives guidance for production and use, including quality con-

trol measures, ESS or reliability data collection and analysis, as well as for shipment 

and storage. To only name a few more, the 338B also encompasses topics such as 

design reviews, software reliability or accelerated testing. Its ultimate chapter co-

vers reliability management considerations, which comprises a methodological ap-

proach in the form of a reliability program outlining reliability management and en-

gineering tasks during the life cycle phases: 1) Planning and control, 2) Analysis, 

3) Testing, 4) Production and 5) Other. Furthermore, citing the variety of associated 

US Military specifications, standards and handbooks, the 338B includes powerful 

reference sources, which are all aligned with each other. 

The earlier mentioned IEEE 1332 [113] and the interrelated IEEE 1624 standard 

[137], both from reliability working groups chaired by M. Pecht, provide a set of 

standards to develop a reliability program covering the life cycle of electrical/elec-

tronic (E/E) components or products and by these means to assess the organisa-

tional reliability capability. 

The IEEE 1332 “Reliability Program for the Development and Production of Elec-

tronic Products” defines a set of three reliability program objectives established in 
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a supplier/customer relationship: 1) Requirements, 2) Engineering, and 3) Feed-

back. The objectives cover the (1) determination of reliability requirements in the 

early planning phase including the provision of appropriate resources comprising 

training to improve employees’ skills and knowledge; (2) performing tasks, such as 

the DfR process, reliability analyses and testing during the engineering phase, or 

verification and validation of these efforts; and (3) tracking and analysis of all kinds 

of available failure data, and corrective actions within reliability improvement ef-

forts during the engineering phase and especially during the following field use. This 

includes lessons learned for future projects. [113] 

Expanding the IEEE 1332, the IEEE 1624 “Organizational Reliability Capability” 

provides a measure of the effectiveness of the reliability program comprised of its 

reliability practices and reliability activities of an organisation. In five distinct levels, 

eight key practices comprised in IEEE 1332 may be assessed qualitatively or quan-

titatively to determine an organisation’s reliability capability. The lowest level 1 is 

characterised by a lack of consistency in reliability procedures with no clear such 

effort on the organisational level, while the top level 5 requires reliability to be “an 

integral part of strategic business planning” [137]. This means that reliability, re-

spectively dependability, is a continuous and wide-spanning improvement effort of 

an organisation encompassing the full product life cycle. This involves taking a pro-

active perspective on present and future dependability challenges. [137] 

Within the comprehensive IEC standard collection, the IEC 61508 [38] deals in its 

eight parts with functional safety introducing the SIL classification, which has been 

used to design the LHC MPS. Having its focus on safety, its second part (Part 1) de-

scribes an “overall safety lifecycle” for E/E and programmable electronic systems 

and outlines corresponding activities from the early concept phase through 14 other 

phases comprising for instance risk analysis, validation or maintenance tasks, to the 

final decommissioning phase. Based on four defined Safety Integrity Levels, each 

classified by the frequency of a dangerous failure per hour of which the failure rate 

λ is a major factor, the standard allows to specify and accomplish a target level of 

safety integrity for a function of the concerned system. 

A similar relevant IEC standard is the IEC 60300 “Dependability Management” 

[138], defining in its first two parts six life cycle phases from the concept and defi-

nition to the last disposal phase. In these phases, a sequence of six activities is out-

lined beginning with the definition of dependability objectives and ending with an 

evaluation step of the achieved dependability results, providing the possibility to 

return to an earlier step and iterate the sequence. Intermediate steps comprise anal-

ysis, strategy planning to the implementation of dependability activities, and the 

analysis of the activities’ results. The other parts of the IEC 60300 provide a com-

prehensive collection of dependability analysis methods, field data collection and 

analysis, dependability specification, testing, risk assessment, maintenance aspects 
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including measurement of maintenance performance, and system dependability as-

pects, reaching a level of comprehensiveness similar to that of the MIL-HDBK-338B.  

In context to the IEC standards, two more standards remain to be mentioned. The 

automotive ISO 26262 [139] is a recent and nowadays widely applied standard pur-

suing the concept of the IEC 61508, introducing four Automotive Safety Integrity 

Levels (ASIL) similar to the SIL. The IEC 61513 [140] is tailored for nuclear power 

plant instrumentation and control for systems, showing large similarities to accel-

erator systems, in particular beam instrumentation systems such as the LHC BLM 

system. Also focusing on safety, it provides guidance on dependability activities 

within the safety life cycle of these systems from requirements definition up to op-

eration and maintenance. Another similarity is the presence of a radiation environ-

ment at the nuclear power plant. 

Besides standard works, a variety of book literature also comprise methodologies 

for dependability application. The most relevant are mentioned in the following par-

agraphs. A list of other publications on methodological approaches for dependabil-

ity during the life cycle is provided in [111, 115, 116, 124, 141, 142]. 

B. Bertsche et al.’s books [78, 143] present fundamental dependability basics, 

analysis and test methods for mechanic and mechatronic systems. An introduced 

“reliability assurance program” focusses on the entire product life cycle, giving guid-

ance during the product definition, design, production and use steps. Addressing 

mechatronic systems, the V-model [144], a “design methodology for mechatronic 

systems” is described. On the two arms of the V-shaped model, this methodology 

comprises the different process steps of system design starting from requirements 

within the three domains of mechatronics on its left arm. On its right arm, dependa-

bility assuring steps, i.e. verification and validation, are performed during various 

integration steps vice versa to the other arm creating the final product. The full pro-

cess is accompanied by modelling and model analysis. 

G. Yang [145] distinguishes in “Life Cycle Reliability Engineering” six phases dur-

ing which he outlines a series of reliability tasks within a reliability program: first 

setting up the program suitable for the individual product, then to “design-in” the 

reliability using different techniques, thereafter verifying the design and validating 

the production process using tests, as well as assuring stable processes, and finally 

pointing out, that the program reaches even beyond the field deployment phase by 

means of analysis and processing of field data. 

K. C. Kapur and M. Pecht [146] define ten reliability and quality management re-

lated activities during the system life cycle. The steps are interconnected forming a 

loop with the last two steps evaluating and continuously providing feedback to the 

first and other previous steps. Similar to the IEEE 1332, the concept can be regarded 

as an ever-improving reliability program. 
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A. Birolini [130] defines 20 “main tasks for quality and reliability (RAMS) assur-

ance” to be performed throughout five basic life cycle phases of complex equipment 

and systems. This includes a variety of engineering tasks, but also management 

tasks, such as a motivation and training program for involved engineers. 

D. N. Prabhakar Murthy et al. propose a model for “making decisions relating to 

performance and specification” [147] in development linked to five product life cy-

cle phases. Furthermore, the three stages (I) pre-development, (II) development and 

(III) post-development, as well as eight further sub-phases are defined within the 

life cycle, in which either business, product or component related activities are out-

lined. An overall process in the form of a flow diagram links the eight sub-phases 

integrating “Yes/No” decisions and step iterations. 

Taking a more practical approach, A. Kleyner and P. D. T. O’Connor [83] cover a 

wide variety of dependability disciplines during the life cycle. Putting the im-

portance of a reliability program in relation to the associated risk of failure, they 

propose a “Reliability Programme Flow”, which ranges from the specification of a 

product up to its service life. The methodology is based on continuous feedback of 

information between steps for potential design iterations and uses DfR as a central 

element within the design phase. Besides outlining activities during the different life 

cycle phases, the book also deals with other associated topics, such as organisation 

for reliability, reliability training or supplier management. 

Concluding the above, a variety of different methodological approaches on de-

pendability during the life cycle of electronic, as well as other systems exists. The 

MIL-HDBK-338B is one of the most comprehensive sources covering different life 

cycle phases, but nevertheless it is rather an integral reference guide for dependa-

bility engineering than a methodological procedure to be followed during different 

life cycle phases. The two IEEE standards themselves provide a clear guideline to 

address and assess dependability during the life cycle, but other than the 338B the 

contained information is in principal restricted to instructions, while necessary de-

pendability engineering knowledge is either presumed or referenced in associated 

IEEE standard works and other sources, in particular US Military standards. The IEC 

60300 provides a comprehensive overview of many methods, but lacks a clear pro-

cedure providing guidance on which method to apply when. Of the different books 

and publications mentioned, each follow the individual approaches described, but 

none suits the specific characteristics of accelerator systems without constraints.  

Overall, none of the above referenced tailors dependability application to the spe-

cific area of accelerator systems, which is generally characterised by largely distrib-

uted, customised systems with high functional requirements being designed for high 

reliability and availability requirements and long lifetimes, operating in often hardly 

accessible and harsh radiation environments.



 

 

4 LHC BLM System Dependability Model 

Before putting the LHC BLM system into operation in the year 2008, dependability 

engineering methods have been employed during its design phase preparing a de-

pendability model [2]. This chapter projects the predicted outcome of the model to 

now available operational data of more than a decade. The results and lessons learnt 

serve to update and further develop the existing model. The following chapters 5 

and 6 use experience from creating the updated model to introduce and apply a 

methodology for dependable system development and support during operation. 

4.1 Previous Dependability Model 

The initial design of the LHC BLM system has been strongly influenced by results of 

the previously performed dependability assessment, in particular the applied “fail-

safe” philosophy trading off availability for protection. The dependability model pre-

pared in 2005 comprises a reliability prediction, an FMECA and an FTA [2]. 

The reliability prediction was performed using three distinct failure rate data 

sources prioritised according to: 1) test data of component and subsystem suppli-

ers, e.g. for entire PSUs; 2) available historical failure data, in principle for the cus-

tom Ionisation Chamber; and 3) the MIL-HDBK-217F at boundary conditions of 30°C 

environmental temperature and a “ground fixed” environmental factor for the FE, 

respectively “benign” for the BE [96]. A total of 33 component level blocks was dis-

tinguished forming 32 higher level blocks. It is pointed out that for subsystem failure 

rates determined using either the MIL-HDBK-217F or component supplier test data 

- in principle the custom designed electronics, the prediction was not executed en-

tirely bottom-up at that early point in time during the design phase. Only the most 

fundamental components were taken into account, omitting other components and 

associated failure modes such as the great quantity of passive components, and en-

tire modules like the BOBR, CISV or CPU boards. 

Within the FMECA, the 32 determined reliability prediction blocks were used as 

input. The according failure modes were assigned to the blocks and to those their 

immediate failure effects, carrying on to effects on the next level up to the three de-

fined end effects. These are the most severe “Damage Risk” with a downtime of 

720 h required to repair major damage on a quenched superconducting magnet, a 

“False Alarm” erroneously generating a beam dump request causing 3 h of opera-

tional delay to refill the LHC, and the generation of a “Warning” equivalent to 1 h of 
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delay - for example the time required to replace a redundant component. Executing 

a quantitative analysis, the in total 157 lowest block level failure modes were addi-

tionally apportioned to the block failure rates, in most cases using the data collection 

of the FMD-97 [148]. This allowed to assess the individual criticalities of the failure 

modes and components, as a product of the failure rates and the determined end 

effect severities. All underlying assumptions of the FMECA were estimated con-

servative, for example always assigning the most critical effect to a failure mode, or 

the resulting downtime always caused during operation and not during other LHC 

modes. 

The determined failure mode and effect blocks served as input for the performed 

FTA, which formed the central analysis of the model. Using the three FMECA end 

effects as equivalent top events and assigning the other FMECA blocks top-down un-

til the failure mode blocks representing basic events, the three main branches were 

established. Integrating the redundancies into the fault tree and assigning to the 

basic events the variety of established system checks, presented in the following 

subchapter, enabled to simulate the system availability during specific LHC mis-

sions, more precisely its complement the unavailability Q(t) = 1 – A(t) given the na-

ture of a fault tree. The unavailability was simulated using three different failure 

models. The rate model for repairable components based on the exponential distri-

bution with constant rates λ and μ, e.g. for redundant BE PSUs. To simulate the Dam-

age Risk during LHC missions the dormant model which considers the effect of the 

implemented system checks performed at individual frequencies to ensure the state 

of certain subsystem functionalities to be “as good as new” and in this way increas-

ing the average availability during missions. And the binomial model for the gener-

ation of either Warnings or False Alarms, which models voting arrangements for m 

out of n failures causing a higher-level failure. However, this model was exclusively 

used in order to summarise blocks with a single failure leading to the subsystem 

failure. For a more detailed description of the models refer to [2]. 

Table 4.1: Results of the previous LHC BLM system dependability model (2005) [2]. Underlying as-

sumptions comprise an LHC mission time of 12 h and 4 800 h of yearly LHC operation. 

Parameter Result 

System failure rate 𝜆 = 0.0106 𝑓𝑝ℎ } 1 failure every 4 days 

Unavailability Warning generation 𝑄(12ℎ) = 0.0881 } or 35.2 ± 5.7 /year 

Unavailability False Alarm generation 𝑄(12ℎ) = 0.0336 } or 13.4 ± 3.6 /year 

Unavailability Damage Risk 
𝑄𝑎𝑣𝑒𝑟𝑎𝑔𝑒(1𝑎) = 5.02𝐸 − 06 

𝑄𝑚𝑎𝑥(1𝑎) = 1.0𝐸 − 05         
 } or 1% in 20 years 

The overall results of the FTA and the other performed analyses are summarised 

in Table 4.1. Immediate consequences of the model were the implementation of the 

in chapter 2 described redundancies on the optical link, the VME backplane and the 
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HV PSUs. Another major output was the implementation of the mentioned various 

system checks to improve the system availability. The established frequencies of 

these checks were evaluated within the sensitivity analysis. 

4.2 Dependability Efforts and System Checks 

The implemented system checks of the initial LHC BLM system design have been re-

vised and expanded during a variety of system upgrades in the meantime [149-151]. 

Having a clear influence on availability, such checks also serve to improve the main-

tainability by facilitating maintenance tasks, the reliability by providing valuable 

data for upgrades as shown in chapter 6, or enhance the protection function initiat-

ing a beam dump instead of risking energy deposition above the quench level as 

shown in the previous subchapter. In fact, such checks enhance the overall depend-

ability. The previously mentioned PHM method particularly deals with such a topic. 

Table 4.2: LHC BLM system checks per subsystem. The check intervals are aligned with operational 

LHC parameters and the system design. Offline routines are run periodically to inform and in case of 

critical parameters warn the system support by electronic mail (). 

Sub-    

system 

System Check Fre-

quency 

 Sub-    

system 

System Check Fre-

quency 

Detector Radioactive source test /1a  BLECS VME voltages (5V, 3.3V, ±12V) </80μs 

BLECF Temperatures (>35°C, >60°C) /40μs   P0 voltages (5V, ±15V) </80μs 

 Voltages (HV, ±5V, 2.5V) /40μs   HV PSU voltage </80μs 

 GOH1/GOH2 ready /40μs   CRC beam energy reception /0.1s 

 DAC >155 bit /40μs   Internal Beam Permit check /24h 

 DAC overflow /40μs   Connectivity (HV modulation) /24h 

 CFC integrator level /40μs  External Beam energy comparison /3s 

 10pA test (error bit) /120s   External Beam Permit check /24h 

BLETC CRC BLECF signal /40μs    High DAC values /1d 

 CRC comparison link A+B /40μs    Rapid DAC increase /1d 

 8b/10b error detection /40μs    VME crates temperatures /1d 

 Lost frame check /40μs    CRC errors & comparison /1d 

 Frame ID (FID) comparison /40μs    Lost frame, FID comparison /1d 

 Card/Channel assignment /40μs    VME crates temp. summary /7d 

 CRC beam energy reception /1ms    CFC/HV voltage statuses /1d 

 On-board temperature /1.2s    LSA threshold changes /1d 

CPU Thresholds & settings integrity /60s     

For the present LHC BLM system design, Table 4.2 gives an overview of the cur-

rently implemented checks. These involve continuous checks at a frequency of 

40 μs, less than half an LHC revolution, up to yearly performed manual checks. Some 

checks only supply information, others trigger individual actions depending on the 

result. These range from the generation of a warning to LHC operation or system 
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support up to an immediate beam dump request sent to the BIS, e.g. by detecting an 

error of the BLETC boards daisy chain by the internal Beam Permit check. In here, 

the variety of individual checks and their effects is not elaborated in complete detail. 

This also involves the variety of implemented fail-safe mechanisms and redundan-

cies, for instance the doubled VME daisy chains using a frequency signal to recognise 

the disconnection of a BLETC, initiating a beam dump request. For more infor-

mation, refer to [2, 53, 56, 59, 149-153]. 

On a higher level, some of the checks in Table 4.2 are combined to entire proce-

dures to be performed regularly. A major procedure comprises the Sanity Checks 

[149, 150] together with the Management of Critical Settings check [152] required 

to be performed at least every 24 h by LHC operators to avoid beam injection being 

blocked. The procedure combines different checks ensuring the operational state of 

the LHC BLM system hardware. These are the internal and external Beam Permit 

checks testing the daisy chain connections of the BLETC modules as well as the BIS 

connections, the HV modulation to assure the integrity of the cabling and detectors 

identifying detector channels that are blind or out of specifications [153], and a 

beam threshold table check comparing the threshold tables on the BLETC memories 

with the reference database (LSA) [152]. 

4.3 Operational Failure Data 

Up until now, more than a decade of LHC operation has generated a large amount of 

operational data. It can be noted, that after the incident in 2008 causing major dam-

age to the LHC [1], the LHC MPS including the LHC BLM system fulfilled its protec-

tion function with no such event occurring anymore. The comprehensiveness and 

data quality of several available databases varies greatly. The next subchapters out-

line these constraints and describe two data sources chosen to be the most compre-

hensive and suitable for LHC BLM system performance data.  

4.3.1 Sources and Quality of Available Failure Data 

Several applications have been used to log the occurred failures and other issues of 

the LHC BLM system after becoming operational in the year 2008. This variety of 

sources exists for the different constraints to log such data, e.g. the individual tool 

usability, the system hierarchy level regarded or the required resolution of the 

logged failure data, and, at last, the availability of the specific tool during the past 

LHC operation. 

For the LHC BLM system, the most consistent as well as detailed source is the sec-

tion internal logging using the JIRA software tool by Atlassian [154]. The tool allows 

to log, edit and track the history of any issue by the different people working directly 
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on the system, compare Figure 4.1. The JIRA data reaches back until the 30.03.2012, 

therefore misses the first two operational years of Run 1, see Figure 1.9. 

 

Figure 4.1: Screenshot of the JIRA tool[154]. The tool tracks and logs the workflow of entered issues. 

Titles are assigned to issues and can be described in detail. Additional functionalities comprise a va-

riety of different tags, linking of issues, attaching files or adding comments. 

Another tool which provides data for the LHC BLM system is the Accelerator Fault 

Tracking (AFT) [29, 155]. The AFT was launched in the year 2015 to capture LHC 

faults and provide a tool to analyse and extract the data. It tracks faults directly on 

the LHC machine level. In a first step, LHC machine operators create a basic entry 

describing the fault and assign it to a suspected subsystem. The second step involves 

the designated expert of the specific subsystem to review the fault and complete de-

tails, if necessary. In addition, experts of CERN’s Availability Working Group review 

the faults and add information such as relations between faults. Since 2015, the AFT 

provides consistent data, however data is available back until July 2010. Prior to 

2015 the AFT uses retrospectively added LHC Operations ELogbook data. 

4.3.2 Failure Data Classification and Summary 

The comprehensive LHC BLM system-level JIRA data comprises a great variety of 

capabilities to process, categorise and link logged failure data. After launching the 

tool in 2012, these capabilities - e.g. to create subsystem categories or operational 

mode tags, have been applied gradually. Unfortunately, however with the variety of 

different personnel supporting the system, each in an individual manner, such cate-

gorisation has not been applied consistently. For this and other reasons regarding 



60        4  LHC BLM System Dependability Model 

 

consistency, the in total 1 418 JIRA entries until the end of Run 2, which also com-

prise non-failure issues, have been reviewed and re-categorised in order to achieve 

the most consistent data possible. 

Table 4.3: JIRA logging failure data between 03/2012 and 06/2019. For the VME Fan&Control mod-

ule failures have been present, but no precise number could be determined (*). 

Subsystem 

 
 

No. of failures Percentage 

[%] 

Quantity 

installed 

Failure Rate; C=90% [/a] 

“Hard” “Soft” λComponent λ∑Component 

Ionisation Chamber: 2+15 2 3.81 3635 9.83E-04 3.57 

Connector (4)      

Soldering (1)      

Cable (4)      

BJBAP filter (6)      

LIC/SEM  4 0.80 299 3.69E-03 1.10 

BLECF: 43+6 14+1 12.83 669 1.56E-02 10.42 

GOH (5)   1338 9.56E-04 1.28 

BLECF Reset (1) (1)  669 1.10E-03 0.73 

SS crate 5  1.00 37 3.46E-02 1.28 

Tunnel PSU (Arc/SS) 2  0.40 396 1.85E-03 0.73 

Optical fibre link 11 57 13.63 1338 8.23E-03 11.01 

BLETC: 71+13 12 19.24 348 4.35E-02 15.15 

Mezzanine (9)   348 5.63E-03 1.96 

DAB64x (4)   348 3.17E-03 1.10 

BLECS 6 2 1.60 27 6.64E-02 1.79 

CISV 2 5 1.40 8 2.03E-01 1.62 

CPU 3 3 1.20 27 5.38E-02 1.45 

BOBR 1 3 0.80 27 4.08E-02 1.10 

VME crate 2 9 2.20 27 8.48E-02 2.29 

VME PSU 18  3.61 27 1.26E-01 3.41 

VME Fan&Control Multiple 1 /* (27)   

HV PSU 7 5 2.40 16 1.53E-01 2.45 

BLM system level 1 2 0.60   0.54 

Sanity Check  71    11.46 

Software  46    7.72 

Firmware  9    1.96 

External: 2+2 0+4 26.45%   1.79 

Surface Rack (2)      

BIS interface  (1)     

Software  (3)     

Non assignable 7 33 8.02   6.81 

Total: >217 283 (100)*   >85.44 

 >500     
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The result of the in this way processed data is displayed in Table 4.3. The catego-

risation involves the distinction between a “hard” failure, defined as a failure requir-

ing a hardware replacement, and a “soft” failure, which may have been an intermit-

tent failure disturbing LHC operation, or a permanent one, which however has been 

solvable by performing a reset or similar. The resolution of the data is unfortunately 

limited to the subsystem level as displayed in the first column. No component level 

failure modes and causes were identifiable in a statistical relevant extent. Further-

more, it was not possible to determine the exact times of failure, especially regarding 

the current LHC operation. Only the times of the JIRA issue creation were available, 

which in general were created after restoration of the operational state. 

In total, 500 system failures were identified which break down into 69 failures 

per year on average. A quantity of eight are of “external” systems, not part of the 

LHC BLM system as defined in subchapter 4.4, 40 failures, or 8% could not be as-

signed to a subsystem and three failures occurred on the LHC BLM system level, e.g. 

wrong loss threshold limits entered. Only for the VME crate Fan&Control modules 

with a datasheet MTBF of 85 000 h, at 25°C, no precise number of performed re-

placements could be determined. As one of the few mechanical system components 

a preventive maintenance strategy has been in place to replace these fans, but the 

data nevertheless showed that failures had been present. 

Furthermore, Table 4.3 comprises the subsystem failure rates per year computed 

according to Table 3.3 assuming an exponential failure behaviour at 90% confi-

dence. The failure rate is displayed per operational year since the regarded time pe-

riod of 7.25 years comprises the entire LS1 and Run 2, collectively being representa-

tive for nominal LHC operation in the longer term. 

For 329 out of the 500 entries, it was possible to determine the failure effect on 

LHC operation. For this data set, Table 4.4 displays that 16% of the failures caused 

a beam dump during operation, while 21% created a Warning and around two thirds 

had no operational effect. To distinguish between actual protection beam dumps 

and false alarms, the data is missing detail. It is pointed out, that these statistics can-

not claim full comprehensiveness, thus can only be compared with limitations to the 

results of Table 4.1. 

Table 4.4: LHC operational effect of LHC BLM system failures based on JIRA failure logging data. 

Effect on operation: Beam Dump Warning No effect Total: 

Number of failures (Percentage): 52 (16%) 70 (21%) 207 (63%) 329 

It has already been pointed out that the time of failure is not precisely available. 

Nevertheless, by dividing the time axis of the 7.25 years of data into month-long 

classes, a progression can be determined. Figure 4.2 displays the progression for the 

500 determined failures. The long shutdown periods are marked. It is however 
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pointed out that there are months which included week-long technical stops, in par-

ticular between the years. Not operating during all these periods it is unlikely that 

failures occurred, but likely that they were used to perform foreseen maintenance 

tasks, in that way creating many JIRA logs. 

 

Figure 4.2: Logged LHC BLM system failures per month. The year-end technical stops are identifiable 

and the Long Shutdown periods are marked. After 2015 the failure rate has decreased during the 

following three years. 

For the three years after 2015, a trend can be observed of less failures occurring 

at a relatively constant failure rate. This trend, as well as the LHC operational effect 

data of Table 4.4, can be rendered more precise by looking at LHC system level avail-

ability data of the AFT, more exactly by looking at the LHC downtime impact of the 

LHC BLM system, see Figure 4.3. 

 

Figure 4.3: Yearly LHC downtime impact of the LHC BLM system, extracted from [29]. The normalised 

raw downtime per operational LHC day, i.e. days where data showed that the LHC was filled (see 

[156]), correlates well with the absolute raw downtime, indicating consistent support performance. 

4.4 System and Environment Definition 

In order to update the LHC BLM system dependability model, the hardware to be 

modelled had to be defined inside its system borders interfacing to other systems 

and with regard to the boundary conditions in its operational environment, com-

pare Figure 5.4. 
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According to the quantities specified in Table 2.1, the system hardware was de-

fined. As outlined in subchapter 2.2, the system border is defined around the hard-

ware illustrated in Figure 2.1, with the BLECS, BOBR, CISV, CPU and the PSUs estab-

lishing the interfaces to external systems or supplies. Furthermore, the 

temperature-controlled racks are not considered a part of the system, presumed to 

be operating at hypothetical 100% reliability. 

The operational environment divides into three locations: the radiation environ-

ment of the LHC tunnel kept at a temperature below 25°C, the optical fibre cables 

establishing the surface installation connection inside ducts and the surface racks as 

well set to control the temperature below 25°C. At the surface, external temperature 

and humidity data loggers were installed inside the racks at the eight points, as well 

as at two points directly outside the racks, to verify the reliable performance of the 

rack temperature control and to assess potential humidity variations over the year, 

see Figure 4.4. 

 

Figure 4.4: Temperature and humidity measurements inside the surface racks of the LHC BLM sys-

tem over 1.25 years. A relative humidity variation between 8 and 77% with its peak in summer and 

an upper temperature threshold closely above 25°C can be determined. Data from outside the racks 

showed that the humidity conditions inside the rack follow the ones from outside with a small time 

delay. Intermediate strong parameter increases were caused by the rack doors being opened. 

Regarding the radiation environment inside the LHC tunnel, no specific consider-

ations were taken into account for the model update of the next subchapter, because 

the tunnel electronics were designed to be radiation tolerant [53] and operate since 

then without significant radiation failures monitored. If radiation failures occurred, 

they are taken into consideration by the failure rates presented in Table 4.3. Never-

theless, cumulative degradation effects, e.g. Total Ionizing Dose (TID) inducing sem-

iconductor lattice damage, are to be monitored during operation (see “Weibull Anal-

ysis” in subchapter 5.2.4), potentially reaching the third section of the bathtub curve 

at some point in the future. The same applies to the other tunnel electronics and the 

optical fibre cables in the tunnel. The BLECF was designed to withstand a radiation 

dose equivalent to 20 years of operation [53]. 

Design methods and operation strategies considering operation inside a radiation 

environment, are dealt with in subchapters 5.2.1 and 5.2.3. 
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4.5 Model Update 

The objective to update the existing LHC BLM system model has been to create a 

model of the final system design integrating the intermediate system changes and 

upgrades. Because the previous model only took 33 components into account, it can-

not be used to compare its results to the presented performance data in subchapter 

4.3. As described in the next subchapter, the current system comprises a much 

greater variety of components. Furthermore, the shortcomings of failure data from 

such reliability predictions has been outlined in subchapter 3.3.1. 

For all these reasons, an updated dependability model has been prepared in order 

to establish the system structure comprehensively bottom-up, to reversely deter-

mine and evaluate the robustness of the design by applying stress analysis and de-

rating techniques from reliability prediction as well as to reversely execute a study 

on an existing system profiting from the available performance data to tailor a mod-

elling procedure for the methodology introduced in chapter 5. The entire study com-

prises the creation of the complete system structure, a quantitative failure rate as-

signment to the created components based on data of a recently updated reliability 

prediction standard, test reports or the available failure statistics and an FMECA us-

ing this input. The approach taken and modifications with respect to the previous 

model are displayed in Table 4.5. 

Table 4.5: Boundary conditions of the updated LHC BLM system dependability model and modifica-

tions with respect to the previous model [2]. 

# General conditions Description 

1 Environment Ambient temperature (tunnel + surface): < 30°C 

Ambient humidity: < 80% RH 

2 System structure The entire hardware is comprehensively modelled bottom-up creating a hi-

erarchy upwards from the component level of the custom designed boards 

3 Failure rate data 

 

     and 

Passive components: 217PlusTM standard [94]; 

Semiconductors and ICs: Primarily test reports, if not available 217PlusTM; 

Entire modules (e.g. PSUs): Test reports; 

Custom modules/No other data available: Operational data (Table 4.3) 

4 stress analysis Individual component stresses (e.g. T, P, V) are computed and considered 

for the failure rate models. Applied derating is reviewed. 

5 Confidence A more conservative 90% confidence level is applied instead of the previ-

ously used 60% 

6 FMECA Based on functional blocks created from the bottom-up system structure; 

Worst-case failure effect assessment, see Eq. (4.1) 
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4.5.1 Creation of the System Structure and Reliability Prediction 

The shortcomings of reliability predictions have been described in subchapter 3.3.1. 

Nevertheless, as it is pointed out in subchapter 5.2.1, the procedure of performing a 

reliability prediction is a beneficial tool to model the system structure and, to a cer-

tain degree, evaluate the dependability of a system during its design phase. In the 

same subchapter it is outlined, but already emphasised at this point here, that the 

obtained failure rate shall not be used to fulfil any reliability requirement. Further-

more, chapter 5 shows the importance of this step to create a fundament providing 

input for subsequent analyses, as done in the following subchapter. 

As outlined in Table 4.5 for being a recently updated and maintained standard as 

well as encompassing the component categories present in the LHC BLM system, the 

217PlusTM reliability prediction standard was chosen to predict the failure rates of 

passive components of the custom designed boards of the LHC BLM system accord-

ing to the component failure rate model of Eq. (3.26). For ICs, test report data of 

these components from the year of installation was adapted to the environmental 

conditions, the applied stresses and a 90% confidence level. In addition, the 

217PlusTM standard was used to model the failure rates of the soldered IC pin con-

nections. For more than 90% of the ICs, test reports were available. The remaining 

were modelled with the according 217PlusTM models. For commercial subsystems, 

such as PSUs, test report data of the entire modules were used. As in the previous 

model, the custom designed Ionisation Chamber module was modelled based on the 

available updated failure data comprised in Table 4.3. Since in the meantime they 

have been disconnected from the BIS, SEM detectors are not part of the model. A 

small fraction of other subsystems without available schematics or test reports were 

also modelled based on failure data of Table 4.3. 

The determined system structure is organised on up to six hierarchical levels, dis-

tinguishing three top blocks according to Table 2.1, the surface installation, the op-

tical fibre link and the tunnel installation, see Figure 4.5. The lowest level is the com-

ponent level either as components on electronic boards, e.g. a resistor, or as entire 

modules such as a PSU. 

The system model is composed of 856 distinct hierarchical blocks, i.e. one slice as 

displayed in Figure 2.1. For the entire modular LHC BLM system, this multiplies to 

more than half a million blocks in total. 

Concluding the analysis, the entire LHC BLM system design has been reviewed 

bottom-up. All components of custom electronic designs have been verified to be 

correctly derated, thus the observed failures in Table 4.3 should not have been 

caused by design internal overstress. For passive components, no peculiarities have 

been found. The same applies to ICs and other semiconductors including power 

components such as voltage regulators. The component operating at the highest 
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stress level is a voltage regulator both on the DAB64x and the similar BLECS board, 

operating at a ratio of Tj/Tj,max = (81/150)°C = 0.54, compare Table 5.1. For these 

components, the manufacturer failure rates from tests were adjusted to the maxi-

mum internal junction temperature Tj calculated. 

 

Figure 4.5: Hierarchical system structure of the LHC BLM system. The predicted failure rates of the 

component level (yellow blocks) are totalled up to the hierarchical levels, compare Eq. (3.16). 

While the overall predicted failure rate of 40 “hard” failures per full calendar year 

(30 were observed, see Table 4.3) remains a side note, this value can be apportioned 

to different component categories. Table 4.6 displays the apportionment, which for 

mechanical and power electronic components is primarily composed of the 

datasheet MTBF values, i.e. assuming corrective maintenance for these components 

wearing out. This does not involve on-board components such as switches or volt-

age regulators. For other categories, the small semiconductor apportionment based 

on test reports data compared to the quantity of components, and related to that, a 

high 26% share for passive components, can be observed. However, regarding the 

in Table 4.3 observed “hard” failures, for the few where causes were determined 

none could be traced back to semiconductors, a certain amount to power electronic 

modules and the majority to environmental and human factors, e.g. dust on optical 

fibre connectors. 

Table 4.6: Apportioned failure rates for different component categories. The detector failure rate is 

the determined value from operational data of the Ionisation Chamber modules, see Table 4.3 (*). 

 Detectors* Mechanical Optical Power Electronics 

     Passive Semiconductor Modules 

Failure rate [fph] 4.07E-04 3.24E-04 2.85E-04 2.21E-03 1.22E-03 1.14E-04 6.02E-05 

Percentage [%] 8.8 7.0 6.2 47.8 26.4 2.5 1.3 

Component qty [-] 3635 1877 15870 13523 632338 95070 27 
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4.5.2 FMECA 

Provided the comprehensive bottom-up system structure, it is possible to review in 

a next step the protection function of the LHC BLM system, as well as effects of sys-

tem failures on the availability performance of the system. 

Using software, the modelled system structure was converted into an FMECA by 

assigning potential failure modes and corresponding effects to the determined sys-

tem blocks. Given the large quantity of the blocks, this was not done entirely bot-

tom-up, i.e. assigning failure modes on the schematic component level. Moreover, 

from the available system structure, functional blocks were determined to which the 

according failure modes were assigned pursuing a worst-case approach, see 

Eq. (4.1). This means that of the entirety of component blocks and their potential 

failure modes the higher functional block is composed of, the potentially worst-case 

failure effect was determined and assigned. Given the previous input and the 

knowledge of all potential component level failure modes, a comprehensive bottom-

up approach was still followed, only involving an adverse loss of resolution as-

sessing the system conservatively, i.e. overestimating the effect of the more severe 

failure modes. 

 𝐵𝑙𝑜𝑐𝑘 𝐸𝑓𝑓𝑒𝑐𝑡 ≔ 𝑊𝑜𝑟𝑠𝑡-𝐶𝑎𝑠𝑒 𝐸𝑓𝑓𝑒𝑐𝑡(∑ 𝐵𝑙𝑜𝑐𝑘 𝐹𝑎𝑖𝑙𝑢𝑟𝑒 𝑀𝑜𝑑𝑒𝑠)  (4.1) 

Table 4.7: Determined FMECA severity rankings for the LHC BLM system. The analysis showed that 

the system architecture is designed to prevent the most severe “catastrophic” failure effect from oc-

curring. 

# Severity Rank Effect 

1 Negligible No Effect 

2 Moderate Warning (Maintenance required) 

3 High False Beam Dump 

4 Critical Blind Failure (1 detector) 

[5] [ Catastrophic ] [ Blind Failure (several detectors) ] 

Table 4.7 displays the severity rankings of the four determined end effects on the 

system, respectively the LHC level. Similar to the previous model, these are on the 

lower two levels failure modes having “No Effect” on the top system level, or a gen-

eration of a “Warning” not interrupting the current LHC mission but requiring a 

maintenance intervention either after finishing the current LHC fill or during the 

next technical stop. At higher severities, these are the generation of a “False Beam 

Dump” request not by fulfilling the protection function, but as a false alarm, and the 

“Blind Failure” end effect only applicable to the very FE with the rest of the system 

designed fail-safe regarding this effect. Two potential Ionisation Chamber module 

failure modes can yet cause this critical, but not catastrophic, LHC BLM system fail-

ure which would miss to detect dangerous beam loss, compare Figure 4.6. However, 
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the HV modulation test verifies at maximum every 24 h that no BIS-connected chan-

nel is blind. Furthermore, the layout of the detectors around the LHC with the indi-

vidually defined loss thresholds prevents such a failure causing losses above the 

critical quench level, because even ultra-fast beam losses occur alongside a certain 

circumference of the LHC, thus several Ionisation Chamber modules would need to 

suffer such failure modes in parallel. 

 

Figure 4.6: Top level FMECA end effects with apportioned failure rates in FIT from the reliability pre-

diction model. Note the conservative approach taken resulting in an overestimation of more severe 

effects. In particular the apportionment for a potential “Blind Failure (1 detector)” reflects the entire 

observed failure rate of the Ionisation Chamber module for the sum of all potential failure modes. 

To summarise, the protection function of the LHC BLM system and its impact on 

LHC operation has been reviewed by assessing the criticality of each determined 

functional block as the multiplication of the severity rank and the occurrence prob-

ability of the failure mode(s), analogue to Eq. (4.1). Furthermore, the detection of 

potential failures or failure causes to prevent severe effects from happening have 

been reviewed to particularly verify the protection function. This examination has 

been the primary outcome of performing the FMECA. The analysed system architec-

ture as defined in Figure 2.1 prevents the possibility of a catastrophic failure effect 

occurring. To do so, the generation of false beam dump requests is intended. From 

the hardware point of view assessed by the FMECA, only little potential exists to 

reduce such false alarms. Upgrades to enhance the reliability and maintainability of 

certain modules are one possibility, while the system already encompasses a high 

number of redundancies and diagnostics, compare subchapter 4.2. One such devel-

opment in the framework of an entire upgrade strategy is presented in chapter 6. 

Other optimisation potential involves the system checks to reduce their negative 

impact on the LHC availability not compromising their role in protecting the accel-

erator. This involves, in particular, the optimisation of the Sanity Checks procedure 

which is already ongoing, see [156]. The constant availability increase over the past 

years displayed in Figure 4.3 shows that such similar optimisations have already 

been performed in the past. 

A potential next step to pursue the review of the LHC BLM system is to perform 

an FTA on the basis of the FMECA. This is not performed in here because the FMECA 

already showed that the occurrence of catastrophic system failures is highly unlikely 

as it is prevented by the system architecture. This conclusion is supported by no 
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such catastrophic blind failure occurring since the system start-up. As the per-

formed system checks have already been reviewed by the FMECA, their application, 

together with the implemented redundancies got validated by the system success-

fully operating since 2008. In fact, to review operating systems, the bottom-up ap-

proach of an FMECA with the previously determined hierarchical system structure 

proved to be a powerful analysis technique. The performance of an FTA is rather 

beneficial during the system design, especially during early phases, or if the system 

is to be upgraded to enhance its availability performance, as well as to perform 

top-down failure analyses during operation to identify failure causes of on the top-

level visible failures.



 

 

5 Methodology for Dependable System 
Development and Operation 

The scope of this chapter is to present a methodology for dependable electronic sys-

tem development from early planning and design to production and testing, up until 

dependability monitoring and support during operation, and acquiring know-how 

for future developments after decommissioning. Subchapter 3.5 presented the state 

of the art on existing methodological approaches for dependability engineering with 

no approach addressing the specific area and requirements of accelerator systems, 

in particular modular beam instrumentation systems. The presented methodology 

here addresses dependability during the full life cycle of a system with an emphasis 

on electronics for accelerator systems. 

The methodology makes use of the dependability practices profoundly presented 

in chapter 3 establishing a step-by-step procedure to be followed one after the other, 

whilst being adjustable to the present system focussing on highly distributed accel-

erator subsystems and systems. The objective is to provide a holistic framework for 

dependability application during all life cycle phases. Furthermore, the methodol-

ogy shall serve in its completeness to be applicable to several development projects, 

in order to continuously enhance the dependability capability of an organisation for 

all systems being developed, i.e. to continuously enhance the superordinate system, 

in general being the top level accelerator. The methodology has been developed 

based on experiences made during the development of the LHC BLM system depend-

ability model and the feedback given from the existing model, as well as from the 

operational failure data analysis of the previous chapter 4. Furthermore, in the sub-

sequent chapter 6, the methodology has been applied and reviewed within a case 

study encompassing the planning, design, production and testing phases, as well as 

operational considerations of an LHC BLM system upgrade. Experiences made 

within the case study have been fed back to adapt and improve the methodology, as 

it is presented in here. 

5.1 The Product Life Cycle 

The life of technical systems or products can be divided into different phases. This 

starts with the preliminary planning phase and closes at the end of the service life 

or after decommissioning with the potential reuse of parts during recycling. The dif-

ferent phases together are commonly referred to as the “product life cycle”. 
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In [78], B. Bertsche et al. define seven distinct phases of the product life cycle, dis-

played in Figure 5.1. Associated dependability methods and actions during different 

phases as a part of an entire dependability management are assigned on the bottom. 

 

Figure 5.1: Dependability management during the product life cycle phases, according to [78]. 

Accelerator systems, such as the various beam instrumentation systems of the 

LHC undergo a similar life cycle. New developments, upgrades or modifications of 

entire systems, subsystems and components begin by defining specifications, devel-

oping concepts and first prototypes, and end with decommissioning and potential 

refurbishment or partial upgrades after operation, being then reused. Particularities 

of accelerator systems compared to consumer products are their high dependability 

requirements, especially RAMS, but also functional requirements of high precision 

and reproducibility. Furthermore, production numbers are usually low and the pro-

duction is generally terminated before the start of operation, which also involves 

considerations for spare device management. The high requirements often result in 

complex systems developed at high expenses, thoroughly qualified and tested, and 

well monitored and maintained during operation. A good example are the yearly and 

long term LHC schedules, comprising a high number of technical stops and long 

shutdowns in order to repair, maintain and upgrade the machine and its subsys-

tems, compare Figure 1.9. 

For such accelerator systems, Figure 5.2 slightly adapts the product life cycle into 

five phases being used by the methodology in the next subchapter. The phases are 

defined paying special attention to dependability. 

The first four phases of Figure 5.1 are merged into a planning and design phase. 

Together with the design specifications, the dependability specifications are defined 

at first, based on which the system is then designed. This design is accompanied by 

dependability analyses and methods, as well as production considerations and the 

development of test and operational strategies in parallel, all considering potentially 

associated design adaptions. 
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Figure 5.2: Life cycle phases for accelerator systems, grouped with emphasis on distinct dependabil-

ity steps further elaborated in subchapter 5.2. Later phases can provide feedback leading to immedi-

ate changes during iterations of earlier phases, or feedback in a continuous sense for upgrades or 

future systems, in this way enhancing the organisational dependability in the long term. 

The next production phase comprises dependability considerations during 

Printed Circuit Board (PCB) manufacturing, board assembly and soldering pro-

cesses. This includes associated steps such as cleaning processes, quality controls, 

or potential functionality tests. Furthermore, the phase comprises the packaging 

and transport during and after production. 

The third phase of Figure 5.2 starts with the reception of the boards from internal 

manufacturing or after shipment. This phase is not included in the product life cycle 

of Figure 5.1, being particularly added to perform a variety of necessary validation 

and reliability tests accompanied by potentially necessary inspections. As illustrated 

in Figure 5.2, it is pointed out, that tests of this phase may be already performed 

alongside the design and production phases. 

The actual system operation takes place in the fourth phase. It further comprises 

the installation and commissioning of the system and operational strategies, for in-

stance maintenance strategies, system monitoring and data analysis. 

The last phase is similar to the seventh phase of the product life cycle [78]. The 

decommissioning of the system after its service life comprises the potential to ana-

lyse the decommissioned system and provide feedback to previous phases of future 

developments within the entire cycle. 

The following methodology makes use of the phases shown in Figure 5.2. Individ-

ual steps within the phases are presented more in detail to address dependability 

engineering during the complete life cycle of systems. 

5.2 Dependability Methodology during the System Life Cycle 

To achieve reliable system operation at high availability, the full spectre of the un-

derlying dependability engineering needs to be present and consequently applied, 

not only during design, but during all phases of a system’s life cycle. In fact, a well-

structured organisational dependability program should constantly have the objec-
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tive to maintain, or even better improve, the current status quo and in this way be-

come an essential part of the organisational culture. Being valid across all kinds of 

fields, this is especially important for accelerator technology with generally highly 

precise, custom-designed instruments for dependable operation in severe environ-

ments, primarily radiation, often hardly or not accessible during their therefore long 

required lifetimes. 

 

Figure 5.3: Dependable electronic system development methodology during the different life cycle 

phases. The figure displays the main steps during the different phases, which are further subdivided. 

It is pointed out, that a variety of intermediate results may trigger iterations of previous steps which 

is not comprised in the figure, compare Figure 5.2. 
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The herein introduced methodology has been developed to address dependability 

during all these phases: planning, system design, production, testing, installation, 

commissioning, operation and decommissioning, also comprising a constant im-

provement process learning from experiences of previous systems, compare Figure 

5.2. The individual steps of the methodology during the different life cycle phases 

are presented in Figure 5.3. 

The individual steps displayed attempt to cover a broad range of electronic sys-

tems, with special focus on the development and operation of electronics for accel-

erators. Nevertheless, each system is individual with different specifications, which 

is why the objective of the methodology is to provide generic guidance whilst being 

adjustable for the individual use case. Therefore, it should each time be tailored to 

the specific system in question. 

The following subchapters present the five phases with their individual interme-

diate steps more in detail. Each subchapter provides a comprehensive collection of 

steps, comprising methods, guidelines, applicable standards and other considera-

tions to be followed one after another for an entirely established dependability pro-

gram. Furthermore, correlations between steps, for instance to provide input for 

other steps, are being described. Once again, the objective is to make use of these 

steps by selecting the ones matching the specific development project as well as to 

integrate the methodology within an organisation in order to enhance the depend-

ability capability in a broader sense. The case study in chapter 6 provides an exam-

ple for such a system development. 

5.2.1 The Planning and Design Phase 

Addressing dependability during the life cycle begins already at the early phases of 

a new development project. The methodological procedure in Figure 5.3 starts by 

using the existing design specifications as an input, which should already be defined 

with the dependability goals of the system in mind. Having the design project pre-

liminary established and specified, the design process is conducted in parallel to the 

methodology steps of this phase. This involves a regular exchange and alignment of 

the two processes. 

Taking notice of the functional design specifications, the operational environment 

is to be defined. This comprises the assessment of all potentially present environ-

mental stresses, essentially of mechanical, thermal, chemical, radiation, electrical or 

electromagnetic origin. Furthermore, this also involves potential stresses induced 

by the future application, on the one hand internally induced by the operating sys-

tem, and on the other hand from connected systems for the case of a subsystem de-

velopment. Furthermore, all steps of the life cycle need to be considered, for instance 

temperature exposure during the soldering process or potential stresses during 
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transport and handling, e.g. vibrations or ESD. In order to determine these potential 

influences, the system can be regarded as a black box defining its interfaces to the 

environment and application as displayed in Figure 5.4. 

 

Figure 5.4: Definition of internal and external influences on the system using a Black Box approach. 

On the basis of the design, environment and application specifications, together 

with the knowledge of potential failure mechanisms, the dependability specifica-

tions are derived. Dependability goals are defined quantitatively using the parame-

ters outlined in subchapter 3.2, but may also be defined qualitatively. Examples are 

a minimum MTTF demonstrated at a certain confidence level by tests including an 

early failure screening, a required minimum lifetime to be demonstrated, an availa-

bility requirement for specific missions, or a defined maximum risk or criticality to 

be demonstrated by an FMECA. The dependability specifications shall be defined 

based on an organisational guideline addressing all life cycle phases defining appli-

cable methods during the design, production standards and process control, 

transport and handling instructions, validation and reliability testing as well as op-

erational support and performance monitoring. Guidance to define dependability 

specifications is given in [157]. 

Already at this stage of having potential influences on the system defined accord-

ing to Figure 5.4, the parallel design process shall consider the preliminary outcome 

by implementing solutions to prevent or mitigate the influence of such effects. These 

can be for example ESD input protection for all connector and contact pins, heat 

sinks, protection against humidity or radiation of structural nature, electromagnetic 

compatibility considerations, but also considerations for the later production pro-

cess or the testing strategy. Applicable techniques comprise the previously outlined 

DfR and the related Design for Manufacturability as well as Design for Testability, 

furthermore expanding such techniques to Design for Maintainability, Storage, Han-

dling, Packaging or Transportation, see [83, 84]. To consider internal stresses, the 
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design should apply derating techniques to an adequate extent. Table 5.1 summa-

rises reference values [130], while it is pointed out, that these minimum values 

should be further derated whenever possible in order to increase the stress-

strength margin, compare Figure 3.10. Such over-dimensioning also involves the 

PCB design. 

Table 5.1: Recommended derating values for electronic components at ambient temperature 

20°C ≤ Tamb ≤ 40°C, according to [130]. The given values are determined as the ratio of the applied 

load and the rated load at 40°C. For other and more detailed component categories see [83, 130]. 

Component Power Voltage Current Internal temperature Frequency 

Resistors ≤0.4 - 0.6   ≤0.7 - 0.8  

Capacitors  ≤0.5 - 0.8  ≤0.5  

Diodes ≤0.6 ≤0.5* ≤0.6 ≤0.7  

Transistors  ≤0.5* ≤0.7 ≤0.7 ≤0.1fT 

ICs  ≤0.7 ≤0.7 - 0.8** ≤0.7*** ≤0.9 

* breakdown voltage;     ** sink current;     *** Tj ≤ 100°C;     fT: gain bandwidth [Hz] 

In the persisting manner of parallel functional and dependable design, the system 

structure is at first created top-down and already analysed during the early stages 

and subsequently bottom-up once first schematics are available. Techniques such as 

an FTA or a Reliability Block Diagram can be applied to be eventually transformed 

into a comprehensively bottom-up performed FMECA. 

This bottom-up system structure grows together with the evolving design. It can 

be advantageous to perform such analyses along with a reliability prediction. The 

quantitative failure rate allocation should be prioritised following internally availa-

ble test or field data of components or modules, manufacturer test reports and lastly 

prediction models. The predicted outcome shall not be used to fulfil any set require-

ments, but may well serve to compare different design solutions, to identify poten-

tial weaknesses early, to assess the feasibility of the requirements and to provide 

input for a CA based on which the strategy for the upcoming production and testing 

can be defined. Furthermore, the execution of the bottom-up methodology allows to 

review the correct circuit design, component selection in terms of specifications, 

qualifications and quality level, as well as the correctly applied derating. 

In the framework of the entire methodology, the comprehensive bottom-up anal-

ysis also comprises further reaching effects to enhance the organisational dependa-

bility. A knowledge base is established which facilitates later steps such as produc-

tion, testing and operation, in particular regarding a potential failure analysis. In 

addition, future projects profit from such a knowledge base, for example through 

the integration of dependable proven standard circuits, designed, tested and oper-

ating for several projects. 
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The in parallel performed FMECA enlarges this knowledge base by determining 

the effects of potential system failure modes. Based on the severity of the top-level 

faults or end effects, the FMECA may be performed entirely bottom-up determining 

component failure modes. As shown in chapter 4 and 6, it may also be done in func-

tional blocks summarising the components the functionality is composed of, accord-

ing to Eq. (4.1). It is pointed out, that the conservative worst-case assessment result-

ing in a loss of resolution is to be applied which does require the knowledge of the 

comprised component failure modes. 

In a next step of the FMECA, the assessed risk either by RPN or CA ranks the sys-

tem blocks accordingly. Based on this output, blocks above a defined threshold 

should be optimised either by performing actions on the design, e.g. design changes 

or additional diagnostic checks, or by implementing additional testing to demon-

strate the required reliability. This may also involve actions for the production pro-

cess as shown in chapter 6. 

With the substantial database of the FMECA it is possible to link the determined 

blocks top-down using the Boolean logic of an FTA. Potentially already performed 

earlier, the FTA at this point is no longer useful to identify critical cut sets resulting 

in a top-level failure because these events should have been excluded by the FMECA. 

Moreover, the FTA may serve to assess the availability during later operation, as 

done in [2]. The effect of redundancies and implemented diagnostics can be assessed 

and the design can be optimised for specific missions. Furthermore, it can serve to 

define a maintenance strategy, for which however more sophisticated analyses exist 

such as the Markov analysis or Petri Nets, compare [83, 130]. 

As presented in chapter 4, the analysis of operational failures of the LHC BLM sys-

tem has shown that only around 43% of occurred system failures were identified as 

hardware failures with the remaining “soft” failures not needing interventions to 

exchange modules. Given this fact that more than half of the failures are due to soft 

errors, the importance of design analyses such as an FMECA, but primarily an FTA, 

is pointed out in order to detect and mitigate such potential error states. To detect 

such potential errors the negation of system functions determined during the sec-

ond step of an FMECA may be performed, or experience with operating systems and 

available failure statistics may be consulted. Output of such analyses furthermore 

involves the maintenance planning, employing techniques such as PHM, together 

with facilitating the remote access and reset of the subsystems for instance, to in-

crease the maintainability. 

As failure data has furthermore shown the future system user and support in its 

operational environment should be considered in such analyses to address the hu-

man factor causing failures. The identification of potential failure modes and their 

optimisation should address topics such as environmental protection, simplified 
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handling or modularity, but also deal with operation, for instance the spare manage-

ment of a maintenance strategy. An example is given in chapter 6 facilitating the ex-

change of the BLETC optical receiver by replacing the mezzanine board by a com-

mercial transceiver module. 

Already after intermediate milestones in the design process, design reviews 

should be implemented. Even more importantly, once the preliminary final design 

exists a design review or external audit should be performed. Such reviews should 

be organised by a project internal designer who nominates experts of different dis-

ciplines external to the project and distributes the necessary documents. In a next 

step the designer introduces the system to the experts pointing out potential prob-

lems. Issues found and elaborated solutions are documented together with future 

actions to be implemented in a third step. These implementations shall be verified 

in an additional control step. To facilitate the entire process, document templates 

and a checklist providing questions to be asked in different thematic areas can be 

elaborated within the organisation. Guidelines for design reviews can be found in 

[83, 84, 130, 158]. A checklist elaborated for CERN specific designs also comprising 

a scorecard can be accessed in [159], other checklists can be found in [84, 130, 158]. 

The process of a design review is illustrated in Figure 5.5. 

 

Figure 5.5: Steps in performing a design review, according to [160]. 

To conclude the planning and design phase, the parallel execution of the design 

process accompanied by the different methods of the dependability process profit-

ing from continuous exchange and alignment is emphasised. As displayed in Figure 

5.3, this does not only concern the present phase, but also specifications and actions 

for following phases. Furthermore, the general design process involves the produc-

tion of different versions and prototypes. Besides the development and functional 

testing purposes comprised in the design process, these devices should also perform 

the described validation tests of subchapter 5.2.3 to assess, already during this 

phase, potential shortcomings in order to adapt the dependable design and to miti-

gate the risk of discovering such design flaws at later phases. 
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For the long-term perspective, the application of the methodology shall also serve 

to be adapted to the specific organisation and projects, by developing customised 

design criteria, analyses’ guidelines, checklists and a constantly evolving methodol-

ogy to be applied. This is to be enlarged by maintaining a performance database to 

profit from during future projects. 

5.2.2 The Production Phase 

During the production of pre-versions within the design phase, the production pro-

cess should be already defined and reviewed to establish a well-functioning process 

for the series production mitigating potential complications and delays. Figure 5.6 

displays the main process steps, during and in between each the process should be 

validated and constantly controlled. 

 

Figure 5.6: Main process steps during the production of a PCB assembly. 

To set the boundary conditions, it is recommended to refer to a standard defining 

general criteria for the entire process, in particular for the case of external produc-

tion. Common standards are the IPC-A-600 [161] defining acceptability criteria for 

PCBs and the IPC-A-610 [162] for electronic assemblies, which are also described in 

the case study of chapter 6. To select the manufacturer, attention should also be paid 

for according certifications, in principal the ISO 9001 certification for quality man-

agement systems [163]. 

The chosen standard should define applicable criteria for acceptance of the pro-

duced PCB and the entire assembly, i.e. defect and anomaly criteria. To achieve 

these, it should give instructions for the individual processes, define necessary in-

spections during these processes to survey the PCB production by trace impedance 

measurements or micro-sectioning for instance, assure correct component place-

ment and soldering, provide instructions on handling of the components and the fi-

nal assembly in between steps, as well as define cleanliness criteria during the entire 

process and for the final acceptance. Different inspection technologies comprise op-

tical camera inspection for components placement, X-ray to inspect PCB layers and 

bottom termination components such as Ball Grid Array (BGA) and Quad Flat 

No-leads (QFN), or destructive methods such as micro-sectioning for a metallo-

graphic analysis of the PCB laminate and Plated-Through Holes (PTH). To analyse 

and validate the process, a PFMEA assists in determining potential process failure 
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modes and in optimising the process. For internal production, the execution of a 

PFMEA should be mandatory. 

Next to a production standard covering the entire process and acceptance of the 

final assembly, the implementation of potential intermediate tests and inspections 

in between the main process steps of Figure 5.6 should be assessed. An output of 

performed design analyses may be the integration of additional tests at intermedi-

ate process steps. Such tests can be necessary for custom designed components or 

modules, while for commercial components it should be referred to qualifications 

performed by the component manufacturer. Component qualifications such as high 

reliability [164] or automotive, e.g. for ICs [165], assure a certain level of quality and 

should be favoured. Such qualifications themselves rely on a variety of individual 

standards of which a majority is from the US DoD or JEDEC organisation, for example 

outlined in [124, 164]. To test and qualify custom designed components the corre-

sponding standards should be consulted. An example provides the GOH module with 

its custom designed GOL ASIC primarily designed for the harsh environment inside 

the CMS detector. For the ASIC and the module, a comprehensive campaign com-

prised a large variety of tests for environmental qualification, burn-in and lifetime 

testing, as well as component-specific tests such as “wire-bond pull strength” for in-

stance, see [58]. The according inspections and tests are to be integrated into the 

process shown in Figure 5.6. The following case study outlines such tests for a cus-

tom designed DC/DC converter module on a custom designed test bench. 

  Then, for the entire PCB assembly it is likely beneficial to design a test bench ex-

ecuting an End-of-Line test to check the functionality of the produced final assembly, 

in addition to fulfilling the acceptance criteria. Such a test is also comprised in the 

case study. In fact, the End-of-Line test is a first filtering, or screening, before the 

actual testing phase. Issues found at that stage reduce the effort required to detect 

them later in the life cycle, thus reducing expenses. 

Finally, between steps and phases of the methodology, devices are handled and 

moved, which should always be done in a manner to prevent inducing defects. A 

main transition is the transport from the manufacturing site to the testing or instal-

lation site. To not induce defects, the devices should be packaged in a way to prevent 

any environmental influence. Humidity and ESD protective packaging should be 

used. To prevent mechanical influence from shocks and vibrations a stress profile 

during the transport can be assessed (see [166]) and adequate actions taken using 

shock absorbing material, compare Figure 6.14. It is advantageous to use shock or 

humidity indicators monitoring such influences during the transport and indicating 

a too high exposure at reception. 
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5.2.3 The Testing Phase 

Figure 5.3 displays that the necessity of testing is already defined, as well as partly 

performed during the design phase. The methodology distinguishes between two 

categories of tests, on the one hand tests under the term validation to be performed 

with a sample of the production and, on the other hand, tests to screen the entire 

production for early failures as well as tests to determine the reliability. Prior to 

performing any of the tests, fail criteria are to be defined based on the design and 

dependability specifications. 

Validation Testing 

Validation as defined in Table 3.2 provides “objective evidence, that the require-

ments for a specific intended use or application have been fulfilled” [76]. The tests 

outlined in Figure 5.3 are performed to validate the design and its functionalities as 

well as its individual operational environment. Furthermore, this involves high 

stress tests to determine and validate specific stress-strength margins. 

The first step represents tests to perform a functional validation of the design by 

identifying potential design weaknesses. Besides pure functionality tests, this may 

also comprise tests at nominal operation conditions, for instance, to test signal qual-

ity, Electromagnetic Interference (EMI) or infrared temperature measurements re-

viewing the calculated thermal characteristics of components. 

The second step encompasses a variety of tests applying stresses which can be 

referred to as environmental validation. Based on the specifications formulated in 

the planning phase, according tests are to be performed. From these specifications 

the stress categories are derived, either mechanical, thermal, chemical, electrical, 

electromagnetic, magnetic or radiation, as well as how the stress is applied, i.e. at 

constant or varying conditions. Despite these stresses also other potential impacts 

on the devices during operation such as different contamination or human interac-

tion may be taken into account. Different occurring stresses during operation may 

be separated or combined increasing the overall stress level. The stress levels 

should be determined conservatively above the maximum levels reached during the 

life cycle. This does not only encompass operation, but also non-operational or 

maintenance periods. In addition, potential degradation may be taken into account. 

More information on how to define the variety of stresses as well as other particular 

stresses can be found in [166]. To perform the tests, equipment such as climatic 

chambers, vibration shakers or irradiation facilities are to be consulted. 

Having the design and its operation validated at nominal conditions, it is benefi-

cial to test higher stress levels up to the maxima the device can withstand, hence 

performing destructive tests. Such testing has the objective of triggering potential 

failure mechanisms to determine the stress-strength margin and to derive a bench-

mark for potential degradation, i.e. for the expected lifetime. Furthermore, such tests 
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provide feedback on the design revealing potential weaknesses, hence and as the 

first two steps, they should already be performed with first prototypes to enhance 

the design robustness. A very common stress for such tests is temperature, charac-

terised by an exponential stress increase according to the Arrhenius relationship, 

compare Table 3.5. Other stresses are strong vibration or high dose irradiation test-

ing of cumulative effects such as Displacement Damage or the TID limit for the in-

tended system lifetime, see [167, 168]. Other irradiation tests to determine the ef-

fect of transient radiation errors [168, 169] are part of the previous step. 

Screening and Reliability Testing 

Having the design in its operational environment validated and the series produc-

tion running, the produced devices should undergo a screening for early life failures. 

Because completing the first period of the bathtub curve at nominal conditions takes 

a long time, the application of accelerating conditions is favourable. The definition 

of the applicable stresses for this ESS has already been done within the validation 

tests. Also, the results of the various validation tests, in particular the high stress 

tests, serve as input to define the stress levels. 

The precise definition of the stress level, which amongst several parameters in-

volves its amplitude as well as its time of exposure, is a difficult task. On the one 

hand it bears the risk of being set too high, potentially inducing defects or signifi-

cantly reducing the useful life of the devices. On the other hand, it bears the risk of 

being set too low resulting in not screening reliably all defective devices or requiring 

long testing times. The initial level should be set conservatively low consulting all 

data available and potentially performing additional tests at different stress levels. 

During the entire screening campaign, the obtained data, especially the evolution of 

the failure rate, should be monitored while reviewing these set parameters. An ex-

ample of an evolving failure rate during a screening campaign is displayed in Figure 

6.17 of the following chapter. While doing so, it is important to thoroughly perform 

a failure root cause analysis and to strictly separate the occurring failure mecha-

nisms. Furthermore, it is important to verify that the level is sufficiently high to 

screen all relevant failure mechanisms present in earlier tests. This is a similar dif-

ficult task comprising the possibility that certain mechanisms are only triggered at 

very high stress levels. To overcome this, it is possible to extend the test duration 

for a sample of devices and monitor the potential occurrence of such failure mecha-

nisms, as being done in the case study of the following chapter. Despite this, the pos-

sibility to raise the initially set low stress level while obtaining more data during the 

campaign should also be considered. 

The stresses are always to be defined according to the present failure mecha-

nisms, however as pointed out in subchapter 3.4.2, effective stress categories are 

temperature cycling and random vibration followed by high temperature and elec-
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trical stress [84]. It is mentioned that certain failure mechanisms resulting from fail-

ure causes, for instance weak solder joints, may be triggered by a variety of stresses. 

To accelerate the crack propagation in solder joints both temperature shocks or vi-

bration may be used. 

Once the screening data is sufficient to assure that the useful life region is reached 

represented by a Weibull shape parameter β ≲ 1, i.e. no or very few failures in the 

late phases of the screening, this data from a certain point in time onwards may al-

ready be taken into account to assess the failure rate during the useful life period. 

The application of an according confidence level is to be considered. 

To increase the data basis of this failure rate assessment, the devices may perform 

a “Run In” at operational conditions. The objective is to accumulate supposedly fail-

ure-free testing time in order to demonstrate a specified reliability requirement. A 

second objective can be to assure a successful screening, for which a collective strat-

egy for ESS and Run In may be determined reducing the screening effort or risk by 

reducing either the time or stress level. The resulting failure rate, respectively MTTF, 

can be determined using Table 3.3. 

Lastly, the execution of thorough inspections and tests during the production 

phase, such as the described End-of-Line test, is emphasised. Such a pre-filtering of 

defective devices may significantly reduce the screening effort, especially regarding 

the identification and potential misinterpretation of occurring failure mechanisms. 

5.2.4 Installation, Commissioning and Operational Phase 

The main period of this fourth phase is the long operational phase. However, the 

prior performed installation and system commissioning may strongly influence the 

operational dependability in the positive as well as in a negative way. The system 

installation involves a high risk of inducing defects, hence it should be thoroughly 

planned and documented ahead along with instructions and training of the execut-

ing personnel. The subsequent commissioning phase may be regarded a final vali-

dation or integration test of the system into its operational environment. The possi-

bility provided by this phase of evaluating the performance and to enlarge the 

reliability assessment should be exploited. Certainly however, it should be strictly 

separated from the testing phase and not be used as an extension of the respective. 

Consequentially, the initial operational period should also be well monitored to 

assure the success of all previous phases fulfilling the requirements. With the start 

of operation previously planned actions, such as performance monitoring, opera-

tional and maintenance support become active. 

The maintenance strategy should be defined following the results of the FMECA, 

moreover of FTA, Petri Nets or Markov analyses. Different types of maintenance ex-
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ist, compare [78, 170]. Corrective maintenance is carried out after detection of a fail-

ure and should apply to components characterised by random failures not expected 

to experience any wear out mechanisms, i.e. electronics operating at low stresses. 

Preventive maintenance should apply to components wearing out, such as entire 

PSUs for example. Prior to the specified MTBF, the devices should be refurbished or 

exchanged at a predetermined point in time during operation. Other more sophisti-

cated types to preventively maintain encompass the proactive condition-based and 

predictive maintenance types. Both should be implemented based on the dependa-

bility specifications and analyses’ results during the design phase. Condition-based 

maintenance relies on performance data measurements to perform maintenance 

when measured parameters surpass a predefined threshold, while the more elabo-

rated predictive maintenance furthermore processes such data using appropriate 

formulae or neural networks [171] to precisely predict the time of failure in the fu-

ture and prepare according actions. The previously outlined PHM deals with this 

subject [118, 119]. 

Apart from all that, the maintenance strategy should also involve the logistics 

planning by providing high availability and fast access of spares, as well as ensuring 

their functionality, all together enhancing the maintainability. Experience showed 

that this allegedly trivial task often involves a variety of problems. To overcome po-

tential problems, the maintenance support should be well trained and perform reli-

ably, as well as spares should be readily accessible which also involves correspond-

ing documented instructions. Furthermore, spares should be regularly inspected for 

their availability and tested for their functionality. According protective packaging 

and benign storage environment apply, as well as parameters such as shelf lives of 

components need to be taken into account. Provided the hourly LHC cost estimate 

in Eq. (1.6), the importance of in this paragraph described tasks is highlighted. 

The performance monitoring during operation involves the establishment of a 

failure tracking system, for example as shown in Figure 4.1. The tracking system 

should provide data acquisition, allocation, processing and analysis capabilities and 

the supporting engineers should be trained to perform the according. As shown in 

Figure 5.3, it should not only comprise operational data, but also data of the three 

previous life cycle phases. Regarding the parallel operation, it is crucial to achieve 

the tracing of all occurring system faults and failures with their time of occurrence 

and perform the analysis in a timely manner. This further involves an in-depth fail-

ure analysis of exchanged or repaired modules to determine different failure mech-

anisms, and thus be able to distinguish between them. Using this data, a Weibull 

Analysis (see [172, 173]) should be constantly performed in order to be able to iden-

tify potential wear out failure mechanisms characterised by a Weibull shape param-

eter β > 1, and to take immediate actions. Such actions may involve upgrades or 

maintenance up until replacement and decommissioning of the system.  
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A method implementing the tracking of failures is the Failure Reporting, Analysis 

and Corrective Action System (FRACAS), see [84]. FRACAS does not only encompass 

operational data, it should already be applied during the design, production and 

testing phase. Subchapter 6.6 of the case study presents operational considerations 

for an LHC BLM system upgrade. 

5.2.5 Decommissioning 

By entering the decommissioning phase, the service life of the present system 

reaches its end. Nevertheless, being a cycle, the application of dependability contin-

ues in order to continuously improve the overall dependability within an organisa-

tion. In particular for accelerator machines, such as the LHC characterised by very 

long lifetimes with constant replacements and upgrades of subsystems adopting to 

ever increasing performance requirements, this is a crucial phase. 

Therefore, the decommissioning of systems provides an extensive source of data 

to enhance future developments and to improve the accuracy and efficiency of de-

pendability application during the life cycle phases, in other words to improve the 

entire methodology. This involves performing in-depth failure analyses with the de-

commissioned systems to provide input for the development process of upgrades 

and new systems, as shown in the following chapter 6. Such analyses, e.g. of destruc-

tive nature, may have not been possible during operation. This also comprises po-

tential additional testing to assess the accuracy of previously modelled dependabil-

ity parameters. For the case of decommissioning only a part of the entire system 

population installed, this opportunity should be exploited to perform stress tests in 

order to assess the end of lifetime for still installed systems. The same applies to a 

potential refurbishment and reuse of systems or parts of systems in other machines.



 

 

6 Case Study for the Processing Board Upgrade 

The following case study applies the introduced methodology to a major upgrade of 

the LHC BLM system. The analysis of operational failure data in subchapter 4.3 char-

acterised the optical fibre link between the transmitting BLECF tunnel module up to 

the receiving BLETC surface module as a weak part for the system dependability. As 

a result, an upgrade strategy was established to first upgrade the surface processing 

module and later towards LS3 the tunnel acquisition module [174]. This chapter 

outlines the development and dependability assurance of the new VFC-HD module 

as an upgrade for the BLETC, see Figure 2.6. The study entirely covers the method-

ology from the early planning phase up to the board production and the following 

reliability tests. 

6.1 The VFC-HD Processing Module 

After the LHC restart in 2010 at the beginning of the Run 1, the Beam Instrumenta-

tion (BI) group of CERN started the development of a new general purpose digital 

acquisition carrier board for beam instrumentation back end systems. This VME 

FMC Carrier (VFC) board [175] has been designed for compatibility with the VME 

standard and the according crates, widely used at CERN. In addition, the board com-

prises an FPGA Mezzanine Card (FMC) slot for potential extensions of the various 

user systems.  

Table 6.1: VFC-HD main characteristics and distribution to BI systems. The distribution share of the 

BLM systems includes other accelerator beam loss monitoring systems apart from the LHC (*). 

# VFC-HD main characteristics  BI system distribution Qty 

1 Intel Arria V FPGA Beam Loss Monitoring (BLM)* 767 

2 HPC FMC slot  Beam Position Monitors (BPM) 116 

3 6x SFP+ transceiver slot  Wirescanner (WS) 103 

4 2x DDR3 memories  Other systems 164 

5 6x custom designed DC/DC converter  

 

6 Flexible clocking resources  

7 VME64x standard with a custom P0     

connector 
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Over the course of its development, the VFC has become in its third version the 

VFC-HPC DDR3 (VFC-HD) [176, 177], see Figure 6.1, which has gone into mass pro-

duction. The FMC slot of that version is a High Pin Count (HPC) connector with 400 

pins. Two Double Data Rate 3 (DDR3) memories with each a capacity of 8 gigabits 

are also mounted. Table 6.1 summarises other main characteristics of the VFC-HD. 

 

Figure 6.1: Picture of the VFC-HD version 3. The front panel on top of the picture comprises six SFP+ 

slots, various Light-Emitting Diodes (LED) and electronic connectors (LEMO). The three opposite 

backplane connectors supply the board with power and communicate via the VME crate backplane. 

The series production of the VFC-HD, with a volume of around 1 150 boards in 

total, was launched in autumn 2018 until in summer 2019 the final boards were re-

ceived at CERN from an external manufacturer. Two thirds of this production are 

foreseen for beam loss monitoring systems at CERN. Around 600 of those boards are 

planned to be used for the LHC BLM system, to replace the BLETC modules, supply 

other associated systems such as the Diamond BLM or to provide sufficient spare 

modules. Concerning the costs, the final production price per VFC-HD sums up to 

1 200 CHF, which equals 1.38 million CHF for the complete series production. 

In particular for the LHC BLM system, the change from the currently used BLETC 

to the VFC-HD enables additional resources and possibilities. For instance, the in-

crease from 41 000 logic elements of the DAB64x FPGA to 300 000 logic elements 

for the Arria V [178] provides new opportunities for the LHC BLM system protection 
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strategy as well as to improve its dependability, e.g. by implementation of additional 

or faster diagnostics and related failure mitigation actions. The same applies to the 

slots for commercially available Small Form-factor Pluggable+ (SFP+) optical trans-

ceiver modules and the option to add an FMC for possible future extensions. 

6.2 Adjusted Methodology for the VFC-HD 

In chapter 5 it is stated, that the introduced methodology is to be adjusted to the 

specific use case for the individual constraints and boundary conditions. For the 

VFC-HD project this was done as displayed in Figure 6.2. 

 

Figure 6.2: Dependability methodology adjusted to the VFC-HD case study [179]. The case study en-

tirely covers the phases from the early planning and board design over the production with according 

tests and inspections to validation, screening and reliability tests with the produced boards. 
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The adjustment was influenced by the individual dependability requirements, 

production volume, specific use environment, and performance data available from 

the predecessor module BLETC. The following subchapters present the different 

phases of the case study more in detail. 

6.3 Planning and Design Phase 

As a part of the LHC BLM system, the dependability requirement of a minimum 

MTTF of 175 000 h during the VFC-HD’s useful life period was defined. This failure 

rate requirement was to be demonstrated by according tests at a high 95% upper 

one-sided confidence bound, i.e. lower MTTF (compare Figure 3.6), and includes the 

execution of a successful screening for early life failures. For the around 350 surface 

processing modules currently installed, this equals a maximum of 10 accepted fail-

ures per LHC operational year of around 5 000 h, which is a lower failure rate as 

currently recorded for the used BLETC module, compare Table 4.3. 

As an output of the BLETC predecessor analysis [180] described in the next sub-

chapter and environmental measurements displayed in Figure 4.4, requirements 

were derived such as the environmental validation of the module including its opti-

cal link for changing temperature and humidity environments [181]. The presence 

of other environmental stresses was excluded based on the controlled rack environ-

ment. Other requirements involving dependability as well as the functionality of the 

VFC-HD were a simplified maintenance of the optical transceiver modules, as well 

as additional diagnostic features of these to predict and facilitate maintenance. Fur-

thermore, the outlined increase in FPGA processing resources to implement such 

features was a requirement. 

The VFC-HD then was designed according to its given functional specifications as 

well as in alignment with the additional dependability requirements. This involved 

the creation and continuous update of the system structure together with perform-

ing a reliability prediction and FMECA. This led to the design changes outlined in 

Table 6.7. 

6.3.1 Predecessor Analysis 

The available failure data of the BLETC from subchapter 4.3 triggered a detailed 

analysis for possible weaknesses of the module [180]. The major identified issues 

were found on the receiver mezzanine board, which is confirmed by the failure data, 

as far as the available resolution allows conclusions, compare Table 4.3.  

A wide range of different weaknesses was found which most probably in a com-

bined manner led to the occurred failures, in particular to the transmission errors, 
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referred to as “soft” failures. Table 6.2 presents an overview of the identified issues, 

major ones are outlined in the following. 

Table 6.2: Identified potential weaknesses of the BLETC mezzanine [180]. 

No. Category Potential weakness 

1 Environmental 

strength 

1) Temperature/error rate dependence above ~30°C 

2) Suspected additional humidity dependence at high humidity 

2 Ground plane Two bottlenecks on the ground plane can lead to a higher current den-

sity, thus a concentrated field and thermal heating 

3 Power plane Potential noise influence of redundant A1/A2 link due to A1 transceiver 

power lines routed underneath A2 transceiver 

4 Line routing Discontinuity of A1 transceiver pinout line layout can lead to errors at 

40 MHz transmission speed 

5 Oscillator Potential drift of the quartz oscillator due to aging can lead to inaccura-

cies 

6 Mezzanine solu-

tion 

Potential shortcomings of the mezzanine solution which adds two addi-

tional PCB connectors 

7 Manufacturing Poor manufacturing quality of the installed version 3 mezzanine, i.e. sol-

dering and packaging issues 

Especially the temperature vulnerability of certain produced boards at rather low 

temperatures of around 30°C was identified as a major failure cause, which led to an 

intolerable failure rate, compare Figure 6.3. To address such a potential issue for the 

upgrade, temperature, as well as humidity validation tests were set up with the new 

system. In addition, it was decided to use commercial optical transceiver modules 

instead of the mezzanine solution. The chosen SFP+ transceivers are designed ac-

cording to the SFF-8431 standard [182]. 

 

Figure 6.3: Automatically generated report for optical link transmission errors on the 16.05.2017 

[180]. For an increasing rack temperature (green), transmission errors (red) start occurring between 

27.5 and 30°C and stop at the same temperature when the temperature decreases.  

Looking further at the hardware failures of the mezzanine, many can be assigned 

to issues with the manufacturing quality. One example is the soldering of the trans-

ceiver chip pins. For the LHC start-up, the version 3 of the mezzanine was installed. 
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Afterwards, within a fourth version the design and manufacturing quality was im-

proved while mezzanines were continuously being replaced when failures occur. 

Nevertheless, still a large number of the third version remains installed. 

The issue with the soldering of version 3 is illustrated in Figure 6.4. For the trans-

ceiver chip, the solder pads were designed too long, which increases the risk of short 

circuits induced during manufacturing as well as in operation. In addition, the pads 

were misplaced which led to a bad coating of the pin during the soldering process. 

 

Figure 6.4: Identified solder weakness of the BLETC mezzanine transceiver chip (IC1). The solder pad 

of version 3 (left) is too large and misplaced, which was corrected in version 4 (right). 

Comprehensive conclusions for the dependability process based on this predeces-

sor analysis are presented in Table 6.7 and in the subchapters 6.4 and 6.5. 

6.3.2 System Structure and Reliability Prediction 

The system structure of the VFC-HD was created together with performing a relia-

bility prediction during the design phase to review the chosen components and the 

applied derating, estimating and comparing the output for individual system parts 

and components. The same underlying conditions as for the LHC BLM system de-

pendability model, as displayed in Table 4.5, were applied. 

Generated outputs of the prediction to enhance the dependability were imple-

mented in a continuous manner during the VFC-HD design process. Table 6.7 of the 

following subchapter summarises the outcome. For the final board design, a classi-

fication according to the predicted failure rates of the individual board components, 

moreover for the functional circuits was compiled, see Figure 6.5. For the soldered 

pins of ICs, which cannot be fully represented by the manufacturer data, a separate 

block was created to predict their failure rate for the full VFC-HD according to the 

217PlusTM model. Based on the block classification it was possible to identify those 
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system parts which were predicted to be less reliable and further enhance the reli-

able design of the board. Furthermore, it served to assess the individual risks within 

the pursuing FMECA. A total of 32 functional blocks were determined, of which Fig-

ure 6.5 ranks those with the highest predicted failure rates. 

The Arria V FPGA is the only component which is part of several functional blocks. 

Its predicted failure rate is 54.09 FIT which involves a conservative assessment of 

the internal power dissipation resulting to a constant temperature increase of 

∆T = 31°C, see Eq. (6.1). This failure rate was divided into 18 equal parts according 

to the schematics. In that respect, the failure rate was distributed accordingly to the 

functional blocks. 

 

Figure 6.5: Ranking of the VFC-HD highest failure rate functional blocks. For the “PowerSupplies – 

Powering” block, the model predicts the highest failure rate. This circuit comprises five DC/DC con-

verter modules of which the module failure rate is displayed at the bottom bar. The summarised 

predicted failure rate of 479 FIT for all IC pin connections is shown in a separate bar. In addition, the 

manufacturer test data of the chosen FT3A05D SFP+ transceiver model is displayed. 

Taking into account the fact that the blocks were defined based on their function-

ality and the necessary hardware to implement that functionality, the ranking is to 

be considered with care because the total block failure rate does not represent the 

quantity and categories of the included components. This is a drawback of the loss 

in resolution when summarising the components to functional blocks. Nevertheless, 

the initial application of a bottom-up analysis allows to access this information if 

necessary. 

The highest block failure rate of 467 FIT is assigned to the main powering circuit, 

which represents 29% of the total VFC-HD predicted failure rate. This block is com-

posed of five DC/DC converter modules (Figure 6.6), which contribute the major 

share to the predicted circuit failure rate. As a single block, one DC/DC converter 
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would represent the fourth highest predicted block failure rate. The second highest 

predicted failure rate of the FPGA powering circuit is due to a large number of used 

decoupling capacitors. The remaining sixth DC/DC converter is part of the separated 

FMC powering circuit, which is only used when an FMC is plugged in. 

As already outlined in subchapter 4.5.1, the resulting MTTF for the complete 

VFC-HD board of close to 600 000 h (1 614 FIT) remains a side note. The imple-

mented improvements as a result of the prediction are paramount. 

As a part of the complete module, but as no direct component of the designed 

VFC-HD, the interfacing SFP+ transceivers and the FMC are considered separately to 

the prediction of the board as entire components themselves. Especially regarding 

the module use in the LHC BLM system, no FMC is foreseen for the near future and 

four SFP+ transceivers are to be used to receive the front end beam loss data from 

the optical fibre link, compare Figure 2.1. Different constraints have influenced the 

choice of the corresponding SFP+ transceivers, not at least the cost factor of the for 

the current system configuration around 1 400 needed. Eventually, the model 

FT3A05D by FTTX Technology was preselected, of which HTOL tests performed by 

the manufacturer specify 387 FIT for the set environmental temperature of 30°C at 

an applied confidence level of 90%. Taking into account the use of four transceivers, 

this is a rather high failure rate, which however is due to a low executed testing time. 

The test data shows that no failures occurred during the accumulated test time of 

95 000 h at the applied environmental temperature of 85°C. The preselection of the 

FT3A05D, was thus made based on the implementation of additional environmental 

validation tests (subchapter 6.5.2), as well as based on good internal experience of 

the model already operational in LHC injector BLM systems during the past years. 

6.3.3 FMECA 

The component blocks and the assigned predicted failure rates of the previous sub-

chapter continuously provided input for the VFC-HD FMECA, which was executed 

on a higher level as the component level. Several components were summarised to 

appropriate circuits representing individual functional blocks. 

The FMECA was specifically prepared for its integration into the LHC BLM system. 

As such, circuits not used by the system were reviewed for their possible effect on 

the system level and for the case they have no effect disregarded. As in Eq. (4.1), for 

each functional block a worst-case assessment was presumed for the potential effect 

caused by the sum of all failure modes. The potential end effects were determined 

for the integrated system on the LHC BLM system level, as in subchapter 4.5.2. The 

LHC BLM system is designed in a way that the catastrophic effect “Blind Failure” can 

be neglected for the VFC-HD. The effect “Warning” was further subdivided to distin-

guish between maintenance to be scheduled during upcoming technical stops and 
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maintenance which allows to complete the LHC fill, but requires an immediate in-

tervention thereafter. Table 6.3 ranks the effects according to their severity. 

Table 6.3: Determined VFC-HD FMECA severity rankings. 

# Severity Rank Effect 

1 Negligible No Effect 

2 Marginal Scheduled Maintenance 

3 Moderate Immediate Maintenance 

4 High False Beam Dump 

Based on this, the FMECA was able to elaborate the prediction results by assigning 

to each block the determined severity ranking as well as the occurrence probability. 

This probability was ranked taking into account the dependability requirement of 

the VFC-HD. As displayed in Table 6.4, the lowest ranking was defined below 300 FIT 

which is less than one failure during a full year, or around one failure per two years 

of typical LHC operation for 350 installed modules. Keeping in mind the require-

ment of maximum 10 failures per year for the full module, this can be tolerated on 

the functional block level. On the other hand, a failure rate of more than 1 000 FIT 

can hardly be tolerated for the functional block level. 

Table 6.4: Determined VFC-HD FMECA occurrence rankings for the functional block level. 

# Occurrence Rank Failure Rate [fph] Failure Rate [FIT] 

1 Remote < 3E-07 < 300 

2 Low < 6E-07 < 600 

3 Moderate < 1E-06 < 1000 

4 High > 1E-06 > 1000 

The results of the analysis are displayed in Table 6.5 which shows failure modes 

of the functional blocks distributed to the four potential end effects. For the 

LHC BLM system, more than 20% of the total failure rate, or 350 FIT, are assigned 

to cause no effect on the system level, thus can be neglected for a strict reliability 

assessment. Yet, these system parts can be vital for the dependability, for instance 

front panel LEDs, which indicate an error, and, in this way, can contribute to efficient 

maintenance. Around 4% of the assigned block failure rates furthermore cause a 

maintenance intervention, while 75%, or 1 254 FIT, lead to a false beam dump re-

quest. This distribution can be interpreted in two distinct ways. On the one hand, it 

is a high proportion which causes the, for this module, worst-case end effect. On the 

other hand, it also demonstrates that the system was designed in an efficient way, 

avoiding unnecessary circuits, which themselves can impact the performance. In ad-

dition, it is mentioned that the resolution loss of the functional blocks approach is 

reflected by this data. 
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Table 6.5: Failure rate distribution for assigned failure modes to end effects. 

End Effect Failure Rate [FIT] Percentage of Failure Rate [%] 

False beam dump 1254 75 

Immediate maintenance 55 3.3 

Scheduled maintenance 9 0.6 

No effect 350 21 

Total: VFC-HD 1668 100 

In a second step, the generated risk matrix for the 32 functional blocks of the 

VFC-HD provided a more precise overview of the tolerated risks as a factor of the 

failure mode severity and occurrence probability. The added colour scale shows, 

which risk can be tolerated from green to red. 

Table 6.6: Risk matrix for the VFC-HD analysis. The 32 functional blocks are distributed according to 

their failure severity and occurrence probability ranking on a colour scale for the level of the risk. 

The summarising block of general IC pin failures was added to the highest severity rank keeping a 

conservative approach (*). 

 

As it can be seen, the worst-case failure mode of 12 functional blocks leads to the 

highest severity rank, a false beam dump request. The “PowerSupplies - Powering” 

block, has the second occurrence probability rank (light red). In order to be able to 

accept this classification, optimisation actions were taken to mitigate the risk. As the 

main contributor to the high failure rate are the five DC/DC converters in the circuit, 

it had already been decided to design these components internally. Nevertheless, 

the predicted failure rate remained high, which such component category is gener-

ally characterised for, especially due to the voltage conversion and therefore the 

temperature increase. Thus, it was decided to additionally test these components 

for their functionality during manufacturing (subchapter 6.4.1) and to monitor their 

behaviour during a high temperature test throughout the VFC-HD board validation, 

see subchapter 6.5.2. 

To ultimately point out the benefit of the VFC-HD dependability analysis building 

upon the analysis of the predecessor module, the reliability prediction and the 

FMECA, implemented improvements or mitigation actions as output of the analysis 

are summarised in Table 6.7. Based on the negligible catastrophic end effect, the ex-

ecution of an FTA was not foreseen. 
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Table 6.7: Identified issues and performed actions of the VFC-HD analysis. 

No. Category Identified/Suspected Issue(s) Improvement / Mitigation Action 

1 Components Low capacitor voltage ratings Higher component ratings to increase 

stress-strength margin 

2 Powering 

(DC/DC con-

verter) 

High predicted failure rate & 

critical component category 

1) Internal component design 

2) High temperature validation test 

3) Component test during manufacturing 

3 Optical SFP+ 

transceiver 

Temperature and suspected 

humidity vulnerability of the 

predecessor module 

1) Temperature and humidity rack meas-

urements for a full year (Figure 4.4) 

2) Temperature and humidity validation 

tests 

  Manufacturer data shows low 

HTOL testing time (FT3A05D) 

In addition to tests failure rate monitor-

ing during operation 

4 Assembled PCB Manufacturing quality prob-

lem of predecessor module 

Manufacturing inspections for compo-

nents and solder joints (IPC-A-610J) 

6.3.4 Design Review 

A vital step during the VFC-HD design process was the organisation of design re-

views involving engineers from other teams and disciplines. This step did not fol-

lowed a strict course of action rather it was performed in a continuous manner dur-

ing the board design, executed in regular meetings - in particular for the digital 

design, as well as electronically. While doing so, a guideline for design reviews of 

electronic systems comprising a checklist was developed, see [159]. This develop-

ment also involved reviews of other CERN systems. 

Results produced while reviewing the design were continuously integrated, of 

which dependability related output is comprised in Table 6.7. A lot of other output 

was of functional nature represented by the different versions evolving from the 

VFC to the VFC-HD. A summary of this process can be accessed in [183, 184], whilst 

it is continuing with the new VFC-HS [185]. 

6.4 Production Phase 

Based on a technical specification, the conditions for the supply of 1 150 series pro-

duced VFC-HD were established with an external manufacturer. This specification 

included component and material procurement for the VFC-HD and DC/DC con-

verter modules, PCB manufacturing and assembly, execution of the component and 

End-of-Line tests by CERN supplied test benches described in the following, packag-

ing, and shipping. Furthermore, various corresponding requirements were specified 

including a variety of 19 applicable PCB manufacturing and assembly standards, in 
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particular the IPC-A-600J [161] and IPC-A-610G [162] for PCB and assembly accept-

ability requiring the highest “performance class 3” for high reliability. Material, tol-

erances, inspection and test procedures, PFMEA preparation, handling, storage, a 

Quality Assurance program, and other requirements, described more in detail in the 

following subchapters were also defined. This had to be accompanied by the accord-

ing documentation, e.g. thermal profile data of the soldering process, potential 

non-conformity reports, or also PCB substrate quality, impedance of lines and PCB 

micro-sectioning reports in the form of test coupons. The eventual manufacturer 

was selected in accordance with the tender procedure of CERN, providing a quality 

management certification according to EN 9100 and ISO 9001 [163]. 

After several prototype boards were already produced during the design phase 

for various purposes, e.g. to test functionalities or to debug the board and digital 

design, as well as a final pre-series of ten boards for similar development purposes 

and the validation tests described in subchapter 6.5.2, the series production of 1 150 

was launched. Focussing on the dependability related activities, the following sub-

chapters describe the entire process up to the delivery at CERN. 

6.4.1 Component Test 

The previously determined component test of the DC/DC converter module [186, 

187] was established with the start of the series production prior to the board as-

sembly of around 7 000 modules, compare Figure 6.6. For the other standard com-

ponents mounted, no further testing was performed, relying on the specific 

datasheet qualifications of the chosen components. 

 

Figure 6.6: VFC-HD DC/DC converter module. 

An automated test bench ensuring reproducibility and traceability was designed 

at CERN, able to test 16 modules produced on a single panel at once [188], compare 

Figure 6.7. Setting the DC/DC converters to deliver 3.3 V, the test bench also exe-

cuted a short pre-screening sequence, applying a stress of 3 A sinking at the output. 
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The corresponding output voltage of 2.7 V was checked between defined thresholds 

of lower 2.4 and upper 3.2 V. 

 

Figure 6.7: Automated DC/DC converter test bench and produced panel [188]. The test bench (3D 

drawing, left) is able to test 16 modules at once. By closing the handle, spring-loaded pins connect to 

the modules on the inserted panel (right) enabling the test to be executed. Each module is traceable 

by an individual barcode sticker put onto the module during VFC-HD assembly. 

The test assured that only fully functional DC/DC converter modules inside de-

fined tolerances are mounted onto the VFC-HD, and in this way minimised potential 

delays and costs arising from later on detection and correction. Together with addi-

tional inspections established during the module production, it provided failure 

data as a design and production feedback. This had primarily been production de-

fects with around 85 defects related to soldering, 25 to misaligned or damaged com-

ponents and four to the PCB. A single actual failure detected was a shorted capacitor, 

repaired by replacement. [188] 

In the framework of the complete test strategy for the DC/DC converter module, 

the afterwards performed functionality, screening and Run In tests on the system 

level were also taken into consideration, potentially detecting additional defects, as 

well as the results of the validation, especially the high temperature stress test. 

6.4.2 PCB Production and Assembly 

Following the production of the 12-layer PCB in compliance with IPC-A-600J, the 

DC/DC converters and all other components were assembled and soldered to the 

final VFC-HD module following IPC-A-610G. The full process complying with a vari-

ety of other required standards encompassed a total of 54 process steps, which in-

volved 23 distinct intermediate inspection and three washing steps, compare [189]. 

Inspections comprised optical camera inspection, X-ray scans, e.g. for the PTH and 

BGA components, or ionic contamination tests. 
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6.4.3 Functional End-of-Line Test 

As for the DC/DC converter modules on the component level, a second test bench 

was designed at CERN to perform testing on the VFC-HD system level, see Figure 6.8. 

The goal of this End-of-Line test to be performed with the fully produced boards was 

of pure functional nature, assuring a set of basic functionalities working before ship-

ment to CERN, i.e. pre-filtering the production before further testing at CERN, hence 

mitigating costs and delays. 

 

Figure 6.8: Test bench for the VFC-HD End-of-Line test. Each DUT had to be tested at once running 

the custom Production Test Suite. 

The test bench was designed for testing a single board at once. Executing the test, 

the test bench writes the specific test program onto the VFC-HD FPGA, which checks 

a total of 16 basic functionalities, compare [189]. The results are accessed and saved 

on the connected computer, on which a software tool automatically saves a file for 

each performed test. 

To test the SFP slots, the test was performed plugging electrical loopback modules 

with an attenuation of 5 dB, significantly above the estimated attenuation during 

later operation. If not passing, a second attenuation level of 3.5 dB was also ac-

cepted. This was decided whilst pre-assigning the 5 dB boards with the higher 

strength margin (compare Figure 3.10) to the LHC BLM system, the most critical 

amongst the user systems. Final results showed more than 85% of produced boards 

passed the 5 dB test. 
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6.4.4 Packaging and Transport 

In order to deliver the produced boards to CERN, the VFC-HD modules were indi-

vidually packaged in ESD protective bags inside a cardboard box with shock absorb-

ing material, compare Figure 6.14. This had the objective to mitigate the risk of in-

ducing defects during the shipment. To ensure that no transport damages were 

induced, an additional inspection step was added on reception at CERN, see sub-

chapter 6.5.3. 

6.5 Testing 

This subchapter encompasses tests performed on the system level after delivery of 

the VFC-HD at CERN. As illustrated in Figure 6.2, these tests comprised validation 

during the design and pre-series-production phase as well as inspections, screening 

and reliability tests performed on the full series production. 

6.5.1 Test Setups and Configuration 

In order to execute the various tests, a test bench including a dedicated FPGA con-

figuration was developed to test the various internal functionalities as well as the 

interfaces of the VFC-HD. Furthermore, different test setups were prepared to per-

form the different tests and to create the specific conditions. 

 

Figure 6.9: VME crate test setup with Arria V Built-In Test (BIT) configuration [181]. The crate can 

be equipped with up to 16 DUTs, independently running the BIT on their Arria V FPGA. The individual 

test results are constantly updated into a result register (red), which can be queried every second by 

the CPU module over the VME bus and further logged onto a database. 

To constantly test and monitor the various board functionalities and to log the 

results, the VFC-HD FPGA was configured with a Built-In Test (BIT). As displayed in 
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Figure 6.9, the FPGA configuration allows to access and test the different board func-

tionalities. To give two examples, this is done by sending a pattern to the plugged 

SFP+ transceivers, which loop back the signal to be read back by the FPGA checking 

its correctness, or by first writing to the DDR3 memories, then reading back. The 

tests are performed in parallel and constantly, i.e. the distinct 220 tested parameters 

are written to a dedicated results-register inside the FPGA, updated at a frequency 

of 100 MHz. Furthermore, the FPGA was configured in accordance with a worst-case 

operational scenario in terms of potential noise, power consumption and in this con-

text internal temperature increase. 

 

Figure 6.10: Fully setup VME crate inside the climatic chamber. The displayed configuration allows 

testing of 16 DUTs in parallel, all equipped with FMCs, LEMO connectors and SFP loopback modules. 

The FPGA configuration allows to perform all tests described in the following. 

During the tests, the VFC-HD boards are plugged into the VME crate, see Figure 6.10. 

Up to 16 Devices Under Test (DUT) can be tested at once, which is the same config-

uration used for the LHC installation, compare Figure 2.1. The crate configuration 

comprises three additional custom boards designed to test the P0 backplane lines, a 

pull up board for the two daisy chain backplane signals, a board to loop back these 

signals and a jumper board available from the LHC configuration to forward the lines 

for the central BOBR board slot, compare Figure 6.10. Over the VME bus, the DUTs 
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communicate with the standard CPU board, for which a real-time software was writ-

ten to access the test status and results at a modifiable rate between once per second 

up to every 60 s. [190] 

The CPU board moreover establishes an Ethernet link to the database to log and 

save the results as well as feeds a test application providing a Graphical User Inter-

face (GUI). The GUI enables to select the different test modes and to configure the 

test, compare Figure 6.15. In addition, the GUI provides a real-time monitoring tool 

during test execution. This especially turned out to be helpful during test prepara-

tions and start-up. [190] 

Finally, the complete crate can be placed inside a climatic chamber to create the 

environmental test conditions, as displayed in Figure 6.10. Specific configurations 

for the individual tests are described more in detail in the according subchapters. 

The boundary conditions of the design, setup and operation environment are dis-

played in Table 6.8. 

Table 6.8: Boundary conditions for the VFC-HD tests. 

Limits Parameter Value Data source 

Board Design Temperature 0 - 54°C Tmin(component datasheets);  

TArriaV (Pdiss_max) from Eq. (6.1) 

Operational Envi-

ronment 

Yearly temperature          

(failure state) 

<25°C         

(≥ 29°C) 

Data loggers, see Figure 4.4 

(DAB64x sensor, see Figure 6.3) 

 Yearly humidity 8 - 77% RH Data loggers, see Figure 4.4 

Climatic Chamber Temperature control -40 - 180°C Datasheet 

 Temperature rate of change ≤ 5 K/min Datasheet 

 Humidity control 10 - 98% RH Datasheet (theoretical) 

In summary, the developed test bench is configurable for the four distinct tests 

described in the following subchapters and able to test all VFC-HD functionalities, 

with a single exception of not testing 40 lines of the P2 rear transition modules. This 

compromise was made due to the required expenditure and only accepted having 

the lines already tested during the End-of-Line test at the manufacturer. In addition, 

these are for the current BI system implementations, in particular the LHC BLM sys-

tem, only spare lines not being used. 

6.5.2 Validation Tests 

To validate the design and successful production process of the VFC-HD on the one 

hand and its operation in the installation environment on the other hand, the ac-

cording tests performed are described in this subchapter. Subchapter 6.4.3 has al-

ready outlined a post-production test of the main functionalities, which was carried 

on by validating the functionality at the limits of the operational environment in the 
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following subchapter. A second high temperature stress test intends to determine 

the upper temperature limits, moreover to validate the reliability requirements and 

the associated design margin (compare Figure 3.10) for temperature induced failure 

mechanisms, providing specifications for the temperature cycling test described in 

subchapter 6.5.4. 

Temperature- and Humidity Environmental Validation 

Environmental influences affecting the successful operation of the VFC-HD are lim-

ited regarding the later installation environment inside stationary temperature-

controlled closed racks. This led to the exclusion of several stressors to be tested, 

such as vibration for example. However, the failure analysis of the predecessor mod-

ule led to testing potential temperature and humidity influences. The analysis 

showed transmission errors for certain modules of the surface optical link with a 

dependency to increasing temperatures, caused for example by cooling failures or 

opened rack doors resulting from interventions, already starting at rack tempera-

tures down to 29°C, as well as a suspected humidity dependency [180], compare 

Figure 6.3. 

 

Figure 6.11: VFC-HD validation test temperature cycle [181]. The left graph displays a programmed 

(brown) temperature cycle between 5 and 55°C inside the climatic chamber with the following tem-

perature curves of the chamber sensor (blue) and an additional sensor inside the VME crate (green). 

The right graph shows the fourth test of Table 6.9 with two temperature curves of a separate on-PCB 

chip sensor (blue) and the FPGA internal sensor (green). Around the temperature peaks increment-

ing FMC (brown) and SFP (grey) errors can be observed. 

In addition to the predecessor experience, data from temperature and humidity 

sensors installed inside and outside the surface racks for a complete year (see Figure 

4.4) was taken into account to define a test strategy in order to determine the re-

quired design margins, in other words the operational window. The test strategy 

determined in this manner gradually increases and decreases the temperature and 

humidity conditions whilst providing the flexibility to monitor the resulting optical 

link communication error rate and adapt the conditions in order to determine the 

design margins more precisely. Having the immediate response, the climatic cham-

ber conditions were varied in a pyramid shape with dwell times at intermediate 

steps to ensure the temperature propagation inside the components, see Figure 



104        6  Case Study for the Processing Board Upgrade 

 

6.11. According to Table 6.8, the test was performed inside the design temperature 

window with the lower 0°C limit for certain components’ datasheet restrictions and 

the upper limit for the maximum junction temperature of the Arria V FPGA, deter-

mined at peak performance [181]: 

 𝑇𝑡𝑒𝑠𝑡_𝑚𝑎𝑥 = 𝑇𝑗_𝑚𝑎𝑥 − ∆𝑇 = 85°𝐶 − 31°𝐶 = 54°𝐶 , (6.1) 

with the maximum recommended junction temperature Tj_max given in the datasheet 

and the conservatively assessed internal temperature increase ∆T from internal 

power dissipation. In order to prevent condensation, the humidity was varied up to 

90% RH. 

With the conditions set for the temperature and humidity characterisation, a sec-

ond goal was to test different configurations on the SFP+ transceiver slots and to 

equip the boards with FMC loopback mezzanines. The full operational setup with 

the LHC tunnel module sending data over the up to 2 km optical fibre link could not 

be reproduced, which is why three different SFP setups aimed to investigate poten-

tial failure mechanisms and draw conclusions for the operational setups. The SFP+ 

transceiver function was used to transmit and receive the test signal both from the 

VFC-HD. 

 An SFP electrical loopback module (LB) with 3.5 dB attenuation was used for ref-

erence purposes and to exclude the VFC-HD as potential failure cause. The other two 

configurations used the foreseen FT3A05D SFP+ transceiver from “FTTX Technol-

ogy” [191]. One looped back the signal with a 1 m long fibre cable (LC), the other 

(Mix) used output and input patch cords converting the two different connector sys-

tems, “LC” of the SFP+ transceiver and “E2000” currently and continued to be used 

in the LHC BLM system. Between the patch cords, two E2000/E2000 adapters were 

connected, such as in the operating system, compare Figure 2.1. 

Once the final board design was available, the environmental validation was exe-

cuted with two boards of the pre-series each having all six SFP slots occupied. The 

results are summarised in Table 6.9. 

With the objective to dynamically adapt the strategy, eleven tests were performed 

in total. The first two tests were executed with the purpose of functional validation 

at the temperature extreme values with all SFP slots equipped with electrical loop-

back modules, the third at a high humidity of 80% with one DUT equipped with the 

LC configuration. No SFP failures occurred during these tests. Based on this first val-

idation, five temperature cycling tests (4 to 8) were performed varying all SFP con-

figurations. Test 4, displayed in the right diagram of Figure 6.11, shows the incre-

menting SFP errors for the LC-configured DUT A around the temperature peak. This 

result led to investigating this region more in detail during three more tests (6 to 8) 

at reduced temperature steps of 2.5°C, represented by the red curve in Figure 6.12. 
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Table 6.9: Environmental validation cycling tests summary [181]. Temperature steps of at first 5°C 

(1), then 2.5°C (2) were used. The humidity was raised at steps of 10% (3). Tests 8 to 11 were per-

formed with six new SFP+ transceivers on DUT B (4). 

Test Temp. range RH range SFP configuration SFP errors FMC errors 

No. [°C] [%] DUT A DUT B DUT A DUT B DUT A DUT B 

1 5 < 35 LB LB / / / Yes 

2 55 < 50 LB LB / / Yes Yes 

3 25 80 LC LB / / Yes / 

4 5 - 551) 50 LC LB Yes / Yes / 

5 5 - 551) 70 LB LC / Yes / / 

6 35 - 552) 50 LB LC / Yes / / 

7 35 - 552) 50 Mix LB Yes / / Yes 

8 35 - 552) 50 Mix LC4) Yes Yes / / 

9 30 50 - 903) Mix LC4) / / / / 

10 30 80 Mix LC4) / / / / 

11 40 80 Mix LC4) Yes Yes / / 

The correlation of an increasing error rate with increasing temperature was con-

firmed. It was found that the upper temperature limit for error-free operation is at 

40°C, see Figure 6.12. A wide spread between different SFP+ transceivers was found, 

for example did the transceivers in slots 2 and 4 show no errors, reaching a Bit Error 

Rate above 6E-15, while the one in the third slot showed errors during all tests. Fur-

thermore, show temperature values of the first and last error occurring at increasing 

and later decreasing temperatures a degradation path. This effect was especially 

caused by the transceiver in slot 5. 

 

Figure 6.12: Summary of SFP+ transceiver errors during temperature cycling tests (left) and com-

bined graph of incrementing errors during tests 6 to 8 (right) [181]. Please note that the first five 

tests were performed with the same SFP+ transceivers; for DUT B in test 8 additional transceivers 

were used. 

To test for humidity, two more tests were performed after the third test had al-

ready validated the used configuration at 25°C and 80% RH. Unfortunately test 9 
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showed condensation inside the climatic chamber, likely caused by interference of 

the crate, occupying most of the chamber volume (see Figure 6.10), with the humid-

ity regulation. This led to only being able to raise the humidity and the execution of 

two more tests at constant humidity. 

Based on the outcomes, it was concluded that the upper temperature limit of 40°C, 

for high humidity of 30°C, is low, but accepted for later operation in at 25°C con-

trolled racks. Resulting consequences were to continue monitoring the observed 

degradation, if it is observed for the lower and constant temperature conditions in 

operation. The decision to use the FT3A05D transceiver was made based on cost 

considerations having to purchase more than 1 500 transceivers, performance con-

siderations and the five diagnostic parameters provided by the chosen model, e.g. 

supply voltage, received optical power or temperature. Furthermore, the decision 

was based on 5 years of operational experience with around 100 devices of the cho-

sen model in BLM systems of the LHC injector chain. The modular integration with 

its hot-swappable function supported the decision facilitating a fast exchange by an-

other model in case of poor performance in operation. 

Regarding only the VFC-HD, the board was validated for the applied conditions 

since no hardware failures, neither communication errors were observed during the 

complete test campaign. For the two different fibre connection setups LC and Mix, 

no negative effect of the additional adapters was observed, in fact, the LC setup 

showed more errors. Making use of the transceiver diagnostic parameters, addi-

tional tests showed that the higher LC setup failure rate was likely caused by a sat-

uration at the receiver end as a result of the short fibre length. 

It remains to be mentioned the test results of the FMC. An analysis identified the 

FPGA test firmware used at that time as cause of failure. With a later version resolv-

ing timing issues no further FMC errors were observed during additional tests. In 

any case, it is not foreseen to use the FMC extension for the LHC BLM system. 

High Temperature Stress Tests 

The strategy of the high temperature stress tests was to raise the environmental 

temperature in steps aiming to determine the margin between operational temper-

ature and actual design strength, compare Figure 3.10. In addition, the acquired data 

should provide input to tailor the later screening conditions. 

In total, four tests were performed with boards of three different productions, one 

prototype, two pre-series boards and one final design board of the series produc-

tion. Tests were performed after completed milestones in the development with the 

test bench being developed in parallel. Table 6.10 summarises the tests. 
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Table 6.10: High temperature stress tests summary. 

Date Production batch Tmax_chamber SFP FMC Errors HW failures 

26.07.18 Pre-series 70°C LC Yes SFP+, FMC / 

26.07.18 Pre-series 70°C LB Yes EEPROM / 

31.08.18 Prototype (V2) 100°C LB Yes / / 

27.11.18 1st series batch 115°C LB Yes Multiple / 

 The two pre-series boards were tested with the VME crate inside the climatic 

chamber, which restricted the maximum achievable temperature to 70°C [181]. The 

analysis of the occurred FMC and Electrically Erasable Programmable Read-Only 

Memory (EEPROM) errors also identified the test firmware as failure cause as out-

lined in the previous subchapter. The third test should have already been performed 

during the development after production of the Version 2 (V2) prototype, however, 

it could not be executed without the test bench being available. Performed once the 

final test bench was available, with only the DUT inside the climatic chamber con-

nected via three backplane connector cables to the VME crate outside, no errors oc-

curred up to a temperature of 100°C. 

 

Figure 6.13: Series production high temperature stress test (27.11.2018). The four top curves repre-

sent measured temperatures of the chamber sensor (black), the on-PCB temperature chip (red), the 

internal FPGA sensor (yellow) and manually taken infrared measurements on the FPGA surface while 

opening the chamber door. The current consumption measured by the VME crate outside of the 

chamber is shown on the bottom. The red crosses represent lost functionalities. [192] 

The fourth test validated the series production up to a temperature of 95°C (“FMC 

HSSL” failure), moreover above 100°C if the first failure affecting the LHC BLM sys-

tem is taken into account (DDR3B). Figure 6.13 displays the test results during 

which the temperature was increased in small steps of 5°C with sufficient dwell time 

up to 115°C. The majority of functionalities was lost between 105 and 110°C, until 

the VME communication with the CPU failed at 115°C. When the on-board LEDs 
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which indicate an operating FPGA went off after around five more minutes, the test 

was terminated. 

It can be seen that the current consumption of the crate increased by 5 A, with a 

drop around 110°C, most probably due to the loss of several functionalities. The in-

crease can be explained by the effect of an exponentially increasing subthreshold 

power leakage of transistors, not fully turning off anymore at increasing tempera-

tures [193]. This effect can explain the steeper temperature slopes of the Arria V 

FPGA (yellow and green), with its 300 000 Logic Elements (LE) [178] equal to ap-

proximately 1 – 2*109 transistors depending on the LE design, in relation to the 

chamber (black) and PCB chip sensor (red) temperatures. Unfortunately, the read-

out value of the internal FPGA temperature sensor saturated at 127°C, but as exam-

ined in the Appendix, using a conservative linear extrapolation an internal FPGA 

temperature of 197°C was determined at the time the VME communication was lost. 

After termination of the test, the chamber temperature was decreased slowly, 

during which all board functionalities recovered. Analysis and further operation 

showed no hardware failures caused by the test. This was the case for all four tests 

performed, resulting in a successful high temperature stress validation of the 

VFC-HD hardware design, providing feedback to a successful application of the cor-

responding derating. Evaluating the stress-strength relationship, a high 90°C mar-

gin, i.e. design strength, between the tested temperature of 115°C and the opera-

tional temperature of 25°C was validated. 

6.5.3 Visual Inspection after Reception 

As presented at the end of subchapter 6.4, the End-of-Line test assured that only 

fully functional boards leave the manufacturer. Yet, the possibility exists to induce 

defects during the shipment. To mitigate this risk, an additional visual inspection 

step after board reception at CERN was added, see Figure 6.14. Using a digital mi-

croscope, the complete first batch of 141 VFC-HDs was inspected showing anomalies 

for more than half of the batch, such as cleanliness and tolerance issues, or surface 

and component damages, see [189]. Moreover 10 boards had to be sorted out for 

repair or further investigations. 

As a result, manufacturing process steps as well as the packaging were reviewed 

and improved in collaboration with the manufacturer. This increased the quality 

and led to a reduction of necessary inspections for the following batches. 

In conclusion, this additional inspection step turned out to be necessary in order 

to check the production and transport with the correct implementation of the 

agreed conditions. Another important objective was the exclusion of potentially in-

duced failure causes for the following tests, thus assuring their integrity. 
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Figure 6.14: Visual income inspection of the VFC-HD. The boards arrive inside ESD and shock pro-

tected cardboard boxes (left and right). At an ESD workstation, the inspection is performed first by 

the naked eye and in case of suspicious findings using a digital microscope. 

6.5.4 Environmental Stress Screening (ESS) 

As Figure 6.2 displays, ESS was performed with the full production. Subchapter 3.4.2 

outlined that amongst various stresses, temperature cycles and random vibration 

are regarded as the potentially most effective methods [84, 130]. Expecting no vi-

bration in operation, temperature cycles were chosen as accelerating stress. 

Table 6.11: Temperature cycling ESS conditions [179]. 

Parameter Symbol Value Unit Comment 

Temperature range R [5, 50] °C Defined within BoM specifications [0, 54]°C 

Thermal rate of change dT 5 °C/min Maximum specification climatic chamber 

Number of cycles Ncy 31 - Preliminary aligned for tScreen < 1 day 

Screening Strength SSTC 98.65 % See Eq. (6.2) 

Relative Humidity RH [10, 90] % Set to minimum, but varied, see Figure 6.16 

Dwell time tDwell 12 min Defined for dT < 1°C/min, see Figure 6.16 

Total screening time tScreen 21.7 h 𝑡𝑆𝑐𝑟𝑒𝑒𝑛 = 𝑁𝑐𝑦(𝑅 𝑑𝑇⁄ + 𝑡𝐷𝑤𝑒𝑙𝑙) 

The cycling conditions were defined based on components’ datasheet specifica-

tions given the high confidence of not inducing defects because of the wide temper-

ature margin previously tested. To evaluate the screening efficiency, the number of 

cycles was first set to 31 to be able to perform five screenings per workweek but 

kept adaptable to potentially increase the stress if the registered β shape parameter 

does not sufficiently approach towards a constant failure rate. To approximately set 

conditions before first tests were performed the Screening Strength (SS) as the 

“probability that a specific screen will precipitate a latent defect to failure”, with  
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 𝑆𝑆𝑇𝐶 = 1 − 𝑒[−0.0017∗(𝑅+0.6)0.6∗(ln(𝑒+𝑑𝑇))3∗𝑁𝑐𝑦]  (6.2) 

was used as a point of reference [194]. The determined parameters are summarised 

in Table 6.11, for which Eq. (6.2) gives a SSTC of 98.65%. 

The last column of the table presents the given constraints to define the condi-

tions. Setting screening conditions on the system level can be a difficult task with a 

variety of restrictions given by the high number and diversity of components. In 

comparison to screening guidelines [130, 194], the defined temperature range R and 

thermal rate of change dT were defined on the lower recommended limits, for which 

the number of cycles Ncy was increased in order to compensate. Figure 6.15 displays 

a temperature cycling sequence during test setup. 

 

Figure 6.15: Screenshot of the user application GUI during temperature cycles [190]. The screenshot 

was captured during debugging of the test bench. The top row tabs allow to select and configure the 

specific test mode including 16 tabs selectable for the DUTs, colour-coded to highlight potential er-

rors. Each DUT tab comprises a functional subtab, illustrating statuses of the tested parameters, the 

selected configurable graphs subtab and three additional for debugging and asset management. 

With the baseline set, first screenings started and demonstrated that the condi-

tions had not induced any immediate failures. Moreover, occurring failures of a 

small number of boards indicated and later on demonstrated, that the conditions 

were sufficient to trigger certain failure mechanisms. During the following cam-

paign, the conditions were kept. 

In total, 1 129 VFC-HD performed the ESS. The 13 missing boards out of the re-

ceived production volume of 1 142 divide into five used for development purposes 

without being tested, one for the high temperature stress test, and seven boards 

which have not yet performed the ESS because they showed the issues listed in rows 

20 - 26 of Table 6.12, e.g. an FPGA configuration memory (EPCQ) failure inhibiting 

to program the BIT. Taking these seven boards into account, a total of 23 - or 2%, of 

the tested boards showed hardware failures. 
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Table 6.12: VFC-HD failures during ESS [179]. For three failures occurring on the 12.12.2018, the 

time of failure could not be determined because of a logging problem (*). Rows 18 and 19 summarise 

SFP slot failures. The last seven rows show failures which were identified prior to starting ESS. 

# Date 
Board 

ID 
Batch 
No. 

tFailure 
[h] 

TFailure 
[°C] 

Component/ Cir-
cuit 

Failure Cause 

1 06.11.18 10124 1 1.96 25.69 PB Contamination 

2 06.11.18 10139 1 2.63 19.25 PB Contamination 

3 06.11.18 10098 1 3.45 48.06 I2C: IC2,IC35,C236 Contamination 

4 09.11.18 10089 1 1.25 23.81 I2C: IC2 Contamination 

5 14.11.18 10014 1 7.56 27.13 PB Contamination 

6 15.11.18 10104 1 4.91 55 PB Contamination 

7 17.11.18 10170 2 0 24.25 R158 Missing component (R) 

8 12.12.18 10077 1 /* /* PB Contamination 

9 12.12.18 10043 1 /* /* PB Contamination 

10 12.12.18 10115 1 /* /* R155 Unsolved (Contamination) 

11 10.01.19 10405 3 1.43 56.25 SFP_ETH Design weakness, see row 18 

12 05.04.19 10601 4 0.49 26.56 DDR3A Unsolved (Component?) 

13 13.04.19 10704 5 0 24.25 EPCQ Unsolved 

14 18.04.19 10832 6 21.61 39.56 PB Contamination 

15 27.08.19 10444 3 9.78 52.81 DDR3A, DDR3B Unsolved (Component(s)?) 

16 08.10.19 10890 6 0 24.25 DDR3A, DDR3B Unsolved (Component(s)?) 

17 10.10.19 10792 6 0 24.25 V_ADC Component (ADC) 

18 49x VFC-HD All / / SFP_ETH Design weakness 

19 13x VFC-HD All / / SFP_APP1,2,3,4,BST Intermittent caused by cycles 

20 / 10165 2 0 / JTAG or DC/DC Unsolved 

21 / 10357 3 0 / VME Unsolved 

22 / 10601 4 0 / DDR3A, DDR3B Unsolved (Component?) 

23 / 10672 5 0 / OSC1 Unsolved (Component?) 

24 / 10704 5 0 / EPCQ Unsolved (Component?) 

25 / 10725 5 0 / DDR3A, DDR3B Unsolved (Component?) 

26 / 11141 8 0 / EPCQ Component 

Furthermore, the screening revealed failures related to the Ethernet SFP 

(SFP_ETH) slot. The problem was only identified after sufficient data of the first 

batches was available. The first eleven rows in Table 6.12 present data of mainly the 

first production batch [179], after which the implemented production process im-

provements led to a significant reduction of screened failures for the following 

batches. This data includes one SFP_ETH failure (row 11), however misses many 

other VFC-HDs with such a failure characteristic filtered out by the End-of-Line test 

and not being delivered. The later performed failure analysis identified the failure 

cause as a potential design problem leading to randomly occurring intermittent 

communication errors, which occurred for 49 boards of the total production, as 

summarized in row 18 of Table 6.12. Nevertheless, it was decided to accept these 

boards for installation after passing ESS and Run In tests without any other failures 
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because the LHC BLM system fortunately does not make use of the SFP_ETH slot. For 

all five other SFP slots intermittent transmission errors were also registered for 13 

boards in total (row 19). However, in complete contrast to the SFP_ETH errors, they 

are caused by the cycling conditions with all 13 boards passing the following Run In 

at constant conditions. Nevertheless, showing low tolerances, the boards were 

sorted out for the use in the LHC BLM system. 

Four different failure causes - contamination, design weakness, manufacturing 

(e.g. missing components), and component internal causes were identified for at 

least 19 different components or circuits involved. The dominating failure cause was 

contamination by remaining solder flux and other dirt, mainly within the Push But-

ton (PB) circuit. This component is one of the few components which are mounted 

manually implying the risk of contamination. During the screening, this led to vari-

ous short circuits probably caused by varying humidity conditions, compare Figure 

6.16 left. The issue mainly concerned the first production batch and got resolved by 

the previously mentioned process changes. 

Next to PB and SFP_ETH failures, the other screened boards comprise a wide va-

riety of failures and associated causes without dominating failure modes or causes. 

The identified failures were considered as random, successfully screened and bear-

ing a low operational risk. No further analyses and actions were performed. 

 

Figure 6.16: ESS failures during temperature cycles (Rows 1 - 7 and 11 - 17 of Table 6.12). On the left 

during a complete screen comprised of 31 cycles, on the right those failures with tFailure ≠ 0 summa-

rised within a nominal cycle. 

To assess the efficiency of the screening campaign, Figure 6.16 displays on the left 

graph the occurrence of failures during the 31 temperature cycles performed, as 

well as on the right graph their time of failure represented on a single nominal tem-

perature cycle. It can be seen that the majority of failures occurred during the first 

third of the temperature cycles leading to the conclusion of a successful definition 

of the stress conditions in order to screen the identified failure mechanisms. 
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The occurrence of failures only at increasing temperature and shortly after the 

humidity peak can explain the short circuit failures caused by contamination. Re-

maining solder flux and dirt may contain salts, which step by step absorbed humid-

ity (distilled water), creating a conductive paste which may have caused a short cir-

cuit. In this context, the effect of exposing electronics to humidity in order to screen 

for contamination can be emphasised. 

6.5.5 Extended Screening and Reliability Test (Run In) 

Adding a Run In at low stress and constant conditions pursued two goals: to firstly 

ensure the screening success of the previously performed ESS and, secondly, to as-

sess the reliability during operation by means of a lower MTTF within the useful life 

period. All VFC-HD passing ESS performed the subsequent Run In inside eight VME 

crates during test times, which were first set to around 4 weeks, then taken the fact 

that no failures occurred reduced to two weeks. A single crate of 16 DUTs was tested 

for 144 days in order to explore longer time periods. 

The VME crates were operated in a separated room at a surrounding air temper-

ature of at least 30°C maintained by the constant power dissipation of the crates. 

This is above the yearly maximum temperature inside the LHC BLM system racks, 

compare Figure 4.4. Because eight crates were tested in parallel, no SFP, FMC and 

LEMO loopbacks were available for use, compare Figure 6.9. Hence, the Run In was 

not able to discover such periphery failures. Table 6.13 summarises the accumu-

lated test time. 

Table 6.13: Run In testing times. Some DUTs were tested more than once, being used to top up not 

fully equipped crates in order to adjust to the delivery schedule. 

Crate No. Tested days [d] No. of DUTs [-] No. of failures [-] Accumulated test time [h] 

1 144 16 0 55 280 

2 - 76 ≥ 14 75 * 16 0 627 764 

76 1 774 1 216 0 683 044 

All the previously screened VFC-HD passed the Run In with no single failure oc-

curring, accumulating a total test time of 683 044 h. Together with the ESS results, 

the following subchapter analyses the data to determine the demonstrated reliabil-

ity. 

6.5.6 ESS and Run In Results Summary 

To summarise the results of the ESS and the Run In, Figure 6.17 displays the evolu-

tion of the demonstrated failure rate for an upper confidence bound of 95% accord-

ing to Table 3.3, hence a higher degree of confidence than the 90% of the dependa-

bility model. 
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Figure 6.17: Failure rate progression during ESS and Run In, represented for all crates accumulating 

time in parallel. The top graph combines the accumulated test time during ESS and Run In, not dis-

playing 23 earlier ESS failures on the limited y-axis. The bottom graph only displays the ESS, without 

14 failures, accounted for at t = 0 and one at t = 0.49 h. The SFP slot failures of Table 6.12 (rows 11, 

18, 19) either an intermittent failure or caused by the design fault, are not taken into account. 

The continuously decreasing failure rate, approximating towards a low, constant 

rate (β ≲ 1) can be observed. The lower graph displays the failures occurring during 

ESS, similar to Figure 6.16 left, for 1 129 DUTs each accumulating 21.7 h of test time, 

or together 24 500 h. The demonstrated upper failure rate at this point equals 

0.0013 fph, corresponding to a lower MTTF of 750 h at the specified confidence. The 

initially high and continuously decreasing failure rate (β > 1) shows the typical char-

acteristic of the early life period of the bathtub curve. Additionally, taking into ac-

count the subsequent Run In, the lower MTTF equals a preliminary calculated value 

of 21 700 h. 

Both these preliminary calculated MTTF values comprise the failures occurring in 

the first two sections of the bathtub curve, including failures of the first production 

batch with associated failure causes corrected by production process changes. Ful-
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filling its goal to extend and assure the screening success, the Run In showed no fail-

ure during more than half a million device hours, operating some >5°C above the 

later operational temperature. In order to determine a more precise MTTF during 

the useful life period, the successfully screened failures during ESS are censored re-

sulting in a value of more than 235 000 h, fulfilling the set requirement. This value 

takes into account the accumulated time during ESS on the assumption that all in-

duced failures were successfully screened. 

Having achieved the MTTF requirement, the theoretical temperature acceleration 

factor of AFT > 1.5 according to Table 3.5 (EA = 0.7 eV) would yield an MTTF > 

350 000 h, but is only considered as an additional confidence margin. This is espe-

cially important because the MTTF does not include potential failures of the com-

mercial SFP+ transceivers. A risk remains for these components, but being a redun-

dant part of the VFC-HD module the operational effect is low. Furthermore, this is 

accepted provided the outlined characteristic of being hot-swappable. Additional 

considerations are outlined in the following subchapter. 

6.6 Installation and Operation Considerations 

Already at the reception at CERN and during the testing phase, a tracking system 

was established to trace all VFC-HDs during their life cycle [190]. Making use of the 

device individual bar and Quick Response (QR) codes placed on the board as well as 

on the front panel, two distinct yet linked data management systems are used. 

CERN’s Asset and Maintenance Management platform “Infor EAM” [195] enabled 

to register the board at reception and track it during following tests and operation 

through a web service. The linked CERN Manufacturing and Test Folder (MTF) sys-

tem [196] allowed to define the different life cycle phases as statuses and to enter 

the results of the different tests. This includes potential test iterations and the pos-

sibility to comment and describe the iterations and potential repairs. Amongst a va-

riety of other properties, the SFP slots attenuation performance, the PCB lot code 

and production batch number is comprised. In addition, a responsible “owner” is 

assigned to each module. 

During operation it is planned to continue using these platforms to track eventual 

maintenance tasks, repairs and while doing so make use of the information con-

tained. The front panel QR codes allow to use a cell phone application to further fa-

cilitate maintenance tasks. In particular the comprised testing data shall facilitate 

and enhance failure analyses which include the continued assessment of the evolv-

ing failure rate and the Weibull shape parameter. Next to these tools, the JIRA appli-

cation is continued to be used for the VFC-HD boards installed in BLM systems. 
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To organise the future maintenance, sufficient VFC-HD spare modules were pro-

duced, compare Table 6.1. These spares are centrally stored in a closed environment 

and were vacuumed in two steps inside ESD protective bags. This involved the ex-

traction of the inside air before adding a nitrogen atmosphere, which then got again 

extracted to assure that no oxygen is present. In addition, the bags were filled with 

a humidity absorbing silica gel bag and a humidity indicator for fast detection of ir-

regular storage. The bags were then packed inside the shock absorbing cardboard 

boxes from shipment, compare Figure 6.14. 

In order to further improve the maintenance in the future, the additional SFP+ 

transceiver diagnostic features, as well as other potential offered by the increased 

FPGA resources, should be considered.



 

 

7 Conclusion and Outlook 

The protection function and dependability of the LHC BLM system has been re-

viewed concluding that the system is capable of fulfilling its role as a part of the LHC 

MPS. The review comprised the update of a dependability model prepared during 

the initial system design. Since then available performance data of the operating sys-

tem enabled to review the predicted dependability results and provided input for 

the updated model. Creating a comprehensive bottom-up system structure, in par-

ticular for custom designed electronics, the current extent of the system has been 

modelled reviewing the individual component dimensioning, i.e. their stress-

strength ratio based on applied and rated stresses. Using this structure, a subse-

quent FMECA determined the failure modes of functional system blocks by applying 

a worst-case approach. 

It has been verified that the most severe catastrophic failure effect to miss the de-

tection of potential dangerous loss containing the energy to seriously damage the 

LHC is prevented by the system design architecture. Furthermore, the maintenance 

strategy of the LHC BLM system has been reviewed based on the model output and 

the operational failure data. The existing effort to preventively exchange mechani-

cal, but mainly PSU modules, should be intensified. Under the assumption of only 

corrective maintenance being performed, the updated model assigned more than 

50% of the predicted failures to such component categories, while the actual failure 

data showed a smaller apportionment above 6%, or 27 PSU failures, as well as a 

high, yet not exactly traceable number of cooling fan failures potentially contrib-

uting to PSU failures. This is still a significant number of failures which should be 

further reduced, especially as the effect of such failures in most cases leads to a false 

LHC beam dump request and long maintenance periods. To give just one example, 

an executed replacement of a tunnel PSU transformer created an LHC availability 

loss of close to 8 h. If one would put the success of the LHC in contrast to its time in 

operation, this is equivalent to costs of more than 1.6 million CHF as it has been es-

timated for hourly LHC costs based on overall LHC project expenses. 

Other optimisation actions based on the available failure data analysis have been 

to improve the dependability of the optical fibre link identified to be the bottleneck 

of the system for its high failure rate. The actions involved the described surface 

module upgrade as well as currently ongoing developments to upgrade the tunnel 

module. Furthermore, the data analysis showed the importance of the implemented 
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exhaustive system diagnostics. For the future operation, it is recommended to fur-

ther enlarge these existing diagnostics, in particular with the additional features 

provided by the chosen SFP+ optical transceiver module for the new surface pro-

cessing board. For both the optical fibre hardware and PSUs characterised by deg-

radation, techniques such as PHM should be considered. 

The applied methodology to update the LHC BLM system dependability model 

served as an input to develop a generic methodology for dependability application 

during the complete life cycle of electronic systems. The elaborated methodology 

made use of experiences from all the three sources - the existing and the updated 

dependability model, as well as the failure statistics providing a feedback tool. En-

compassing the entire system life in a cycle, the methodology is moreover designed 

as a continuous procedure to be applied on a variety of projects within an organisa-

tion, hence continuously increasing the dependability capability of the organisation. 

The objective has been to be universally applicable and adjustable to several elec-

tronic system development projects depending on the individual design and de-

pendability specifications. In each phase the methodology defines a variety of steps 

to be followed consecutively defining iterations between steps and actions or nec-

essary input for following steps, keeping in mind the overall cycle. For each step, 

practical aspects have been presented and guidance provided to implement the out-

lined. 

To underline the practical aspect, a case study was performed applying the meth-

odology during the planning, design, production, and testing phases of the LHC BLM 

system surface module upgrade, a board which receives signals of four optical fibre 

links using commercial transceiver modules and processes the corresponding data 

to protect the LHC. A thoroughly planned as well as executed dependability qualifi-

cation was done. Experience of the predecessor module provided input to establish 

the design and dependability specifications, i.e. to establish the extent of the ad-

justed methodology. 

During the design phase actions were already taken to achieve a more robust de-

sign, which was expanded by defining strategies for control and tests during pro-

duction as well as validation, screening and reliability testing of the produced mod-

ules. The results of these prior considerations led to a robust production process 

which was only fully established after implementing feedback given from intro-

duced incoming inspections at CERN for the first production batch. 

The following testing phase performed validation tests which were partly already 

executed during earlier phases in order to increase the efficiency of the entire pro-

cess by providing immediate feedback. The environmental validation for potential 

temperature and humidity effects showed a low temperature robustness of the 

VFC-HD module, more precisely for its communication via the plugged SFP+ trans-
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ceiver modules. Nevertheless, it was possible to profit from the comprehensive per-

formance data available from other installations and environmental data taken in-

side the surface rack, as well as from the integration into the already redundant op-

tical link of the LHC BLM system. The assessed risk was evaluated as sufficiently low 

enabling to proceed the development with the chosen transceiver models. However, 

this led to implementing actions to monitor the future performance and a plan to 

quickly react if requirements are not met. 

The validated and series produced modules entirely underwent a screening for 

early life failures to prevent such failures occurring after installation. Applying tem-

perature cycles within ESS in a rather small temperature window compared to 

standards’ guidelines with an additional humidity peak during each cycle, enabled 

to successfully screen around 2% defective modules. Furthermore, the screening 

identified a design weakness of a single SFP transceiver slot affecting less than 5% 

of the total production. Not yet entirely being investigated, established signal atten-

uation measurements during an End-of-Line test at the manufacturer enabled to 

screen devices affected for the use in the LHC BLM system. 

Following the ESS, an additional Run In at nominal operation conditions was per-

formed with all devices. As initially planned, the Run In assured the success of the 

ESS with no further failure occurring during a total of 680 000 device hours accu-

mulated. This led to fulfilling the previously set dependability requirement of 

demonstrating a lower failure rate than the currently operating module. The deter-

mined MTTF during the useful life period is at least 235 000 h at a high confidence 

of 95%, furthermore disregarding potential temperature acceleration. For the up-

coming commissioning and operation phase, provisions for the dependable opera-

tion have been made using the existing infrastructure. 
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9 Appendix 

Linear extrapolation of the Arria V FPGA sensor temperature during the high 
temperature stress test (27.11.2018): 

 

 

𝑇𝑗,𝐴𝑟𝑟𝑖𝑎𝑉(94𝑚𝑖𝑛) = 1,7117 ∗ 𝑇(94𝑚𝑖𝑛) = 1.7117 ∗ 115.59°𝐶 = 197.86°𝐶 
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