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Abstract
In component-based software development, integration testing is a crucial step
in verifying the composite behaviour of a system. However, very few formally
or empirically validated approaches are available for systematically testing if
components have been successfully integrated. In practice, integration testing
of component-based systems is usually performed in a time- and resource-
limited context, which further increases the demand for effective test selection
strategies. In this work, we therefore analyse the relationship between different
component and interface coupling measures found in literature and the distri-
bution of failures found during integration testing of an automotive system.
By investigating the correlation for each measure at two architectural levels,
we discuss its usefulness to guide integration testing at the software component
level as well as for the hardware component level where coupling is measured
among multiple electronic control units (ECUs) of a vehicle. Our results indi-
cate that there is a positive correlation between coupling measures and failure-
proneness at both architectural level for all tested measures. However, at the
hardware component level, all measures achieved a significantly higher corre-
lation when compared to the software-level correlation. Consequently, we con-
clude that prioritizing testing of highly coupled components and interfaces is a
valid approach for systematic integration testing, as coupling proved to be a
valid indicator for failure-proneness.
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1 | INTRODUCTION

The development of component-based software systems is a commonly used and widely adopted development approach
which supports the design of reusable software components as well as their integration into existing software systems
[1]. In literature, a large set of metrics exists to measure and control the quality of component-based systems. Com-
monly evaluated internal software design properties are size, complexity, coupling and cohesion [2]. These attributes
influence a system’s understandability, testability, maintainability and reusability [3] and can help to identify and elimi-
nate design flaws.

Since individual components of such systems are often developed by independent teams, it is very important to ver-
ify the correctness of their integrated functionality once they are assembled into a complete system. This verification is
referred to as integration testing [4] and is a prerequisite for the final system-level testing. Multiple approaches exist for
integration testing of a component-based system like incremental, top down, bottom up or big bang [4]. All these
approaches assume that components have already been tested separately in a controlled environment. Integration
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testing therefore focuses on the verification of component interplay behaviour to reveal failures caused by erroneous
interface implementations or design flaws introduced at the system level. In addition, a test strategy used for integration
testing prescribes how to prioritize test case selection to achieve the goals of integration testing in an efficient way with
limited time and resources.

In the automotive industry, integration testing is split into multiple stages as a modern vehicle consists of over
200 interconnected electronic control units (ECUs), each of it executing a component-based software system on its
own. After software integration testing and testing of each ECU individually, multiple ECUs are put together to form a
coherent subsystem of the vehicle during system integration testing. The goal of this step is to verify the interactions of
multiple ECUs during execution of a higher-order functionality. In a previous work, we demonstrated how the com-
plete set of ECU interactions can be identified in a given system design based on the usage of interfaces [5]. To accom-
plish full test coverage, each of the identified component interactions should be verified explicitly. However, this is not
feasible for large systems due to the potential combinatorial complexity of functional dependencies, which can lead to
substantial testing efforts.

In literature, there are very few formally or empirically validated approaches available for the systematic testing of
component interactions in a component-based system. Such approaches become even more important when the soft-
ware of most ECUs are considered to be black-box, which are, for example, developed by external providers. In this
context, code-based approaches to identify failure-prone component interactions are not applicable. Therefore, system
integration testing has to be performed solely on interface- and black-box behaviour specifications of each ECU.
Because those interface specifications are available early in the development process of a vehicle, we propose an
approach based on coupling measures to identify failure-prone component interactions.

By answering the following research questions, we suggest that measures for coupling applicable for black-box com-
ponents can provide a valuable basis for test case prioritization during system integration testing. We test this hypothe-
sis in an automotive case study, namely, if ECUs with strong coupling or with high interface complexity have an
increased probability of containing faults typically found during system integration testing. As a supporting proposi-
tion, we assume that due to cognitive overloading, not all information of a software component’s context is considered
during its development or evolution.

RQ1: Which coupling measures applicable to the black-box component structure of a modular system are useful to
guide the test case prioritization for system integration testing?

RQ2: Which coupling measures applicable to the black-box interface structure of a modular system are useful to
guide the test case prioritization for system integration testing?

In the conducted case study, we analysed the relationship between proposed coupling measures found in scientific
literature and the failure distribution identified during the system integration testing of a real-world automotive system.
By investigating the correlation for each measure, we provide insights about its usefulness for test case prioritization
during the integration testing of black-box components. A strong correlation between the occurrences of failures and
design measures for software interfaces would greatly contribute to the definition of a systematic method for black-box
integration testing. Additionally, our correlation analysis of existing coupling measures provides valuable experiences
in applying them to a real-world system from the automotive domain.

This paper is organized as follows: in Section 3, we first provide related work regarding the term coupling and its
definition found in literature. We also provide related work regarding the utilization of information about the software
architecture to improve testing activities. In Section 2, we define the notion of coupling based on related work. After-
wards, the set of existing measures studied in this work are explained in detail (see Sections 2.2,2.3 and 2.4). In Section 4,
the study design is presented: The real world system is introduced, and the data selection for the failure distribution
found during integration testing of the system is presented. Finally, the research questions and hypotheses are defined.
Section 5 presents the correlations between the measured values and the failure distribution. Lastly, we briefly discuss
the observed results in Section 6, mention threats to validity (Section 7) and conclude with a summary of the paper in
Section 8.

2 | BACKGROUND

As discussed in the previous section, much work exists defining coupling and complexity metrics for component-based
software systems. However, most of these definitions are based on a white-box or at least grey-box perspective onto the
structure of the system under test. In automotive industry, these architectural views are in most cases not available
which makes most of the defined metrics inapplicable. The architectural views commonly used in the automotive indus-
try are presented in Section 4.1 as part of the context of this study. In this section however, we present a selection of
metrics for this correlation study which are applicable even if the software component structure is not available. In
Section 2.3, a data-flow-based approach of measuring coupling is presented. In Section 2.3, a dependency-analysis-
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based approach of measuring coupling is presented which also works for non-data-flow-based coupling types. Lastly,
an information-theory-based approach for measuring coupling is presented in Section 2.4.

2.1 | Coupling in component based systems

Many studies proposed coupling and complexity metrics for component-based software systems [6], but comparatively
few works exist which study the correlation of such measures to the fault-proneness of component interactions typically
verified during integration testing.

Constantine and Yourdon [7] suggested that modularity of software design can be measured with two qualitative
properties: cohesion and coupling. While cohesion focuses on the semantic relatedness of a software module’s function-
ality, coupling describes the degree of interdependence among multiple software modules. Based on these two concepts,
a common design goal for a software module is to increase its internal cohesion while keeping its external coupling as
low as possible. The terms software module and software component are commonly used in literature to describe the
basic building blocks of structured software design. In this work, both terms are used interchangeably.

One motivation for increasing cohesion while keeping coupling as low as possible is provided by Martin [8], who
introduced the term instability as the probability that a module has to be changed in response to a previous change of a
coupled module. To determine the instability of a software module, Martin distinguishes between efferent and afferent
coupling. Efferent coupling Ce exists for a module A if A depends on another module B in terms of a use relation to
one or more of its provided functionalities. Martin states that a high degree of efferent coupling results in high module
instability because any change to one of the functions of module B used by module A may cause subsequent changes in
module A. Afferent coupling Ca on the other hand exists for module A if its functions are used by other modules. Con-
sequently, Martin states that a high degree of afferent coupling leads to high module stability due to the responsibility
of the module to the rest of the system. The quantification of a software modules instability is given by the ratio
between the number of efferent coupling to the overall number of couplings: I ¼ðCe=ðCaþCeÞÞ. The value of I can
range from 0 expressing high stability to 1 indicating low stability.

Santos et al. [9] investigated the acceptance of this instability measure in a literature review. They found that the
instability measurements stayed relatively constant during the development of the studied systems. They concluded
that, among the analysed open-source projects, there would be little awareness of a software modules susceptibility to
subsequent changes caused by module coupling. However, they further identified a lack of methods to identify afferent
and efferent couplings in an existing software design.

In a work published by Abdellatief, a generic component model which is commonly used in coupling analysis is dis-
cussed [10]. This model emphasizes the separation between interfaces and their implementation. It focuses on use rela-
tions between multiple components and their provided interfaces. In addition, the directness of data-flow-based
coupling is shown. With a direct data flow, the sending component communicates the data directly to the receiving
component while with an indirect data flow, the sending component communicates the data to the receiver using at
least one intermediate component.

The identification of existing coupling in a given software design based on interface specifications is further detailed
by Gill and Grover [11], who provides an interface characterization model. Within this model, an interface is described
based on its packaging information, a set of constraints, non-functional properties and the interface signature. Further-
more, Gill introduces the term interface complexity to describe a software module’s potential to be reused and inte-
grated in a different software design. To identify existing dependencies of a software module, an interface signature
provides the set of potential endpoints of coupling in terms of operations, events and properties.

The different aspects covered by the six generic types of coupling discussed by Myers [12] and the inconsistent usage
of the term coupling in software design literature is discussed in a work presented by Xia [13]. Xia argues that coupling
is often only considered between two modules, which would neglect frequent cases in real-world software systems, for
example modules connected to other modules and multiple modules connected to one module. To alleviate this, Xia
provides a brief definition for coupling given in equation 1, which relies on a single data flow connecting multiple mod-
ules. In his definition, coupling is measured as a composition of the shared data complexity C[d ], the potential impact
on the dynamic behaviour of coupled components PC[d] and the number of modules coupled to d, that is, N[d]. Conse-
quently, coupling of a software module is defined as the sum over the module’s out-flowing data
MCðmÞ¼Pn

i¼1EC½di�.

EC½d� ¼C½d�∗PC½d�∗N½d� ð1Þ

In accordance to the definition of module coupling in equation 1, this work studies different measures for the num-
ber of dependencies N[d]. The presented related work showed that defining a sound measure for the data complexity C
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[d] and the degree of impact on the dynamic behaviour of a coupled module PC[d] is sensitive to the programming para-
digm, type of system and the availability of code. As the goal of this work is to study coupling measures applicable for
software systems containing black-box modules, the identification of applicable measures for data complexity and pro-
gram control is left open for future work. Consequently, coupling among multiple modules is considered of the same
type and impact strength.

The coupling measures described in this work solely take quantitative aspects of coupling into account while leaving
additional facets like strength or type out for future work. The measures have been selected out of existing literature
and are used in Section 5 for correlation analysis with a failure distribution. In Sections 2.2 and 2.3, conventional
approaches are described to measure coupling based on the counting of software modules or the number of data flows.
In Section 2.4, an approach is described which measures coupling based on the amount of entropy created in a system
by a certain data flow.

2.2 | Data flow analysis

Data flow analysis is a common approach for identifying dependencies in a structured software design [14,15]. When
utilizing a system’s inner connectivity in terms of data flow, coupling analysis results in a directed graph in which each
edge represents a sender–receiver relation for a certain piece of information communicated between two software
modules.

Abdellatief defines interface coupling (IC) within the context of data flow analysis in equation 2 as the number of
out-flowing data (OF) over all operations (p) of an interface multiplied by the number of receiving components n. This
definition captures the effect of afferent coupling as mentioned in Section 2. Abdellatief further assumes that a large
number of afferently coupled components result in more required context-related information to test and maintain a
software module. At the component level, component coupling (CC) is defined as the sum of all interface coupling fac-
tors of all interfaces implemented by that component, that is, CC¼Pn

i¼1ICi. Similarly, the component-based system
coupling CBSC is defined as the sum of all component coupling factors for each component contained in the system,
that is, CBSC¼Pn

i¼1CCi.

IC¼ n∗
Xp

i¼1
OFi ð2Þ

Henry and Kafura provide a brief discussion of information-flow-based module complexity [16,17]. Similarly,
Kumari provides an empirical and theoretical analysis of information-flow-based complexity [18]. The measure intro-
duced in his work is shown in equation 3. Similar definitions are provided by Lakshmi [19] and Kharb [20]. In contrast
to coupling measures like IC, CC and CBSC, information flow measures focus on a component’s inner dependencies
among input and output parameters. A module with a high value for information flow measurement indicates that it is
strongly connected to its environment thus indicating a high coupling.

IIF ¼ðFan� in∗Fan�outÞ2 ð3Þ

The interface information flow (IIF) is calculated based on the squared product of the number of data flowing into
the component (Fan � in) and the number of data flowing out of the component (Fan � out). In this definition, multi-
plying the number of in-flows and out-flows represents all possible combinations of functional dependencies between
input and output parameters. Squaring that number represents the assumption that complexity may not scale with the
number of parameters in a linear way. For component and system level complexity, the interface information flow IIF
values are accumulated to the component information flowCIF ¼Pn

i¼1IIF i and further to the component-based soft-
ware information flow CBSIF ¼Pn

i¼1IIF i, which is similar to the definition of coupling.

2.3 | Dependency analysis

While data flow analysis is designed to measure coupling based on data shared between multiple software modules,
dependency analysis measures are designed to be applicable to any type of dependency discussed in Section 2. Multiple
articles exist proposing the use of a matrix model to manage dependencies in a component-based system [21-24]. Fur-
thermore, these articles suggest that any dependency graph of a component-based system can be represented as a depen-
dency matrix. In such a matrix, each component is represented by a column and a row. If a component ci is dependent
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on another component cj the value at the position ij within the matrix equals to 1 as defined in equation 5. This matrix
representation of component interdependencies can be applied to both directed and undirected dependencies. Given
such a matrix representation of the system, Li defines the dependency coefficient (DC) for a particular component as the
sum of its row and column values as shown in equation 6. Because all values per row and column are added up, ingoing
and outgoing dependencies are weighted equally. The dependency coefficient of a component captures its coupling to
the rest of the system, as it scales with the number of dependent components. However, besides being applicable for
directed and undirected dependencies, the dependency coefficient differs further from IC and CC because it does not
scale with multiple dependencies between the same two components.

DM ¼

d11 d12 ::: d1n

d21 d22 ::: d2n

::: ::: ::: :::

dn1 dn2 ::: dnn

2
6664

3
7775 ð4Þ

dij ¼
1 ifci ! cj
0, otherwise

�
ð5Þ

DCðCkÞ¼
Xn
j¼1

½dkj�þ
Xn
j¼1

½djk��2½dkk� ð6Þ

2.4 | Information theory

In contrast to counting components, connections and interface compositions, Allen and Anan studied an approach to
measure coupling in component-based systems based on information theory [25-28]. According to Allen, a software sys-
tem can be represented as a graph in different ways to highlight different aspects of its design. Common examples of
such design abstractions for object-oriented designs are given in a framework proposed by Briand, Daly and Wüst
[29,30], which is used to measure coupling and cohesion based on class inheritance, method invocation or class-attribute
references. In summary, Allen states that a more sophisticated measurement than just the count of features of an arte-
fact will be more useful in determining coupling and cohesion [26].

In information theory, coupling and complexity are measured based on the entropy of the distribution of row pat-
terns H(S) [31]. Applied to the original system graph, the entropy depicts the average information per node which can
be multiplied by the number of nodes in the system to get the overall amount of information Size(S). To measure the
size of a system, it is important to exclude the information added by dependencies to the system’s environment, which is
denoted in the definition of Size(S) as �logplð0Þ. In addition to the system-level size measure, size can also be calculated
for a module as well as for a node of the system. While module size can be calculated as defined in Table 1, the size of a
node requires the calculation of the node’s subgraph Si, which contains all nodes and modules of the system, but only
edges which are connected to the node i. The size of a node subgraph provides the amount of information the node con-
tributes to the system. Understanding the usefulness of the size measure in information theory becomes easier if it is cal-
culated based on the system’s data flow graph as described in Section 2.2. Entropy within the system H(S) represents
the average amount of data shared by a module, while the system’s size Size(S) represents the overall amount of data
shared between all modules of the system.

TABLE 1 System- and module-level measures [26]

Entropy-based coupling measures

1 H(S) =
Pns

i¼1plð�logplÞ
2 Size(S) = ðnþ1ÞHðSÞ�ð�logplð0ÞÞ
3 Size(mljS) =

P
i � mk

ð�logplðiÞÞ
4 Complexity(S) =

Pn
i¼1SizeðSiÞ�SizeðSÞ

5 Complexity(mkjS) =
P

i � mk
SizeðSiÞ�Sizeðmk jSÞ

6 Coupling(MS) = Complexity(MS ∗)
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Furthermore, the system’s complexity is defined as the excess entropy of the sum of information of each node in
relation to the overall information of the system, which can be equal or greater:

Pn
i¼0HðSiÞ> ¼HðSÞ. This phenome-

non is extended to the calculation of complexity for a given system graph S as shown in Table 1. According to Allen,
excess entropy represents the average information in relationships, which indicates the strength of coupling for
each node.

Coupling of a system graph is calculated based on the complexity of the intermodule relationships and therefore
based on the amount of information represented by edges with nodes in different modules. To calculate coupling, the
complexity calculation is applied to the system’s intermodule edge graph. Due to the fact that the system graph used in
this approach is undirected, the coupling measure is not affected by the direction of relationships, which is different to
other coupling measures discussed in this work.

3 | RELATED WORK

In this section, we first present related work regarding test case prioritization in general in order to support the identifi-
cation of the test gap in Section 4.3. The second part of this section provides related work regarding the utilization of
coupling and complexity measures to improve testing.

Hao proposes a unified test case prioritization technique which combines the principles of total and additional test
case prioritization strategies[32]. Hao first states that most existing research on test case prioritization focus on the pri-
oritization itself and follow one of two overall strategies. The first strategy a total strategy sorts test cases according to
the number of elements that they cover. The second, additional strategy on the other hand repeatedly selects test cases
that cover the maximal elements not yet covered by previously prioritized test cases. Based on that, Hao provides his
definition of a unified test case prioritization which he evaluates using 40 C and 28 Java programs. His results demon-
strate that the fault detection probability of his proposed technique in general reside between those using purely total or
additional.

In a work presented by Elbaum, the trade-offs between fine granularity and coarse granularity prioritization tech-
niques is studied [33]. When performing test case prioritization at a fine granularity, test cases will be selected based on
code coverage. An example for a coarser granularity would be a function level coverage analysis at which test cases are
selected based on the set of functions examined during execution. Elbaum used 16 different approaches across these
granularities in his studies. In his results, Elbaum shows that test case prioritization at both function-level and
statement-level showed similar rates of fault detection which makes test case prioritization at a coarse level more cost
effective. In addition to the level of granularities, Elbaum studied the effects of incorporating measures of fault prone-
ness onto the fault detection rate of test case prioritization techniques. He found that measures of fault proneness can
significantly improve the effectiveness of test case prioritization. However, his results show that the improvement was
comparatively small and not consistent when compared to other techniques which suggests that information about fault
proneness may not be intuitive and obvious.

Given the definition of coupling and the available set of applicable measures, the second part of this related work
section provides an overview of existing work regarding the utilization of architectural measures for software testing.
Mendes et al. conducted a systematic mapping study to investigate existing approaches to use information about the
software architecture to improve the testing activities [34]. In their work, the authors included 27 studies ranging from
the improvement of software testing management in general to the automatic generation of test cases based on software
architecture specifications. They found that most of the studies were published in the last 10 years, suggesting that the
research topic only emerged recently. In addition, Mendes et al. point out that out of 27 included studies only two were
conducted in industry, which creates the impression that there is little to no adoption of the proposed approaches.

Selby studied the ratio and strength of coupling and its relation to the error-proneness of interacting components of
the system [35]. For this, Selby used a real-world software system including 77 subsystems implemented with 148,000
lines of code. Coupling is measured based on the number of data bindings between multiple routines similar to the
data-flow-based coupling analysis described in Section 2.2. He found that routines with the lowest coupling ratio
showed significantly less errors. In addition, for those routines, existing errors were less costly to fix. The goal of Selby
is similar to the goal of this work. However, the included measures for coupling, size and strength as well as the meth-
odology of data collection and analysis are not directly applicable for this work due to the unavailability of the code of
most components contained in the system.

Singh et al. conducted an empirical study on different versions of open-source software to analyse the benefit of var-
ious object-oriented metrics for the quality of the software [36]. In particular, a technique of test case prioritization
based on the fault-proneness of the software modules is presented, which is very similar to the approach presented in
this work. However, due to the fact that the presented test case prioritization technique is designed to be applicable for
object-oriented software systems, coupling is defined and measured based on a dependency graph showing class level
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coupling. In their results, Singh et al. show that object-oriented coupling measures like number of children (NOC), cou-
pling between objects (CBO) or the depth of inheritance (DIT) do affect the software quality and can therefore be used
for test case selection and prioritization.

Richardson introduced the chemical abstract machine (CHAM) model, which formally specifies software architec-
ture based on interconnected components, internal states and state-transformation rules to derive a set of architecture-
based testing criteria [37]. In a previous work, we defined similar test criteria and evaluated them against the fault distri-
bution in a real-world software system [5].

As demonstrated by Mendes, most related work regarding the use of information about the software architecture to
improve software testing activities directly addresses the generation of test cases based on architecture specification.
However, very few works exist studying the use of architecture specifications to measure test coverage or to provide
guidance for test case selection and prioritization, specifically for integration testing activities. In addition, very few of
the existing studies were conducted in industry, leaving the empirical evaluation of the suggested approaches open. In
this work, we directly try to address these aspects.

4 | CASE STUDY DESIGN

In this section, we briefly introduce the case study design which is organized according to the case study design and
planning structure proposed by Runeson [38]. The overall structure of the case study design is summarized in Figure 1.
In Section 4.1, the architectural concepts and design paradigms typically used in automotive software systems are
described in short to provide a broad description of the context of this study and to underline the objective of this study.
In Section 4.2, we briefly introduce the chassis control system whose development project is used in this study as the
case. In Section 4.3, the research questions are defined as the basis for the evaluation. At the end of this section, the
units of analysis are presented in Sections 4.4 and 4.5 as well as in Section 4.6.

4.1 | Context of the study

A modern car resembles a distributed software system implementing many software-based functions. These functions
are structured into different functional domains of a vehicle, ranging from clusters of classical driving functions up to
super-ordinate functions regarding driving assistance and automated driving. A major challenge for the development of
modern cars is that these functions are highly dependent on each other. In particular, many functions for driving assis-
tance or automated driving are highly sensitive to the operational state of classical driving functions like brake or
steering control. To identify and control these functional dependencies and feature interactions early in development,
different structural views on the architecture of cars are used. Broy [39] provided an overview of the different levels of
architectural models used for the development of cars as shown in Figure 2.

The usage of the presented architectural views is organized alongside the V-Model, which is widely adopted in the
automotive industry. On the highest level, the function hierarchy is derived from functional and non-functional require-
ments. The main purpose of this hierarchy is to describe the software-based functionality implemented in the car to the
user which, according to Broy, not only contains the driver but also maintenance and production staff and other indi-
viduals potentially interacting with the car.

Based on the functional hierarchy, the system design is derived in its logical architecture. At this level, the car is
already decomposed into a distributed system of interacting components and subfunctions. One of the main goals of

F I GURE 1 Embedded case study design according to Runeson [38]
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this architectural level is to describe the observable behaviour on a functional level based on feature and function inter-
action while keeping each component and subfunction as independent from its implementation as possible. In a recent
work, service-oriented architectural concepts are used at this architectural level to decompose the functional hierarchy
into services [40-42].

At the cluster level, functional components of the logical architecture are grouped to form coherent functional clus-
ters. The main goal of this clustering is to provide an intermediate step between the implementation (independent from
the logical design level) and the highly implementation-dependent software and hardware architecture. The high-level
software architecture is directly derived from the cluster-level view and its logical components. Furthermore, the soft-
ware architecture describes the structuring of the operating system including the required hardware drivers and commu-
nication stacks as well as the scheduling of tasks.

In contrast to the software architecture, the decomposition of a vehicle in a set of ECUs, sensors and actuators are
described by the hardware architecture. In addition, the interaction of hardware components is specified by the hard-
ware architecture in terms of the bus systems used for interconnecting each hardware component as well as gateways
used for communication. The hardware architecture plays an important role in the development of cars, as most hard-
ware components specified within the hardware architecture are developed by suppliers. Thus, a large portion of the
development of hardware and software is outsourced. As a consequence, the requirements specification used for the
outsourced development of a certain hardware component is a composition of the logical architecture describing the
software functionality as well as the hardware architecture describing the communication and other hardware related
requirements.

The outsourced development of most vehicle ECUs plus their software-based functionalities has an additional
impact on the test process. As already stated, a test strategy used to verify the software-based functions of a vehicle puts
emphasis on integration testing to ensure that the set of features developed by different teams located in different com-
panies do interact as specified. However, due to the size of modern vehicles containing hundreds of ECUs, sensors and
actuators implementing several hundred features, a well-founded test selection and prioritization approach is required.

4.2 | Description of the studied system

The information-theory-based approach as well as the dependency analysis and data-flow-based approach of measuring
coupling relies on a graph abstraction of the system. As Allen states, multiple graph abstractions can be created for a
given system with each focusing on a different aspect of the system’s design. Therefore, this section describes how the
generic approaches are applied to the chassis control system and which limitations and implications arise due to the
nature of including black-box components. All case study data for this system has been automatically collected via pro-
prietary tool chains from architecture documentation or the integration testing result artefacts.

F I GURE 2 Architectural views on automotive systems [39]
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The system graph abstraction created for the information-theory-based measurement of coupling contains 47 mod-
ules and 756 nodes, which are connected using 3,512 edges resulting in a size of 7790.98 bits and a complexity value of
18,801.73 bits. For black-box modules, a complete graph of the software’s inner structure is not available. Therefore,
the graph abstraction of the system automatically represents an intermodule edge graph as described in section 2.4.
Since it requires the module’s internal inter-dependencies, the cohesion metric cannot be applied for both module- and
system-level. In Table 2, the results for Size(mljS) and Complexity(mkjS) are listed for each ECU of the chassis control
subsystem. The size of an ECU hereby represents the amount of information added to the system while its complexity
represents the amount of information in relationships between the ECU and the rest of the system. It is noticeable that
the two modules with the highest values for both size and complexity (ECU7 and ECU8) together contribute over 50%
of the system’s overall size and complexity.

In Figure 3, the correlation of size to the failure distribution of all software interfaces of the chassis control systems
is shown. The majority of interfaces form groups with equal size which can be seen based on the vertical alignment of
nodes on the x-axis. In information theory, the size of a node is calculated based on the node’s subgraph Si, which only
contains edges and endpoints incident to that node. When calculating Size(Si) of multiple node subgraphs of a given
system, the result solely depends on the entropy of the graph H(Si) because the number of nodes n and the probability
value of the environment pl(0) remain constant. The entropy of a graph H(Si) is calculated based on the probability
values of the distinct row patterns. In case of a node subgraph, the number of distinct row patterns is a direct result of
the number of endpoints connected to the node. Therefore, the size of a node mainly scales with the number of end-
points connected to that node. This is also demonstrated in Figure 4, which shows the size and number of endpoints of
each interface in a scatter plot.

TABLE 2 Results of module level complexity measures

Ecu Size(mljS) Complexity(mkjS)
ECU7 3553.61 9802.35

ECU8 1756.65 4828.09

ECU6 810.69 1570.60

ECU5 413.84 724.35

ECU1 353.19 532.87

ECU10 317.88 513.65

ECU9 180.27 237.56

ECU4 113.29 157.19

ECU3 94.96 157.31

ECU2 83.30 120.56

F I GURE 3 Correlation of Size(Si) of interfaces to interface level failure distribution
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The component model created for the dependency analysis and data-flow-based measurement of coupling contains
47 components and 756 interfaces, which form 3512 dependencies among each other. In Table 3, the component infor-
mation flow CIF, component coupling CC and dependency coefficient DC are shown.

At system level, the component information flow CIF values for ECU 7 and ECU 8 and are noticeably high. This is
caused by the fact that these two ECUs do have the highest amount of shared data flowing in and out.

As described in Section 2.3, the dependency coefficient DC of a certain component represents the total number of
distinct components which are dependent on that component. The component coupling CC of a component on the
other hand only takes outgoing dependencies into account. The component coupling value therefore represents the
afferent portion of the overall couplings captured by the dependency coefficient.

4.3 | Research question

Xia emphasizes the ambiguity of coupling as a concept and the resulting challenge in deriving meaningful measures
[13]. He states that the impact of coupling can be distinguished into two factors. First, it can have an impact on the sys-
tem, as changes to highly coupled components may result in ripple effects and additional changes to other components.
Second, when designing or changing a modular system, coupling can have an impact on the developers, as they need a
complete understanding of the component’s context in terms of its coupling to the rest of the system.

In this work, we study the effects of both impacts of coupling as a potential source of faults introduced into the sys-
tem and detected during integration testing. As discussed in Sections 4.5 and 4.4, this study focuses on inter-ECU cou-
pling as component coupling within the system as well as the coupling of individual interfaces implemented by these

F I GURE 4 Proportion of endpoints to Size(Si) of interfaces

TABLE 3 Results of component level dependency and data flow measures

ECU CC CIF DC

ECU7 2,574 102,000,390,625 80

ECU8 797 2,202,049,476 51

ECU6 127 91,164,304 27

ECU5 70 1,258,884 23

ECU1 31 1,210,000 9

ECU10 22 173,056 8

ECU3 15 9025 7

ECU4 10 32,400 6

ECU9 8 15,376 7

ECU2 3 400 6
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components. The research questions as a baseline for the hypotheses are derived in accordance to Runeson and Höst
[38] and Runeson [43].

RQ1: Which coupling measures applicable to the black-box component structure of a modular system are useful to
guide the test case prioritization for integration testing?

RQ2: Which coupling measures applicable to the black-box interface structure of a modular system are useful to
guide the test case prioritization for integration testing?

By focusing on the second type of potential impact of coupling, we provide the proposition that high coupling of a
component or interface increases the probability for this component to show fail behaviour during integration testing.
For interfaces implemented by each component, we propose the same relationship. These propositions stem from the
assumption that during changes to the design or implementation of a component or interface, not all information of its
context are considered due to cognitive overloading of the designers or developers. Given that potential impact of cou-
pling onto the failure-proneness of component interactions, we will answer the research questions individually by using
a two-step approach. First, we define and test multiple hypotheses regarding the correlation of each selected coupling
measure to the failure-proneness for both component and interface coupling. Out of the accepted set of hypotheses and
coupling measures which do show positive correlation to failure-proneness we answer the research question based on
the observed strength of correlation. The hypotheses tested in this study are formulated for each coupling measure
introduced in Section 2, both for component coupling and interface coupling. The list of hypotheses is given in Table 4.

4.4 | Data collection: Interface coupling

The structure of an ECU’s software is defined in the software architecture specification. For the chassis control system,
each ECU’s software implements the AUTOSAR standard for software architecture which defines software compo-
nents as structural element. A software component is defined as a self-contained unit which encapsulates a certain func-
tionality equivalent to the software module in conventional modular software design. Communication and interaction
among multiple software components are specified using port-prototypes, which are instances of Port-Interfaces. For
this work, port-interfaces are considered as conventional software interfaces, as their goal is to specify the static struc-
ture of information exchange and to enable a design-by-contract workflow [44]. However, a detailed definition of the
structural elements relevant to replicate the described study can be found in chapters 3.2 and 4.2 of the respective AUT-
OSAR Software Component Template specification.

Incoming and outgoing communication of a software component can be categorized as intra- or inter-ECU interac-
tions. Regarding the data flow involved, intra-ECU communication describes data flow between software components
located on the same ECU while inter-ECU communication describes data flow among software components distributed
over different ECUs using a physical communication bus.

TABLE 4 Our nine hypothesis for the correlation between coupling measurements and failure-proneness

Alternative hypothesis

Component
coupling

Hc1a The failure-proneness of an ECU during system integration testing is positively correlated to its Size(mljS) measure
according to Table 1.

Hc2a The failure-proneness of an ECU during system integration testing is positively correlated to its Complexity(mkjS)
measure according to Table 1.

Hc3a The failure-proneness of an ECU during system integration testing is positively correlated to its CC measure
according to Section 2.2.

Hc4a The failure-proneness of an ECU during system integration testing is positively correlated to its CIF measure
according to Section 2.2.

Hc5a The failure-proneness of an ECU during system integration testing is positively correlated to its CDC(Ck) measure
according to Section 2.3.

Interface
coupling

Hi1a The failure-proneness of a component interface during system integration testing is positively correlated to its Size
(nijS) measure according to Table 1.

Hi2a The failure-proneness of a component interface during system integration testing is positively correlated to its IC
measure according to Section 2.2.

Hi3a The failure-proneness of a component interface during system integration testing is positively correlated to its IIF
measure according to Section 2.2.

Hi4a The failure-proneness of a component interface during system integration testing is positively correlated to its IDC(Ik)
measure according to Section 2.3.
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If the software architecture specification is available for each ECU contained in a vehicle subsystem, a data flow
graph can be assembled which highlights the information flow within the chassis control system. However, this is often
not possible in practice because the software development of most ECUs is outsourced based on a given black-box
behaviour specification. This does make the software structure of an ECU as a set of interconnected software compo-
nents unavailable and consequently, the intra-ECU communication is hidden. Therefore, coupling analysis at software
level is not possible for a vehicle subsystem like the chassis control system studied in this work. However, software inter-
faces involved in inter-ECU communication are available as part of the ECU’s interface specification. With respect to
Xia’s data flow centric definition of coupling discussed in Section 2, coupling analysis can directly be performed based
on the inter-ECU data flow for ECUs at system level and software interfaces at interface level.

Therefore, within the graph abstraction used for the information-theory-based coupling measurement, nodes repre-
sent software interfaces which specify the ECU’s external communication and interaction. However, the component
model required for dependency and data-flow-based coupling measurement further details each interface according to
its set of operations specified by that interface. When applied to software interfaces implementing the AUTOSAR stan-
dard for software architecture, an operation represents a certain port of an interface. The set of out-flows and in-flows
of an interface can therefore be assembled according to the set of data defined for the provided and required ports. A
detailed list of the number of software interfaces implemented by each ECU and the number of shared data assigned as
in- and out-flow is given in Table 5.

ECU and interface interactions are modelled using edges in information theory as well as in dependency and data
flow analysis. In this work, an edge represents the flow of shared data between two software interfaces implemented by
different ECUs. Therefore, edges reflect sender-receiver relations among software interfaces in an undirected way. To
enable a comparison of the information-theory-based approach and the dependency analysis and data flow approaches
in Sections 2.3 and 2.4, an edge is created for each variable shared between two software interfaces. However, because
information-theory-based complexity does not scale with multiple edges connecting the same two nodes, multiple
exchanges between two software interfaces can also be represented by a single edge.

4.5 | Data collection: Component coupling

In the automotive industry, the vehicle is a collection of interconnected ECUs, which provide a set of vehicle functions.
A subsystem of a vehicle is an interim system containing a subset of the vehicle’s ECUs, namely, those implementing a
coherent subset of vehicle functions. This study uses the chassis control subsystem, which mainly implements distributed
software functions for electronic stability control, adaptive damping control and rear-wheel steering. There are two
architectural levels to describe the structure of the system studied in this work.

As each ECU represents a component-based software system in its own right, an automotive software system can
be described as a system of component-based software systems (CBSS). The set of ECUs contained in the chassis con-
trol system is listed in Table 5 together with the amount of implemented interfaces and data flow. For simplicity rea-
sons, it is assumed that the inter-ECU communication takes place on a single physical communication bus. Because the
chassis control system is a subsystem of a vehicle, there is additional communication between chassis control related
ECUs and other ECUs of the vehicle. Dependencies of one chassis control related ECU to the rest of the vehicle are
taken into account as coupling to the environment.

TABLE 5 Software interface, data flow and failure count for the case system

ECU Interfaces Interfaces having out-flow Faulty interfaces In-flow Out-flow

ECU1 35 13 9 44 25

ECU2 8 1 1 20 1

ECU3 9 1 0 19 5

ECU4 11 2 0 18 10

ECU5 39 5 4 66 17

ECU6 78 24 9 18 10

ECU7 348 148 78 625 511

ECU8 170 56 30 237 198

ECU9 17 1 1 31 4

ECU10 30 4 0 52 8

Sum 745 255 132 1130 789
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The information-theory-based approach as well as the dependency- and data-flow-based approach of measuring
component coupling relies on a graph-abstraction of the system. On the highest level, the graph abstraction is par-
titioned into multiple modules. Within the chassis control system, a module represents an ECU. The graph abstraction
of the chassis control system therefore contains 10 modules listed in Table 5 and named accordingly.

In multiple studies, Allen suggests that the graph abstraction used for information-theory-based measuring of compo-
nent coupling should model the environment of the system by using an additional module containing a single node [26,27].
This node is disconnected from the system because coupling and complexity caused by relationships between the system
and its environment are not relevant in this case. The chassis control system represents a subsystem of the vehicle. There-
fore, chassis control related ECUs interact with non-chassis control system related ECUs, which can be considered as the
environment. However, in the context of this work, generalizing those interactions to the system’s environment would
diminish the understanding of a component’s or software interface’s context. To take those interactions into account, the
system graph contains additional modules for each ECU that interacts with one ECU of the chassis control subsystem.

In this work, we apply the measures discussed in Section 2 to the system-level architecture of the chassis control sys-
tem. Therefore, each ECU is treated as a component and its coupling to the rest of the vehicle is measured as compo-
nent coupling.

4.6 | Data collection: Failure distribution

For this study, we used test and fault data of a vehicle series development project covering the system integration test
phase of the chassis control subsystem.

During vehicle development, each ECU represents a component-based software system containing hundreds of soft-
ware modules. In general, testing of an ECU involves software unit, software composition, software integration and iso-
lated ECU testing [45]. The integration of ECUs which are mostly developed and tested externally into a vehicle
subsystem is referred to as system integration. The goal of system integration testing is to assure a stable subsystem in a
controlled environment such that the subsystem can be tested in its actual environment during vehicle testing [4]. An
integration test strategy used for system integration testing prescribes how to verify the interplay effects and functional
dependencies among multiple ECUs and which test cases to prioritize to assure that every ECU has consistent assump-
tions about the semantics and frequency of shared information [45,46].

To identify the data flow involved in a detected failure, we used a defect classification scheme for black-box behav-
iour observation, which has been introduced in prior work [5]. In short, by using the classification scheme, a failure is
broken down into the smallest number of conditions required to trigger its fault as observable failure behaviour. These
conditions are then categorized into the following three phases of observation:

Precondition: To trigger a fault to surface as a failure, the system under test has to be in a certain state. Such a state
is expressed based on data flowing among participating modules. The data flow is classified as a set of predicates. Stim-
ulation: Given the required precondition, a failure can be triggered by stimulating certain data flow in a predefined
way. This data flow is classified as stimulation-use. Verification: Once a failure is triggered, the actual failure behaviour
of the system under test can be observed on one or more data flows as a derivation from the specified behaviour. These
data flows are classified as verification-use.

For each of these phases, constraints are documented in a semi-formal way to describe the system state based on the
inter-ECU communication. In Table 6, the data flow constraints of a simplified example failure affecting the freewheel-
ing protection software function are given. In this example, the failure behaviour is only triggered in case of an idle
vehicle with the electronic park brakes engaged. In addition, the selected gear needs to be neutral. A vehicle speed
greater than zero is then applied in order to simulate a freewheeling situation and trigger the actual failure behaviour.
The expected behaviour of the chassis control system includes the setup of hydraulic brake pressure to stop the vehicle
from moving. However, as shown in the verification constraint, the freewheeling protection did not engage as specified.

The classification scheme’s goal is to describe the entire occurrence of a failure including required preconditions and
triggers to enable test coverage analysis for black-box integration testing. However, in this study, only constraints on

TABLE 6 Data flow profile of an example failure

Usage Shared Data Involved ECU

Precondition V_VEH ¼ 0m/s Brake control system

COND_PBRK ¼ 1 (fastened) Parking brake actuator

GEAR_SEL¼N Gear box controller

Stimulation V_VEH > 0 m/s Brake control system

Verification HYD_BRK_TRQ¼ 0Nm Brake control system
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data flow identified for the verification are utilized, since they reveal the sending software interfaces showing the failed
behaviour as a derivation from its specified behaviour.

Because only software interfaces which include out-going interactions can show failure behaviour, the correlation
study provided in 5 is only applied to those interfaces, even if the set of measures described in Sections 2.3 2.2, and 2.4
are applied to the complete set of software interfaces. In Table 5, the number of software interfaces implemented by
each ECU is listed together with the amount of in- and out-flowing data. In comparison to that, the amount of software
interfaces which are involved in at least one failure detected during system integration testing are listed as well.

5 | CASE STUDY RESULTS

To measure to which extent the failure-proneness of a certain component or interface correlates to its coupling, we used
Spearman as well as Pearson correlation analysis. By conducting a Pearson correlation analysis, we are able to identify
if there is a linear relationship between failure-proneness and coupling. For this, the amount of failures observed at a
certain interface or component has to be proportional to its coupling values. However, because we do not expect a
potential relationship between the number of detected failures and the coupling values of an interface to be proportional
we included a Spearman rank-order correlation analysis as well. Based on the Spearman correlation analysis, we are
able to evaluate the monotonicity of a potential correlation between coupling of an interface and its failure-proneness.

Because multiple hypotheses are being tested in this study on a single data set, the possibility of accepting a hypothe-
sis that falsely appears significant increases [47]. To control for this, we use a p-value adjustment method introduced by
Benjamini and Hochberg [48]. Alongside its definition, all tests in Tables 7,8,9 and 10 have been ranked according to
their p values in an ascending way. In addition, the critical value is calculated based on the equation (Rank/mi) ∗ Qi. By
selecting a false discovery rate of 5% (Qi ¼ 0:05), all tests with critical values lower than the false discovery rate are con-
sidered as significant.

At the component level, we tested if Size(mkjS), Complexity(mkjS), component coupling (CC), component informa-
tion flow (CIF) and component dependency coefficient (CDC) are correlated with the number of failures related to a
component. In Tables 7 and 8, the results of the correlation analysis are shown for Pearson and Spearman correlation,
respectively. All tests resulted in significant p values, and therefore, the corresponding hypotheses (Hc1a to Hc4a) listed
in 4 can be accepted. However, due to the high p value, the test for CIF is considered as not significant, and therefore,
Hc5a is rejected. When comparing the Pearson correlation coefficient (rp) to the Spearman correlation coefficient (rs) for
the component level tests, both show similar strength. The strongest correlation is tested for the component dependency
coefficient (CDC) which indicates that 72.6% of the variation in failures found at a certain component of the system
can potentially be explained by this coupling measure.

At the interface level, we tested if Size(nijS), interface coupling (IC), interface information flow (IIF) and interface
dependency coefficient (IDC) are correlated with the number of failures related to an interface. By accepting a false dis-
covery rate of 5%, the result of the interface information flow (IIF) is considered to be not significant for both Spear-
man and Pearson correlation; thus, the hypotheses Hi1a, Hi2a and Hi4a can be accepted while the hypothesis Hi3a is

TABLE 7 Results of component level Pearson

Measure rp r2p Pp Rankp Linear regression

CDC 0.898 0.806 0.000425 1 y¼ 18:2þ3:41∗x

Complexity(mkjS) 0.853 0.728 0.002 2 y¼ 10:21þ0:03∗x

Size(mkjS) 0.846 0.716 0.002 2 y¼ 2:56þ0:07∗x

CC 0.722 0.521 0.018 3 y¼ 30:03þ9:2E�3∗x

CIF 0.55 0.303 0.094 4 y¼ 41:07þ1:63E�9∗x

TABLE 8 Results of component level Spearman correlation

Measure rs r2s Ps Ranks

CDC 0.852 0.726 0.002 1

Complexity(mkjS) 0.853 0.728 0.002 1

Size(mkjS) 0.853 0.728 0.002 1

CIF 0.816 0.666 0.004 2

CC 0.779 0.607 0.008 3
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rejected. In Tables 9 and 10, the results of the correlation analysis are shown for Pearson and Spearman correlation,
respectively. When comparing the Pearson correlation coefficient (rp) to the Spearman correlation coefficient (rs), the
Pearson correlation values are significantly higher over all tested measures. This indicates that there is a stronger linear
trend than the rank correlation. The highest correlation is tested for the interface dependency coefficient (IDC). Its
squared correlation coefficient r2p indicates that 30% of the variation in failures found at a certain interface during inte-
gration testing can potentially be explained by this coupling measure.

When comparing the correlations for interface coupling and component coupling measures, we notice that the cor-
relation of the coupling measures is substantially stronger when applied at the component level.

6 | DISCUSSION

The data-flow-based coupling measures tested in this study were generally weakly correlated for both interface and
component coupling. When applied to the chassis control system introduced in Section 4, measures for interface cou-
pling and component coupling showed limited applicability. The definition of interface coupling in equation 2 assumes
that all out-flowing data of an interface are consumed by interfaces coupled to it. Because component coupling is
defined as the sum of interface coupling of each interface implemented by the component, this assumption is further
carried over to the component-level coupling measurement. For the system studied in this work, only a subset of out-
flow is used by a coupled interface or component as in-flow in most cases. The definition for interface and component
coupling therefore leads to an overestimation of the actual coupling, which may affect the correlation in this study.

For interface and component information flow measures, we found an even stronger limitation in applicability.
According to its definition in equation 3, information flow is measured as the squared product of the number of in- and
out-flowing data. However, some of the interfaces of the chassis control system either only contain out-flow (e.g., for
requesting a status) or in-flow (e.g., for diagnostic control routine). For those interfaces, the measure for information
flow automatically results in a value of zero, which may be the reason why the information flow metric shows the weak-
est correlation of all measures tested in this study, both for interfaces and components.

The interface and component dependency coefficient measure showed the best performance for both interface and
component coupling. According to the definition given in equation 6, these measures could directly be applied to the sys-
tem design of the chassis control system. However, when using the dependency coefficient as a coupling measure, some
implications arise which may be counter-intuitive within the context of a real-world system. Similar to the information
theory measures, the dependency coefficient mainly scales with the number of coupled components. The amount of dis-
tinct messages shared between coupled interfaces or components is not covered. In addition, the direction of coupling is
not used, and therefore, a differentiation between afferent and efferent coupling is not taken into account.

The information-theory-based measures also achieved good performance in our test. For the Spearman analysis of
the component-level correlation, Size(mkjS) and Complexity(mkjS) achieved the strongest correlation. Similar to the
dependency coefficient, the measures for Size(mkjS) and Complexity(mkjS) mainly reflect the number of coupled com-
ponents or interfaces. This is also demonstrated in Figure 4. Unlike the dependency coefficient measure, which solely
reflects the number of coupled components or interfaces, the measures for Size(mkjS) and Complexity(mkjS) account
for redundancy and patterns in a system design [25].

TABLE 1 0 Results of interface level Spearman correlation

Measure rs r2s Ps Ranks

IDC 0.303 0.092 8.09E-07 1

Size(nijS) 0.253 0.064 0.00004 2

IC 0.243 0.059 0.0009 3

IIF 0.043 0.002 0.497 4

TABLE 9 Results of interface level Pearson correlation

Measure rp r2p Pp Rankp Linear regression

IDC 0.548 0.300 1.99E-21 1 y¼ 0:19þ0:73∗x

Size(nijS) 0.476 0.227 7.84E-16 2 y¼ 0:56þ0:03∗x

IC 0.367 0.135 1.50E-09 3 y¼ 1:9þ0:03∗x

IIF 0.201 0.040 0.001 4 y¼ 2:2þ0:26∗x
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However, these measures are designed around concepts which make their application to a real-world system not an
easy task. In information theory, an additional node representing the system environment is added to the system graph.
When applied to a real-world system, this requires that coupling to the system environment has to be generalized, which
may lead to an underestimation of the component or interface coupling. Furthermore, the calculation of coupling based
on the undirected representation of a system’s interconnectivity does not conform to Martin’s definition of component
instability [8] and may therefore not account for all notions of coupling in a real-world system. Another concept of
information-theory-based coupling measurement is the fact that these measures do not scale with multiple messages
shared between components or interfaces. According to the assumptions made in Section 4.3 about cognitive over-
loading, we expect the probability of introducing a fault during maintenance to increase even if data flow is added to
already coupled interfaces or components. However, this expectation is not captured by any of the measures for compo-
nent or interface coupling used in this study.

When combining the test results listed in Tables 7 and 8 with the accepted hypotheses in the context of the research
questions, we do believe that, out of the tested measures, the dependency coefficient and the information-theory-based
approach provides the best guidance for system integration testing activities at both interface and ECU level.

6.1 | Practical implications

Our proposition for the steps required for the practice of system integration testing in the automotive industry involves
the development process of the system architecture and design as well as the system integration testing. In the context of
the test data required for data-flow-based test coverage and coupling-based test case prioritization explained in previous
sections, this section describes the activities and steps relevant for practice. In Figure 5, the activities addressed for
coupling-based system integration testing of the V-Model are highlighted as a continuation of the V-Model develop-
ment process described in Section 4.1. Within this section, these activities are explained in detail alongside an activity
diagram shown in Figure 6.

The most important activity for coupling-based system integration testing is the system architecture design as well as
the software design since these provide a formal description of the system structure in terms of interacting software and
hardware components. In a first step, the graph abstraction of the system under test has to be derived based on its sys-
tem- and software architecture specifications. These design specifications are typically available at the beginning of the
series development of a vehicle in a machine-readable format, which can be converted to a system graph in a straight-
forward way. Even though the graph abstraction used in the studies provided in this work has been generated out of a
database export without manual steps involved, the system design tools were proprietary to the company at which the
study has been conducted. This has an impact on the necessary effort of generating the graph abstraction, as no existing
and publicly available tool chain can be used. Once the graph abstraction has been generated for the system under test,

F I GURE 5 Collaborating activities of the V-Model involved in the proposed approach of coupling-based system integration testing
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the coupling measures are collected for inter-ECU coupling as well as the coupling of each interface implemented by
each ECU. As a result, individual coupling values for each ECU as well as individual values for each external interface
implemented by these ECUs are added to the graph abstraction to create a coupling-annotated system graph abstraction.
This annotated graph abstraction is then provided to the system integration testing process, as its coupling values indi-
cate the probability of each element containing faults according to the correlation measured in Sections 2.

The process of system integration testing starts with a data flow analysis of the existing test cases to identify the data
flow used to (a) describe the system state for test case preconditions, (b) describe the stimulation applied to the system
during execution and (c) verify the system behaviour. A brief description of how component and interface interactions
are identified in test cases is provided in more details in previous work [5]. The data flow analysis of these existing test
cases results in the data-flow-annotated system integration test suites, which is then used with the coupling-annotated
graph abstraction for coverage analysis. If the existing test cases do not satisfy the coverage criteria, information about
uncovered data flow is used as input for the implementation of additional test cases. As discussed in Section 2, the over-
all space of observable data-flow-based system behaviour can become very large in a distributed system with moderate
complexity. Achieving full test coverage is in practice often not feasible. To implement additional test cases which have
a high chance of finding faults during execution, a prioritization technique is required. For this, a coverage measure
with high correlation to failure occurrence for the system under test is used according to the results shown in Section 5.
As a result, component behaviour which implements high coupling is considered for verification in additional test cases.
Once the desired coverage is achieved, test planning and execution takes place according to existing and widely used test
planning techniques, like testing of newly added or implemented features.

In summary, the described activities are repeated over the course of the series development project for each test
phase or milestone. Given the identification of test gaps and the prioritization of test cases according to error proneness
identified using coupling measures, the set of test cases considered for system integration testing evolves and improves
over time.

7 | THREATS TO VALIDITY

There are several threats to validity drawn from the setup and context of this study, which have been addressed as
follows.

7.1 | Conclusion validity

The conclusion validity of this work is mainly affected by the statistical power of the experiment. At first, data used for the
experiments stem from only one vehicle development project. In addition to that, the component level correlation analysis

F I GURE 6 Proposed activities for coupling-based system integration testing
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lacks statistical power for both Pearson and Spearman correlation. This is caused by the relative low number of ECUs con-
tained in the studied chassis control subsystem. Due to the fact that the research question is highly relevant for the automo-
tive industry, repetition studies are required to assure that the results provided in this work are reliable and valid.

7.2 | Internal validity

A major threat to the validity of this paper’s experiments is the manual data flow classification of failure-reports used
for the correlation analysis. As described in Section 4.6, a classification scheme has been used which was introduced in
a prior work. Even though the classification scheme’s effectiveness of describing the relevant data flow of a certain
failure-report has been studied in a dedicated work, manual steps are required to apply the scheme to real world fail-
ures. To address the reliability of the classification, it was ensured that the team who performed the failure classification
did not know the association between the failure reports and the test case which lead to its finding during execution.
The goal of this measure is to reduce the bias between the test scenario and the failure classification. Furthermore, it
was ensured that the data flow classification of a test case and its associated failure reports was not done by the same
team member. However, all team members knew about the purpose of their work and had a deep understanding of the
coverage criteria being the subject of this study during classification.

In addition to that, we selected all ECUs contained in the chassis control subsystem of a vehicle, which are further
connected to other ECUs contained in different subsystems. The ECUs contained in the chassis control system imple-
ment external software interfaces, which form dependencies based on the inter-ECU data flow. The graph abstraction
generated for this system therefore only reflects inter-ECU communication. However, in the context of the case study
design, this may affect our hypothesis that strongly coupled software interfaces are more prone to show failures during
system integration testing. An external software interface can also be coupled to other internal software components,
which we did not analyse in this study.

The second threat affecting the internal validity is related to the failure distribution analysis. For this, we used the
test results from the system integration testing phase performed during all milestones of the series development of the
chassis control system. Overall, 132 failures have been detected, which we assigned to the respective software interfaces.
Since one fault may cause multiple failures, the fault distribution would have provided a potentially more comprehen-
sive base for this study. However, due to the black-box nature of an automotive development project, information
about the fault which caused a certain failure is not available. In addition, it is important to mention that the selected
set of defects does not only contain failed behaviour in terms of a deviation from specified behaviour but also defects
caused by incorrect or incomplete specification and other types of defects [4]. Furthermore, taking every milestone of
the series development project into account may also have affected the results of this study. During early milestones,
not all functionality is fully implemented, which potentially can cause failed tests. In this study, this threat has been mit-
igated by excluding failures detected by testing incomplete functionalities. However, incomplete implementations can
cause failures in fully implemented functionalities in the form of subsequent effects, which cannot be fully controlled in
a real-world software development project.

7.3 | Construct validity

A threat to the validity of this paper’s experiments stems from the set of selected coupling measures. Due to the fact
that the AUTOSAR standard for embedded software does not inhibit common software design paradigms like
object orientation or caller–callee related inter-component communication, the goal of the metric selection per-
formed for this study is to select metrics which are directly applicable to the software architecture concepts com-
monly used in the automotive industry and described in Section 4.1. This may lead to the threat that the theory of
coupling is not clear enough to be measured by the selected coupling measures for the given system used in this
study. In addition to that, the information-theory-based metrics provided in Section 2.4 do lack statistical evidence
that coupling is actually measure. However, the impact of this threat is limited due to the superordinate goal of
finding correlations between the selected set of metrics and the software quality in terms of reliability.

7.4 | External validity

The external validity is also affected by a limited generalizability of the presented results, mainly because this study has
been conducted in a company based on a single development project. But also the nature of the studied chassis control
system limits the generalizability of the presented results to other non-automotive software systems. The AUTOSAR
standard for embedded software implemented by each ECU defines unique mechanisms for interconnectivity of multi-
ple software components, which greatly affects the generalizability of this study to component-based software systems
in general. We mitigated this threat by providing broad insight into the derivation of the system graph abstraction of
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the AUTOSAR-based software architecture. We transformed the software and system architecture design into a graph
abstraction, which is then used for all coupling measures. The goal of the graph abstraction is to abstract the automo-
tive software specific design paradigms and to provide a general basis to compare systems implementing different archi-
tecture patterns or programming paradigms.

8 | CONCLUSION AND FUTURE WORK

System integration testing of automotive subsystems is an extensive task, as multiple independently developed of-the-
shelf ECUs are integrated to implement a coherent set of software functions. This work studied the correlation between
several coupling measures proposed in scientific literature and the number of observed failures at two architectural
levels: the component level, which shows the interconnectivity of ECUs as components of the chassis control system,
and the software interface level, which represents the external software interfaces implemented by each ECU.

Our results provide the empirical foundation for potential approaches to guide test case selection by utilizing cou-
pling measures. We evaluated the correlation between such coupling measures proposed in literature and the failure dis-
tribution of a chassis control subsystem. Our contribution is a first step towards an approach for systematic selection of
test cases during integration testing of a distributed component-based software system with black-box components.

By testing five different coupling measures at both component and interface level, we found that measures which
reflect the number of elements coupled to a certain component or interface correlate best with the distribution of fail-
ures found during integration testing. Results indicate that over 70% of the failure distribution at the component level
can potentially be explained by these measures. We therefore believe that the number of coupled elements is an indica-
tor for failure-proneness and can be used to guide test case prioritization during system integration testing.

We further found that data-flow-based coupling measurements do not capture the nature of an automotive software
system and are therefore not applicable. Lastly, our study showed that measuring ECU coupling results in a substantially
stronger correlation with the failure distribution than the interface coupling metrics. We therefore believe that having a
grey box model showing the internal component structure for each externally developed ECU can improve system integra-
tion testing, as component coupling can be measured for each component with highly coupled internal subcomponents.

In future work, we will study the potential benefits of grey box models for of-the-shelf ECUs in comparison to con-
ventional black-box models. Furthermore, we highly agree with Xia’s definition of coupling as a composite measure
combining the number of dependencies, the complexity of shared information as well as the impact on dynamic behav-
iour. According to his definition, we will focus on different types of coupling and their impact on the dynamic behav-
iour of coupled elements.
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