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Abstract: To prevent terror attacks in which trucks are used as weapons as happened in Nice or 

Berlin in 2016, the European Project Autonomous Emergency Maneuvering and Movement Moni-

toring for Road Transport Security (TransSec) was launched in 2018. One crucial point of this project 

is the development of a map-aiding approach for the localization of vehicles on digital maps, so that 

the information in digital map data can be used to detect prohibited driving maneuvers, such as off-

road or wrong-way drivers. For example, a lane-level map-aiding approach is required for wrong-

way driver detection. Navigation Data Standard (NDS) is one of the worldwide map standards de-

veloped by several automobile manufacturers. So far, there is no lane-level NDS map covers a large 

area, therefore, it was decided to use the latest available NDS map without lane level accuracy. In 

this paper, a lane-level map-aiding approach based on a non-lane-level NDS map is presented. Due 

to the inaccuracy of vehicle position and digital map the map-aiding does not always provide the 

correct results, so probabilities of off-road and wrong-way diver detection are estimated to support 

risk estimation. The performance of the developed map-aiding approach is comprehensively eval-

uated with both real and simulated trajectories. 
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1. Introduction 

Positioning and digital road maps are two essential components in an Intelligent 

Transport System (ITS). Map-matching algorithms can connect these two components and 

locate vehicle positions on a digital map, so that the information available on the map 

such as direction of traffic flow and speed limit can be used for various ITS applications. 

In recent years, vehicle positioning has become increasingly accurate and reliable 

thanks to the rapid development of various satellite navigation systems and multisensor 

integration algorithms. China’s Beidou system, which is the third global satellite naviga-

tion system (GNSS) along with the American Global Positioning System (GPS) and Rus-

sia’s GLONASS, completed its worldwide coverage in June 2020. The complete European 

Galileo system is planned by 2021, making GNSS-based positioning more reliable and 

accurate. However, in environments with shadowing and multipath effects, GNSS-only 

positions may be not available or may be unreliable or inaccurate. Therefore, an Initial 

Measurement Unit (IMU) has been integrated into the positioning system to overcome 

the weaknesses of GNSS-only positioning. In addition, cameras and lidar can also be used 

for object detection, to provide the relative position and velocity of the vehicle to other 

objects. Since map-matching algorithms assume that vehicles are always on-road, errors 

in the positioning module can be detected and corrected. Therefore, digital maps can be 

considered as an additional sensor to support vehicle positioning [1]. Map-matching al-

gorithms can also be used for the positioning of trains [2,3]. The focus of this paper, how-

ever, is their application in road transport. 
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In this paper, a variant of a map-matching algorithm, a so-called map-aiding ap-

proach will be presented. The map-aiding approach is developed within the European 

Project Autonomous Emergency Maneuvering and Movement Monitoring for Road 

Transport Security (TransSec), which will be introduced in Section 2. However, the appli-

cation of the developed map-aiding approach is not limited to the TransSec project, thus 

more exemplary applications of the map-aiding approach will be introduced in Section 2. 

The basics of digital maps and map-matching will follow in Section 3. Section 4 introduces 

the developed map-aiding approach and its special functions on-/off-road decision and 

wrong-way driver detection including probability estimation, which are of great im-

portance for TransSec for risk estimation will be introduced. The map-aiding approach 

was evaluated with real and simulated trajectories and the results are presented in Section 

5. Conclusions and outlook are given at the end. 

2. Potential Applications of the Lane-Level Map-Aiding Approach and the Project 

TransSec 

2.1. Potential Applications of the Lane-Level Map-Aiding Approach 

With the development of advanced driver-assistance systems (ADAS), autonomous 

driving and an increased demand for road safety (e.g., “roads without victims”, [4]) a lane-

level map-aiding approach of the vehicles is becoming more and more important. 

In reality, from the point of view road safety, it cannot be assumed that drivers al-

ways obey traffic rules, as they may violate traffic rules intentionally or unintentionally. 

For example, the distraction or even microsleep of a driver can cause the vehicle to leave 

the lane unintentionally and lead to accidents. Therefore, there are lane-support systems 

using cameras to detect the road markings and alert the driver if the vehicle is close to the 

road markings. However, the detection of road markings depends on many factors, such 

as marking quality, pavement conditions, surrounding environment. Even in day light 

and dry pavement conditions, the fault rate is about 2% [5]. The lane-level map-aiding can 

provide supplementary information in which lane the vehicle is actually moving. 

Another application of lane-level map-aiding approach is in the field of wrong-way 

driver detection [6]. Since accidents caused by wrong-way drivers often result in fatal per-

sonal injuries and property damage, error-free detection of wrong-way driving is essen-

tial. By identifying the vehicle position in the lane-level, the attributes of a lane, such as 

the direction of traffic flow can be used for wrong-way driver detection. 

Map-aiding also allows to check whether the vehicle is off the actual road in certain 

areas. This can be used to check whether the vehicle is, for example, illegally moving in 

pedestrian zones and thus endangers passengers. 

In the event of terrorist attacks where vehicles are used as weapons, all the above-

mentioned scenarios could happen. Terrorists may drive intentionally towards road curbs 

as wrong-way drivers, or illegally into pedestrian zones towards the crowd of people 

without keeping the speed limit. To prevent terrorist attacks where a truck was used (e.g., 

in Nice and Berlin [7,8]) or in general so-called vehicle-ramming attacks [9] in the future, 

the TransSec project was launched in February 2018. It will be introduced in Section 2.2. 

2.2. Project TransSec 

European Commission funded the European TransSec Project for three years [10]. 

The aim of TransSec is to create a non-override driving system. The system can monitor 

the vehicle permanently and start emergency routines, in case of critical driving maneu-

vers, to reduce the arising danger.  

A robust and reliable positioning system is one of the core features of this security 

system, the positioning accuracy requirement is 0.5 m lateral and 1.0 m longitudinal [11]. 

The latest developments of the Galileo navigation satellite system improves the GNSS po-

sitioning, signal authentication can detect spoofing, jamming and other manipulations. To 
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ensure a reliable position, even in challenging urban environments like city canyons, the 

inertial sensors are integrated in the positioning system [12]. 

One crucial component of the TransSec project is the risk estimation. For risk estima-

tion, if it is a potential terrorist attack, the prohibited driving maneuvers, like driving ille-

gally in pedestrian zones or making prohibited turns, need to be detected and for this the 

information of the digital road map can be used. For the localization of the truck on the 

map by the map-matching or map-aiding approach, the truck’s coordinate from the posi-

tioning system is necessary. Besides, for detection of the dynamic objects nearby the truck, 

such as pedestrians or other vehicles, cameras and lidar sensors can be used [13]). A risk 

estimation can be carried out based on motion tracking of dynamic objects and map-

matching approach. In case of critical driving maneuvers, the security system will inter-

vene to reduce the danger and warn the surrounding vehicles drivers and pedestrians 

about the danger through vehicle-to-everything (V2X) communication. 

The main task of the Institute of Engineering Geodesy from the University of 

Stuttgart (IIGS) in TransSec was the digital road map, the map-matching and map-aiding 

approach respectively, which are the focus of this paper. 

3. Map-Supported Positioning 

3.1. Digital Road Map 

The digital road map is a fundamental component for navigation and autonomous 

driving. Geometric, topologic and semantic information of road network is contained in 

digital map. For navigation applications, a road junction is represented by nodes and 

links, which are interconnected and form the road centerlines [14]. With the development 

of autonomous driving, the need for lane-level maps, also known as High Definition (HD) 

maps, is increasing. An overview and analysis of current HD maps can be found in [15]. 

In addition to the geometric and topologic information, the digital road map encloses rel-

evant attributes of the road elements (e.g., direction of traffic flow, street name, junction 

type) and relations (e.g., turn restrictions) for automotive purposes. 

Various standardized formats have been defined for the interoperability of digital 

road maps from different providers, such as HERE and TomTom [16], for example Geo-

graphic Data File (GDF [17]), Navigation Data Standard (NDS [18]) and Open Dynamic 

Road Information for Vehicle Environment (OpenDRIVE [19]). 

The NDS format is one of the global map standards developed by several automobile 

manufacturers, such as Daimler, BMW, Volkswagen Hyundai, application developers 

and map providers, such as Bosch, HERE and TomTom [18]. It is a standardized binary 

format whose typical advantages are e.g., incremental map updates and fast search capa-

bilities in with databases using standardized parameters [18,20]. All data are assigned to 

the appropriate building block that addresses specific functional aspects of NDS (see Fig-

ure 1) in NDS format.  

 

Figure 1. Overview of NDS building blocks after [21]. 
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3.2. Basics of Map-Matching 

Map-matching is a technique that integrates vehicle positioning data with digital 

road map data and is required to unambiguously identify the correct road link on which a 

vehicle is driving. By using orthogonal projection, the vehicle location on the matched 

road can be determined [22]. 

Map-matching technologies have become increasingly important in the last twenty 

years and there are numerous review articles as well as new developments on this topic 

[23–29]. In general, the map-matching algorithms can be classified into three categories: 

geometric, topological and attribute-based algorithms [1]. Geometric algorithms consider 

the geometric information of the digitalized points and lines. Typical geometric ap-

proaches are point-to-point matching, point-to-curve matching and curve-to-curve 

matching [30–32]. In topological algorithms the relationship between the features (points, 

lines and polygons) is taken into account. Typical relationships on the digital road maps 

are for example, the connectivity and contiguity of the road links, on which many map-

matching algorithms are based [24,27,28,33,34]. In addition to geometric and topological 

information, the attributes on the digital road map can also be used to improve the relia-

bility of map-matching algorithms. Typical attributes include the street name, travel di-

rection, average speed, number of lanes, functional road classes, turn restrictions at the 

junction, etc. They can be used to avoid or correct incorrect matching of the vehicles 

[26,29,35–40]. Map-matching algorithms can be optimized by considering stochastic and 

decision-making methods (e.g., fuzzy logic [41], Dempster-Shafer theory, belief function 

theory). 

In recent years, more and more lane-level map-matching algorithms have been de-

veloped based on HD maps [6,42,43]. The HD maps contain much more detailed and ac-

curate information than the current navigation maps [15]. However, the new challenges 

are, for example, the real-time capability since a large amount of information needs to be 

considered and the topological connectivity information is not included in the lane-level 

map data and needs to be calculated in real-time [6]. 

3.3. Map-Matching Criteria and Total Weighting Score (TWS) 

To identify the most probable candidate road link around the measured vehicle po-

sition (defined as an elliptical or rectangular confidence region around the vehicle), sev-

eral criteria can be considered, such as the heading, closeness/proximity and connectivity. 

In [29], a weighting-function based map-matching algorithm was developed that consid-

ers all three similarity criteria: heading, closeness/proximity and connectivity. In this way, 

a so-called Total Weighting Score (TWS) can be calculated. 

The candidate road link showing the highest TWS is determined to be the most likely 

candidate road link. The vehicle’s location is then matched with this road link. 

However, this map-matching approach does not provide the solution for the Trans-

Sec project. Yet, it is the basic algorithm for the design of the map-aiding concept, there-

fore, and is therefore described below. 

3.3.1. Map-Matching Criteria 

The heading criterion describes the difference between the heading angles of the ve-

hicle and a certain road link (after [24,28]), which can be expressed as a cosine function 

(see Equation (1)). Thus, the smaller the ∆�, the higher the weight �(∆�) will be:  

�(∆�) = cos (∆�), (1)

where the difference ∆� between these two headings is defined as the angle between two 

2D vectors �� and ��, one originating from the vehicle position and the other is from 

the road link: 
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∆� = �
������ (

��∙��

|��|∙|��|
), 0° ≤ ∆� ≤ 90°

180° − ������ (
��∙��

|��|∙|��|
), 0° < ∆� ≤ 180°

. (2)

In addition to the heading criterion, the proximity criterion depends on the distance 

� between a point and a line in 2D, which is calculated as follows: 

� =
��,����,�,����,�,�����,����,�,����,�,������,�,���,�,����,�,���,�,��

�(��,�,����,�,�)��(��,�,����,�,�)�
, (3)

where (��,�, ��,�) are the coordinates of a measured vehicle position at epoch �, the points 

(��,�,�, ��,�,�) and (��,�,�, ��,�,�) are the starting point and the endpoint of a road link �, 

respectively. 

The last criterion considered in the proposed algorithm is the link connectivity that 

is denoted as (after [24]): 

� = �
1, ���ℎ ������������
0, ���ℎ��� ������������

. (4)

As illustrated in the Figure 2, the previously identified road link is marked in blue 

and the black dot in the orange square (the buffer zone) denotes the current vehicle posi-

tion. For the road links connected to the blue link (marked in purple), the � value is 1 

(see Equation (4)); otherwise, there is no connectivity to the blue link, and � is thus equal 

to 0. The road links with no connectivity to the previously identified link are marked in 

grey. This compensates for the shortcomings of geometric map-matching algorithms, 

which often fail because the connectivity between the current and the previously identi-

fied road link is not considered. Furthermore, the connectivity criterion in [24] is improved 

by comparing the length of the matched road link and the vehicle’s travel distance in one 

measuring epoch (e.g., 1 s) to reduce the percentage of mismatch in this work. 

 

Figure 2. Relationship between road links with and without connectivity to the previous matched 

one ([29]). 

3.3.2. Total Weighting Score (TWS) 

Since the heading angle of the first fixed vehicle position may be inaccurate, it is not 

used in the algorithm, so the map-matching process start with epoch number � = 2. Using 

the abovementioned criteria, a weighting-function can be defined as (after [24,28]): 

��� = �� cos(∆�) + �� �
√����

√��
� + ���, (5)

where the TWS for the measured vehicle position at epoch � is determined from the 

weighting coefficients �� , ��  and ��  and the parameters ∆� , �  and �  related to 

heading, proximity and link connectivity criteria in Equations (2)–(4), respectively. The 

variable � is used to define the buffer size (size of clipping window) for the search of the 
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road link candidates. Since the second point of the vehicle trajectory has no previous 

matched road link, the coefficient �� is set to zero for � = 2. 

It has to be mentioned that the values of the weight coefficients ��, �� and �� are 

not predefinedand may depend on the operating environment. As stated in [24], either 

equal values or empirically determined values can be chosen for these coefficients. In the 

context of this work, it is convenient to assume the values in Equation (6) for ��, �� and 

��: 

�� =
�

�
, �� =

�

�
, �� =

�

�
. (6)

Further details on this map-matching algorithm can be found in [29]. The accuracy 

of the measured vehicle position and the map are the essential factors for the performance 

of the map-matching algorithm. Inaccuracy of the measured vehicle position and the map 

may lead to incorrect results, i.e., means the most likely road link is not always correctly 

identified. Moreover, the variable � is equal to half of the side length of the square buffer. 

According to the research results in [27], choosing an appropriate buffer size is not a sim-

ple matter, since it has a great impact on the map-matching result. These conditions lead 

to a complex adaption, integration and further development and research work. 

4. Map-Supported Positioning 

4.1. Data Availability and Quality Analysis 

Different NDS versions have been analyzed. The lane-level geometry is defined in 

the latest version of the NDS format 2.5.X. However, no lane-level NDS map with a large 

coverage is available so far. Therefore, it was decided to use the latest available NDS map, 

which was Version 2.4.2 at the beginning of the project in 2018. 

The map data availability of the NDS map Version 2.4.2 was investigated. The feature 

and attributes availability of TransSec use cases, such as pedestrian zones, shopping street 

and marketplaces as well as tourist promenades, were analyzed in details and the results 

are presented in [44] and it is not focus of this paper therefore it will not be shown again. 

Furthermore, because the quality (especially the geometric accuracy) of map data is 

extremely important for the performance of the map-matching or map-aiding approaches, 

the quality of NDS map was analyzed. The results show that in the test area (total length 

of 147 km, mainly on non-motorway roads in urban areas, highway on-ramps and off-

ramps and the German Autobahn), the absolute accuracy of the map is about 1.5 m and 

the relative accuracy is about 0.5 m [44]. 

4.2. Map-Aiding Approach 

A map-matching algorithm is not a solution for the TransSec project, because it as-

sumes that the truck is always on the road, so the algorithm “pulls” the truck’s position 

onto a road, so that it only detects the situation on the road. However, in the event of a 

terrorist attack, the driver could drive over road curbs, so that it is off the road, enter a 

prohibited or a restricted area, such as a pedestrian zone or a marketplace, or drive in the 

wrong direction. Consequently, a concept called map-aiding is being developed for the 

TransSec project. 

The map-aiding approach detects areas where the truck should not travel and esti-

mates deviations from the normal road course. The map-aiding approach can be consid-

ered as a modified and improved algorithm based on map-matching. It considers both on-

road and off-road situations, detects wrong-way drivers, and provides the necessary in-

formation to identify whether the truck is potentially traveling in prohibited or restricted 

areas. 

Another limitation of classical map-matching is that only one candidate road link is 

determined and displayed to the user. In the case of off-road situations, the truck may be 

located between two (or more) road links. If the TWS for two (or more) road links are quite 

similar, map-aiding should provide more than one road link. Therefore, map-aiding uses 
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the most likely road link and other candidate road links in the defined buffer zone derived 

from map-matching as a baseline information. The principle of map-aiding can be divided 

into the following steps: 

(1) step 1: search for road candidate based on a well-defined weighting-function accord-

ing to Equation (5) in Section 3.3.2, 

(2) step 2: identification of the road link with the highest TWS (reference link), 

(3) step 3: computation of the lateral position deviation d from the vehicle position to the 

identified road link (reference link), 

(4) Step 4: on-/off-road detection including a comparison of probability estimation (see 

Section 4.3), 

(5) step 5: identification of the lane on which the vehicle is travelling; wrong-way driver 

detection including probability estimation (see Section 4.4), 

(6) step 6: provide all necessary results (e.g., speed limit and direction of traffic flow, link 

type and number of lanes) of the reference link to identify potential risks. 

Here it is essential to emphasize that map-aiding provides more additional infor-

mation besides the identified road link with highest TWS. If more than one road links is 

located in the defined buffer zone, the associated results such as the calculated TWS, the 

coordinates of the start and end node of the road link, and the shortest distance for each 

link are stored additionally to identify potential risks. 

Based on the above considerations, the main advantages of map-aiding compared to 

map-matching are highlighted as follows: 

(1) The identification on which lane the vehicle is actually traveling is added. 

(2) The probability estimation of the on-/off-road or the wrong-way driver is added. 

(3) Multiple road links are provided (if needed). 

Since the actual road width is not available, it has to be derived from the number of 

lanes. As mentioned beforehand, the NDS map database (version 2.4.2) used in the Trans-

Sec project is at road-level, in which no lane geometry is included. For example, a multi-

lane road is modeled as one single polyline representing the road center line. However, 

the attribute “the number of lanes” is available for most roads, but no exact value of road 

width or lane with is assigned to each individual road link. Thus, the implemented lane 

identification within the map-aiding is based on the assumption that the lane generally 

keeps an approximately constant width of 3.50 m. This default value can be found in the 

region metadata table of Overall Building Block in NDS data. 

4.3. On-/Off-Road Detection including Probability Estimation 

In the case of terrorist attacks, the vehicle could drive over the road curb so that it is 

off-road; therefore, the off-road situation needs to be detected and the probability needs 

to be calculated. 

Figure 3 gives an example of a four-lane road to illustrate how an on-/off-road deci-

sion based on the number of lanes can be done.  

 

Figure 3. Illustration of the lane identification using number of lanes and lane width. 
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The basic idea of on-/off-road detection is to compare the plumb line distance of the 

vehicle from the center of the road � and half width of road �, their difference ��� can 

be calculated as: 

��� =  � − 0.5 ⋅ �, (7)

where the road width � can be calculated by the lane width �� and the number of lanes 

�� from the map data: 

� =  �� ⋅ ��. (8)

Generally, from a statistical point of view, a significance test is performed to check 

whether ��� is significantly larger or smaller than zero: 

�(���) = �
> 0, �ℎ�� �ℎ� ��ℎ���� �� ���-����,
≤ 0, �ℎ�� �ℎ� ��ℎ���� �� ��-����.

 (9)

For the probability estimation, the standard deviation of ��� needs to be calculated, 

for this purpose the standard deviations of � and � (��, ��) are required. 

The standard deviation of the plumb line distance �� can be obtained by variance 

propagation from the Equations (3), and the associated variances as follows: 

����
= ���� ����,�

, ���,�
, ���,�

, ���,�
, ���,�

, ���,�
�, (10)

�� =  �
��

���,�

��

���,�

��

���,�

��

���,�

��

���,�

��

���,�
�, (11)

�� = ��� ⋅ ����
⋅ ��

�, (12)

where �� is the Jacobian matrix of Equation (3) and ����
is its associated covariance ma-

trix. �� is the standard deviation of the map. Here, it represents the average deviation of 

the map from the true reference.  �� = 1.5 m is set based on empirical investigations in 

[44] and was divided equally between X- and Y-direction, it means ���
� = ���

� =
�

�
��

� . 

�� is the standard deviation of the vehicle position. Either this can be taken dynam-

ically from the position determination with each new time step or, if this is not possible, 

it can be determined as a static value. In the simulation in Section 5.1.2 different values 

are set. If no separate standard deviation for X- and Y-direction is available, a uniform 

distribution is assumed here as well. 

The standard deviation of the road width �� can be calculated by equation based on 

Equation (8) and variance propagation: 

�� = �� ⋅ ���, (13)

where ��� is the standard deviation of the lane width. For the test area, an average value 

of ��� = 1.12 m could be determined based on a random sampling of � = 250. 

The standard deviation ����
 can now also be determined by applying the variance 

propagation to the Equation (7) as follows: 

����
= ���

� + 0.25 ⋅ ��
� . (14)

For deciding if �(���) > 0 or �(���) ≤ 0 in Equation (8), the test quantity � needs 

to be determined as follows: 

� =
���

����

. (15)

It is assumed that � follows the standard normal distribution, with the help of the 

Φ(�) respectively 1 − Φ(�) the according probability can be calculated [45]. For exam-

ple, if the vehicle deviates 2.5 m off the road (��� = 2.5 m) and a standard deviation of 
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����
= 1.2 m can be calculated, this results in a test statistic of � = 2.08 and thus a prob-

ability of Φ(2.08) = 0.9812 = 98.12% that an off-road case exists. 

4.4. Wrong-Way Driver Detection including Probability Estimation 

In the event of a terror attack, a vehicle may travel in the direction opposite to the 

permitted direction of travel established for this road link. Therefore, the wrong-way 

driver must be detected and its probability must also be calculated. 

Roads have three options for regulating traffic. They can be open for traffic in one, 

two or no direction. On the map, the object attributes correspond to one-way, two-way or 

closed. For roads with the attribute closed, a wrong-way driver can be directly assumed. 

More detailed investigations are required for the other two possibilities, and the proce-

dure for doing so is described in sections 4.4.1 and 4.4.2. In Section 4.4.3 it is explained, 

when the wrong-way driver alert is sent. 

4.4.1. Road Link with Attribute “One-Way” 

If the attribute “one-way” is appropriate, the permitted direction of travel can be di-

rectly and unambiguously determined from the geometry and attribute of the road link. 

The geometry, more precisely the start and end point of the road link, determines the 

direction of the road. However, this does not have to correspond to the permitted direc-

tion of travel. Whether it corresponds to this is stored as its attribute. The wrong-way 

driver check decision is based on a comparison of the angle between the trajectory of the 

vehicle ��,� and the road link ��,�. When driving in the correct direction, the two angles 

differ only slightly. In case of a wrong direction of travel, they differ significantly. In Equa-

tions (16) and (17) the angles are calculated as follows:  

��,� = ������
��,�,����,�,�

��,�,����,�,�
, (16)

��,� = ������
��,����,���

��,����,���
, (17)

where (��,���, ��,���) and (��,�, ��,�) are the coordinates of a measured vehicle position at 

epoch � and �-1 respectively, the points (��,�,�, ��,�,�) and (��,�,�, ��,�,�) are the starting 

point and the endpoint of a road link �, respectively. 

With the angles calculated this way and the associated standard deviations 

(���
 , ���

), a significance test is performed to check whether they differ significantly. If 

so, a wrong-way driver is assumed. The standard deviations ���
 , ���

 depend on the pre-

vailing geometry and therefore have to be recalculated at every time step. This is carried 

out by variance propagation from the standard deviation of the map �� and the position 

of the vehicle ��. For example, the calculation of ���
 is based on Equations (18)–(20). The 

calculation of ���
 can be calculated in a similar way by the variance propagation using 

the standard deviation of the vehicle position ��: 

������
= ��������,�

, ���,�
, ���,�

, ���,�
� , (18)

�� =  �
���

���,�

���

���,�

���

���,�

���

���,�
�, (19)

���
= ��� ⋅ ������

⋅ ��
� (20)

4.4.2. Road Link with Attribute “Two-Way” 

If the attribution “two-way” is appropriate, it is not possible to infer the allowed di-

rection of travel from the orientation of the road link, because both directions of travel are 

allowed. In countries with right-hand traffic, however it can be assumed, that the direction 
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of travel to the right of the center is positive and to the left negative. In other words, a 

vehicle must always be right of the centerline following its own direction of travel. The 

middle of the road is used here as the separation between the lanes. However, this is not 

optimal, because for road links with an odd number of lanes, the center of the road lies 

within the middle lane. Therefore, no statement can be made for this lane, since more 

detailed information are missing. 

Case: Even Number of Lanes 

For an even number of lanes, it can be assumed that the center represents the separa-

tion between the two directions of travel. Thus, the position of the vehicle, left or right of 

the centerline in the direction of travel can be used to determine whether it is traveling in 

the correct direction. In other words, a significance test is applied to decide whether the 

position of the vehicle is to the left or to the right of the center of the road. For this purpose, 

it is first checked whether the vehicle is significantly away from the center line. Thus, it is 

tested whether the distance is significantly different from zero, with �(�) ≠ 0 or �(�) =

0. In reality, the geometrical center of the road may not correspond with the line separat-

ing the two directions of travel (see Figure 4). This distance is called ���� . An expected 

value (mean) of zero is assumed over the entire map, since values cancel each other out 

due to the different signs depending on the direction of travel. The actual differences are 

thus described by their standard deviation, in which the improvements are quadratic, 

therefore independent of the sign. This was determined at �����
= 0.68 m, based on a ran-

dom sampling of � = 100 in the test area. The distance to the center line and its standard 

deviation are thus calculated as follows: 

��� =  � + ����, (21)

����
=  ���

� + �����

� . (22)

 

Figure 4. Illustration of the difference between centerline and the geometrical center of the road. 

For deciding if �(���) ≠ 0 or �(���) = 0 the test is performed analog to Section 

4.3. If it is determined that the vehicle position is different from that of the centerline, a 

determinant test can be used to determine whether the vehicle is to the left or to the right 

of the centerline. For this purpose, the auxiliary matrix � is set up and then its determi-

nant Λ is determined: 

� =  �

1 ��,� ��,�

1 ��,� ��,�

1 ��,� ��,�

� (23)
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� = ��� �. (24)

The determinant � can take three values (� =  {−1, 0, 1}), where Λ = 0 is excluded 

by the preceding test. For � = −1, the vehicle is on the right and thus correct side of the 

centerline. For � = 1 it’s on the left side, indicating that the driver is the wrong way 

round. 

Case: Odd Number of Lanes 

If there is an odd number of lanes, this statement can only be made for all lanes except 

the middle one, as mentioned above. To ensure that the vehicle is not in the middle lane, 

it is checked whether the vehicle is significantly more than half a lane width from the 

centerline. This can also be expressed by the difference ���, which is larger than zero for 

all lanes except the middle one: 

��� =  � − 0.5 ⋅ ��, (25)

����
=  ���

� + 0.25 ⋅ ���
� . (26)

For deciding if �(���) > 0 or �(���) ≤ 0 the test is performed analog to Section 

4.3. If it is determined that the vehicle is on another lane than the middle one, a determi-

nant test (analog to the procedure with an even number of lanes) is performed to decide 

for the driving direction. 

4.4.3. Wrong-Way Driver Alert 

Due to different influences, which will be explained in more detail in Section 5.3, false 

alarms occur during the wrong-way driver detection. To reduce these, an alarm is only 

issued if at least three consecutive, different positions have triggered a wrong-way driver 

message. By doing so, the rate of false alarms could be reduced by about 60%. However, 

the reaction time is extended by two seconds, at a GNSS data rate of 1 Hz, which was 

considered to be acceptable. 

5. Evaluation 

5.1. Test Scenario 

5.1.1. Real Trajectories 

Comprehensive test drives are carried out in the vicinity of Stuttgart Untertürkheim, 

Esslingen and Weinstadt with a total distance of approx. 55.1 km. The trajectories contain 

27,452 vehicle positions and 430 number of road links, they are presented in Figure 5. For 

the test drives carried out by the project partner Daimler, different geodetic-grade/high-

end GNSS receivers are applied for performance evaluation. One of them is the BX982 

GNSS receiver provided by the company Trimble [46]. The multi-channel and multi-fre-

quency Trimble BX982 has a dual antenna input and is capable to achieve centimeter-level 

accuracy and heading [46]. The positioning accuracy obtained with GNSS depends to a 

large extent on the environmental conditions and the mode of operation [47]. 



Sustainability 2021, 13, 9724 12 of 19 
 

 

Figure 5. Kinematic GNSS trajectories for testing the Map-Aiding approach (view in QGIS). 

5.1.2. Simulated Trajectories 

In addition to the real data, simulated data was also used for evaluation. With these 

simulated data, larger data sets could be generated with reasonable effort, and trajectories 

could be created that included driving maneuvers, such as wrong-way driving, which 

could not have been recorded in real traffic. 

For this purpose, “nominal trajectories” �� were first generated, to which an error 

was added. By generating the ”nominal trajectories” first, they could be used for the eval-

uation of the map-aiding results. In addition, the comparability of the individual trajecto-

ries could be guaranteed. Since they describe the same driving maneuver in the origin and 

differ only in their simulated errors. 

To generate the nominal trajectories, an algorithm has been developed that generates 

random routes based on a digital road map and the attributes contained therein. At the 

beginning, the generator randomly selects a road edge and determines an initial direction. 

This initial direction represents the direction of travel. In this direction, the algorithm 

searches for the next intersection and stores all road edges that are “traveled” up to this 

intersection. At the intersection, a random decision is made in which direction to continue 

the “driving”. Thus a sequence of individual road edges is created. The exact positions are 

then interpolated between the start and end points of the individual road edges. The num-

ber of these positions depends on the length of the segment and the maximum speed al-

lowed in each case. In this way, for example, wrong-way drivers can also be simulated, 

e.g., by turning into a one-way street against the permitted direction of travel at an inter-

section. Since the maximum speed is always assumed, traffic lights, stop signs and traffic, 

for example, are not taken into account. Also, all roads are driven on with the same prob-

ability and thus similar frequency. Thus, contrary to reality, main roads do not occur more 

frequently in the trajectories than secondary roads. 

A typical behavior of GNSS trajectories, especially in urban environments, is a paral-

lel offset of the trajectory section [48,49]. To consider such systematics, which can be 

caused e.g., by the geometric constellation or multipath effects [50] the “nominal trajecto-

ries” are adjusted by applying a systematic error ���,� and a random error �� [51]. The 

root mean square of the measurement deviations Δ� is used as a parameter for the assess-

ment of systematic and random error [52]: 

 �� = �����,��
�

+ |��|� (27)
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where Δ� is constant for one simulation run. In the evaluations, the values 0.5, 1 and 2 m 

were chosen. The ratio between ����,��
�
 and |��|�is chosen randomly, but is constant for 

a road link (�). 

The systematic error is described by two parameters. The first parameter �� indi-

cates the size of the error (����,�� = ��) and the second �� the direction of the error, which 

is selected randomly, but is fixed for a complete road link (see Figure 6): 

���,� =  �� �
��� ��

��� ��
�. (28)

The random error is represented by a multivariate normal distribution �, with the 

expected value � = � and the covariance matrix ���,�, which contains the standard de-

viation divided in X- and Y-direction (����,�
� = ����,�

� =
�

�
���,�

� ): 

�� ~ ���, ���,��, (29)

���,� = �
����,�

� 0

0 ����,�
�

�. (30)

In order to assign a point of a nominal trajectory �� with both, the systematic and 

the random error, the systematic error (cf. Equation (28)) is applied first. The result is then 

taken as the expected value of the normal distribution (cf. Equation (29)). Thus, the fol-

lowing model is obtained for a point with simulated error ��: 

�� = � ��� + �� �
��� ��

��� ��
� , ���,��. (31)

 

Figure 6. Shifted target position with systematic and random error parameters. Generation of tra-

jectory points with simulated error (green) for a road link (turquoise) by applying a simulated error 

with parameters �� and ���,� to the nominal trajectory points (blue). 

In total, “target trajectories” with an approximate total length of 1980.4 km were gen-

erated. These are distributed as shown in Table 1. 

Table 1. Distribution of the driving maneuvers of the simulated trajectory data. 

Driving 

Maneuvers 
Cases 

Number of 

Positions 

Number of 

Road Links 

Regular drives - 160,261 3124 

Off-road drives - 4173 42 

Wrong-way 

driver drives 

One-way road 1237 41 

Oncoming traffic 1226 45 

Closed road 382 22 
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5.2. Results 

In the following, the numerical results, divided into simulated and real trajectories, 

are shown. 

5.2.1. Results of Real Trajectories 

Since the test drive is in an urban environment, the truck is always traveling on the 

road and there are no off-road or wrong-way driver scenarios. The real trajectories can be 

used to investigate the performance of the map-aiding algorithms for on-road scenarios 

in a complex urban road network. 

Tables 2 and 3 present the confusion matrix of off-road and wrong-way driver detec-

tion for real trajectories respectively. Since the real trajectories do not contain any off-road 

or wrong-way driver parts, only the specificity or false positive rate can be analyzed. For 

the false positive rate, a value of ���� = 1.25% respectively ���� = 0.35% was achieved. 

This means, that the developed map-aiding approach performs quite well even at com-

plex road conditions such as road intersections, junctions, overpasses and underpasses. 

The results are quite satisfying, since the density and complexity of road network in urban 

areas is much higher than that in rural areas and on highways, the proposed map-aiding 

approach pays special attention to urban areas where map-aiding can be particularly chal-

lenging. Mostly, the map-aiding approach delivers correct results for on/off-road estima-

tion and lane identification although the road geometry (e.g., of intersections) on the dig-

ital road map database is strongly simplified or the vehicle positions are very inaccurate. 

Table 2. Confusion matrix of off-road detection results for real trajectories. 

 Actual: Yes Actual: No 

Predicted: Yes - 344 

Predicted: No - 27108 

Table 3. Confusion matrix of wrong-way driver detection results for real trajectories. 

 Actual: Yes Actual: No 

Predicted: Yes - 95 

Predicted: No - 27357 

5.2.2. Results of Simulated Trajectories 

Therefore, for a complete evaluation of the detection rate, the simulated trajectories 

have to be used, which also include simulated prohibited driving maneuvers. Tables 4 

and 5 show the confusion matrix of off-road and wrong-way driver detection for simu-

lated trajectories with different measurement deviations Δ�  = 0.5, 1 and 2 m. 

Table 4. Confusion matrix of off-road driver detection results for simulated trajectories. 

  �� = �. � �  �� = � �  �� = � � 

 Actual: Yes Actual: No Actual: Yes Actual: No Actual: Yes Actual: No 

Predicted: Yes 4168 1582 4165 1826 4158 1956 

Predicted: No 5 161,524 8 161,280 15 161,150 

Table 5. Confusion matrix of wrong-way driver detection results for simulated trajectories. 

  �� = �. � �  �� = � �  �� = � � 

 Actual: Yes Actual: No Actual: Yes Actual: No Actual: Yes Actual: No 

Predicted: Yes 2842 228 2834 465 2821 456 

Predicted: No 3 164,206 11 1,639,969 24 163,978 



Sustainability 2021, 13, 9724 15 of 19 
 

As shown in Table 6, the false positive rate is in a similar range of values as for the 

real trajectories in Section 5.2.1. Therefore, it can be assumed that the simulated trajecto-

ries are well suited for the evaluation of the algorithm. 

Table 6. Results of statistical quality criteria for simulated trajectories. 

   �� = �. � �  �� = � �  �� = � � 

Off-road 

detection 

False positive rate 

[%] 
0.970 1.120 1.199 

Sensitivity [%] 99.904 99.808 99.640 

Wrong-way 

driver detection 

False positive rate 

[%] 
0.139 0.283 0.278 

Sensitivity [%] 99.894 99.613 99.156 

From the off-road detection result, it can be seen that the false positive rate decreases 

as the position accuracy increases, so that the position accuracy correlates with the false 

alarms rate. This correlation cannot be seen for the wrong-way driver detection. There, a 

limited growth is shown, which, on the other hand, is accompanied by a decreasing sen-

sitivity. This can be explained by the fact that here the significance of the results is rejected 

more often, which leads to more omitted alarms. The wrong-way driver detection works 

well for both common and structurally separated lanes. Due to the larger tolerances that 

occur when a lane can only be used in one direction (separated lane or one-way street) the 

results are better. 

5.3. Analysis 

In general, the map-aiding approach works well. Its performance depends on two 

main factors. On the one hand on the accuracy of the vehicle position, on the other hand 

on how much the road differs in reality from the assumptions that are defined (map ac-

curacy). 

Figure 7a is an example within the real trajectories introduced in Section 5.1.1. It gives 

an impression of common environmental conditions in urban areas in which the view of 

the sky is partially blocked by trees along both sides of the road. Therefore, the position 

from the GNSS is very inaccurate (the error due to multipath effect could be several me-

ters). Although the reference link is correctly identified, the estimated positional deviation 

from the inaccurate vehicle position to the reference link is 7.22 m, larger than the half 

width of a two-lane road (3.5 m). The vehicle position is identified as off-road with a prob-

ability of 99.99% and an off-road distance of 3.72 m. The perpendicular foot of the off-road 

vehicle position on the identified reference link is represented by a light red rectangle 

symbol. In this challenging scenario, the integration of sensors instead of GNSS-only 

could be helpful. 
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(a) (b) 

Figure 7. Incorrect off-road estimation due to GNSS inaccuracies (a) and map data inaccuracies (b). 

Figure 7b represents another example with incorrect off-road estimation due to inac-

curacies in the road map data. At approximately vehicle position G7 the two lanes of the 

road “Esslinger Straße” are separated by a grass median strip. This real-world road ge-

ometry is not considered in the road map data. This directly leads to the incorrect off-road 

estimation for vehicle positions G8 to G10, although the vehicle is actually on the road. In 

this challenging scenario, object detection based on camera and lidar or HD maps is es-

sential to avoid false alarms. 

In general, there are three factors for the inaccuracy of the map data. First, the as-

sumption that the centerline representing the road on the map is the same than the center 

of the road in reality. However, this is not always the case, and individual roads can be 

much less accurate. In fact, this is usually a displacement of the complete street perpen-

dicular to it. Depending on the sign of the displacement, this can result in both, omitted 

alarms and false alarms. This factor was considered with the standard deviation �� and 

�����
 in the developed approach. Secondly, the assumption that a lane is 3.50 m wide. In 

reality, roads deviate from this assumption for different reasons. This factor was taken 

into account with the standard deviation ��� and ��, respectively. These two factors of 

map data inaccuracies are described with the associated standard deviations, but each 

with only one standard deviation for the entire map. Therefore, individual roads can be 

significantly less accurate. The third factor is the geometrical conformity. Sometimes a 

road or the traffic routing does not run as shown on the map. This can be caused through 

temporary changes in the traffic flow or permitted driving maneuvers on the oncoming 

lane, such as overtaking maneuvers or when turning off, but also through errors in the 

generation of the digital map (as already shown as example in Figure 7b). 

6. Conclusions and Outlook 

In this paper, the one lane-level map-aiding approach based on non-lane-level NDS 

map was introduced, it was developed within the TransSec project for prevent the terror 

attacks using trucks. The developed map-aiding approach is based on the map-matching 

algorithm. Classical map-matching algorithms assume that the respective road user obeys 

the traffic rules. For the classical application in navigation, this assumption is also correct 

and can be used for the support of the positioning. From the point of view transport safety 

however, this the only “on-road” scenario and obedience of the traffic rules and cannot be 

assumed. In order to recognize a possible dangerous situation, all possibilities have to be 

considered. Therefore, a lane-level map-aiding approach has some advantages or addi-

tional functions. The identification of lane, on which the vehicle is travelling is possible; 

the probabilities of on-/off-road and wrong-way driver are calculated for risk estimation; 

the multiple road links can be provided; for the associated map attributes like travel di-

rection, speed limits are provided for detecting potential risks. The additional functions 

make the wide application of developed lane-level map-aiding approach possible such as 
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lane support systems and wrong-way driver detections (see Section 2.1). Of course, the 

developed map-aiding approach is not limited to the intended application within the 

TransSec project for the trucks, it can be applied for other lane-level localization of other 

vehicles. 

The highlight and innovation of the developed map-aiding approach is the probabil-

ity estimation for on-/off-road and wrong-way driver for risk estimation. The developed 

map-aiding approach was evaluated comprehensively with the real and simulated trajec-

tories. False positive rates are less than 1.3% for on-/off-road and wrong-way driver de-

tection, and the sensitives are better than 99.1% for off-road and wrong-way driver detec-

tion. It means the developed map-aiding approach works quite robust. in combination 

with object detection based on-board cameras and lid ar sensors, false results of potential 

risk could be reduced. 

The false results are due to the inaccuracies of the vehicle position and the map. The 

performance of map-aiding approach could even better with more accurate vehicle posi-

tion and HD maps in the near future. The map-aiding approach could be adapted to the 

lane-level HD maps. More accurate map data is available in lane-level HD maps, and it 

means less standard deviations of map data can be used for probability estimation. The 

multisensor system could provide the more accurate and reliable vehicle positions for 

probability estimation. The simulations show, in general, the accurate the position is the 

better is the result of probability estimation results of the map-aiding approach. 

As a summary, the developed map-aiding approach could be adopted using HD map 

and a highly accurate positioning system for the road transport safety and security appli-

cation with even better performance in the near future. The developed map-aiding ap-

proach is not limited to the non-lane-level map and application for risk estimation for 

terror attacks using trucks, it could be used for many other applications and its signifi-

cance and huge potential cannot be underestimated in road transport safety and security. 
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