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Abstract

Background: The ORCHESTRA project, funded by the European Commission, aims to create a pan-European cohort built on existing
and new large-scale population cohorts to help rapidly advance the knowledge related to the prevention of the SARS-CoV-2 infection
and the management of COVID-19 and its long-term sequelae. The integration and analysis of the very heterogeneous health data
pose the challenge of building an innovative technological infrastructure as the foundation of a dedicated framework for data man-
agement that should address the regulatory requirements such as the General Data Protection Regulation (GDPR).

Methods: The three participating Supercomputing European Centres (CINECA - Italy, CINES - France and HLRS -
Germany) designed and deployed a dedicated infrastructure to fulfil the functional requirements for data management
to ensure sensitive biomedical data confidentiality/privacy, integrity, and security. Besides the technological issues,
many methodological aspects have been considered: Berlin Institute of Health (BIH), Charité provided its expertise
both for data protection, information security, and data harmonisation/standardisation.

Results: The resulting infrastructure is based on amulti-layer approach that integrates several security measures to ensure data
protection. A centralised Data Collection Platform has been established in the Italian National Hub while, for the use cases in
which data sharing is not possible due to privacy restrictions, a distributed approach for Federated Analysis has been consid-
ered. A Data Portal is available as a centralised point of access for non-sensitive data and results, according to findability, acces-
sibility, interoperability, and reusability (FAIR) data principles. This technological infrastructure has been used to support
significative data exchange between population cohorts and to publish important scientific results related to SARS-CoV-2.

Conclusions: Considering the increasing demand for data usage in accordance with the requirements of the GDPR
regulations, the experience gained in the project and the infrastructure released for the ORCHESTRA project can act as a
model to manage future public health threats. Other projects could benefit from the results achieved by ORCHESTRA by
building upon the available standardisation of variables, design of the architecture, and process used for GDPR compliance.
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Introduction
The SARS-CoV-2 pandemic has highlighted the need for
innovative and rapid health-related approaches with the
aim to deliver quick results for the society and to foster a
higher level of preparedness in healthcare.1 In this scenario,
in 2020 the European Commission financed a series of
research reference projects on the fight against SARS-
CoV-2 using high-performance computing (HPC), such as
the ORCHESTRA Horizon 2020 project (grant agreement
No 101016167). The Connecting European SARS-CoV-2
Cohorts to Increase Common and Effective Response to
SARS-CoV-2 Pandemic (ORCHESTRA) consortium, led
by the University of Verona (Italy), brings together key
European academic experts and research institutions in
infectious diseases, data management and HPC involving
26 partners (extending to a wider network of 37 partners)
from 15 countries inside and outside EU.2

The integration and analysis of the very heterogeneous
characteristics of SARS-CoV-2 health data coming from
many different sources such as electronic health records,
retrospective and prospective patient studies, and related
‘-omics’ data (incl. genomics, proteomics, and transcrip-
tomics) are key drivers for the progress from (population
level) evidence-based medicine towards precision medicine.3

Nevertheless, one of the main challenges for healthcare
is to maintain data confidentiality, integrity, and security
as well as to protect the privacy of individuals in compli-
ance with regulatory requirements such as the General
Data Protection Regulation (GDPR) i.e. Regulation (EU)
2016/679 of the European Parliament on the protection of
natural persons with regard to the processing of personal
data.4

Methods
The three participating Supercomputing European Centres
(CINECA - Italy, CINES - France and HLRS - Germany)
designed and deployed a dedicated infrastructure to fulfil
the functional requirements for data management to
ensure sensitive biomedical data confidentiality/privacy,
integrity, and security. Besides the technological issues,
many methodological aspects have been considered:
Berlin Institute of Health (BIH), Charité provided its
expertise both for data protection, information security
and data harmonisation/standardisation.

Infrastructure design

Three main layers composing the distributed infrastructure
are identified:

• National Data Providers: hospitals, universities,
research networks, etc. involved in the protocol studies
and corresponding to the data owners.

• National Hubs: one at each HPC Centre; they provide
support for data storage, transformation, sharing, and
analysis at national level.

• ORCHESTRA Data Portal: the top-level portal,
hosted at CINECA, foreseen as the centralised point of
access for non-sensitive data and aggregated results.

National Hub (NH) is the core component of the infrastruc-
ture: it is intended to centralise both cohort and biobanking
data at national level and to support storage, sharing and
analysis on pseudonimysed data, as well as retrospective
and prospective data ingested from the National Data
Providers.

Non-functional requirements were considered to comply
with technical, legal, and organisational constraints that
can depend on country-specific and organisation-specific
settings; information security, such as firewalls and
DMZ (“De-Militarised Zone”) networks, access rights and
encryption also were considered.

The architecture of a NH is shown in Figure 1 and com-
prises two layers: a service/tools layer and an underlying
hardware and operating system layer.

The service/tool layer comprises components related to
data storage and tools for Federated Analysis. The infra-
structure supports the findability, accessibility, interoper-
ability, and reusability (FAIR principles) of data to
facilitate data exchange and integration.5

Data coming from retrospective studies are directly
stored in a dedicated database such as MySQL, MongoDB,
or PostgreSQL. The Electronic Data Capture (EDC) Tool
REDCap6 is adopted for data collection of prospective
studies.

The service/tool layer is completed by a set of Federated
Analysis open-source components: DataSHIELD,7 to coord-
inate Federated Analysis, and Opal,8 for data storage,
whereas data providers will host Opal server which will be
directly accessible from the NH’s DataSHIELD.

For the hardware and software layer, each NH adopted a
specific solution considering the underlying IT infrastruc-
ture, but all the three HPC centres are running Linux oper-
ating systems and make large use of virtualisation
technologies, such as containerisation. A Firewall is config-
ured to provide a high level of security by filtering all
inbound and outbound traffic and only allow connections
from authorised hosts, i.e. other key components such as
National Data Providers and Data Portal. Disk encryption
is also configured by adopting Linux Unified Key Setup
(LUKS) standards whereas protection against failures of
physical drives is implemented by using technologies
such as RAID storage virtualisation to improve reliability.

Data protection and information security measures

To protect the privacy of patients and study participants, the
design and implementation of the NH involves data at
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different levels of aggregation (raw pseudonymised,
anonymous, and aggregated data) coming from different
countries and cohorts. A specific task dedicated to “Data
Protection and Access Policy Assessment” was foreseen
in the ORCHESTRA project. This task worked on defining
safeguards to protect data at all stages of the data flows and
processing, including guidance on when anonymisation or
pseudonymisation should be used.

To define which centres were able to share data with NH
and at which level of aggregation, three different types of
information were analysed:

1. results of a questionnaire with a short list of information
required to understand the characteristics of data of the

ORCHESTRA cohorts, which was distributed to the
partners (e.g. prospective or retrospective study, level
of data sharing, availability of structured data, etc.);

2. the Data Management Plan (DMP) which describes the
data management life cycle for the data collected, pro-
cessed, and generated by the ORCHESTRA project;

3. the workflows of each study across the clinical partners
to clearly and technically explain how and where the
data will be shared, stored, processed, and analysed
from the different cohorts to the ORCHESTRA portal
through the NHs.

The results of this analysis were combined with results of a
literature analysis focusing on the differences in

Figure 1. Component schema of a National Hub. It comprises two layers: a service/tools layer and an underlying hardware and operating
system (HW/SW) layer.
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interpretation of the GDPR in relevant countries as well as
with results of discussions in meetings with to better under-
stand the sites’ requirements.

Based on these activities, several assets have been pro-
duced to create a common understanding and toolbox
(ORCHESTRA Glossary on Data Protection and Data
Sharing and ORCHESTRA Recommendations on
Information Security Measures, ORCHESTRA
Pseudonymisation Tool (OPT)) contributing to the design
of technical measures as well as organisational and legal
measures and policies (e.g. DMP, consent forms, and pub-
lication policies).

GDPR compliance activities. For centralised data collection,
the National Data Providers, which act as Data
Controllers, had to appoint the NH as Data Processor to
manage and store sensitive or pseudonymised data in
their infrastructure. According to the National regulations
and GDPR, the processing of personal data follows the
principles of correctness, legality, and transparency and
protection of privacy rights. Data subject categories in the
process are patients and healthcare workers; types of data
processed are health data, genetic data, data relating to
minors, and identification numbers.

As for article 35 of the GDPR, a methodologic support
for the Data Protection Impact Assessment (DPIA) has
been implemented. The DPIA describes the processing
and safeguards implemented and helps to manage possible
risks or to assess whether remaining risks are justified.9

In this specific context, the methodological document
reports the scope and evaluation of the risk level related
to the provision of the solution for software and support ser-
vices to manage and store sensitive personal data in the NH.
Risk assessment reported in the document derives from an
analysis based on the methodology proposed by the
“European Union Agency for Cybersecurity”.10 The tool
used for DPIA was developed by the French data protection
authority “Commission Nationale de l’Informatique et des
Libertés”.11

Additionally, where needed, a detailed internal audit
with internal Data Protection Officers has been performed
to assess the adoption of relevant technical and organisa-
tional measures adopted in the NH to mitigate the possible
risks.

Pseudonymisation. When processing sensitive personal
health data, various laws, regulations, and best practices
recommend or mandate to store and process medical data
separately from identifying information. Access to directly
identifying information should be granted only to
authorised individuals after successful authentication. This
can be achieved by implementing pseudonymisation.12

In the ORCHESTRA project, while considering the het-
erogeneous technical and legal frameworks of the relevant
sites involved, a dedicated pseudonymisation tool, called

OPT, was developed. It is characterised by striking a well
thought out balance between functionality and rapid
deployment in diverse environments. As support for pseu-
donymisation was urgently needed to implement the
approach to data protection agreed upon in the consortium,
the approach is both pragmatic and practical given the com-
plexity of ORCHESTRA’s activities while providing a high
degree of protection of personal data.

The OPT is used locally at the National Data providers to
pseudonymise data about patients and samples before
sharing it within the NHs.

Harmonisation and standardisation

During the project, harmonisation and standardisation of
the study variables was performed to establish semantic
interoperability across cohorts and institutions.

All the available ORCHESTRA study data elements
were analysed with the purpose of associating each
concept to a code that represents its meaning internationally
and unambiguously.

In this effort, the identification of the most appropriate
and widely used international standard terminologies is a
necessary and important step. SNOMED CT is currently
the most comprehensive health terminology in the
world,13 and a constantly growing ontology of preferred
terms and synonyms. For this reason, SNOMED CT has
been widely used for coding the variables collected in the
ORCHESTRA studies. However, for measurements and
observations, the standard LOINC14 offers a higher level
of specificity and has therefore been used in
ORCHESTRA to code the laboratory variables.
Additionally, several terms that describe genetic /sequen-
cing analysis were coded using the NCI Thesaurus.15 To
identify diseases and drugs, the classifications published
by WHO, respectively ICD16 and ATC,17 seemed the
most appropriate and were used in ORCHESTRA.

All these standard terminologies have been carefully
explored to identify the best-fitting code for each
ORCHESTRA variable. When no appropriate correspond-
ence could be found, a submission process was started
with the relevant standard organisation to develop a new
code that could properly represent the concept.

The mapping of variables to standard terminology codes
enabled us to identify similar questions that could be asso-
ciated to the same code. In some cases, for prospective
studies for which protocols had not yet been finalised, it
was even possible, if approved by the study group, to
modify the variables to make them converge to an identical
structure and terminology.

The process of standardisation and harmonisation was
facilitated using the Data Dictionary. The Data Dictionary
is a spreadsheet in CSV format representing the structure
of the database which includes all the variables that
should be used to set up the electronic capture form in

4 DIGITAL HEALTH



REDCap. In the Data Dictionary, we associated inter-
national standard codes to the variables both by adding
them to the metadata and by incorporating the code in the
variable ID.

Across the ORCHESTRA studies, over 3500
SARS-CoV-2-related variables (including questions and
answer value sets) were analysed to search for their
representation in international standard terminologies. The
process led to the identification of 964 elements that were
in common between at least two studies.18

These common data elements (CDEs) can be further
updated with elements coming from new ORCHESTRA
perspective studies and constitute the common dataset to
investigate scientific questions across studies.
Additionally, the CDE can help to build the content
matter framework for performing retrospective studies.

Results
The resulting ORCHESTRA infrastructure implements a
hierarchical aggregation architecture, where data are avail-
able from Data Providers to NHs and/or Data Portal.

While collecting the technical requirements and starting
the design of the whole infrastructure, two main scenarios
related to data sharing emerged:

1. Data can be shared at the level of the NH, if
pseudonymised.

2. Data cannot be shared within the project unless they are
anonymised or aggregated.

Centralised data collection platform

For centralised data collection, the Italian NH, CINECA,
deployed a dedicated instance of the EDC tool REDCap
in its infrastructure.

REDCap is a secure, web-based software platform
designed to support data capture for research studies. It
has an intuitive interface for validated data capture and
offers advanced audit trails capabilities for tracking data
changes. Another key feature of REDCap is the possibility
to seamlessly export data to common statistical packages.
Procedures for data integration and interoperability with
external sources are also supported.19

REDCap has been chosen not only because of its rele-
vance in research involving clinical data but also consider-
ing that the project partners were to a large extent familiar
with this specific EDC tool.

Furthermore, REDCap provides built-in functionalities
that are mandatory for GDPR compliance. For example,
data encryption is applied to the physical volume where
data are stored using LUKS technology. Additionally,
REDCap offers logical access control and strong authenti-
cation settings: data access is available only with personal

credentials and using two-factor authentication (2FA);
access credentials are disabled if not used for 90 days or
after five failed login attempts while the password should
be complex, at least 10 characters in length, different
form the previous five and renewed every 180 days.

In addition to the controls provided by REDCap, other
actions are put in place according to privacy and security
constraints: log files and operations are stored in a private
area, to guarantee security, for a minimum period of 6
months, while a backup system is available to avoid the
loss or temporary lack of the data; the amount of personal
data is minimised: stored data includes only the one
needed for the specific purpose of the study while the
subject is identified only through a pseudonym (given by
the National Data providers using the OPT); data protection
mechanisms are foreseen against threats of intrusion and the
action of malicious programmes on CINECA systems and a
backup system is implemented to avoid the loss or tempor-
ary lack of access to the data processed.

A Vulnerability Assessment and Penetration Testing is
conducted periodically (every year) on the production
environment instance, to guarantee that the required level
of security is fulfilled. In addition, security measures are
periodically assessed against best practice and known
security threats, and new functionalities to improve security
are applied. The centralised Data Platform has been used to
collect valuable data regarding epidemiological variations,
risk factors of SARS-CoV-2 infection and its sequelae,
and vaccination efficacy in different subpopulations.

Up to now, data collected in REDCap are related to
11.500 patients (as reported in Table 1) and multi-country
prospective observational studies have been performed on:

Table 1. Number of patients registered in ORCHESTRA REDCap with
the indication of the data provider

Data provider Country
No. of
patients

INSERM France 4447

University of Verona Italy 4406

University of Bologna Italy 1383

Treviso Hospital Italy 264

Vicenza Hospital Italy 261

Servicio Andaluz de Salud Spain 250

University Medical Center Groningen Netherlands 230

COVID HOME Netherlands 215

University of Buenos Aires Argentina 103

Dellacasa et al. 5



• SARS-CoV-2 out- and in-patients to define post-
COVID-19 syndrome by periodically assessing clinical,
virological, biochemical, and immunological aspects
and physical and mental quality of life from diagnosis
of SARS-CoV-2 infection up to 1-year follow-up20;

• the protective effect of vaccination on severe COVID-19
clinical manifestation and on the emergence of
post-COVID-19 conditions21;

• vaccination strategies for specific high-risk populations
(such as haematologic cancer patients and in solid
organ transplant recipients).22

A distributed system for Federated Analysis

When data sharing is not possible due to privacy restric-
tions, a distributed approach for Federated Analysis has
considered. This approach allows the development of
statistical analysis using data that is distributed, i.e.
stored in different places and never exchanged. Thus,
it is designed to respect data privacy and security,
while still allowing one to carry out sophisticated
modelling.23,24

The architecture deployed in the project is shown in
Figure 2 and involves three different components (i.e. dedi-
cated Virtual Machines - VM). These components are
designed and configured to:

• manage the relevant scope of access to the sensitive data;
• minimise the security risks;
• enable an analyst to carry out Federated Analysis;
• ensure transparency between the Local Hubs, the NHs

and the analysts.

The first machine (VM1) is where the data is stored. The
second machine (VM2) acts as the Central Node and is
linked to the VM1 to ingest the relevant data for
Federated Analysis. The software stack, namely Opal, R
DataShield are installed on this VM.25

Between VM1 and VM2, data transfer occurs through
internal network to avoid any data leakage to external
world. The data used to answer a specific question are
ingested in Opal. Access to this machine is limited to the
third VM (VM3) that we called ORCHESTRA Analyst
Portal.

VM3 has RStudio and DataSHIELD installed. An
analyst is given access to this machine from where a
request is sent to VM2, the analysis is carried out and the
results are returned, without moving data from VM2.

One example of privacy-preserving analysis includes
remote analysis of the four different datasets stored in the
Italian NH. The use of DataSHIELD features for merging
tables based on anonymised patient ID variable was pos-
sible as a result of the data harmonisation operation done
previously. Consequently, all datasets are described with
standardised variable names with values assigned in a stan-
dardised format. To validate the deployed framework,
Federated Analysis results have been compared with
those obtained through Centralised Analysis. The overall
number of patients included in the study is above 3500;
summary statistics and odds ratio have been calculated.
The results of the two analyses (federated vs centralised)
have been compared and no differences were found.

Before the end of the project, it is expected to add more
nodes (NHs or National Data Providers) and to use the

Figure 2. Federated Analysis architecture on CINECA resources. The first machine (VM1) is where the data is stored. The second machine
(VM2) acts as the Central Node and ingests the relevant data for Federated Analysis. The third machine (VM3) is where the analysis is
carried out and the results are returned.
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Federated Analysis within the ORCHESTRA cohorts, in
close collaboration with the partners involved in Data
Analysis.

Data Portal

The Data Portal is the top-level component in the
ORCHESTRA architecture with the main role of providing
a centralised point of access for non-sensitive data and
results, according to FAIR data principles,26 as shown in
Figure 3. The Data Portal aims to quickly provide all scien-
tists, also outside the project, access to the metadata of the
ORCHESTRA project, collected during the COVID-19
pandemic. Searchable datasets are as follows:

1. cohorts information provided in the DMP;
2. CDEs included in the Data Dictionary

Users are allowed to navigate and explore the data
related to the cohorts and project studies: a structured data-
base containing metadata associated with datasets and a file
repository to store the corresponding file can be queried
based on a set of features, and the data which satisfies the
query can be downloaded.

A Statistics section allows a visual and interactive
inspection of the information. For example, it is possible
to dynamically build basic visualisation tools showing the
results.

Authorised users can easily visualise some of the main
results obtained from the Federated analysis performed in
the project or they can run queries over the datasets, in
respect with GDPR regulations and following the FAIR
principles.

The data platform relies solely on Open-Source tech-
nologies, in particular Django and Python for the
backend, Neo4j and SQLite as the main databases and
HTML/JavaScript for the front-end and visual interface.

The possibility to browse ORCHESTRA metadata
allows researchers to quickly evaluate if the data collected
in the project would be useful for their research; data searching
can be performed by type, country, population groups, and
common data variables used in ORCHESTRA studies. The
latter standardised, according to international standards, and
homogenised, hence reducing potential bias and largely
improving the data quality.

Users can request data access by filling in an online
request form specifying the cohort data of interest, the vari-
ables, and the research question to pursue. After request
approval, the data will be provided to the user through a
Federated Analysis procedure, allowing the data owner to
keep the data in their local storage place, and not physically
transfer data.

Compared to other existing COVID-19-related projects
such as the Covid-19 Data Portal27 and the SYNCHROS
Cohort-Repository,28 the ORCHESTRA Portal does not

only list the available datasets, but also hosts the cohort
data that cohort owners are willing to share and provides
a centralised point of access to it.

Discussion
The SARS-CoV-2 crisis made evident the need to manage
and analyse huge and heterogeneous health data coming
from many different resources across different cohorts.
It’s a challenge that requires new computational and statis-
tical paradigms to deal with important principles of data
management and data sharing.29

The release of a Centralised Data Collection Platform
required several activities related to the study and imple-
mentation of the procedures which are mandatory for the
GDPR; national regulations can complicate the achieve-
ment of centralising health data collection while data provi-
ders should deal with their obligations to ensure data
privacy and security. Pseudonymisation is a key point for
health data collection; however, it is a difficult process to
be implemented, both technically and in terms of proced-
ure.12 In the ORCHESTRA project, considering the need
to start analysing data as soon as possible, it was decided
to develop a dedicated pseudonymisation tool and to
provide a centralised platform for data collection on the
Italian National Hub.

The use of new methodologies (such as Federated
Analysis) is currently being tested and can be applied
when legal constraints do not allow National Data
Providers to share data within the NHs.30 While a federated
approach is a promising avenue to maintain data privacy
and ownership as data is never exchanged between the
nodes, it presents its own risks and challenges.31–33 A well-
documented risk is information leakage; other risks include
model poisoning and data corruption. Extra steps at the
local level must be taken to mitigate these risks. In the
project, we experienced issues related to the need of
trained operators and specific software and hardware cap-
ability at the level of the Data Provider. Additionally,
data must adhere to a strict standardisation format to be
seamlessly integrated into the model and this is a time-
and cost-consuming process when data are already col-
lected among different cohorts.34

The possibility to browse metadata related to cohorts and
variables through the Data Portal allows researchers to
quickly evaluate what is available and can be useful for
their research. The Data Portal speeds up the data usage
procedure while favouring the contact between the
ORCHESTRA cohort owners and the applicants, thus sup-
porting the ethical reuse of data.35

Nevertheless, our study experienced some limitations:
GDPR constraints, ethics regulations, and the impossibil-
ity to have an agreement on data sharing in a short time.
This has limited the number of cohorts included in the
platform.

Dellacasa et al. 7



Furthermore, the Federated Analysis approach was
applied to new-collected data, distributed in few centres.
Only tabular data could be processed while it would be
beneficial for research to include multiple inputs, i.e.
images and tabular datasets.30

Data harmonisation has proven to be crucial to rapidly
and easily merge data collected among different cohorts
(both if the approach is centralised or distributed).3 In
the future, one of the key factors to support across-
institution research would be considering the adoption
of data standardisation as a mandatory step before start-
ing any data collection.36 Additionally, given the increas-
ing risks of cybersecurity incidents and the emerging of
new types of ethical risks, which are relevant along the
whole data lifecycle from medical supply chain infra-
structures to biomedical research, new methodologies
and guidelines related to ethical concerns should be
considered.37

Worldwide, in the case of the Covid-19 pandemic, arti-
ficial intelligence (AI) was mainly used for early disease
diagnosis based on hospital records (e.g. X-ray, ultrasound
images, CT, and electronic medical records)38; we expect
that, in the event of future global pandemics, AI will be
applied on data from both hospital records and clinical
research with growing challenges on preserving data
privacy and cybersecurity.39 However, AI can be efficiently
applied also to defend health platforms from cyber risks, in

particular by means of cyber-attack prediction and preven-
tion of malicious use of AI itself.40

New frameworks will need to consider the ever-
increasing use of the Internet of Things in the healthcare
infrastructures41; the ability to move from cloud computing
to real-time data analytics on the edge will solve many of
the current ethical problems while preserving privacy and
confidentiality.42

Conclusions
The pandemic showed that the fast response of scientific
research plays a significant role in fighting the disease.

Up-to-date technologies and processes such as HPC,
Federated Analysis, and AI are showing their impact in
the development of new innovative solutions that can
be used effectively in the fields of healthcare and clinical
research. The ORCHESTRA project developed an
innovative data management framework to manage sig-
nificative and large-scale population cohorts related to
SARS-CoV-2; this framework includes guidelines, pol-
icies, and procedures for data collection, data protection
and information security, data harmonisation and stand-
ardisation, and data analysis. A multi-layer infrastructure
has proven to be effective to share data while addressing
the need of preserving privacy and security of personal
data.

Figure 3. In the ORCHESTRA data management architecture, the Data Portal provides a unique point of access for non-sensitive and
aggregated data and results.
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The process of data harmonisation and standardisation
has demonstrated to be crucial: data structured according
to international standards were much easier to merge and
analyse. The sharing of these standard terminologies
across different projects would potentially lead to a larger
base of data that can be immediately available for analysis.

The innovative solution developed in the project can be
used as a model to manage data for future public health
threats. It can help save time when building a new frame-
work that should consider both the technological issues
and the peculiarities related to the clinical data manage-
ment; the possible integration with AI capabilities will con-
tribute to improve the solution and support new ways of
creating knowledge in healthcare.
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