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ABSTRACT

In the era of big data, multitudes of data are generated and collected in com-
panies. This data contains a potential value that can be leveraged to gain
new insights, e.g., for enhancing business models or reengineering industrial
products. Extracting data value requires that this data is available for use. Yet,
studies show that significant amounts of the data remain unused in companies.
In this regard, data democratization initiatives, with the goal of empower-
ing company employees to find, understand, access, use, and share data, are
gaining in importance.

Towards this end, data marketplaces are studied as metadata-based plat-
forms to facilitate the exchange and provisioning of data and data-related ser-
vices. However, data marketplaces are mainly investigated for the exchange of
data and services between organizations or private individuals, i.e., as external
data marketplaces. Little research focuses on the use of data marketplaces in
the company-internal context, i.e., as an Enterprise Data Marketplace (EDMP).
Topics of how the EDMP differs from an external marketplace, the scope of its
offerings and functionality, challenges that arise in the company-internal con-
text, or how the EDMP can be embedded in and leverage the existent company
system and tool landscape have not been investigated in detail thus far.

In this thesis, the Enterprise Data Marketplace is examined as a platform
for democratizing data in companies, and in this context, the above-listed
gaps are addressed. To this end, four research goals (RGs) are put forward:
(RG1) the identification of the processes and challenges company employees



Abstract

face in finding, understanding, accessing, and sharing data in the enterprise
without an EDMP; (RG2) the identification of the distinctive aspects of an
EDMP; (RG3) establishing an architectural foundation for building an EDMP;
and (RG4) the goal of leveraging existent metadata in the company tool and
system landscape in the EDMP. The research goals are covered through nine re-
search contributions. These entail the current data provider and data consumer
journeys and challenges, an EDMP type distinction based on an EDMP defini-
tion, as well as a presentation of its distinctive characteristics, requirements,
and challenges. An enterprise integration and platform architecture, together
with an approach for leveraging existent metadata, yields the foundation for
building an EDMP.

The feasibility of the concepts put forward in this thesis is demonstrated
through an EDMP prototype and an evaluation based on an experiment and
qualitative assessment. The evaluation yields that the EDMP is well-suited
for the effective realization of data democratization within companies and
that it not only addresses several of the current issues data providers and
consumers face but also increases the efficiency and reduces the complexity
in accessing data. This thesis therefore introduces the EDMP as a platform
for democratizing company data and lays the foundation for establishing the
EDMP within a company.
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(GERMAN ABSTRACT

Im Zeitalter von Big Data entstehen in Unternehmen groBe Mengen von Da-
ten. Diese Daten bieten das Potential neue Erkenntnisse zu gewinnen, um
beispielsweise Geschiftsmodelle oder Industrieprodukte zu optimieren. Die
Ausschopfung dieses Potentials setzt voraus, dass Daten fiir die Nutzung ver-
fiigbar sind. Studien zeigen jedoch, dass erhebliche Mengen an Daten in
Unternehmen ungenutzt bleiben. In diesem Zusammenhang gewinnen In-
itiativen zur Datendemokratisierung an Bedeutung. Diese zielen darauf ab,
Mitarbeiter in die Lage zu versetzen Daten zu finden, zu verstehen, auf sie
zuzugreifen, sie zu nutzen und mit anderen zu teilen.

In diesem Sinne werden Datenmarktplitze, metadatenbasierte Plattformen,
die den Austausch und die Bereitstellung von Daten und datenbezogenen
Diensten unterstiitzen, untersucht. Der Fokus liegt bisher auf Datenmarktplét-
ze fiir den Austausch von Daten und Dienstleistungen zwischen Organisationen
oder Privatpersonen, d.h. auf externen Datenmarktplitzen. Der Einsatz von
Datenmarktplitzen im unternehmensinternen Kontext ist dagegen wenig er-
forscht. Es ist unklar wie sich unternehmensinterne und externe Datenmarkt-
platze unterscheiden. Gleichzeitig sind Angebotsumfang und Funktionalitit,
Herausforderungen im unternehmensinternen Kontext, sowie Moglichkeiten
zur Integration in die bestehende System- und Toollandschaft eines Unterneh-
mens nicht im Detail bekannt.

In dieser Arbeit wird der Datenmarktplatz als Plattform fiir die Demokrati-
sierung von Daten innerhalb eines Unternehmens erforscht und die genannten
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Herausforderungen adressiert. Zu diesem Zweck werden vier Forschungsziele
formuliert: (RG1) die Identifikation der Prozesse und Herausforderungen fiir
Mitarbeiter, wenn sie Daten ohne einen unternehmensinternen Datenmarkt-
platz finden, verstehen, darauf zugreifen und gemeinsam nutzen moéchten;
(RG2) die Ermittlung der charakteristischen Merkmale eines internen Daten-
marktplatzes; (RG3) die Skizzierung einer Architektur als Grundlage fiir den
Aufbau eines internen Datenmarktplatzes; und (RG4) das Ziel, vorhandene
Metadaten in der Tool- und Systemlandschaft des Unternehmens fiir den inter-
nen Datenmarktplatz nutzbar zu machen. Die Forschungsziele werden durch
neun Forschungsbeitriage abgedeckt. Diese beinhalten die aktuellen Work-
flows und Herausforderungen von Datenanbietern und -konsumenten, eine
Definition des internen Datenmarktplatzes sowie die Darstellung seiner beson-
deren Merkmale, Anforderungen und Herausforderungen. Dazu kommt eine
Architektur fiir die Marktplatz-Plattform, deren Unternehmensintegration
sowie ein Ansatz zur optimalen Nutzung vorhandener Metadaten. Zusam-
mengenommen schaffen die Forschungsbeitrage damit die Grundlage fiir das
Umsetzen eines internen Datenmarktplatzes.

Die Validierung der in dieser Arbeit vorgestellten Konzepte erfolgt anhand
eines Prototyps fiir einen internen Datenmarktplatz. Die Eignung dieser Kon-
zepte wird auf Basis eines Nutzer-Experiments und einer qualitativen Bewer-
tung nachgewiesen. Die Evaluation zeigt, dass der interne Datenmarktplatz
fiir die effektive Umsetzung der Datendemokratisierung in Unternehmen ge-
eignet ist. Der Marktplatz adressiert dabei nicht nur mehrere der Probleme
der Datenanbieter und -konsumenten, sondern steigert auch die Effizienz im
Datenzugriff und reduziert die Komplexitét in diesem Prozess. Diese Arbeit
stellt damit den unternehmensinternen Datenmarktplatz als Plattform fiir die
Datendemokratisierung vor und legt den Grundstein fiir dessen Etablierung
im Unternehmen.
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CHAPTER

INTRODUCTION

In this dissertation, the Enterprise Data Marketplace (EDMP) is introduced as
a platform for democratizing company data. Therein, the extent to which an
EDMP enables company employees with varying skill-sets to find, understand,
access, use, and share data within a company is examined. As data market-
places have mainly been studied for the exchange of data between organiza-
tions, the novelty lies in the usage of a data marketplace in a company-internal
context. In this regard, this work identifies the EDMP as a distinctive market-
place type, examines how it deviates from traditionally used data marketplaces,
and exhibits how to establish an EDMP within a company.

This chapter serves as an introduction to this dissertation. After providing
the motivation to this dissertation in Section 1.1, the central research question,
the research goals, and according contributions are presented in Section 1.2.
Finally, Section 1.3 outlines the structure of the dissertation.

1.1 Motivation

In this day and age, an enormous amount of data is generated by, for instance,
the Internet of Things (IoT), social media networks, transactional processing
systems, or wearables and mobile devices [Cao17]. This data has become a

13
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strategic asset for companies and plays an essential role in shaping the develop-
ment of a range of sectors, from industry over healthcare to research [Cao17].
The importance of the data stems from its inherent value. Data may, for exam-
ple, hold the potential to gain new insights which may lead to the discovery of
new business models or the expansion into new markets. This data value can,
however, only be extracted if the data is available for use. Studies show that
over half of the data goes unused within companies [Sea20; spl19]. For this
reason, data democratization initiatives are growing in importance.

Data democratization has the objective to empower and motivate the ma-
jority of company employees to find, understand, access, use, and share data
within the company, in consideration of data security and compliance [LLF21;
AG20]. This involves the enablement of broader access to data and tools,
the development of data-related and analytics skills, collaborative knowledge-
sharing, as well as the promotion of data value [LLF21]. Towards this end,
tools such as data catalogs are being studied to support data democratiza-
tion in companies [LLEF20]. These maintain a metadata-based inventory of
datasets and enable data consumers to find and understand these for the goal
of extracting business value [ZDED17; SML+23]. Related to data catalogs, are
so-called data marketplaces (DMPs). These are metadata-based platforms
for trading data as well as data-related services [MS19; LSV18; Gro21]. The
data marketplace provides infrastructure for the data exchange by acting as a
digital intermediary connecting data providers and data consumers [MS19].
Through data marketplaces, data becomes available, which is in turn the basis
for extracting data value.

However, data marketplaces have mainly been studied for the exchange of
data and services between organizations or private individuals, i.e., the exter-
nal data marketplace (Ext-DMP). In the company-internal context, the data
marketplace is referred to as an Enterprise Data Marketplace [Gr621; Wel17]
or an internal data marketplace [FSF20]. Research areas surrounding data
marketplaces include the consideration of data as a good, the determination
of the value and quality of data, how data becomes a product [HL23], concep-
tual analysis of different aspects of data marketplaces like business models,
participants or marketplace classifications, and the prominent topic of pric-
ing data [LSV18]. Very little research focuses on the EDMP. Amongst others,

14
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Groger [Gro21] highlights the need for this specific marketplace type, Fernan-
dez et al. [FSF20] consider them to bring down data silos, and Wells [Wel17]
defines and presents the EDMP in a report. The questions of how the EDMP
differs from an external data marketplace, whether it provides the same of-
ferings and functionality, and what challenges arise when employing a data
marketplace within a company, have not been sufficiently addressed. More-
over, how the EDMP integrates with a company’s IT system landscape and
thus reuses existent infrastructure, has not been examined. This also includes
the topic of how the EDMP as a metadata-based platform can leverage existent
metadata spread across a company’s IT system landscape. Without insights
into these topics, it remains challenging for companies to utilize and maximize
the value of a data marketplace within the organization so that it supports their
goal of democratizing the company data.

1.2 Research Question, Goals, and Contributions

In order to address the above-mentioned challenges, we investigate the follow-
ing research question (RQ) in the scope of this thesis:

How does the Enterprise Data Marketplace support data democ-
ratization in terms of enabling employees with varying skill-sets
to find, understand, access, use, and share data in a secure and
compliant way within a company?

A set of four research goals (RGs) are derived, on the basis of which the
above-mentioned research question will be addressed. Each research goal has
an associated set of contributions (Cs).

RG1 —Identification of the processes and challenges that company
employees face in finding, understanding, accessing, and sharing
data within their enterprise.

In order to examine the extent to which a data marketplace drives data democ-
ratization, it is necessary to first identify the current state without the use of
a data marketplace. In this regard, the current processes for both data con-
sumers and data providers must be identified. From these, the consumer and

15
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provider challenges can be derived. This provides the basis to identify whether
the EDMP addresses the current challenges, improving the data consumer and
provider processes, and thereby drives the democratization of data. Although
enabling the consumer to use data is part of data democratization, it is not
considered in the scope of this research goal as a data marketplace is a platform
for sharing yet not the further processing, i.e., usage of data. For the purpose
of achieving the goal RG1, this thesis offers the following contributions:

C1.1 Identification of the data provider journey for sharing data and the data
consumer journey for finding, understanding, and accessing data.

C1.2 Identification of challenges throughout the data provider and data con-
sumer journey.

RG2 —Identification of the distinctive aspects of an Enterprise Data
Marketplace.

The utilization of an EDMP, referring to both its implementation and operation,
requires an understanding of which aspects need to be taken into account in
the internal context. Before the EDMP can be used effectively, it is necessary
to clarify how data marketplaces differ inside and outside a company context.
This involves clarifying whether the EDMP is utilized for the same objective as
an external data marketplace. Based on whether the objective is the same it
may provide different offerings. If the offerings vary, the provided functionality
may be affected. Based on the objective, offerings, and functionality the EDMP
may also have a distinct set of characteristics. Lastly, these characteristics may
elicit specific challenges in a company-internal context that need to be resolved
to operate a marketplace effectively. In this regard, this thesis provides three
contributions that in conjunction yield the basis for a uniform understanding
of the EDMP:

C2.1 Establishing a type distinction by providing an EDMP definition and
identifying the EDMP specific characteristics.

C2.2 Identification of EDMP requirements.

C2.3 Identification of EDMP specific challenges.

16
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RG3 —Establishing an architectural foundation for building an En-
terprise Data Marketplace.

Merely gaining knowledge about the idiosyncrasies of an EDMP does not yet
suffice to realize such a marketplace. Based on insights about the distinctive
aspects of an EDMP, resulting from research goal RG2, an architectural foun-
dation for building an EDMP can be derived. This entails how the marketplace
platform will integrate and interact with a company’s existent tool and system
landscape. Depending on the level of desired integration, the components can
be derived which are required within the marketplace and which may be reused
from other tools and systems. Based thereon, an architecture for an EDMP
can be designed, yielding the foundation for building this type of marketplace
tailored for use within a company. While an assortment of marketplace archi-
tectures have been presented throughout literature, none are explicitly tailored
to reflect the EDMP specific characteristics and for building a marketplace
that tightly integrates with a company’s existent infrastructure. To this end,
the following two contributions are presented:

C3.1 Derivation of an enterprise integration architecture for the EDMP.

C3.2 Designing of an EDMP platform architecture.

RG4 —Leveraging existent Metadata in the Enterprise Data Market-
place.

The EDMP is a metadata-based platform [Gro21]. Metadata is required for
various purposes in the data marketplace ranging from the indexing of datasets
so the consumer can discover existent data, over descriptions of the dataset,
so the consumers can understand the dataset, to governance aspects like the
documentation of access rights, so consumers only gain access to datasets in a
legal and compliant way. In order to share their data the data providers have to
supply this metadata for their datasets. A lot of metadata is already maintained
within a variety of tools in companies [EGG+21a], in, for instance, data catalogs,
as inventories of datasets, business glossaries for managing business term
definitions [HES17], or data quality platforms for measuring, maintaining and
improving data quality [JF20]. As indicated through the contribution C3.1,
an EDMP as opposed to an external data marketplace can tightly integrate

17
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with this existent infrastructure. Regarding metadata, this means it can build
on and reuse the existent metadata. This not only reduces redundancy but
also alleviates the data consumers and data providers in their workflows. For
instance, the consumer does not have to access a variety of tools to find the
metadata required to understand a dataset and the data provider does not
have to maintain metadata on a dataset within several tools. Leveraging this
metadata in the EDMP entails a three-part approach: First, the EDMP has
to integrate with the existent tools according to the enterprise integration
architecture as outlined in RG3. Secondly, it has to be able to support a set of
different metadata per dataset, depending on the dataset itself as well as what
metadata is available in the company. Thirdly, it has to be able to visualize this
diverse metadata per dataset in an integrated view. Literature does not provide
an in-depth discussion on how an EDMP can be integrated in a company tool
and system landscape, and consequently also does not provide insights into
how the metadata therein can be leveraged within an EDMP. Therefore, this
thesis offers the following contribution towards leveraging existent metadata:

C4.1 An approach for integrating with different tools.

C4.2 An approach for supporting diverse metadata per dataset and visualizing
this metadata in an integrated view.

1.3 Outline of this Thesis

This thesis is structured as follows:

Chapter 2 — Background: This chapter covers the fundamentals required
for understanding the topics discussed throughout the rest of this work. This
entails basics on data marketplaces as well as data democratization, paired
with insights into the topic of metadata management as data marketplaces are
metadata-based platforms.

Chapter 3 — The Data Consumer and Data Provider Perspective -
Processes and Challenges: In order to gain insights into the current state
of data democratization according to research goal RG1, a use case of an indus-
trial manufacturer is presented in this chapter. Based on this use case and on
a literature study the data provider and data consumer processes for sharing

18
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and attaining data are derived and discussed, yielding the research contribu-
tion C1.1. These give rise to a number of challenges in both the process for the
data provider and data consumer, yielding the research contribution C1.2. The
following chapters consider how these processes can be improved and how the
challenges are addressed through an EDMP platform.

Chapter 4 — Introducing the EDMP: In alignment with research
goal RG2, this chapter introduces the EDMP as a distinct type of data mar-
ketplace for use within the company-internal context. Besides providing a
definition and the objective of the EDMP, the EDMP is placed in a data mar-
ketplace classification framework, highlighting the EDMP’s characteristics,
as required per research contribution C2.1. Furthermore, requirements con-
cerning the EDMP’s offerings, functionality, and enterprise integration are
listed, providing research contribution C2.2. Lastly, a set of challenges is
identified based on the idiosyncrasies of this marketplace type in accordance
with research contribution C2.3. This chapter thereby provides a comprehen-
sive understanding of the EDMP and lays the foundation for building this
marketplace type, as is discussed in the following chapter.

Chapter 5 — Enterprise Integration and Platform Architecture:
Towards the goal of implementing an EDMP, this chapter establishes the foun-
dation therefore, by discussing how an EDMP can integrate with a company’s
tool and system landscape, and provides an according platform architecture
that supports this integration. Additionally, this chapter introduces the differ-
entiation between data assets and data products, as this enables the EDMP to
handle a wider scope of data within the enterprise. Thereby, research goal RG3
is addressed with both the contributions C3.1 and C3.2 concerning the EDMP’s
enterprise integration and platform architectures.

Chapter 6 — Leveraging Distributed Metadata in the Enterprise
Data Marketplace: Having identified how the EDMP should integrate with
the existing company tools and systems in the previous chapter, this chapter
focuses on how the metadata contained therein can be leveraged within the
marketplace to support both the data consumers and data providers. In this
context, an approach is presented that enables an EDMP to connect to different
tools and systems, supports diverse sets of metadata per dataset based on
metadata templates, and enables displaying an integrated view on these diverse
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metadata sets in the marketplace frontend. This approach yields research
contributions C4.1 and C4.2, thus, addressing research goal RG4.

Chapter 7 — Prototypical Implementation and Evaluation: Having
introduced a variety of concepts in this thesis, this chapter describes their
conceptual and physical implementation through a prototype. Furthermore,
the significance of introducing an EDMP is evaluated based on an experiment
in which the EDMP’s impact on the efficiency, effectiveness, and complexity
of the data consumer process is highlighted. Lastly, the extent to which the
EDMP addresses the data consumer and provider challenges as presented in
Chapter 3, and the extent to which it supports data democratization is assessed.

Chapter 8 — Conclusion and Future Work: This chapter concludes
this thesis and provides an outlook on future work.
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CHAPTER

BACKGROUND

In this chapter, we introduce the fundamental concepts on which this the-
sis is based. To begin with, the basics of data marketplaces are presented in
Section 2.1. As we examine data marketplaces in the context of data democrati-
zation, we provide a brief data democratization definition in Section 2.2. Lastly,
data marketplaces are metadata-based platforms [Gro21] and we discuss the
handling of metadata within these, therefore we provide insights into the topic
of metadata management in Section 2.3.

2.1 The Data Marketplace

After providing a brief definition of data marketplaces, this section covers roles
in the data exchange context, different types of data marketplaces, and how
the data marketplace relates to similar research fields like the data mesh, in
Sections 2.1.1 to 2.1.3. As data marketplace functionality is examined as part of
research contribution C2.2, information on this topic is supplied in the course
of this thesis in Chapter 4.

Data marketplaces are electronic, metadata-based self-service platforms
for trading data and providing data-related services [MS19; LSV18; Gro21].
A marketplace provides infrastructure for the data exchange by acting as a
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digital intermediary connecting market participants and promoting their in-
teractions [Spi19]. It therefore composes a central pivotal component in a
data ecosystem [Gro21]. The utilization of data marketplaces may yield several
advantageous outcomes. For instance, they stimulate innovation as consumers
can acquire data that would have been unavailable, and available data can
initiate the improvement of products, services, processes, and the development
of new business models [JCZ12].

2.1.1 Roles in the Data Exchange Context

Several roles are involved in the process of exchanging data. To clarify the
semantics of these roles, we highlight the main participants on both the data
provisioning and data consumption side as well as roles surrounding the mar-
ketplace platform. Figure 2.1 depicts an overview of the roles.

Roles in the Provisioning Context: Initially, data is created. This may
be done by a person, an application, or something else like sensors. The
creating instance is referred to as the data producer. Having created the data,
a data owner is assigned who is accountable for the data, e.g., that it fulfills
legal or technical requirements [Ott11; HES17]. The data owners are often line-
of-business executives and can delegate the responsibility for realizing data
management tasks to so called data stewards, who have a detailed knowledge
about the business and data requirements [Ott11; HES17; ASvB19]. To this
point, the data has been created by the producer, the owner is accountable for
it and the steward is responsible for maintaining it. The person who is tasked
with making the data available is called the data provider [Spi19]. The roles
are not mutually exclusive, meaning, a data provider may, for instance, also be
the data producer, data steward, or data owner [DMV22].

Roles in the Consumption Context: On the consumption side, the
data consumers gain access to and use the data that has been made avail-
able by the data provider [DMV22]. The data consumers are not limited to
people, departments, or whole organizations, but can, for instance, also be
applications [Wel18].

Roles in the Data Marketplace Platform Context: Driessen, Mon-
sieur, and Van Den Heuvel [DMV22] identify and summarize a set of additional
roles in their literature review on data markets. These include the platform
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Figure 2.1: Roles in the Data Marketplace.

owner who provides the market platform [SSVV16; MSLV13], the data broker
matching the providers and consumers based on their needs [AOA17; RRK18],
the clearinghouse in authority of validating and finalizing transactions [Gan23;
OSTL+19], the identity provider delivering identity information [WLYH19;
CCB19] and the certification provider in extension also delivering certifica-
tions to actors, e.g., to enable trustworthiness or compliance to quality stan-
dards [RD18; SLS+18]. This set of roles also entails the data transformer
responsible for further processing of the data like cleaning or aggregating
it or creating new data products [FSF20; AOA17]. Furthermore, Driessen,
Monsieur, and Van Den Heuvel [DMV22] identify the infrastructure provider
who assists, e.g., the data broker and transformer with required infrastruc-
ture [FSS20], the quality assessor evaluating data quality based on a set of
guidelines [HL19; DMvdHTz21], and lastly, the platform software provider
who designs and maintains the software for operating the data market, which
is challenging in decentralized marketplace environments where actors have
to agree on the software used to exchange data [JYJS20].
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2.1.2 Data Marketplace Types

Data marketplaces can be classified into different types based on a set of criteria.
These criteria may, for instance, include the user groups [LSV18], e.g., private
individuals or organizations, platform architectures [KLT17], e.g., central or
decentral, or the platform ownership [SSVV17], e.g., dependent, independent
or consortium based. Data marketplaces are also differentiated based on their
application domain, which refers to the data content [DMV22]. For instance,
data marketplaces are considered for exchanging personal data [Ish20], data
of the automotive and mobility sector [GWF17; PWZ+17] as well as industrial
sector [RD18; WZJT21], smart city data [RRK18; Bar18], healthcare data [AS19;
AN20], and governmental data [AOA17].

In this sense, a variety of data marketplace types have been defined through-
out literature. For instance, Driessen, Monsieur, and Van Den Heuvel
[DMV22] identify the following five types of markets in their literature re-
view. The generalist offers heterogeneous data across multiple domains and
can also be used within a single large company in contrast to the specialist,
which focuses on homogenized data from a single domain. The industry data
exchange in which the participants are (large) companies, often from the same
domain and with a lot of data, contrasts the enabler, which has a large number
of individual data providers, often with little data and is typically used in the
Internet of Things (IoT) domain. In the fifth type, the aggregator, the platform
provider acquires a lot of data, transforms and aggregates it, and then proceeds
to offer this data to a variety of other data consumers.

Similarly, Azcoitia and Laoutaris [AL22] differentiate four types of data
marketplaces in their marketplace survey. These are general-purpose and
niche data marketplaces, wherein niche marketplaces target specific industries
and address specific innovative purposes like supplying machine learning
algorithms with data. The third type, the embedded data marketplace, is
integrated in data-management systems or other digital solutions, and lastly,
the personal information management systems constitutes the fourth type,
through which individuals can manage and sell their data. This indicates that
marketplace types can be identified on the basis of different criteria.

This thesis focuses on the distinction between internal and external market-
places. This differentiation refers to the use of a marketplace for the exchange
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Figure 2.2: Relevant Data Marketplace Types in this Thesis (Based on
[EGG+21a].)

of data within an organization or between organizations [FSF20]. The in-
ternal marketplace is also referred to as an Enterprise Data Marketplace
(EDMP) [Gr621]. How the internal and external marketplace types differ and
what the distinctive features of the internal type are have not been studied in
detail in literature thus far, and are amongst other topics subject in this thesis.
Figure 2.2 depicts the topology of the terms data marketplace (DMP), external
data marketplace (Ext-DMP), and Enterprise Data Marketplace (EDMP).

2.1.3 Relation and Differentiation to Associated Research Areas

In the context of data exchanges, there are a few concepts and research areas
that overlap with the data marketplace. In this section, we aim to illustrate the
relation of the data marketplace to these topics to ensure a clear differentiation
and understanding of what the data marketplace platform encompasses and
what concepts go beyond it. Namely, these topics involve data spaces, the data
mesh, and data fabric.

Data Mesh: As explained by the data mesh founder Dehghani [Deh22],
the data mesh is a new organizational paradigm for handling analytical data.
It is a decentralized approach for managing, sharing, and accessing analyt-
ical data at scale, mainly inside but also beyond enterprises. It operates on
four principles: firstly, domain ownership, i.e., an organization is divided into
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domains that are responsible for managing and sharing their data. Secondly,
data-as-a-product, in which data is packaged and made available based on
certain requirements. The third principle indicates that there is a self-service
platform that offers services to manage a data product throughout its lifecycle,
from creation to consumption. The fourth, federated computational gover-
nance, should enable both federated decision-making and accountability and
interoperability throughout the mesh. In this organizational paradigm, we
see the data marketplace as a component of the self-service platform, offering
services such as product registration in the mesh, discovery, and access.

Data Fabric: Gartner defines a data fabric as “an integrated layer of con-
nected data” [Gar22]. Like the data mesh, the data fabric is an approach to fa-
cilitate managing, sharing, and accessing of corporate data across a hybrid data
landscape, supporting both centralized and decentralized systems [Mez23].
As opposed to the data mesh, which is an organizational approach, e.g., by
dividing an organization into domains or establishing product-thinking, the
data fabric is technology-driven, e.g., by combining interchangeable tools and
technologies to enable the above-mentioned goals in an automated, use case
agnostic fashion. Its three building blocks entail data governance, data integra-
tion, and self-service [Mez23]. These can amongst others be respectively based
on metadata, a knowledge graph that relates data across a distributed system,
and tools like a data marketplace. The data fabric and data mesh approaches
can be combined as the data fabric can be implemented in a way that it meets
the data mesh’s principles [Mez23; HWW23]. In both, the topic of self-service
is addressed through some kind of data platform, in which a data marketplace
may be a component.

Data Space: While the data mesh and fabric are approaches that focus
on enabling data management and sharing mainly within an organization,
the data space is a data-sharing ecosystem across organizations [OSTL+19].
It facilitates sharing data in a secure and trusted way, based on standards
and collaborative governance models, and specifically focuses on preserving
the digital sovereignty of data owners over their data. The data space also
entails several roles such as data providers, data consumers, broker service
providers, clearing house, an app store provider, or certification body. In
the data space context, data marketplaces can constitute data providers that
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contribute data into the data space community [OJS+16]. Hence, a variety
of data marketplaces can be connected to the data space. Relating to data
space components, we also see an overlap in functionality of the data space’s
broker service provider role. Similar to a data marketplace, it stores and
manages information, i.e., metadata, about the available data sources and acts
as an intermediary connecting data providers and data consumers [OSTL+19;
0JS+16]. Yet, as opposed to the data marketplaces, the broker service provider
is not involved in the exchange of data [OSTL+19]. Furthermore, there may
be several of these brokers in a data space, whereas the data marketplace as a
broker would constitute one central component.

2.2 Data Democratization

In this work, we explore the data marketplace as a potential approach for
facilitating data democratization within an enterprise. Therefore, we briefly
illuminate what data democratization encompasses. Data democratization has
the objective to motivate and empower the majority of company employees to
find, understand, access, use, and share data within the company, in consider-
ation of data security and compliance [LLF21; AG20]. Lefebvre et al. [LLF21]
identify five dimensions that in conjunction enable data democratization:

Dim 1 —Data Access:
The first dimension describes the enablement of broader access to data
for users with varying skill-sets, i.e., also non-specialist users.

Dim 2 —Tool Access:
Similarly, the second dimension entails the enablement of broader access
to self-service analytics tools, again in consideration of users with varying
skill-sets.

Dim 3 —Data Skills:
The third dimension signifies the development of data and analytic skills,
in order for employees to become data-literate and be able to manipulate
and analyze data, e.g., starting with skills such as data cleaning.
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Dim 4 —Knowledge-sharing:
The fourth dimension covers collective empowerment through collabo-
rative knowledge-sharing between employees.

Dim 5 —Data Value:
The fifth dimension entails the promotion of data value like communi-
cating the importance of data assets.

In the course of this thesis, we discuss whether and to what extent a data
marketplace addresses these five data democratization dimensions.

The data democratization initiative is related to the so-called FAIR prin-
ciples for managing data [LLEF20]. The FAIR principles intend for data,
algorithms, tools, and workflows related to data, to become findable, accessi-
ble, interoperable, and reusable in both human-driven and machine-driven
activities [WDA+16]. While the FAIR principles are rooted in an academic
perspective, data democratization can be viewed as the interpretation of the
FAIR principles in an enterprise context [LLEF20]. In this sense, Labadie et al.
[LLEF20] have highlighted differences between the academic environment
and the enterprise context such as the motivations of people to actually ac-
cess and use data, which may be given in the academic context, yet requires
additional incentivation in the enterprise. Based on the data democratization
definition of Lefebvre, Legner, and Fadler [LLF21], the FAIR principles are
reflected through the democratization inititative’s intention to make data, find-
able, understandable, accessible, and usable. In this sense, the FAIR principles
constitute a central aspect in the democratization of data in an enterprise.

2.3 Metadata Management

The data marketplace is a metadata-driven tool [Gr621], which is why this thesis
focuses on how a data marketplace handles metadata and can integrate with
the existing metadata management structures within an enterprise. For this
reason, this section provides a brief definition of metadata, insights into how it
is managed, an excerpt of tools and systems that store and provide metadata,
and a brief introduction to metadata exchange standards in Sections 2.3.1
to 2.3.4 respectively.
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2.3.1 Metadata

One of the most common definitions of metadata states that metadata is data
about data [Fur20]. It provides contextual information, yet this is not only
limited to data, metadata can also provide insights into processes, data rules
and constraints, as well as systems and workflows [HES17]. For example, a
dataset’s storage location, its size, information on its data owner or producer, or
a description of its contents all constitute metadata. Metadata is also used for
modeling and meta-modeling, and by following the Meta Object Facility (MOF)
international standard for defining metamodels, can be used to, e.g., enable
interoperability between metadata-driven systems [Obj19]. Metadata enables
processing, maintaining, securing, auditing, and governing data, and gener-
ally contributes to managing organizational knowledge about data [HES17].
Without metadata, an organization might not know what data it has, what this
data represents, who has accessed it and so on.

Like the marketplaces, metadata can be categorized into types based on
certain criteria. A common type distinction based on the metadata content in-
volves the division into business, technical and operational metadata [HES17].
Business metadata describes the data’s content, e.g., a description that this
data contains customer demographics. As the term implies, technical metadata
provides technical information, e.g., on the format, structure, and the database.
Lastly, operational metadata covers information related to the processing and
accessing of data, such as the data owner or access rules. There are also other
categorizations, for instance, by Groger and Hoos [GH19], yet, as these are not
of explicit relevance for this work, we will not go into further detail.

2.3.2 Metadata Management - Definition and Tasks

As metadata is also data, it has to be managed like data, which is referred to
as metadata management [HES17]. In our work [EGG+21b], we reason that
metadata management is a type of data management and thus, provide the
following definition: metadata management is data management for metadata.

Based on this definition, there are different variants of data management de-
pending on the type of data, e.g., metadata, master data, and transactional data.
The basic set of data management tasks, however, remains the same for all
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data types, including metadata. These are depicted in Figure 2.3, and involve
the three main blocks: data governance, lifecycle management, and founda-
tional activities [HES17]. The blocks and contained tasks are mainly based on
DAMA’s data management function framework [HES17]. Data governance
presents the basis for data management as it involves the planning, monitoring,
and enforcement of both the data lifecycle management and foundational activ-
ities. This includes creating policies that specify what has to be done and stan-
dards that specify how to do things [HES17]. Lifecycle management involves
all processes related to the design, creation, obtaining, storing, using, main-
taining, enhancing as well as archiving and deleting of data [HES17; YW10].
The foundational tasks are performed throughout all of the above-described
lifecycle steps and include the realization of security, privacy, compliance, and
data quality management.

Metadata management and data management are generally viewed as two
separate activities as there is a dependency between metadata management
and the other data management types, e.g., master data management. In order
to conduct data management, metadata is required. For example, retaining
data privacy and security involves introducing and enforcing access rights,
which are essentially metadata, as these describe who is allowed to access the
data. Each data management task may require the collection of metadata, for
instance, the “Usage” task may contain the tracking of data lineage, data access,
and more. Hence, in order to manage data, metadata is required throughout
the data management tasks and this metadata in turn is managed based on
the same set of tasks.

GOVERNANCE DATA MANAGEMENT
LIFECYCLE
Plan Desien Create & Store Usage Maintain & Archive
g Obtain g Enhance & Dispose
} FOUNDATIONAL
Monitor & Security & Privacy & Compliance
Enforce .
Quality

Figure 2.3: Data Management Activities (Based on [HES17], Adjusted
from [EGG+21b]).
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In our work on enterprise-wide metadata management [EGG+21a], we high-
light current goals, challenges, and research gaps in metadata management,
amongst which we expose the use of Enterprise Data Marketplaces (EDMPs)
as metadata-driven exchange platforms within an enterprise as a research gap.
An in-depth discussion of all these aspects would however exceed the scope of
this thesis and will therefore not be discussed in detail.

2.3.3 Metadata Sources

Metadata is generated and collected through a multitude of tools and systems
within companies. This encompasses both data and metadata management
tools which have capabilities for managing metadata. Depending on the tools’
and systems’ focus, a wide variety of metadata is collected on different topics.
Amongst others, these include tools like business glossaries, data dictionaries,
data catalogs, data quality tools, business intelligence tools, data integration
tools, event messaging tools, ETL tools, modeling tools and repositories, service
registries or application metadata repositories of, e.g., access rights manage-
ment tools [HES17]. In addition, systems that collect metadata encompass
analytical systems like data warehouses and data lakes. This list of tools and
systems highlights the variety of metadata sources. In the following, we briefly
present a few of these, namely the data catalog, business glossary, data qual-
ity tool, and the data lake in more detail, as these will be used repeatedly as
exemplary metadata sources throughout this thesis.

Data Catalog: A data catalog, such as Alation’, is a tool for maintain-
ing a data inventory with documentation, i.e., metadata on the registered
datasets, and amongst others, offers discovery, administration, and gover-
nance functionality [LLEF20; ZDED17]. As the catalog provides an interface
for an enterprise-wide search of data and the documentation ranges over differ-
ent types of metadata, from business metadata such as the content descriptions,
over technical metadata, to operational metadata, it also fosters enterprise-
wide metadata management [JSR22]. Through its search, documentation, and
other functionality, the catalog facilitates the findability and understandability
of data within an enterprise.

Alation: https://www.alation.com
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Business Glossary: A business glossary specifies business terms and their
definitions together with term relations for all business relevant concepts,
such as a customer-to-product relation [HES17]. This constitutes business
metadata. A business glossary tool, such as Erwin Data Literacy?, can be used
and embedded into the overall application landscape, so the terms do not
merely serve as documentation but can be reused in other applications, such
as an enterprise-knowledge graph or data models.

Data Quality Tool: Generally speaking, these tools aim to improve and
maintain data quality by identifying, understanding, and correlating flaws in
data [JF20]. To do this, they offer functionality such as profiling, parsing,
standardization, and cleansing [JF20]. Talend3, for instance, offers this type
of data quality functionality. A dataset’s quality can be expressed through
so-called data quality dimensions like completeness, timeliness, validity, or
consistency [Seb13], which constitute metadata.

Data Lake: The data lake is a data management platform designed to
incorporate data at scale, of varying structure, from heterogeneous sources,
both in its raw and pre-processed formats [GGH+20a; GGH+20Db]. It is the
goal of the data lake to enable all kinds of analytics, ranging from reporting,
over Online Analytical Processing (OLAP), to advanced analytics, to exploit
the data’s value [GGH+20a; Mat17]. In order to support the handling of
a dataset in various processing degrees, a data lake can be divided into so-
called zones [GGH+20b]. These define the processing degree such as a raw
or cleansed state, as well as how the data is governed concerning topics like
access rights or data quality. Metadata is required to manage the data in a data
lake, for instance, to track the data’s movement through the zones [EGG+21b;
GGH+21]. In this regard, metadata models have been designed to facilitate
metadata management for data lakes, such as MEDAL [SSF+19] or our meta-
data model HANDLE [EGG+21b].

Based on these descriptions, it is clear that a wide variety of metadata is col-
lected in enterprises throughout the scope of these various tools and systems.

2Erwin Data Literacy: https://www.erwin.com/products/erwin-data-literacy
3Talend: https://talend.com/products/data-quality
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2.3.4 Metadata Standards

As discussed in the previous section, metadata is created and collected on
all kinds of different topics in a variety of tools and systems. To facilitate
consistency in the way metadata is collected, standards are required. A meta-
data standard enables understandability, so people or machines can consume
metadata, and also facilitates interoperability between tools and systems that
support the same standards [BGoo]. Often metadata standards are designed
for a specific domain, such as the Data Catalog Vocabulary (DCAT)* [ABC+20].
It is a metadata vocabulary that enables interoperability between data cata-
logs. For example, it defines classes such as the dcat:Catalog, dcat:Dataset,
and dcat:Distribution, which in turn have a set of recommended properties
like dct:Title, dct:Description, or dcat:ContactPoint. Often standards can be
combined to establish a more comprehensive understanding of objects, for
instance, DCAT can be complemented with the provenance ontology PROV-05
to integrate provenance information in data catalogs [ABC+20]. An under-
standing of what a metadata standard constitutes is of value throughout this
thesis, as a data marketplace could also support or build upon such metadata
standards as a metadata-based platform [Gro21].

2.4 Summary

Within this chapter, we established a fundamental understanding of topics
discussed throughout the rest of this work. This entailed insights into data mar-
ketplaces, concretely the roles in the data exchange context, marketplace type
distinctions like the differentiation of internal and external data marketplaces,
as well as a delineation of the data marketplace to related research areas. Fur-
thermore, five dimensions of data democratization and definitions of metadata
and metadata management were presented. Lastly, sources of metadata within
companies like data catalog and business glossary tools, and data lakes were
introduced, followed by a brief introduction to metadata standards.

4DCAT: https://ws.org/TR/vocab-dcat-2
5PROV-O: https://w3.org/TR/prov-o
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CHAPTER

THE DATA CONSUMER AND
DATA PROVIDER PERSPECTIVE —
PROCESSES AND CHALLENGES

To address the research question of how employees are enabled to find, un-
derstand, access, use, and share data in a company, we must first examine the
current processes and challenges that employees are faced with (RG 1). In this
chapter, we therefore examine the processes and challenges for both the data
providers and data consumers. We specifically focus on how the data becomes
available within an enterprise, i.e., the first data democratization dimension
of enabling broader access to data.

The research contributions provided in this chapter cover the data provider
journey for publishing and provisioning data and the data consumer journey
for finding, understanding, and gaining access to data (C1.1), as well as the
provider and consumer challenges (C1.2).

In order to incorporate a practical perspective in addition to insights de-
rived from literature, we interviewed a globally active industrial manufacturer,
whose case we present in Section 3.1. Thereafter, the data provider perspective
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is examined in Section 3.2, complemented by the data consumer perspective
in Section 3.3. This chapter is a revised and composite version of the author
publications [EGH+22a] and [EGHS22].

3.1 An Industrial Use Case

The use case described in this section is based on a globally active industrial
manufacturer and will serve as the basis for continuous examples throughout
the rest of this thesis. The manufacturer is engaged in various sectors, such as
the industrial and consumer goods sector, and operates a global manufacturing
network. It is one of their main goals to become data-driven and transition
into an Industry 4.0 company, whereby they aim to improve their processes
and increase their competitive advantages. To this end, the manufacturer
is focusing on the adoption of sensors in production and end products, on
collecting customer and product-related data from social networks, integrat-
ing data from different systems, as well as launching data analytics projects,
covering both traditional reporting and advanced analytics. In this regard, the
company collects user-generated data, IoT data, and web content in addition
to the enterprise data like master data or transactional data. In order to drive
more innovative utilization of this data and leverage more data value, the
manufacturer has set out to establish an environment in which data can be
shared freely and efficiently within the company and has thus launched a data
democratization initiative.

The data in question is stored and managed through a diverse system and
tool landscape, as depicted in Figure 3.1. The manufacturer employs a variety
of operational systems from different vendors, ranging from Enterprise Re-
source Planning (ERP) systems over Product Lifecycle Management (PLM) and
Customer Relationship Management (CRM) systems to Manufacturing Execu-
tion System (MES). In addition to the operational systems, the manufacturer
also operates multiple instances of analytical systems, such as data warehouses
and data lakes. Additionally, there are a number of tools that support the
administration and management of this data throughout its lifecycle. These
include ETL tools, which support extract, transform, and load-processes, tools
for maintaining data quality, business glossaries to clarify semantics across the

36



The Data Provider Perspective | 3.2

(META)  Business Data Data Data ETL  Access Rights

DATA Glossary Catalog(s) Quality Preparation  Tool Mngmt.

MNMGT. L L L * L

TooLs @I @I QI Q‘ Q‘
DATA < < a

<
SYSTEMS m

DATA [ Enterprise Data ][User—Gener. Data][ |oT Data ][ Web Content ]

Figure 3.1: A Heterogeneous Enterprise Data, System and Tool Landscape.

systems, and multiple data catalogs for inventorying the accumulated data and
maintaining basic metadata. In extension to data catalogs, the manufacturer
is investigating data marketplaces. Since such a heterogeneous system and
data landscape is typical for large industrial companies this use case provides
a representative view on industrial enterprises [Gr618; KJAJ23].

In the following, this representative case will be used to gain practical in-
sights into the current state and challenges in data democratization in larger
companies with heterogeneous data, system, and tool landscapes.

3.2 The Data Provider Perspective

As explained in Section 2.2, data democratization aims at empowering employ-
ees to find, access, use, and share data [LLF21]. Finding, accessing, and using
data are activities of data consumers. Yet, before these activities can be carried
out, data providers must first make their data available by publishing it and
providing provisioning options so it can then be shared within and potentially
beyond the enterprise. In this section, we therefore begin by investigating how
data is currently made available by data providers and what challenges they
face throughout this process. In a more general sense, we thereby investigate
the current state and challenges data providers face in data democratization,
specifically within the first democratization dimension on enabling broader
access to data within the enterprise.
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In order to identify the data provider’s process for making data available
within an enterprise, we conducted a literature study, amongst others including
the works [Gr621; FSF20; GH19; ZG18; LLEF20]. We found that many articles
focus on the consumer perspective and not the provider perspective, or only
give abstract insight into the provider’s processes. To gain a more detailed and
practical perspective, we conducted expert interviews with employees of the
industrial manufacturer in our use case introduced in Section 3.1. The exchange
with experts from various key data-related roles in an industrial enterprise,
including enterprise and solution architects, data scientists, and business
analysts, gives us a representative view of current processes for making data
available in industrial enterprises from different perspectives.

Based on the conducted literature study and expert interviews, we merged
the data provider’s processes for making data available within industrial en-
terprises into an overarching data provider journey, which is presented in
Section 3.2.1. The journey presents the required steps, the parties that are
involved as well as the tools that are used throughout these steps. It also yields
the foundation for deriving challenges the data providers face within the scope
of the first data democratization dimension of providing broader access to
data. The challenges are discussed in Section 3.2.2.

3.2.1 The Data Provider Journey

The data provider’s journey of making data available in the company, as illus-
trated in Figure 3.2, consists of three processes: firstly, documenting the data
so the data is understandable, secondly, publishing the data within the com-
pany so it can be found, and thirdly, preparing the provisioning of the data, i.e.
making it available to consumers so these can access and work with it. These
three processes contain a set of steps that are carried out by different roles in
the company, namely the data provider, the data owner, IT or operations, legal
experts, and management.

To illustrate both the provider journey as well as the consumer journey,
presented in the following section, we demonstrate both workflows through an
exemplary scenario. In this scenario a data steward employed at our industrial
manufacturer wants to provide machine sensor data from running production
lines pro-actively. It is their goal to support machine maintenance use cases,
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specifically predictive maintenance [AFSC23] of manufacturing machines.
For this, machine sensor data on, e.g., temperatures, humidity, vibrations,
pressure, and torque are of relevance. Some of this sensor data is stored in a
database for up to 15 years for machine warranty cases.

Part 1 - Document: To begin with, the data provider assembles the data.
In the second step, the according documentation is assembled so other employ-
ees can understand the data. This is essentially metadata on various aspects of
the data such as descriptions of the content, the data’s quality or lineage, the
underlying data model, technical descriptions, and lifecycle specifications. Ba-
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Figure 3.2: The Steps and Parties Involved for Publishing and Preparing the
Provisioning of Data Within an Enterprise (Based on [EGHS22].)
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sically, this constitutes all information a data consumer will require to evaluate
whether the data fits their need and work with the data. In our example, this
metadata could be descriptions of the machines that provide the sensor data,
their semantics, e.g., machine temperatures or torque, and lifecycle informa-
tion indicating that this sensor data is stored up to 15 years. These metadata
can be maintained through a variety of tools such as business glossaries, data
quality tools, or data catalogs.

Thereafter, the data provider defines and fills in the legal usage framework.
If an appropriate legal usage framework has been specified previously the
provider only has to fill in the according information. This entails topics
such as specifying the access rights, the allowed usage, and the data’s security
class that defines the data’s sensitivity, e.g., whether it is ranked as public,
internal, or confidential. Specifications such as these are relevant for ensuring
data privacy and compliance with legal regulations such as the General Data
Protection Regulation (GDPR) [Eur16]. In this step, the provider may seek the
assistance and guidance of legal experts. If a legal usage framework already
exists for similar data this may be reused. In our example, the sensor data is
not personal data and is ranked as internal, so all employees can access it, and
there are no limitations to the usage.

Part 2 - Publish: After documenting and specifying the legal usage of
the data, it must be published, i.e., made known so the data can be found by
company employees. To begin with, the data provider must issue a request to
publish data. If a new legal usage framework was defined, it has to be verified
by the data owner and legal experts. If the data provider has attained the
consent of the data owner to publish the data, they also have to verify the
authorization of the requester to release the data and whether the publication
of this data is compliant with legal regulations. If the legal requirements
or authorization are not sufficient, the request is either rejected or the legal
framework must be adjusted. If it is approved, the provider may publish the
data documentation.

In practice, there are tools for publishing data such as data catalogs. Cata-
logs support finding and understanding data, however, are not built to access
data. For this reason, there are further publishing tools such as Enterprise
Data Marketplaces (EDMPs) through which the data can also be requested
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and accessed. Examples are Snowflake® or the Dawex Data Exchange Plat-
form?. Companies, including the industrial manufacturer, are in the process of
building a tool landscape for finding, understanding, and accessing data using
tools such as these [EGG+21a]. Publishing data therefore entails entering the
data into these tools so the data becomes discoverable. For this, a basic set of
metadata must be provided, such as the name and location of the data source, a
short description what it contains, and who owns the data. The providers may
require assistance from IT for integrating their data source into the inventories
as this may require technical expertise.

In continuation of our example, the steward would contact the data owner
and legal experts, e.g., by email, asking for the permission to publish the
data together with the defined usage framework. Given approval, the steward
registers the data in a data catalog as well as the data marketplace adding
metadata on the data source in both tools. In this example, an Oracle database
with the machine sensor data is registered, with metadata like a description
that this is data from the production lines and the name of the data owner.

Part 3 - Prepare Provisioning: At this point, employees can find and
understand data through the inventory and provided metadata. The data
provider now enters the third part of the journey and must provide a provi-
sioning option for the data in the event that there is an access request. If the
data is currently hosted on a local machine, the provider must first upload the
data to some system through which it can be made accessible, e.g., a data lake.
If the data is uploaded to a different system, the inventory must be updated.
Next, the provisioning option must be chosen. The responsible person for the
data, i.e. the owner, has to decide, possibly with help of the IT department,
whether to enable source system access, e.g., via a user account. This might
not be desirable, for instance, due to a potential system overload or the risk
of data manipulation in operational systems. In our example, direct access to
the sensor data is not possible because of the risk that it may be manipulated
and jeopardize the machine warranty. Based on this decision, the provider can
either enable system access for the data consumers or implement an alternative
access method. Providing another access method may be resource intensive,

'Snowflake: https://snowflake.com/workloads/data-sharing
2Dawex Data Exchange Platform: https://www.dawex.com/en/data-exchange-platform

41


https://snowflake.com/workloads/data-sharing
https://www.dawex.com/en/data-exchange-platform

3 | The Data Consumer and Data Provider Perspective - Processes and Challenges

e.g., by requiring a team of developers. If this is the case the provider has to
request the resources to implement the provisioning option. Given permission
by management for these resources, access methods such as the transfer of
data into another system like a data lake, the implementation of an API for
access without a specific user account, or download options can be carried
out by IT. By way of example, the data steward requests resources to provide
an API through which the machine sensor data can be accessed. As machine
maintenance is of high relevance, the resources are granted and the API de-
velopment approved. If management rejects the request and no provisioning
option can be guaranteed, it would be useful to indicate this circumstance
in the inventory or to remove the data from it accordingly. Subsequent to
performing these steps, employees can find, understand, and receive access to
the data through tools such as data catalogs or a data marketplace.

3.2.2 The Data Provider Challenges

To enable broader access to the data within the enterprise, as intended through
the first democratization dimension, the data providers must carry out the
previously described journey and first, document, publish, and then provide
provisioning options to the data. The role of the data provider is, however,
not an explicit job role such as that of a data scientist or enterprise architect.
Therefore, employees in varying key-data related roles must take on this addi-
tional role and become data providers to drive the democratization initiative.
As the task of providing data is often not part of their job role description, they
may lack resources like time for this additional task. Therefore, to enhance the
willingness to execute the journey, it must be efficient and involve little effort.
From this point of view, the following challenges arise in the provider journey:

The assembly of metadata (Prov-C1) constitutes the first challenge for the
data provider. Although documentation is a best practice in many processes, it
is often neglected. To ensure the usability of the data, however, a certain degree
of documentation is indispensable. If no metadata is present, the provider will
first have to gather this information and potentially add it to a variety of tools.
Since the provider is not necessarily an expert on the data, they may have to
rely on other employees, such as the data producer or a data steward, to supply
this metadata.
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Besides assembling documentation, supplying provisioning options (Prov-
C2) apart from direct system access, is potentially costly and time-consuming.
This task may require an IT project, e.g., for the implementation and realization
of pipelines for moving data or developing an API. While it is the goal to enable
broad access to as much data in the enterprise as possible, there are many
cases in which it is unknown whether the data is of interest to other employees
beyond the current consumers. Therefore, adding provisioning options may
be an expense that does not provide any benefit as these may not be required.

As described in the industrial use case and journey, companies are currently
building diverse tool landscapes that may contain several tools suited for
publishing data. In consequence, this means the provider might have to register
the data in several tools such as the data catalog as well as a data marketplace.
Therefore, challenge three refers to the effort of registering data in several
publishing tools (Prov-C3) which partly require the same metadata.

Finally, the process involves several parties (Prov-C4) that need to be found,
contacted, and coordinated. With each new party, the process becomes more
complex and time-consuming. Furthermore, there is no integrated tool sup-
port for handling communication with all the involved parties throughout the
provider journey.

3.3 The Data Consumer Perspective

Broad and easy access to data, as part of the first democratization dimension,
enables a more extensive and innovative utilization of data and, consequently,
a more extensive extraction of this data’s value. It is based on the ability of
company employees to find, understand, and gain access to data that is relevant
for their use case. This section complements the previous section on the data
provider perspective by investigating the current state how data consumers
gain access to data and which challenges they face throughout this process.
To identify the relevant aspects in the data consumer’s process, we conducted
a literature study, amongst others including the works [LLF21; AG20; Gro21;
GH19; FSF20; LLEF20; ZG18]. Besides discussing data democratization,
several of these research articles yield rough insights into the data consumers’
workflows. In order to gain a practical and more detailed perspective, we also
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conducted expert interviews with employees of our industrial manufacturer.
The exchange with more than ten experts from various key data-related roles,
including enterprise and solution architects as well as data scientists and
business analysts, gives us a representative view on the current workflows for
gaining access to data from different perspectives.

The findings on the data consumers’ processes from both the literature study
and expert interviews were merged into an overarching data consumer journey,
which we present in Section 3.3.1. Like the provider journey, the consumer
journey renders an overview of the steps, involved parties, and tools used in
the process to attain data. It also yields a number of data consumer challenges
which are discussed in Section 3.3.2.

3.3.1 The Data Consumer Journey

The representative data consumer journey for industrial enterprises, illus-
trated in Figure 3.3, consists of three segments: finding, gaining access to,
and preparing data. As the preparation of data is strongly dependent on the
individual use case, we do not discuss this step in the following. It may, for
instance, involve a simple cleansing of data in one use case and a complex
integration with other data in another use case. As companies are still in the
process of realizing data democratization, only fragments of the company data
if at all, are prepared for consumption according to the previously presented
provider journey. Therefore, the following data consumer journey does not
strictly assume that the data under consideration has been published and pre-
pared according to the provider journey. To illustrate the consumer journey by
way of an example, we demonstrate it based on the scenario of a manufacturing
engineer working for our industrial manufacturer. The engineer wishes to
access data from the sensors of running production lines to create a machine
maintenance dashboard to promote the realization of predictive maintenance.

Part 1 - Find: To begin with, data consumers must find relevant data for
their use case. Finding data involves searching for data, understanding it, and
evaluating its relevance, i.e., whether it suits the use case. If data has not been
registered in an inventory, such as a data catalog tool, the consumer likely does
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not know of its existence and is dependent on tribal knowledge. The consumer
must contact various employees and rely on this knowledge spreading mouth
to mouth. If, in contrast, it has been published through a tool like a catalog,
then a consumer can use this tool’s explicit search and browse function to
search for specific data. In our example, the data has been registered in a
data catalog so the manufacturing engineer can enter a search string such
as “sensor data production line P1” into the catalog’s search interface to find
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Figure 3.3: The Steps and Parties Involved in the Journey for Finding and
Accessing Data Within an Enterprise (Based on [EGH+22a].)
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search results on various sensor data. Once potentially relevant data has been
discovered, the consumer evaluates whether it fits their use case based on
metadata, or if not existent, explanations provided by, e.g., the data owner or a
domain expert. While the data catalog may provide some metadata, other tools
are specialized on specific metadata and provide further information such as
business glossaries, data quality platforms, or model repositories with semantic
data models that may be integrated with the business glossary [EGG+21a].
For more information on metadata sources refer to Section 2.3.3. Having
determined the data’s suitability, the consumer either continues searching
for more suitable data or moves on to pursue data access. In continuation
of our example, the engineer consults the metadata offered through the data
catalog on the search results, e.g., explaining that a dataset contains sensor
data on machine temperatures and vibrations. The manufacturing engineer
knows that these measures reflect machine lifetimes and thus, are relevant for
the maintenance dashboard. The engineer gathers additional information on
the dataset’s completeness, i.e., quality measures from a data quality tool and
gains insight into the dataset structure from a data model repository and is
now ready to select the dataset for further use.

Part 2 - Access: Gaining access to data entails requesting access and
obtaining access. Within the first step, the consumer must find the data
owner and send a request for access including the intended usage. This is
relevant for compliance with legal regulations such as the GDPR. The request is
either sent manually, e.g., via email, or tools that regulate the access to certain
resources and enforce access policies such as SafeNet Trusted Access3. Having
received an access request, the owner or a legal entity checks the consumer’s
authorization based on the data’s confidentiality and the employee’s clearance
level. Even with an appropriate clearance level, the consumer may not be
allowed to process the data in the intended manner. For example, GDPR
allows people to take influence on how their personal data is processed [Eur16].
Hence, if either the authorization or intended usage is insufficient, the request
is declined and the consumer must resume their search. In our example, the
engineer wants to access a small section of data that cannot be requested

3SafeNet Trusted Access: https://cpl.thalesgroup.com/en-gb/access-management/safenet-
trusted-access
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through the used authorization tool, however, the owner is registered in the
data catalog and the engineer can send this person a request through other
channels like email. As the sensor data is not personal data, the engineer may
process it for the intended use case so the request is approved by the owner.
Having acquired access approval, the data owner or IT specialists determine
how to grant access to the data. Depending on factors such as the intended
usage or the source system’s capacity, they might directly grant source system
access or choose to grant access through a new provisioning option, e.g., by
transferring data into a new system, creating an API, or creating a download
option. If the other provisioning options do not exist yet, the data consumer
or provider might have to request the provision of the data. This requires re-
sources, like an IT project to transfer the data into a new system, and, therefore,
the request is checked and has to be approved through management. If denied,
the consumer resumes the search, if approved, the new option is implemented
and access is granted to the data. In our example, the engineer is not granted
access to the source system as it already has limited capacities. Hence, they
contact management to approve replication of the data into a data lake. As the
design of the dashboard is a high-profile project, management approves and
IT experts replicate the data and finally grant the engineer access permission.

3.3.2 The Data Consumer Challenges

Like the provider journey, the consumer journey also yields a number of chal-
lenges that hinder the democratization of data. Firstly, this process also in-
volves several parties (Cons-C1) ranging from the data consumer over the
data owner, IT specialists, legal experts, and management. With each addi-
tional party, the process becomes more complex and time consuming as the
responsible people have to be found and contacted. There may be no alloted re-
sponsibilities and according documentation concerning the data, which means
this information has to be gathered and found out laboriously by the data
consumer. Additionally, there will inevitably be delays until each party pro-
cesses their tasks. In our example scenario, the manufacturing engineer has
to locate various persons such as the data owner, domain expert, and people
from management, if not defined in the catalog.
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The second challenge lies therein that the metadata for understanding the
data is spread across a variety of tools (Cons-C2). It is inconvenient and
challenging to maintain an overview of both the tools and metadata viewed
on each dataset. The manufacturing engineer, for instance, had to collect
metadata from at least the data catalog, the business glossary, the data quality
tool, and model repository.

Lastly, the tools are not integrated across the access process (Cons-C3), so
several tools are required, and not all data that can be found in the metadata
management tools like the catalog may be requested in the authorization tool.
The engineer, for example, had to manually contact the data owner through
channels like email to receive access as the authorization tool did not offer the
same entries as the catalog.

3.4 Summary

To lay the foundation for improving data democratization in companies, this
chapter covered the current processes and challenges regarding the democra-
tization dimension of broader access to data. Based on a representative use
case of an industrial manufacturer and literature study, a generalized data
provider and data consumer journey were introduced for making data avail-
able and gaining access to data respectively. The journeys yielded a number of
challenges both the data providers and consumers face in their processes.

The data provider challenges entail difficulties in the assembly of meta-
data (Prov-C1), the effort of supplying provisioning options (Prov-C2) and
registering data in various publishing tools (Prov-C3), and that the process in-
volves several parties which need to be found, contacted and coordinated (Prov-
C4). Like the provider, the consumer has to find, contact, and coordinate sev-
eral parties to gain access to data (Cons-C1). Understanding and consequently
selecting data is difficult as the according metadata is spread across a variety
of tools (Cons-C2). Lastly, there is no integrated tool support to assist the data
consumer across this process (Cons-C3).

In this regard, companies are investigating data marketplaces to improve
their data democratization initiatives [EGG+21a; Wel18; Gro21]. In the follow-
ing Chapters 4 -6, we will examine how a data marketplace can be used in the
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company-internal context. How data marketplaces address the data provider
and consumer challenges presented in this chapter and to what extent these
support the data democratization initiatives is assessed in Chapter 7.
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CHAPTER

INTRODUCING THE ENTERPRISE
DATA MARKETPLACE (EDMP)

With the multitudes of data generated and collected in companies today, it is
one major ambition of these companies to leverage their data’s value, e.g., to
gain new insights for enhancing business models. The data value can, however,
only be extracted if the data is available for use. Studies show that over half of
the data goes unused within companies [Sea20; spl19]. Therefore, companies
are implementing data democratization initiatives to empower their employees
to find, understand, access, use, and share their data within the company.
However, as presented in the previous chapter, they are faced with various
challenges for both the data consumers and providers. To further their data
democratization cause and address the consumer and provider challenges,
companies are investigating data marketplaces.

In literature the data marketplace is proposed as a solution for ensuring
data access, which is one key component of data democratization [TA23]. Yet,
data marketplaces are mainly considered for the exchange of data and services
between organizations or private individuals, i.e. as external data market-
places. In the company-internal context, the data marketplace is referred to
as an Enterprise Data Marketplace (EDMP) [Gr621; Wel18]. The EDMP has,
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however, been studied very little in literature and researchers have highlighted
the need for further conceptual and practical research to reveal its capabilities
and value-adds [JO23]. Topics in this regard also include how it differs from
other types of marketplaces, which specific requirements it demands, or what
challenges arise in this marketplace context.

In this chapter, we close this gap by introducing the Enterprise Data Mar-
ketplace as a marketplace type and identify the distinctive aspects of this
marketplace, thus, addressing research goal two (RG2). The research con-
tributions of this chapter encompass the following: Firstly, a definition of
this marketplace type is given and we position the EDMP in a classification
framework differentiating it from other marketplaces and hence, identify its
characteristics. This corresponds to the research contribution C2.1. Secondly,
we present requirements for data marketplaces and highlight which of these
are specific to an EDMP, providing research contribution C2.2. Lastly, we
illustrate EDMP challenges based on the idiosyncrasies of this marketplace
type, addressing research contribution C2.3.

This chapter is structured as follows: Related work is presented in Section 4.1
followed by the definition and goals of the EDMP in Section 4.2. The EDMP is
classified based on a classification framework in Section 4.3 and requirements
are specified in Section 4.4. Thereafter, the EDMP is differentiated from the
related data catalog tool in Section 4.5. Challenges for EDMPs are listed in
Section 4.6 and finally, Section 4.7 summarizes and concludes this chapter.

This chapter is a revised and composite version of the author publica-
tions [EGH+23; EGH+22b] and [EGHS22].

4.1 Related Work

The EDMP is addressed in only a few research articles. Amongst others, Groger
[Gro21] highlights the need for this specific marketplace type, Fernandez, Sub-
ramaniam, and Franklin [FSF20] consider them to bring down data silos, and
Wells [Wel17] defines and presents the EDMP in a report. Driessen, Monsieur,
and Van Den Heuvel [DMV22] present marketplace types with problems and
solution approaches, one of which is called the generalist and can be estab-
lished within a single large company and thus encompasses, but is not limited

52



Related Work | 4.1

to the EDMP. We also discuss the necessity and various aspects of EDMPs in
our previous research [EGG+21a; EGH+22a; EGHS22]. Azcoitia and Laoutaris
[AL22] introduce the embedded data marketplace type, which signifies an
add-on to a data management system within a company. As large companies
often build on a number of data management systems, the embedded market-
place is limited in its scope of data, and the authors point out that these are
often limited in their functionality. Hence, they are similar but not equivalent
to the company-wide EDMP. Jahnke and Otto [JO23] identify the EDMP as
one class of data catalog application. They highlight the EDMP as a research
gap for which further details on its capabilities and value-adds have yet to be
determined. Lastly, Zasadzinski et al. [ZTTR21] present how they built a data
platform as a basis for an EDMP in a report. None of the above articles clearly
highlight the specifics and differences to external marketplaces.

Data marketplace characteristics, relevant in the context of classifying data
marketplaces, are studied in various research articles such as [FRP20; SSVV17;
SSVV16; SSV13; TL18; MS19; LSV18; Spi1g; KLT17; AL22]. For instance,
Schomm, Stahl, and Vossen [SSV13] provide an initial set of classification
dimensions which are extended by Stahl et al. [SSVV17]. Meisel and Spiek-
ermann [MS19] derive five classification characteristics and Spiekermann
[Spi1g] provides economic and technological characteristics of marketplaces.
Tauscher and Laudien [TL18] list key business model attributes of market-
places, which are however not exclusive to data marketplaces, and Azcoitia and
Laoutaris [AL22] classify data exchange entities including data marketplaces
through business model attributes. Fruhwirth, Rachinger, and Prlja [FRP20]
provide a list of characteristics that are assigned to dimensions such as value
capture, delivery, proposition, and creation. Yet so far, the EDMP has not been
classified based on any of these frameworks, hence, we provide this placement
in such a framework.

Requirements for data marketplaces are listed in a range of research arti-
cles. Fernandez, Subramaniam, and Franklin [FSF20] introduce requirements
concerning topics such as the ability to price datasets or the ability to sup-
port markets of different types like internal and external markets. Sometimes
the requirements are tailored to a specific context such as metadata manage-
ment in decentralized data exchanges [DMvdH23], trustworthiness through,
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e.g., blockchain [LSR19], or marketplaces in the Internet of Things (IoT) con-
text [SBK+17; KPKS18]. While requirements are often listed in a specific con-
text such as IoT, many still apply to data marketplaces in general, for example,
requirements concerning scalability or security [ALL20]. Requirements for the
EDMP could be derived from this marketplace type’s descriptions as supplied
in, e.g., [Gro21; Wel17; EGH+22a], and general requirements also partly apply
to the EDMP. It has, however, not been clarified which explicit requirements
the EDMP has and how these overlap with those of other marketplaces.

Lastly, challenges within data marketplaces are discussed in many research
articles. Amongst others, these include challenges concerning the valuation
and pricing of data [Pei22; LLL+21; ADS19; SSV13], providing fair compen-
sation for data providers [AL22], the derivation and assurance of data qual-
ity [KLT20; FSF20; DMV22], the ability to combine datasets to satisfy buy-
ers’ needs and establishing trust amongst the participants [FSF20; DMV22],
and issues of data procurement [ZMWC19]. Driessen, Monsieur, and Van
Den Heuvel [DMV22] provide a taxonomy for problem categories specific for
data markets and map these to different types of marketplaces. We highlight
challenges related to providing and accessing data within the enterprise, as
discussed in the previous Chapter 3 and in our work [EGH+22a; EGHS22],
yet, these are role-specific to the data consumer and data provider. Hence,
as none of the research articles discuss challenges specific to the EDMP we
address this gap.

4.2 Definition and Goal of the Enterprise Data Marketplace

The term data market is, in the economic sense, the setting in which data
providers and consumers meet to exchange data and related services against
a form of compensation. The term data marketplace refers to the platform
built to facilitate this exchange. In the company-internal context, the data
marketplace is referred to as an Enterprise Data Marketplace [Gro21; Wel18] or
an internal data marketplace [FSF20]. In extension of Wells [Wel18] definition,
we propose the following:

The EDMP is a type of data marketplace for the exchange of data and data-
related services between company employees, and optionally invited business
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partners. It has the objective to democratize data within the company. This
does not only involve making data available but explicitly addressing the data
consumers’ information needs so they can obtain access to data how they re-
quire it. To promote data democratization, the EDMP offers the full scope
of a company’s data, not only selected datasets. This includes data from dif-
ferent domains, data in varying processing degrees, and also data insights
such as reports or machine learning models. In a company’s system landscape,
the EDMP is a mediating instance, facilitating the availability of data in data
storage systems, ranging from operational systems like Enterprise Resource
Planning (ERP) systems over analytical systems like data lakes and data ware-
houses. Apart from data storage systems, the marketplace can also work with
existing tools in a company such as data catalogs. These provide an inven-
tory of data over the above-mentioned storage systems and facilitate finding
and understanding the contained data [ZDED17]. The EDMP complements
tools like the data catalogs with additional functionality such as features for
requesting and managing access to data.

In an example usage scenario in line with the scenario presented in the
last chapter, a manufacturing engineer is looking for data collected from the
sensors of running production lines in order to realize a predictive maintenance
use case. The manufacturing engineer can use the EDMP to search for such
data and find that there is data according to their requirements stored in a
data lake. The manufacturing engineer requests access to this data through the
marketplace and receives access to available provisioning options for this data.
Optionally, the manufacturing engineer can request the data with additional
software or infrastructure like a virtual machine (VM), so they are directly
supported throughout their use case or also according to their skill-set.

4.3 Classifying the Enterprise Data Marketplace

In order to identify the distinguishing characteristics of the EDMP, we posi-
tion it in a classification framework for data marketplaces. The framework is
presented in Section 4.3.1 and the identified characteristics are discussed in
the following Section 4.3.2. By highlighting its specific features, we introduce
the EDMP as a distinct marketplace type.
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4.3.1 The Marketplace Classification Framework

In this section, we present a classification framework that we designed to high-
light the specific characteristics of the EDMP. On the one hand, the framework
identifies the EDMP as a distinct type of data marketplace (DMP) and on the
other hand, it can be used to determine whether DMP solutions are suited
for the use within an enterprise as an EDMP or if they are more suited as an
external data marketplace (Ext-DMP) for use between enterprises.

To create the framework, we studied data marketplace characteristics pro-
vided throughout the research articles listed in Section 4.1. The characteristics
range from aspects like marketplace ownership over the value proposition,
data access methods, monetization aspects, to the underlying architecture.
Some characteristics such as the marketplace ownership [SSVV17] are relevant
for the distinction of the EDMP, whereas other characteristics like the offering
of pre-purchase testability [SSVV17] are not. Meisel and Spiekermann [MS19]
provide a classification framework by combining characteristics identified
through various research articles including [LSV18; SSVV16; KLT17; SSV13].
Spiekermann [Spi19] also provides a data marketplace classification framework
based on a taxonomy developed for classifying data marketplaces based on
their business models. By combining these frameworks an overview covering
various dimensions of data marketplace characteristics can be obtained.

Hence, we developed the data marketplace classification framework to dis-
tinctly classify the EDMP, as displayed in Figure 4.1, by combining the two
frameworks provided in [MS19; Spi19]. By grouping the attributes from these
two frameworks, we receive five dimensions based on which an EDMP can be
classified: the market participants, the market position, the market offering,
monetization and technical aspects. These dimensions are depicted on the
left in Figure 4.1. The according dimension attributes, like the provider or
the consumer for the market participants dimension, are listed in the middle,
and attribute characteristics on the right. The characteristics represent the
alternative options in which the attributes may manifest. For instance, private
individuals may be a DMP’s data providers and thus signify a characteristic.
The characteristics that apply to the EDMP are highlighted in shades of blue.

Besides combining the two frameworks, we extended the resulting frame-
work with the attribute consumer for the sake of completeness and renamed
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a few attributes and corresponding characteristics. These include the char-
acteristic company, which is called “commercial” in the original source. As
the term commercial signifies both a business interest and cash flow, yet the
cash flow does not represent the participant, we renamed it to company which
complements the characteristics private individual and public institution
in this section. Also, the attribute “market positioning” [Spi19] is replaced
through the more expansive attribute ownership of [MS19] and the attribute

DIMENSION ATTRIBUTE CHARACTERISTIC
Compan Private Public Black
MARKET PaNY " Individual  Institution Market
PARTICIPANTS Compan Private Public Black
PaNY " Individual | Institution Market
Private Consortium Independent
MARKET One-to-One  One-to- Many-to- | Many-to-
PosITION Many One Many
Open Closed Hybrid
VALUE . . .
Transaction-centric Data-centric
PROPOSITION
MARKET . o . .
Domain-unspecific Domain-specific
OFFERING
TRANS- I Qualit
_ Rawdata | Normaliz. | Aggregat. i
FORMATION Assurance
PRICE MODEL Free Fixed price | Pay-per-use
MONETIZATION
Free Flat rate Fee
TECHNICAL .
Central Dezentral Hybrid
ASPECTS
Characteristic applies Characteristic applies when viewing EDMP
to EDMP participants as departments/employees
Optional

Figure 4.1: Data Marketplace Classification Framework Highlighting the
Characteristic-Profile of the EDMP in Blue [EGH+23].

57



4 | Introducing the EDMP

“integration” [Spi19] is renamed to data offering for the sake of a more precise
naming,.

4.3.2 Enterprise Data Marketplace Characteristics

For each attribute defined in the framework, one, several, or none of the
characteristics may apply to the EDMP.

Market participants involve both the data and service providers as well
as the consumers in the marketplace. In the case of the EDMP, the partic-
ipants in both categories are employees within the same company, which
is not immediately apparent through the classification framework. In some
cases, an enterprise may choose to open its marketplace to selected business
partners [Wel18], who also classify as companies.

The dimension market position signifies who owns or operates the mar-
ketplace, the matching, i.e., the number of parties involved, together with the
service orientation among these, as well as the accessibility of the marketplace.
As the EDMP mainly contains enterprise internal data, including classified and
personal data, it is usually owned and operated by the same company, hence
is private. In this context, the company also bears the costs of operating the
EDMP. Considering not the entire company but its departments or employees
as participants, it can be argued that it is either a consortium or independent
marketplace depending on whether the department operating the marketplace
is an active participant. Therefore, all three characteristics are highlighted. In
the same sense, it is a one-to-one matching, considering the entire company
exchanging data and services with itself, or a one-to-many or many-to-one
matching, if business partners are involved and the company is either sharing
with or receiving data and services from them. The many-to-many matching
refers to the company’s departments or employees trading data amongst each
other. Depending on whether the EDMP is accessible only to the company
employees or also to invited guests, it is closed or hybrid respectively.

The dimension market offering constitutes the value proposition, data
offering and transformation functionality in the marketplace. The EDMP’s
value proposition is transaction-centric as its core offering is the switching
function of data and services, i.e., bringing data providers and consumers
together. It only forwards the consumer to tools for data analysis, visualization,
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and preparation and does not incorporate this functionality and is therefore
not data-centric, according to [Spi19]. The scope of offered data spans across
all company data, hence, the data offering is domain-unspecific. According
to Spiekermann [Spi19], transformation refers to the marketplace’s ability to
transform raw data into a normalized or aggregated state or assure data quality.
While we argued in [EGHS22] that a marketplace does not offer functionality
to process data, e.g., aggregate it, the marketplace can offer data in various
transformation states, e.g., data stored in data lake zones in varying processing
degrees. Therefore, these characteristics are marked as optional, as they are
not essential for classifying the EDMP.

As monetization of data offerings would hinder the EDMP’s goal of democ-
ratizing data within a company, the price model for most offerings is free.
There may be instances in which a cash flow between separate business units
is required for legal reasons, or if data is sold to a business partner, therefore,
the EDMP may support any other form of price model as well. The revenue
model signifies under which monetary conditions participants can use the
marketplace. As a revenue model would be a barrier for employees to use the
marketplace, and, therefore, hinder data democratization, the revenue model
is free in the EDMP.

With the goal of democratizing most enterprise data, it is feasible to retain
data in the source systems, as opposed to storing it redundantly in a central-
ized marketplace repository. Therefore, it has a decentralized data storage
architecture. However, to support the registration of, e.g., a single report or
file which should not be stored in any other storage system a hybrid approach
with both a centralized and decentralized repository can be chosen.

Concluding, a data marketplace that meets these criteria is classified as an
Enterprise Data Marketplace. By highlighting its distinct characteristics, we
have exposed the EDMP as a type of data marketplace. This type of marketplace
also has its own set of requirements, which we discuss in the following section.

4.4 Enterprise Data Marketplace Requirements

Having identified that an EDMP has delimiting characteristics, we now ex-
amine whether it also has an independent set of requirements that go beyond
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those of data marketplaces in general. Firstly, the required marketplace offer-
ings, in terms of what data consumers can acquire through it are discussed in
Section 4.4.1. Secondly, the required marketplace functionality is presented
in Section 4.4.2. Thirdly, as this marketplace is operated within a company,
requirements on how the marketplace should integrate with the existent enter-
prise system landscape are illustrated in Section 4.4.3. The requirements are
derived from existing literature on data marketplaces and data democratiza-
tion, complemented by practical insights provided through the use case of the
industrial manufacturer, introduced in Section 3.1. Some requirements for the
EDMP overlap with those for data marketplaces in general but we highlight
the requirements that are specific to the EDMP. A subsumed version of the
requirements and their relevance for the EDMP are listed in Table 4.1.

4.4.1 Required Marketplace Service Offerings

The term offerings refers to the items, or in this case services, which a consumer
can acquire in the marketplace. As mentioned in the introduction, it is the
objective of an EDMP to address data democratization, which implicitly sets
the baseline for the required offerings.

Requirement DMP EDMP
Service Data-as-a-Service + +
Offerings Infrastructure-as-a-Service 0 +
Software-as-a-Service o} +
Professional Services o} +
Functionality ~Consumer-Side +
Provider-Side +
Administration-Side +

+ 1+ + + + +

Metadata-Management ++
Privacy & Security ++
Enterprise Data Storage Systems ++
Integration Metadata Management Tools - ++
Administrative Tools - ++

- irrelevant, o not specifically relevant, + relevant, ++ specifically relevant

Table 4.1: Relevance of Requirements in the DMP and EDMP.
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In order to facilitate the first data democratization dimension of broader
access to data [LLF21], all kinds of data have to be made available within the
company [Gro21]. Therefore, the data marketplace’s main offer must be Data-
as-a-Service [Wel17]. Ultimately, the marketplace should make all corporate
data available. It should be noted that availability does not mean that any
user can gain access to all data, it means the data can be found, understood
and access can at least be requested. The scope of data includes data from
operational systems such as ERP systems as well as analytical systems like
data lakes. Both internal company and externally acquired data are included.
The scope also covers, raw data, data in various processing degrees as well
as ready-to-use data, and data insights such as machine learning models or
reports. As explained in Section 4.3.2, the data is not limited to a domain such
as finance or manufacturing.

The definitions of data democratization also specify that the data must be
made available to all kinds of users, i.e., also non-specialist users [Gr621;
AG20]. This type of user may lack the skills for setting up the required in-
frastructure and software or only have skills to work with data in specific
tools. Hence, the marketplace must also offer Infrastructure-as-a-Service and
Software-as-a-Service in combination with the data. For instance, a user may
order data with infrastructure like a VM. The marketplace could provide the
VM so it contains the data as well as the required software for a data prepa-
ration or analysis task. The user could also have the data provided directly
in a tool such as a Tableau® or Microsoft Power BI? instance. Thereby, the
marketplace supports self-service consumption of data. Any marketplace can
offer these services, yet they are relevant in the EDMP to achieve broader
access to tools for users with varying skill-sets which is part of the second data
democratization dimension.

The development and sharing of data skills is part of the third data democra-
tization dimension [LLF21; AG20]. Hence, the marketplace should also offer
Professional Services. These are services offered by users with specific skills
and can, for example, involve training courses to acquire skills for processing
data, dashboarding, or data preparation.

Tableau: https://tableau.com
2Microsoft Power BI: https://powerbi.microsoft.com
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While these offerings are not exclusive to an EDMP, they are specifically
relevant for it due to the democratization objective of this marketplace type.

4.4.2 Required Marketplace Functionality

Literature and reports yield a range of functionality for data marketplaces
such as functionality for selling and buying data, governance topics like li-
cense management, monetization aspects like pricing, revenue allocation and
sharing functions [FSF20; SLT+20], functionality for data cleansing and prepa-
ration [Wel17; MS19; KLT17; RPT+17; SLT+20] or integration [MS19] and
analytics [Sax18]. Throughout these lists, the extent of functionality differs
and is described at different levels of detail. Furthermore, the structure differs
as well, with some articles listing functionality by role, e.g., [RPT+17], and
others by functional groups like marketplace infrastructure, interfaces, and
security, e.g., [MS19]. We notice that some lists go beyond the scope of the
marketplace as we understand it. From our point of view, a data marketplace
is purely a broker for data and data related services. It is a platform on which
data providers can publish data and services and data consumers can find,
understand, and gain access to these. How the data is, for instance, prepared
or integrated with other data is, in our opinion, beyond the scope of the mar-
ketplace as a broker. Finally, we noticed that literature devotes little detail
to the topic of metadata in the context of data marketplaces. Since finding
and understanding data is a crucial feature of the marketplace, and this is
dependent on metadata supplied by the data provider, we consider metadata
management to be a relevant underlying and role independent functionality in
the marketplace. Therefore, we have created a functionality framework that
takes these three aspects into account: the division by role, the delineation of
functionality that lies within and outside the marketplace, and the metadata
management that is the basis for the role-specific features.

The Functionality Framework: To create the functionality framework,
we incorporated the common parts from the different functionality lists de-
rived from the literature study and allocated them to the roles of the data
consumer, data provider, and administrator who is associated with the role of
the platform owner. The functionality that was only partially represented, such
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as rating or data cleaning, was examined whether it belonged to the functional
scope of a broker and was accordingly included or excluded. We also had to
find a common level of abstraction that subsumes the more detailed tasks. Ad-
ditionally, we extended functionality such as the necessary metadata features
based on input from the expert interviews and the role-based functionality.

An overview of the resulting functionality framework is illustrated in Fig-
ure 4.2. More detailed views on the functionality per topic-area are provided
throughout the following passages. The framework provides insight on the
required functionality and can therefore be used as a guideline for implement-
ing a data marketplace. It also provides a basis for comparing commercial
tools, as well as a basis for evaluating which functionality is already offered by
other tools within a company and which functionality is missing. While most
of the functionality listed is also required in other data marketplaces, we point
out that specific aspects like the metadata management as well as privacy and
security may take on a broader scope in the EDMP.

The marketplace’s functionality is displayed in the blue box and other func-
tionality outside of it. Data governance and data management including data
quality or data lifecycle management take place outside its functional scope as

Data Exploration
Data Preparation

DATA MARKETPLACE

Consumer-Side-Functionality Provider-Side-Functionality Administration
Discovery Data Trading Service Publishing
Collaboration Governance

Metadata Management-Functionality
Cataloging Dataset-Specific Metadata Marketplace-Specific Metadata

Privacy & Security

Data Governance Data Management

Figure 4.2: The Data Marketplace Functionality Framework (Summarized and
Adapted from [EGHS22]) [EGH+23].
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these concern the management as opposed to the exchange of data. Equally,
activities that follow the acquisition of data such as data preparation or explo-
ration are out of scope as these involve data processing which goes beyond
data sharing. To enable an integrated data processing toolchain, the market-
place nevertheless provides interfaces to tools that perform tasks outside the
marketplace context, such as preparation tools. Within the marketplace, we
distinguish between consumer-side functionality, provider-side functionality,
and administration functionality. The metadata management functionality,
privacy, and security extend across these areas.

Consumer-Side-Functionality: The role-based functionality as illus-
trated in Figure 4.3 is not necessarily specific to EDMPs, as it is required both
in the company-internal as well as company external context. The consumer-
side functionality includes discovery, data trading, and collaboration features.
The consumer can browse or search for data and services in the marketplace,
like the machine sensor data provided by the data steward in the provider
journey example. For each search result, there is a detailed description with
an integrated view of all available metadata. For example, the detailed descrip-
tion could contain a description of the machine and the according production
line with technical details how and where the data is stored or operational
information such as the data’s lineage. The marketplace can also offer service
recommendations based on the conducted search, previous acquisitions, and
those of similar users.

In order to support the fourth data democratization dimension regarding
collaboration and knowledge sharing [LLF21], the marketplace also offers
functionality such as commenting to both the consumer and producer. Fur-
thermore, consumers can rate data and document their use case, thereby
enabling other users to see if the data has been used for similar use cases.
In our example, a user could specify how they used the data in a machine
maintenance use case. These functionalities are only available to the consumer
and, thus, placed in the consumer-side box in Figure 4.3.

The data trading functionality like the collaboration functionality is overar-
ching in Figure 4.3, as it is available to both the consumer and producer. On
the consumer-side, service-access-management signifies the ability to request
and receive access details and a license to use data, e.g., by ordering it through
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Consumer-Side-Functionality Provider-Side-Functionality Admin.
Discovery Data Trading Service Governance User
Browse Service Access Mngmt. Publishing Role based Mngmt.
Search Transaction Mngmt. Service Access-Cont. (Consqmer
Registration e & Provider)
Detailed Subscription/Order Mngmt. i Policies _
Description _ Data Import License & Offerings
Recom- Collaboration Metadata Consent Mngmt.
mendation Commenting Enrichment Mngmt.
Use Case
Rating Docu.

Figure 4.3: Role Specific Functionality in the Data Marketplace (Summarized
from [EGHS22].)

a shopping cart. Additionally, the consumer can manage transactions related
to reimbursements for services, as well as active, expired, and pending orders
through the subscription and order management. In continuation of the exam-
ple described in Chapter 3, the user can order the machine sensor data through
the shopping cart and request access, then pay for this data through the trans-
action management and after receiving access, view the active subscription on
this data with according details.

Provider-Side-Functionality: The provider-side-functionality involves
publishing, governance, and data trading functionality. For publishing services
such as data-as-a-service or professional services like courses for data prepa-
ration, the provider uses the service registration. In this step, the marketplace
adds the service, mostly a data source or a specific dataset, to the marketplace
service inventory so it can be found via the search. In our example, the data
steward registers the machine sensor data in the marketplace which is thereby
added to the marketplace inventory. Although the marketplace will reference
most data as opposed to storing it, it does have a data import feature for cases
like the upload of a locally stored singular csv file. In our example, the database
in which the machine sensor data is stored is registered instead of upload-
ing the data directly. The metadata enrichment allows the provider to add
additional metadata to ensure a better understanding of the data. This may
include a variety of metadata such as a content description, technical details
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as well as information about the data provenance. These could for instance be
descriptions of the machine and production line, the database, and the lineage
showing how the data originates in the machine and is moved to the database
by a specific script.

Besides service registration, the marketplace offers governance functionality
that supports the specification as well as compliance to aspects defined within
the data’s legal usage framework explained in the provisioning journey in Sec-
tion 3.2. A provider can define role-based access control, usage rights within
policies and package these in licenses for specific services. This functionality
does not replace the underlying data governance, it merely enables the imple-
mentation of the marketplace-specific governance aspects. For instance, the
decision who is allowed to do what with the machine sensor data is part of the
governance outside the marketplace. Within the marketplace, the steward in
our example merely specifies that only people from department x are allowed
to use it for maintenance use cases.

Like the consumer, the provider has functionality to support them in the
trading of data. For instance, the provider can manage access requests, i.e.,
receive notifications, consult an overview, and accept or decline these requests.
If monetization or other forms of reimbursement are included in the market-
place, the provider can monitor transactions for the offerings. For example, the
steward can view closed and outstanding invoices for the sensor data. Having
provided access to the data, a provider can then handle the subscriptions and
orders on the offered services. This includes an overview of who is subscribing
to which data, options to contact all subscribers or functionality to terminate
subscriptions and revoke access rights. In terms of collaboration, the provider
can also enter into a comment dialog with the data consumers.

Administration Functionality: In addition to supporting consumers
and providers with their tasks, a marketplace must also offer functionality for
administrative purposes such as user and offerings management. As compa-
nies usually maintain a multitude of tools [EGG+21a], it would make sense in
the internal context if the user administration is not handled separately per
tool, but jointly through, e.g., a user rights management system. Hence, the
administrative tasks may be realized differently internally and externally.
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Metadata Management Functionality: In contrast to the role-specific
functionality, the metadata management functionality is distinctive in EDMPs.
Data marketplaces are metadata-driven platforms, and, therefore, the handling
of metadata is a central aspect within these. A data marketplace requires a
variety of metadata to support the role-specific functionality. As depicted in
Figure 4.4, this comprises general metadata for cataloging, as known from a
data catalog tool like an inventory, dataset-specific metadata such as a business
description, and marketplace-specific metadata like the purchase history.

Metadata for cataloging can refer to a range of datasets and helps to provide
an overview of existing offerings. It includes a data inventory, e.g., a list of
contained datasets, data links that indicate whether data sets are related as well
as data similarity information, which reveals replicated and similar datasets.

Dataset-specific metadata refers to a specific dataset and helps users to
understand and trust this data. Amongst others, this covers data quality,
lineage, and versions. It is important to understand that the maintenance
of the dataset-specific metadata is not part of the marketplace, merely, that
it is relevant for the consumer in the sense of finding and understanding
data. Therefore, this metadata has to be supplied by the provider and the
marketplace must support some form of indexing and integrated processing
and presentation of these. For instance, data quality metrics like completeness
or accuracy can be extracted from tools that maintain data quality.

The marketplace-specific metadata comprises a product registry, purchase
history, transaction history, search history and metadata statistics. The statis-

Metadata Management-Functionality

Cataloging Dataset-Specific Metadata Marketplace-Specific Metadata
Data Data Usage Semantic Product | Transaction| Metadata
Inventory Quality Statistics | Enrichment Registry History Statistics
Data Links Data Data Data Purchase Search
Data Version Models Lineage History History
Similarity

Figure 4.4: Metadata Management Functionality in the Data Marketplace
(Summarized from [EGHS22].)
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tics indicate to what extent the metadata is complete or contains user statistics
such as how often a service has been viewed.

As companies already have infrastructure that collects and manages a
wide variety of metadata with tools such as data catalogs or business glos-
saries [EGG+21a], the EDMP has significantly more metadata at its disposal
than external data marketplaces. Furthermore, the EDMP can be tailored to re-
flect enterprise idiosyncrasies. For example, companies often have a company-
internal “language,” i.e., specific vocabulary that is maintained through tools
like business glossaries. By way of example, a company may refer to an end
product as “material.” Yet, usually, the term “material” refers to a product’s
elements. In an EDMP, this vocabulary can be incorporated in the description
of the dataset. In this sense, the EDMP is more flexible than other data mar-
ketplaces, which cannot, for instance, support a “customized” language across
various companies.

Privacy and Security: Like metadata management, privacy, and security
aspects are especially relevant in the EDMP due to the scope and value of data
that is registered in the EDMP. While selected datasets are made available
through an external data marketplace, the entire scope of company data may be
registered in the EDMP, which includes both highly confidential and sensitive
data. The ISO/IEC 27000 series [ISO18] defines standards for information
security in companies, concerning protection goals such as confidentiality, in-
tegrity, availability, and authenticity. Accordingly, these protection goals also
have to be addressed in an EDMP. Due to the intrinsic properties of an EDMP,
it is sufficient to use standard technologies for some of these protection goals.
For instance, an EDMP is less likely to be subjected to attacks such as distrib-
uted denial-of-service attacks, as it is accessible to mainly internal and thus,
more trusted users. Therefore, no special protective measures are required
for such types of attacks. The appropriate protective measures for an EDMP
may include data encryption for confidentiality [GSB+22], digital signatures
to realize data integrity [ZYC+19], proof of retrieveability to address availabil-
ity [Gri20], and attribute-based signatures to ensure authenticity [GOM19].

Other protection goals such as privacy, are more challenging to fulfill in
the EDMP, as a significantly larger amount of privacy-relevant data has to
be taken into account which is requested for a variety of use cases. For in-
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stance, in order to trade personal data regulations such as the General Data
Protection Regulation (GDPR) require the consent of the data subject for this
exchange [Eur16]. The EDMP’s data includes most of the personal data in the
company, which was collected and approved for certain purposes. Therefore,
the EDMP has to ensure that it is used and shared for these purposes only,
or in an altered version to comply with the GDPR. That is, some parties may
access the entire dataset, other parties may access an anonymized or distorted
version of the data, and some may not be allowed to know that this data exists.
However, by distorting the data the data quality may be affected [ASZ+19],
e.g., by removing parts of the dataset or adding noise to the dataset. Yet, a
company may need to ensure privacy in accordance with GDPR in a variety
of use cases without compromising the quality of its data. For these reasons,
issues of remaining compliant with legal regulations like GDPR may be more
challenging and significant in the EDMP.

In this regard, we have investigated topics like the demand-oriented genera-
tion of data products in consideration of data privacy [Sta23]. Data products
can be generated using privacy filters for extracting privacy critical information
without distorting the overall data quality. For instance, there are specialized
privacy filters for location data [ACD+07; ABF+18], images [Fan19; YZK+17],
and time series data [Pou89; RP19].

However, the topic of privacy and security constitutes an extensive research
area and is not the focus of this thesis and hence, not considered in detail
throughout the rest of this thesis. In contrast, metadata aspects will be the
focus of this paper and are discussed in more detail. Nonetheless, these topics
are related, as the metadata is also relevant to decide which privacy filters can
and have to be applied to the underlying data in order to enable a trustworthy
and demand-oriented handling of the data [CKD+04].

Based on this framework, we have gained insight into which explicit func-
tionality a marketplace should offer to the different roles and which implicit
functionality like the metadata management or privacy and security is required.
Furthermore, it has been pointed out which of this functionality is more or
less relevant within the company-internal context.
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4.4.3 Enterprise Integration Requirements

External marketplaces for trading data between organizations are often stand-
alone marketplaces like Advaneo? or part of an entire platform such as the
AWS Data Exchange* and usually merely support a selective light-weight
integration with enterprise internal systems. In contrast, the EDMP should
tightly integrate with a large variety of different enterprise IT systems in the
company’s system landscape, in order to incorporate existent functionality as
well as existent data and metadata. In this sense, we present the following set
of integration requirements.

To begin with, it should integrate with existing data management and
storage systems. This may include operational systems like ERP systems as
well as analytical systems like data warehouses or data lakes. The ability to
reference data in various data management systems is not per se specific to
an EDMP. An EDMP should, however, be able to reflect peculiarities of such
a system or reflect data in a customized way according to the source system.
For instance, it could reflect a data lake’s customized zone architecture such
as that by Giebler et al. [GGH+20b] and reference data in the according zones.

As mentioned previously, there are a variety of data and metadata man-
agement tools that are used to manage data within a company. These tools
include data catalogs, business glossaries, and model repositories. Some of
these tools provide functionality that is required in a marketplace. The data
catalog, for example, contains a data inventory, which is also required within
a data marketplace. The business glossary and other tools contain metadata
that is relevant for finding, understanding, and, consequently, choosing data
for use. This information can be reused within a marketplace. Therefore, the
EDMP should tightly integrate with the existent data and metadata man-
agement tool landscape, build on existing functionality and incorporate the
existing relevant metadata.

There are also administrative systems in companies such as identity man-
agement systems for managing company employees or systems that deal with
the corresponding employee rights. By integrating with administrative tools,
single sign-on and authorization management across source systems, including

3Advaneo: https://advaneo-datamarketplace.de
4AWS Data Exchange: https://aws.amazon.com/data-exchange
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the EDMP is possible. The marketplace can then also access existent informa-
tion in the user profiles such as an employee’s clearance level and reuse this,
e.g., to filter appropriate search results.

In this Section 4.4, we have presented a series of requirements for the EDMP
concerning the offerings, the functionality, and the way it should integrate
into the company system landscape. As emphasized repeatedly, some of the
requirements apply to data marketplaces in general whereas others are partic-
ularly relevant in the company-internal context and need to be addressed with
certain aspects in mind.

4.5 Distinguishing the Enterprise Data Marketplace from the
Data Catalog

Having identified the distinct characteristics and requirements of the EDMP in
the previous sections, we clarify how the EDMP is different from a data catalog
in this section. These two tools are metadata-based systems [ZDED17; Gro21]
and are very similar, due to an overlap in functionality and offerings. Further-
more, the understanding of data catalogs has evolved in the past years, and
thereby, the discernment to the data marketplace has become less clear. Hence,
we intend to facilitate a uniform understanding of the EDMP throughout the
rest of this work by clarifying how these two tools differ.

Earlier definitions of data catalogs state that these are tools for maintaining
an inventory of datasets that are enriched with metadata in order to enable
company employees to discover, i.e., find and understand, data [ZDED17]. New
datasets can be registered in the catalog by adding the according metadata to
the inventory. It also offers other functionality, e.g., for collaboration through
features like tagging, rating, or commenting [ZDED17; LLEF20]. As the EDMP
is a platform to exchange data, data also has to be found and understood before
a user will request access. Hence, the marketplace also has functionality to
register and discover data as well as collaborative features [EGHS22]. As
shown in Figure 4.5, the catalog and EDMP both provide this functionality.
Having understood and selected the data, a user will want to gain access to
it. In this regard, the marketplace extends the original data catalog through
features for managing data orders and access, i.e., requesting data, checking
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access rights, and enabling access to data. In terms of functionality the original
data catalog supports data consumers to find and understand data and the
EDMP additionally supports gaining access. For the data providers, the catalog
enables sharing metadata whereas the marketplace enables sharing metadata
as well as the data through its additional order and access functionality.
Data catalogs have, however, evolved in the past years, so these are now
also discussed in the context of data access [LLEF20]. Thus, the discernment
between the catalog and data marketplace becomes unclear. Jahnke and Otto
[JO23] create a topology of data catalog applications, in which they identify
the EDMP as one class of data catalog application. Therein, they identify the
EDMP as a modular solution that includes the data catalog as a module and
an additional brokerage module that enables describing and purchasing data
products. This is conform to our understanding as also depicted in Figure 4.5,
wherein, the data catalog is depicted as a component of an EDMP. However,
Jahnke and Otto [JO23] have also shown that almost 60% of data catalogs now
also offer data access functionality. In this regard, we claim, that a data catalog
which has evolved in such a way that it now also offers brokerage functionality
for managing data orders and access has turned into a rudimentary EDMP.

CATALOG MARKETPLACE
USER USER

() (U
@ Data Catalog Enables: EDMP Enables:

¢ Consumer: Find, Understand e Consumer: Find, Understand,
* Provider: Publish Metadata Access & to Use
* Provider: Share Data

ENTERPRISE DATA MARKETPLACE (EDMP)

v

DATA CATALOG
| REGISTER DATA

| DISCOVER DATA

|
|
MANAGE DATA ORDERS AND ACCESS I
|

| COLLABORATION

Figure 4.5: Differentiation of the EDMP and the Data Catalog [EGH+23].
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Besides the offered functionality, the data catalog and EDMP also differ in
terms of services offered to users. As explained in Section 4.4.1, the EDMP’s
full scope of offerings includes Data-as-a-Service, Infrastructure-as-a-Service,
Software-as-a-Service, and Professional Services. Basically, the data which
can be attained through the EDMP can be acquired with, or provided within
infrastructure like a VM or software like Tableau, and with a course, e.g., to
learn how to integrate data. The data catalogs, if they support data access func-
tionality, offer data-as-a-service. In this regard, the scope of offered services is
broader in the EDMP.

In short, some data catalogs are evolving into rudimentary EDMPs by pro-
viding functionality for data access management, yet the fundamental purpose
of data catalogs remains to provide a data inventory and enable connecting
data supply and demand through data discovery [JO23], whereas the EDMP,
in addition, aims to achieve data democratization by also supporting the data
consumers in the data usage.

If data catalogs continue to progress in such a way that data brokerage be-
comes their focus and the previously mentioned offerings are also included,
we claim that these no longer represent data catalogs, but rather the advanced
form, i.e., the EDMP and should be renamed as such. Throughout the rest
of this work, the data catalog is, therefore, referred to as a tool for data dis-
covery, so that the marketplace serves as an extension through data access
management functionality, as depicted in Figure 4.5. How the catalog and the
marketplace can be combined to complement each other is discussed in more
detail in the following Chapter 5.

4.6 Challenges in the Enterprise Data Marketplace

Based on an in-depth knowledge exchange with the industrial manufacturer
who is investigating EDMPs, we discovered technical and organizational chal-
lenges surrounding this type of marketplace.

One challenge is the lack of incentives for providers to share the data. By
omitting monetization in the company-internal context to support data de-
mocratization, the main incentive for data providers to share data is removed.
As monetization is the main incentive in the company-external context, this
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challenge is specific to the EDMP. Initially, the provider has effort that is not
compensated. Consequently, other forms of incentives are required for pro-
viding data in the EDMP. Driessen, Monsieur, and Van Den Heuvel [DMV22]
also emphasize that an exchange in a data marketplace requires that both the
data consumer and provider give and gain something [DMV22]. Researchers
have suggested bonus points [FSF20] or a gain in new insights or improved
data-driven processes [DMV22] in this context. Possibly, gamification in the
marketplace, publicity through visibility, coupons for coffee, or the awarding of
data sharing titles might also be interesting ideas to add incentivization. This
topic calls for an investigation on what drives providers and their executives
to promote data sharing or on what would prevent them from doing so. With
this knowledge, possible impediments could be removed. For example, we
have discussed in our work [EGHS22] how the marketplace can support the
provider in data sharing by minimizing the sharing effort.

How data ownership can be retained or passed to acquiring consumers
constitutes another challenge. As opposed to the issue of data ownership in
the company-external context as outlined by Azcoitia and Laoutaris [AL22],
this does not concern the issue of privacy and theft. It rather concerns the
question of who will be accountable for the data so it is handled and processed
in accordance with legal regulations. If data is acquired, processed, and then
made available again as a product, the question arises who will be the data
owner. It might be the original data owner, who must then keep track of all
processed versions of their data. Yet, how far they can feasibly track their
data down the chain of processed versions of this data is questionable. Also,
there may be a situation in which several datasets from different owners are
processed together, providing the question, which of the data owners would
be responsible in this case. Alternatively, the person processing the data or
their supervisor may be the new data owner. In any case, there must be a
data owner for every processed data instance to ensure compliance with legal
regulations. Having said this, merely finding and assigning a data owner to
each dataset also constitutes an issue. The individuals in question have to be
in a position to take the responsibility, it also constitutes another additional
task, and when the data-driven culture is not yet fully established, employees
often do not understand what this responsibility entails and are therefore
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hesitant to assume this role. Concerned with establishing and maintaining
data ownership and control over data throughout the exchange processes, this
challenge is related to the data governance problem in data marketplaces,
identified by Driessen, Monsieur, and Van Den Heuvel [DMV22].

Furthermore, preventing the flooding of the EDMP with unusable data also
represents a challenge. This issue is especially pronounced in the EDMP as it
should register the overall scope of data available in a company. Externally,
data is predominantly registered in data marketplaces with the intention of
generating profit. For this to succeed, the selected datasets usually meet a cer-
tain data quality or are relevant for some known use case. Company-internally
two scenarios emanate from the data democratization goal of publishing as
much data for as many users as possible. For one, there is the targeted provi-
sion of data for known use cases. In this case, the relevance of the data, as well
as the processing state in which this data is required, are known. In the second
scenario, data is provisioned without knowing if it is relevant for other par-
ticipants and in what form they would need it. This bears the risk of flooding
the marketplace with data that nobody needs or that is unusable for further
processing. This challenge is closely related to the topic of providing data in a
way that increases the consumer’s utility by considering the consumer’s needs,
as addressed in, e.g., [FSF20], and the challenge of providing high quality data
as described in [DMV22].

Finally, integrating the EDMP into the existing system landscape can be
challenging. Different tools may support different metadata exchange stan-
dards that must be supported or an alternative standardization for the inclusion
of metadata must be provided. In addition, the marketplace must be able to
display metadata dynamically since the tools may provide a variety of different
metadata per dataset. In this context, implementing an EDMP is more complex
than those that function as stand-alone marketplaces.

These challenges are particularly pronounced in the company-internal con-
text. Nevertheless, general challenges identified for designing data market-
places which are not specifically related to the company-internal context, like
transaction enforcement, achieving trust, or data transformation [DMV22],
may also apply to the EDMP.
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4.7 Summary

In this chapter, we have established that the Enterprise Data Marketplace is a
distinct type of marketplace with specific characteristics. This was clarified
by placing the EDMP in a classification framework by distinguishing it from
the related tool type of data catalogs and by highlighting a set of requirements
and challenges that are specific to the EDMP. We have thereby provided a
comprehensive understanding of this marketplace type which in turn presents
the basis for designing an architecture and concepts for integrating an EDMP
within a company, as discussed in the following Chapter 5.
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CHAPTER

ENTERPRISE INTEGRATION AND
PLATFORM ARCHITECTURE

One of the main defining qualities of the Enterprise Data Marketplace (EDMP),
as opposed to external data marketplaces, is that it can leverage the company’s
existing system and tool landscape. For this, it must be embedded in this
landscape and be able to interact with the tools and systems therein. Literature
thus far does not provide an in-depth discussion on how an EDMP has to
be built to incorporate these aspects. In this chapter, we therefore discuss
how to design an EDMP so that it embeds itself in this landscape. To begin
with, an overview of the intended tool and system interactions is presented in
Section 5.1. What needs to be considered to enable this integration is discussed
in Section 5.2, and an according platform architecture that takes these aspects
into account is presented in Section 5.3. Section 5.4 summarizes this chapter.

By addressing these topics, we establish the architectural basis for building
an EDMP, according to research goal three (RG3). The research contribu-
tions provided through this chapter thus constitute an enterprise integration
architecture (C3.1) and the platform architecture for an EDMP (C3.2).

This chapter is a revised and composite version of the author publica-
tions [EGH+23; EGH+22b] and [EGHS22].
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5.1 Enterprise Integration Architecture

In this section, we explain how the EDMP can integrate into a company’s
existent system and tool landscape, as depicted in Figure 5.1, and how this
integration can be advantageous for the company. This is distinctive for the
EDMP, as stand-alone marketplaces, such as those that are used for trading
data between companies, are usually not tightly connected with the various
data management systems within the participating companies. For one, this
would be challenging for reasons of data security and privacy, but also because
the participating organizations have heterogeneous system landscapes that the
marketplace would have to be able to reflect. The typical enterprise integration
scenarios are derived from our previous work [EGG+21a; EGH+22a; EGHS22].

Only a few architectures presented in literature consider the marketplace in
the context of a company’s internal system or tool landscape. Groger [Gr621]
presents the core elements of a data ecosystem with an EDMP but states that
implementation and integration aspects have yet to be investigated. Wells
[Wel18] roughly highlights which technologies are needed within the market-
place components, according to him these involve components for data lake
management, data pipeline management, data catalogs, and data preparation.
How the marketplaces can interact with existing tools that already implement
these technologies is not discussed. Therefore, we address this topic in this
section. First, we discuss the integration with data sources in Section 5.1.1,
secondly, the integration with various existent tools in Section 5.1.2, and lastly,
we highlight the integration advantages in Section 5.1.3.

5.1.1 Integration with Enterprise Data Sources

To begin with, we would like to illustrate how the marketplace will integrate
with the enterprise source systems and reference the data therein. This does
not refer to the integration of data in these source systems, but rather the
connection between the marketplace and these systems. According to the
industrial use case presented in Section 3.1, companies may employ a wide
variety of data sources, such as operational systems, e.g., Enterprise Resource
Planning (ERP) systems, and analytical systems, such as data lakes. These
source systems are illustrated in Figure 5.1 on the bottom. The marketplace
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should register these source systems and reference the data therein so that
the data they host can be offered through the marketplace. As companies
are in the process of setting up and maintaining data catalogs [EGG+21a],
we illustrate in Figure 5.1 that these source systems are already registered in
one or more data catalogs. If data catalogs exist within the company, then
the marketplace can reuse the existent data inventories and metadata on the
data sources and thereby reference the source systems via the data catalog.
As discussed previously, only data that cannot be referenced in any external
system should be loaded and stored in the marketplace’s auxiliary storage
to avoid redundancy. The marketplace must either maintain an additional
data inventory for the data hosted in the auxiliary storage as an extension of
the existent data catalogs or register this data in an existing data catalog. In
cases in which access to data in the source system is not possible, the data
can be transferred into another system such as a data lake through which
it can then be accessed. The catalogs or marketplace inventories have to be
updated to register the data’s other locations in addition to its original source.
The marketplace then knows both systems and grants access to the data in
whichever system is better suited to both the needs of the data consumer and
data provider. Hence, the marketplace knows the data sources via an inventory
which can be provided by existing data catalogs.

5.1.2 Integration with Administrative and (Meta)Data Management Tools

As discussed in Section 2.3.3 on Metadata Sources, a company has a variety of
tools and systems that provide metadata, and as discussed in Section 4.5, some
of these tools provide functionality that is partly required in a data marketplace.
This includes tools for managing data and metadata and administrative tools.
Figure 5.1 indicates how the marketplace can interact with these tool groups.

As the EDMP is a metadata-driven tool [Gré21], most of its functionality is
based on metadata. An example of this is the data inventory, which consists of
metadata that describes the available datasets with information such as the
storage location. Apart from the auxiliary data store, the marketplace does not
interact with the actual data, only with the according metadata. As can be seen
in Figure 5.1, metadata is collected and maintained in the company through
metadata management tools such as data catalogs, business glossaries, and
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model repositories. This metadata is relevant in the selection process for a
dataset as demonstrated in the consumer journey in Section 3.3.1. As also
discussed in Section 3.3.2, the distribution of metadata across a wide range
of tools constitutes a challenge for data consumers in the process of finding
relevant data. For this reason, the marketplace requests the metadata from
these tools and provides it in an integrated view. This is a read-only process on
these tools, data catalogs are an exception in this context. Since an inventory
of data records is already maintained in the catalog, the marketplace builds on
this inventory, i.e. when new data is registered in the marketplace, it creates an
entry in the existing data catalog for the new dataset, and thus performs a write
operation. Although the marketplace reads or extracts metadata from these
tools, it is important to note that the metadata will continue to be maintained
by the employees within the respective tools. The exception being data catalogs,
with their metadata maintained through both the marketplace and catalog.
Therefore, the introduction of the marketplace does not change the entire
metadata management workflow and the marketplace does not need to provide
the functionality of all these different tools. Also, while a consumer can find
an integrated version of the metadata in the marketplace (more details on this
in Chapter 6), it is still possible to view this metadata in the individual tools.

There are also data management tools that collect metadata. These include
ETL tools that can reflect data lineage, or quality management platforms that,
amongst other things, collect quality metrics such as a dataset’s completeness.
As with the other tools, the marketplace can extract metadata from these tools
and provide it as part of an integrated view if these are of interest in the data
selection process. Furthermore, as explained in Section 4.4, the EDMP is
a broker for data between consumers and producers and does not provide
functionality for processing data. It can, however, provide the data within an
instance of such a tool, e.g., in Tableau®, or refer the consumer to tools with
required functionality like data preparation after data acquisition.

In addition to the data and metadata management tools, the marketplace is
integrated with administrative tools for, e.g., identity management to enable
features like single sign-on. Thereby, employees only need to acquire the rights
to access the marketplace and the marketplace can then extract employee

Tableau: https://tableau.com
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information from these tools. Based on the extracted information, it can, for
instance, display only those records that match the employee’s clearance level.

5.1.3 Enterprise Integration Advantages

Integrating the EDMP in the enterprise system and tool landscape as proposed
in the previous sections has several advantages. For one, existent functionality
is reused. By building on the existent tools, the marketplace does not duplicate
functionality such as access rights management, which also avoids the mar-
ketplace becoming a jack of all trades monolithic application. Also, there is a
comprehensive view on metadata. If metadata collected throughout various
tools is displayed in an integrated view in the marketplace this provides holistic
information on the data. It is, however, important to note that integrating
the marketplace with metadata management tools, as well as the integration
of the metadata itself, are a complex topic that elicits a variety of challenges
including the classic data integration problems, as described by Leser and
Naumann [LN06]. Another advantage of integrating the marketplace in the
enterprise is a reduction in metadata management effort and errors for data
providers. By reusing metadata that has already been collected within other
tools, there is no additional effort for maintaining a redundant set of metadata
in the marketplace. This reduces the workload of the data providers that only
have to maintain the metadata in one system and is also less error-prone. More
information on this can be found in [EGHS22]. Finally, there is less redundant
data. When referencing data within the data sources as opposed to uploading
the data redundantly in the marketplace, there is less effort on behalf of the
providers, reduced storage cost, and no synchronization efforts.

5.2 A Distinction of Data Assets and Data Products

By integrating with the enterprise system and tool landscape, the EDMP pro-
vides a variety of metadata for the registered datasets. Ultimately, it is the
goal to make these datasets accessible through the marketplace and that these
can be traded like a product. However, merely collecting metadata does not
suffice to turn a dataset into a data product. Building data products entails a
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range of activities for data providers. As described in the data provider jour-
ney in Section 3.2.1, this also involves preparing provisioning options and in
extension thereof the specification of metadata on these provisioning options,
as well as on contractual information, and the terms of use. This means that
integrating the marketplace with data sources and tools does not automatically
turn data into a data product. Furthermore, turning all the data in the source
systems into data products would present a considerable effort for the data
provider and is unfeasible. As it is nonetheless the goal to democratize the
full scope of a company’s data, an approach is required which supports data
consumers in finding and understanding all data without the data providers
having to build the full scope of data products. For this reason, we introduce a
differentiation of data assets and data products in Section 5.2.1, reveal how the
marketplace deals with these in Section 5.2.2 and how data assets are turned
into data products in Section 5.2.3. Finally, we discuss the benefits gained
through this distinction in Section 5.2.4.

5.2.1 Defining Data Assets and Data Products

Figure 5.2 illustrates how data, data assets, and data products are related.
At the center is data representing the dataset in question. As the term sug-
gests, data becomes an asset when it has a potential financial value for a
company [Spi1g]. The data assets comprise the data as well as according
metadata which enables finding and understanding the data, such as the con-
tent description, lineage, or data owner. While the data is maintained within
the source system, the data assets are registered in tools like the data cata-
log [LLEF20; ZDED17]. Additional asset metadata like quality metrics can also
be maintained throughout a variety of (meta)data management tools. Data
assets are usually only available to very few employees, e.g., those who work in
the team hosting this data asset and work on a similar topic. Data products
are data assets that have been prepared for access and provisioning and have
been enriched through the data marketplace with according product-specific
metadata. This definition and understanding of data products is similar to
that of Driessen, Monsieur, and Van Den Heuvel [DMV22], who define data
products as data assets which have been prepared for consumption through
a data marketplace. As mentioned previously, this involves, amongst other
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Figure 5.2: The figure illustrates the distinction of data assets and data prod-
ucts with exemplary metadata, as well as the systems in which these
are maintained. Metadata which are connected through dashes
belong to a specific topic that is portrayed though capital letters.
(Based on [EGHS22])

steps, the preparation of provisioning options and enrichment with according
metadata. As shown in Figure 5.2 this metadata includes, for instance, details
on these provisioning options such as an API, download or source system
access, and the according access procedures that go with these options. Also,
contractual information such as the price, if data is monetized, the license, or
subscription options, as well as the terms of use such as the permitted usage or
conditions of use constitute product metadata. Metadata to both the data asset
and data product belong to the dataset-specific metadata in the functionality
framework as presented in Section 4.4.2 (see Figures 4.2 and 4.4.) While the
data assets are registered in a data catalog, the data products are registered
and maintained through the data marketplace.
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How a data product is scoped can vary depending on the data. Figure 5.3
depicts three options for scoping data products: Firstly, a data asset could
become one data product, as also illustrated in Figure 5.2. Secondly, several
data assets could be bundled into one data product if, e.g., these are often
requested and used together. Lastly, a large data asset might be split into
several data products, each containing a part of the asset.

5.2.2 Supporting Data Assets and Data Products in the EDMP

The marketplace should support both data assets and data products. If the
marketplace integrates with the existent data catalogs as suggested in Sec-
tion 5.1 and uses these as its inventory, all registered data assets can also be
found through the marketplace. Data consumers will have the option to re-
quest access to data assets through the marketplace. For this, the provider
must, however, first turn them into a data product. The marketplace stores
the product metadata in its metadata repository and therefore recognizes data
assets that have already been turned into data products. Like with the data
assets, data consumers can request access to these, yet in this case no addi-
tional effort on the data provider side is required. For requested data products,
either the data owner, or another responsible person such as the data provider,
only have to deny or accept access requests so the consumers can gain access
and start working with the data. Concluding, data assets can be found and
maintained both through the data catalogs as well as the data marketplace. The
marketplace, however, provides a comprehensive search over all data assets
registered throughout all catalogs in addition to the registered data products.
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5.2.3 Turning a Data Asset into a Data Product

Data assets can be transformed into data products in different ways, as de-
picted in Figure 5.4. In this sense, we illustrate three main transformation
scenarios. Within the first scenario, the provider has already prepared the
asset for consumption, and therefore explicitly registers a data product in the
marketplace and directly specifies all the product metadata. By implication,
if this asset is new and has not yet been registered in the data catalog, the
marketplace then also registers the according data asset in a data catalog. In
the second scenario, the data provider registers the data asset within the
catalog and does not deal with the data marketplace. Some employee, e.g., a
data scientist, can at this point search for data in the marketplace and would
also find this data asset. The employee can then send a request to access this
data to the provider who is prompted to turn it into a data product and specify
the additionally required product metadata. Having turned the data asset into
a data product, access can be granted to this data. The third scenario assumes
that provisioning options already exist and another employee can fill in the
required product metadata and send a request for asset-product transition to
the provider. For instance, a data steward may know that the data asset already
has provisioning options like an API and can fill in the product metadata for
the data provider. The provider or data owner are notified and can accept
or reject the proposed asset-product transition. If accepted, the data asset is
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Figure 5.4: Options for Turning Assets into Products.
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turned into a product, otherwise, it remains a data asset that cannot yet be
accessed.

5.2.4 Advantages of the Asset Product Distinction

The first advantage is that the marketplace can offer a company-wide scope of
data if it supports data assets in addition to data products. Not all data assets
will be turned into a data product, yet it is still the goal to also democratize
the data assets. Secondly, by integrating in the enterprise tool and system
landscape, the data marketplace can offer data assets even if these have only
been registered in other tools like a data catalog, and not in the marketplace
directly. This yields the third advantage, that providers merely have to register
a data asset so it can already be found and understood. This is initially less
effort for the provider since it is not necessary to build or register a complete
product on the marketplace, which requires a few more steps in contrast to
registering a data asset. Similarly, the provider only has to register the data
asset or data product in one tool, i.e., in the catalog or marketplace, as opposed
to both. Lastly, this distinction enables data providers to register data assets
and wait to see if these are actually requested through the marketplace. The
provider, thus, only has additional effort in building a data product if this
data asset is actually relevant to other data consumers. Besides alleviating
the data providers in their task, this distinction also addresses the EDMP
challenge of flooding the marketplace with unusable data, as presented in
Section 4.6. For the scenario of a targeted provision of data for a known use
case, an according product is built. For the scenario in which data should be
made available so other consumers know it exists, it suffices to create a data
asset until this asset is actually requested and further consumer requirements
on the data are clarified.

So far, we have shown how the marketplace can fit into and interact with the
corporate tool and system landscape. To facilitate this, the distinction between
data assets and products was introduced. In the following, we will discuss how
these aspects affect the platform architecture of the EDMP.
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5.3 Platform Architecture

Having discussed how the EDMP can integrate with a company system land-
scape leaves the question of how this influences this type of marketplace’s
platform architecture.

In literature, there are a variety of architectural proposals, most of which
are, however, tailored to a specific context. There are marketplace archi-
tectures specific to the use of blockchain [RS16; SLR20], the Internet of
Things (IoT) context [KPKS18; ALL20; SBK+17], multilateral marketplace
design [KLT17], elements in decentralized marketplaces [RRK18], personal
data valuation [KGC+16], or also specific marketplace aspects like a market
management system or mashup builder [FSF20]. None of these architectures
reflect the specific components of the EDMP. In contrast, Wells [Wel17] does
provide a component overview for the EDMP, nonetheless, it is not apparent
which aspects are special to the internal setting and also how the components
interact. Similarly, components of an EDMP’s underlying data platform are
illustrated in the report by Zasadzinski et al. [ZTTR21], yet the distinction
between the marketplace and data platform components is not clear, nor how
it leverages and is embedded within a company’s existent system landscape.
Therefore, marketplace architectures presented in literature thus far provide
various perspectives on required components and the component interactions.
Yet, the architectures do not comprehensively consider the specific character-
istics and requirements of an EDMP as described in Sections 4.3 and 4.4.

We present a platform architecture that reflects the components of an EDMP,
displayed in Figure 5.5. Components that are potentially distinctive in the
EDMP, e.g., in regard to implementation aspects, are highlighted in gray. The
architecture distinguishes frontend and backend components. The frontend
is responsible for offering functionality to the marketplace participants and
the backend for implementing this functionality through a variety of services.
The frontend and backend components communicate with each other, e.g., via
REST through an API Gateway. In addition, there are storage components for
metadata and data. Components labeled as tools or platforms may already exist
as standalone solutions within an enterprise. This is a unique characteristic
within the enterprise and can be exploited by tightly integrating the EDMP with
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Figure 5.5: Enterprise Data Marketplace Architecture Featuring a Component
Overview [EGH+23].

the existent solutions as discussed in Section 5.1. Alternatively, the features
of these components can also be implemented within the according backend
services, yielding a self-sufficient data marketplace.

5.3.1 Frontend

The marketplace functionality is available to the roles data consumer, data

provider, and administrator in the frontend through, e.g., a graphical user in-
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terface and/or an API. It includes the functionality as described in Section 4.4.2.
Namely, this is data discovery, data trading, and collaboration functional-
ity for the data consumer and, complementary, offerings registration and
governance functionality for the data provider, as well as user and offerings
management for the administrators. Since the functionality from the cross-
sectional areas, i.e., metadata management or privacy and security, is not
directly accessible to users, it is not represented in the frontend. These are
addressed indirectly throughout the backend services.

5.3.2 Backend

The backend provides a variety of services according to the functionality offered
through the frontend. The services partially build on and communicate with
each other, e.g., via a message broker. There are services for authentication,
discovery, order, security, transaction, access, offerings and collaboration
functionality. The authentication service is responsible for managing user
access to the marketplace and in this sense handles the registration and login.
Search functionality together with a detailed view on offerings is provided
through the discovery service. To facilitate trading, several services are re-
quired. The creation, monitoring, and management of orders and subscriptions
is handled through the order service. The security service deals with permis-
sion and provision approvals for the orders. This entails tasks such as the
verification whether a user has appropriate access rights for data with a higher
security class. If any form of monetary transaction is called for, this is dealt
with by the transaction service, and the access service is accountable for cre-
ating and managing access methods, such as database access, or access-links
to data. The offerings service is responsible for the registration of any kind of
service as described in Section 4.4.1, i.e., data-as-a-service, infrastructure-as-a-
service, software-as-a-service, and professional services like training courses.
It adds the data offerings to the data catalog, which maintains a data inventory,
and stores additional metadata like the product metadata in the metadata
repository. An inventory of the other offerings, i.e., infrastructure, software,
or professional services, can also be stored in the metadata repository if the
data catalog does not support these kinds of entries. Lastly, the collaboration
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service takes care of any form of interaction on the offerings, such as comments,
use-case-documentations, or ratings.

5.3.3 Enterprise Data Marketplace Specific Components

The components highlighted in gray in Figure 5.5 are required in all mar-
ketplaces, but can be specifically adapted to the enterprise setting, and are
therefore termed as EDMP specific components. For instance, the components
marked as tools can be implemented as part of the marketplace, producing a
stand-alone solution that could be used in an external context. However, these
components can already exist within an enterprise, and could therefore also
be reused and integrated with the marketplace.

The component employee/user management is responsible for the identity
management and authentication of users, meaning enterprise employees and
invited business partners that have access to the EDMP. Essentially, this is
the user database in which the user information is managed. In terms of the
data democratization dimension two, getting access to tools should be easy
and attainable for the employees. As mentioned previously, companies usu-
ally have tools to manage information on their employees, such as Employee
Database Software® which offers a directory of employee profiles and function-
ality to structure and secure employee data, including personal information,
qualifications, and skills. As the marketplace requires an extract of exactly this
metadata, it can be built on such an existing tool instead of recording the same
information twice.

Closely related is the component employee rights management, which han-
dles the users authorization, i.e., rights for various tools and platforms and
potentially specific actions therein. Through it, users can apply for, attain, and
manage these rights. Like before, there are tools for this on the market that are
already used within enterprises, such as Access Rights Manager3 and could be
integrated into the marketplace. This also enables facilitating single-sign-on
so the users can access the marketplace through their employee user account.

As mentioned before, the marketplace requires an inventory of its offerings
which would reflect, e.g., the offered data or services like training courses,

2Employee DB Software: https://scnsoft.com/software-development/databases/employee
3Access Rights Manager: https://solarwinds.com/de/access-rights-manager
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with according metadata like a content description, the owner, and access
policies. This inventory can be maintained as part of the marketplace’s meta-
data repository or could be maintained within an external tool like a data
catalog. As companies are in the process of building and maintaining data
catalogs [EGG+21a], the stored information could be reused within the mar-
ketplace as opposed to duplicating the inventory with collected metadata and
functionality. As explained in the previous Section 5.2, a data catalog mainly
stores information on data assets, so the marketplace must either extend the
stored information through the product metadata or store additional product
metadata in its metadata repository.

The metadata repository stores metadata that is relevant for operat-
ing the data marketplace. As data marketplaces are metadata-driven plat-
forms [Gro21], this is an essential component. What metadata is maintained
in the EDMPs varies depending on whether the above-mentioned tools are
integrated in the marketplace, or if it is implemented as a stand-alone solution.
Besides metadata for cataloging the offerings, user information, and access
rights, the metadata repository may store metadata on, e.g., the order process,
the purchase history, transaction history, or search history.

As explained in Section 4.3.2, an EDMP may have a hybrid architecture with
both a centralized and decentralized data storage. Most of the offered data
should be referenced in the according storage systems, in order to support
the whole scope of enterprise data, and is therefore part of the decentralized
storage. However, if there is no storage system that can be referenced for
certain data, there is the option of loading the data into the integrated auxiliary
data storage of the marketplace. This data storage may be omitted if such data
can be loaded into and provided through an external system like a data lake.

The extent to which the marketplace’s distinctive components constitute an
independent tool or have to be implemented as part of the marketplace also
depends on the existing system and tool landscape in the company. According
to Jahnke and Otto [JO23], an EDMP of this sort is not represented throughout
the current commercial or open-source tools.
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5.4 Summary

This chapter illustrated how an Enterprise Data Marketplace can be embed-
ded in the existent corporate tool and system landscape. Specifically, the
architectural view on how it integrates with the data source systems, data and
metadata management tools, as well as administrative tools was discussed.
Amongst others, the advantages of embedding the marketplace in this land-
scape entail the reuse of existent functionality and metadata, the enabling of
a comprehensive view on existent metadata, and the reduction of metadata
management effort and errors. However, having metadata for a dataset is not
enough to turn it into a data product in the marketplace. For this reason, the
differentiation between data assets and data products was introduced, which
are both supported in the EDMP. This differentiation yields a number of ad-
vantages such as a reduced effort for data providers in sharing their data and
also the ability of the data marketplace to offer a company-wide scope of data.
Finally, a platform architecture for the EDMP was introduced that reflects
these aspects and specifically identifies components that may be implemented
differently within the enterprise. These include components for managing user
data and access rights, a data catalog, the metadata repository, and lastly, an
auxiliary data storage. The presented enterprise integration architecture and
platform architecture provide the basis for building an EDMP. Additionally,
these architectures also provide the basis for the design of an explicit approach
to leverage existent metadata as presented in the following Chapter 6.

93






CHAPTER

LEVERAGING DISTRIBUTED
METADATA IN THE ENTERPRISE
DATA MARKETPLACE

Metadata, as outlined in Chapter 4, is an essential constituent in the data mar-
ketplace and is required to provide a lot of the data marketplace functionality.
For instance, the registry of data assets and data products offered through the
marketplace is composed of metadata, and also the assembly of dataset-specific
metadata on each asset and product provides the basis for data consumers
to identify whether this data is relevant for their use case. In the preceding
chapters, it has been established that a company already has a lot of relevant
metadata for the marketplace distributed across a tool and system landscape.
This gave rise to the requirement presented in Section 4.4.3 that the Enterprise
Data Marketplace (EDMP) should build on and reuse the existing functionality
and metadata within this tool and system landscape. In Section 5.1, we high-
lighted the architectural perspective of integrating the EDMP in the company
system landscape. This decreases redundancy and reduces the complexity
and workload for both data consumers and producers, as these only have to
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access one tool as opposed to several in order to identify relevant datasets or
to maintain metadata on these datasets respectively. With the introduction of
new concepts like the data lake or data mesh, the tool and system landscapes,
and thus the collected metadata, are continuously evolving. Besides the ability
to flexibly integrate with this evolving tool and system landscape, the EDMP
must, consequently, also have the ability to handle newly acquired metadata
through these tools and systems.

While the need for metadata management in data marketplaces is empha-
sized repeatedly in literature [MS19; RRK18; KLT20; SLR20], most research
articles only briefly address these metadata management aspects. In Sec-
tion 5.1, we addressed the architectural metadata perspective, yet, it still re-
mains unclear how to explicitly realize the embedding of an EDMP in the
company system landscape to reuse the existent metadata and how to real-
ize the metadata management. Therefore, we close this gap by presenting
a three-part approach that enables to leverage metadata that is distributed
across a company in the EDMP. To begin with, we present the first approach
for integrating different tools with the marketplace, addressing research con-
tribution C4.1. Thereafter, we introduce an approach for flexibly supporting a
diverse set of metadata per data asset in the marketplace, based on adaptable
metadata templates. Lastly, we illustrate an approach for visualizing an inte-
grated view on this diverse metadata in the marketplace. In conjunction, the
last two approaches yield research contribution C4.2.

The remainder of this chapter is structured as follows: To begin with, the
diversity in metadata collected for a single dataset and also the diversity in
metadata collected throughout the metadata sources is underlined in Sec-
tion 6.1. Thereafter, metadata management requirements for integrating the
EDMP in a company system and tool landscape are specified in Section 6.2,
considering the diversity of metadata and the metadata sources. Related work
is discussed in Section 6.3, followed by our approach for leveraging distributed
and diverse metadata in the EDMP in Section 6.4. Thereafter, Section 6.5
yields an assessment of how the presented concepts address the specified re-
quirements and how classic (meta)data integration challenges are addressed.
Section 6.6 rounds this chapter off with a summary and conclusion. In parts,
this chapter is based on the author publications [EGG+20] and [EGG+21b].
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6.1 Diversity in Metadata

In Section 5.2 it is explained that data product metadata like provisioning or
contractual information is maintained within the data marketplace, whereas
the data asset metadata like content descriptions or quality metrics can be
spread across a variety of tools. Given the focus of this chapter to leverage
this distributed metadata, we will mainly discuss how the data marketplace
deals with data assets in the following. We implicitly assume that it is possible
that the marketplace hosts product-specific metadata for these data assets and
that these could therefore also be data products. In this section, we outline
how diverse a collection of metadata for a single data asset can be, and also
how tools and systems can be different in collecting and exchanging metadata.
Since it is a requirement that the EDMP must take this metadata into account,
the marketplace must be able to accommodate this diversity.

6.1.1 Diverse Metadata per Data Asset

A diverse suite of metadata attributes can be collected for each data asset.
This entails different types of metadata as described in Section 2.3.1, such as
business, technical, and operational metadata [HES17]. These may be a con-
tent description, information on the storage, and the data owner, respectively.
Furthermore, different metadata attributes can be collected per data asset de-
pending on the data type, e.g, if it is a video, text, or image, or also depending
on the storage system, e.g., if it is a data warehouse or data lake. Moreover,
different attributes may be collected for similar datasets, e.g., quality metrics
are collected for one data asset yet not for the other. For instance, a video
collection could be annotated with business metadata that indicates that these
are traffic recordings, with technical metadata that describes the storage loca-
tion of the data on the company’s data lake, and operational metadata stating
that the user “Ann Li” is the data owner and that the videos may only be used
by the division “HX” for research on autonomous driving. It could also have
video-specific technical metadata indicating the video format, the resolution,
and the duration of the individual video clips. Another video collection asset
could have additional video metadata such as the bit and frame rate, display
aspect ratio, and audio information.
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Handling diverse metadata per data asset thus encompasses the collection
of varying metadata according to the data type, e.g., video, different metadata
types, e.g., business metadata, and also the accumulation of different metadata
among similar data assets. When searching for a dataset, all of these different
metadata can play a role in the consumer’s choice and are thus potentially
relevant in the marketplace. The marketplace consequently has to gather
and integrate these diverse metadata from a variety of systems which, as
emphasized in the following section, also poses a challenge.

6.1.2 Diversity in Metadata Sources: Exemplified through the Data Lake

As explained in Section 2.3.3, a variety of tools and systems constitute metadata
sources. These range over data and metadata management tools like data
catalogs and business glossaries to different data storage systems like data
warehouses or data lakes. Each of these provides different metadata and, as
also pointed out in Section 2.3.4, might support a variety of different standards
for exchanging metadata. To highlight how distinct the single tools and systems
can be, we demonstrate how metadata can be collected within a data lake.

A data lake, as briefly introduced in Section 2.3.3, is a highly scalable storage
repository which enables data analytics in order to exploit the business value
of data [GGH+20a]. Metadata management is required to retain the data’s
context and thereby prevent a data lake from turning into a data swamp, a state
in which the data therein is no longer fit for use [SD20; CSN+14]. Several meta-
data models are discussed in literature which support the modeling of metadata
for a wide range of metadata management use cases in data lakes including
MEDAL [SSF+19], GEMMS [QHV16], and our metadata model HANDLE,
short for “Handling metAdata maNagement in Data LakEs” [EGG+20].

Figure 6.1 depicts an exemplary metadata management use case. In this
use case, the data, represented by a customer table, resides in a data lake that
is divided into several zones in accordance with the zone model by Giebler
et al. [GGH+20b]. The metadata collected in this use case is centered around
access information on the data in the data lake. As can be seen, the access
information illustrated as yellow/dashed metadata objects is collected on
different granularity levels in the two different zones, i.e., once per row in the
raw zone and once per table in the trusted zone. This distinction of granularity
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Figure 6.1: Exemplary Extract of a Metadata Management Access Use
Case [EGG+20].

levels shows that even within the data lake the same information might be
collected on varying parts of the data. For instance, access on the overall table
might suffice if it has been anonymized, and the row based access might be
required if it is raw personal data, such as the customer data in this example.

The metadata model HANDLE provides a foundation for modeling the meta-
data in a large variety of such metadata management use cases, collecting and
also retroactively extending the according metadata if specific information was
missing. It consists of two parts: firstly, the core model, shown in Figure 6.2,
which defines all the elements and relations required for modeling a metadata
management use case. Secondly, it consists of the three core model extensions,
which need to be adapted for each data lake implementation and address the
topics of granularity, data lake zones, and metadata categorizations.

group connected
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Figure 6.2: The HANDLE Core Model [EGG+21b].
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The two central elements in the core model are the data entity, illustrated in
solid/black, which represents a pointer to the data in the lake, and the metadata
entity which can represent any number of metadata attributes, illustrated
in dashed/yellow. The zonelIndicator is part of the zone extension and can
be viewed as a label attached to the data element, indicating the zone the
data is stored in. Any zone model, such as the one proposed by Giebler et al.
[GGH+20b] can be appended here. The granularityIndicator points out to
what level the metadata belongs in the dataset, e.g., whether the metadata
is associated with the overall table, or more specifically with a row, column,
or field. Similar to the zonelIndicator, any granularity level can be used in
this model. The categorization indicates the type of metadata, e.g., business,
technical, or operational, and can also be adjusted to use any other metadata
type distinction. The model is designed on a high abstraction level so that it can
flexibly model any use case and also allows to model the metadata according
to the intended employment. Hence, it is possible to model the same content
in various ways, as depicted in Figure 6.3, through the three options a), b),
and c). More detailed information on the model and a comparison with other
metadata models can be viewed in our works [EGG+21b; EGG+20].

A data lake will have a variety of metadata management use cases, which can
be reflected through HANDLE in various ways. Some of this metadata might
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Figure 6.3: Various Modeling Options for the Same Use Case - Logging all
Access Calls on Various Datasets (Based on [EGG+21b].)
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be of relevance when looking for and selecting data for analytics use cases and
hence is also relevant for the data marketplace. Consequently, the data market-
place must be adaptable to incorporate the metadata as provided through the
data lake management system according to its model, in this case, HANDLE.
By discussing metadata management in data lakes based on the model HAN-
DLE, we have demonstrated not only that different metadata management use
cases may be dealt with in diverse ways, but also how distinct different tools
and systems may be in collecting metadata. Since the data lake is only one of
many metadata sources, this means that the marketplace needs a sophisticated
approach to connect to different tools and systems and incorporate a wide
variety of metadata. To this end, requirements are established in the following
section which must take into account this diversity in the metadata, as well as
the diversity of how the tools and systems collect and provide this metadata.

6.2 Requirements for Integrating with Data and Metadata
Management Tools

As the previous sections have emphasized, there are a few aspects that the data
marketplace needs to consider when integrating in the enterprise system and
tool landscape to leverage the distributed metadata. In order to determine
metadata-related requirements for integrating the EDMP in this landscape, we
first studied related challenges as presented in literature [DMvdH23; ALL20;
RRK18; JCZ12]. Thereafter, we also conducted more than ten expert interviews
with employees of the globally active manufacturer introduced in Section 3.1
in various data-related roles, such as data scientists as well as enterprise and
solution architects, to gain a broad and representative perspective on current
issues and practical insights. The manufacturer’s case and the requirements
are illustrated in Figure 6.4.

As explained in Section 3.1, the manufacturer pursues the goal of becoming
data-driven, and is currently in the process of democratizing their data assets by
building a tool landscape with tools like data catalogs, business glossaries, and
a data quality platform. As pointed out in Section 6.1, the metadata collected
by these tools may strongly vary. The company is also investigating EDMPs.
In accordance with the challenges discussed in Sections 3.2.2 and 3.3.2, the
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Figure 6.4: Use Case System Overview and Requirements.

multitude of tools and distributed metadata constitute a challenge as they
make the process for providers to publish data assets and the process for
consumers to understand and access data assets increasingly complex and
time-consuming. For instance, the provider must publish their data in several
tools like the marketplace, a data catalog, and a quality tool, and the consumer
must access all these tools to identify a relevant data asset for their use case.
Based on the literature study as mentioned before, the practical insights
from the manufacturer’s case, and the provider and consumer challenges, we
derive the following requirements for handling metadata in an EDMP. In accor-
dance with the enterprise integration requirements discussed in Section 4.4.3,
the first requirement (R1) signifies that the marketplace must reuse existent
metadata that is maintained within other tools. I.e., if information about
a data asset’s owner is maintained in a data catalog and quality metrics in
another tool, then the marketplace must leverage this metadata as opposed to
collecting it twice. This reduces the workload of the provider as they do not
have to redundantly maintain metadata in the marketplace and it supports
the consumer as they can use the marketplace as a single point of reference
as opposed to several tools. In an evolving tool landscape, it is necessary that
tools containing metadata can be connected to and disconnected from the
marketplace (R2). The marketplace thus has to be able to support different
interfaces of different tools. As these tools may collect different metadata
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attributes for data assets, the marketplace must also support a diverse set of
metadata per data asset (R3), e.g., a lineage graph with quality metrics for
one asset, and a set of descriptive attributes and a data model for another asset.
Furthermore, it must be possible to extend the set of supported metadata in
the marketplace (R4). To support the consumer in finding relevant data assets,
the marketplace should provide an integrated view on the metadata (R5) and
this view should be able to visualize an individual set of metadata per data
asset (R6). Hence, if present, metadata like the lineage, quality metrics, or
descriptive attributes from the different tools should be unified and integrated,
and depending on what metadata is available, the metadata views of similar
assets may differ.

6.3 Related Work

In the following, we present how metadata and metadata management func-
tionality are considered in data marketplace research and which aspects are
covered specifically in EDMPs and in other metadata-intensive systems outside
the marketplace context.

The importance of metadata in the data marketplace is highlighted in sev-
eral research articles. Some articles illustrate the necessity of metadata on
data products so that data consumers can find, understand, and trust the
offered data [RRK18; KLT20; SLR20], or to enable interoperability and
reuse [DMvdH23]. Spiekermann et al. [STWO18] provide a metadata model
for data goods to facilitate the selection and trading of data. While this
metadata model is generic, other articles propose domain-specific metadata
templates, e.g., for data products in the smart city context [RRK18], so-
called model cards [MWZ+19] for describing machine learning models, or
datasheets [GMV+21] for describing datasets for training these models. These
articles, however, lack an in-depth discussion on how the presented concepts
impact the data marketplace and how it may manage this metadata and the
metadata templates.

Required metadata management functionality in data marketplaces is dis-
cussed by, e.g., Meisel and Spiekermann [MS19], who introduce a reference
model for marketplace functionality that lists metadata management amongst
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the data integration functionality. The necessity for automatic metadata gen-
eration is briefly discussed in [SLR20] and Fernandez, Subramaniam, and
Franklin [FSF20] describe a metadata engine in the data market context for
reading and maintaining the lifecycle of their datasets. Yet these articles do
not consider the implications on the metadata management when using the
marketplace in the company’s internal context.

Several research articles consider data marketplaces for use within a com-
pany [Wel18; Gro21; FSF20; EGH+22a], however, they do not go into detail on
how to realize metadata management aspects. In contrast, Driessen, Monsieur,
and van den Heuvel [DMvdH23] discuss metadata management for achieving
interoperability of data products in an internal data exchange and propose
an ontology-based solution approach. Yet, they do not provide insights how
their solution and the existent metadata management tools are leveraged in
a marketplace platform. In our previous work, we outline that the EDMPs
should integrate with metadata management tools [EGH+22b] and discuss
how they can build on a data catalog [EGHS22]. In both our works we do not
go into detail on how the required metadata management is realized.

Research from other areas also discuss topics surrounding the integration of
metadata, e.g., in the context of genomic metadata [BCMC22] or metadata on
a buildings lifecycle [FPM+20]. Besides the metadata templates mentioned
above, we adopt aspects from these articles resulting in similarities in our
integration process to [BCMC22], and we adopt components similar to the
drivers used in [FPM+20] for connecting the EDMP to the metadata sources.
Some research articles use ontologies to provide clarity on the semantics and
to enable interoperability amongst the (meta)data [BCMC22; DMvdH23]. The
concepts we propose may also build on ontologies. While these concepts
address metadata management aspects, they need to be adapted to fit the
marketplace use case in an enterprise. Hence, we close this gap and present
an approach for reusing and building upon existent metadata in the EDMP,
in which the topics like the integration with a company’s tool and system
landscape as discussed in the previous Chapter 5 are considered.
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6.4 An Approach for Leveraging Distributed Metadata in the
Enterprise Data Marketplace

In this section, we present three approaches that in conjunction enable an
EDMP to leverage and handle existent company metadata that is distributed
across a variety of tools. The first approach addresses the challenge of inte-
grating a variety of tools and systems with the EDMP that contain relevant
metadata for understanding and selecting data assets. The second concept
enables collecting a diverse set of metadata per data asset and the third concept
reveals how this diverse set of metadata can be visualized in a comprehensive
view for the data consumers.

6.4.1 An Approach for Integrating Different Tools with the Marketplace

Figure 6.5 illustrates the process for integrating new tools with the EDMP
and leveraging the contained metadata therein. As it is the goal to provide a
comprehensive and integrated view on the metadata, this process contains
aspects of information integration. How the following concepts address typi-
cal (meta)data integration challenges is assessed in Section 6.5.2. Moreover,
several of the steps we describe hereafter are carried out manually. How these
can be automated or supported by tools is subject to future work.

In order to leverage the metadata that is distributed across a variety of tools
and systems, the EDMP must be able to integrate with these. Referring to step
one in Figure 6.5, we propose a connection to these tools and systems through
plugins: The plugins are small software programs that must be configured
specifically for each tool or system. Each tool that contains relevant metadata

Connect Extract A55|gn Standard|ze Clarify
to Tool Metadata //Metadata to /) Metadata Metadata
Data Asset Formats Semantics

Figure 6.5: Metadata Assimilation Process in the Enterprise Data Marketplace.
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for understanding and selecting data assets can be connected via a separate
plugin. The benefits of using plugins entail the ability to independently connect
and disconnect a variety of different tools to the marketplace. Through the
individual configuration of the plugins per tool, the different metadata and
specific characteristics of the tools can be addressed. Besides connecting a
variety of different tools, it is also possible to connect several instances of the
same tool, for example, two instances of the Apache Atlas catalog'. In this
case, a plugin written for Apache Atlas can be duplicated, so each tool instance
is connected through its own plugin instance. Thereby, different metadata
attributes can be collected from these two tools. Hence, as the selection and
handling of metadata is configured individually per tool, the marketplace can
flexibly assimilate a diverse spectrum of metadata.

Thus, to realize the process depicted in Figure 6.5, a plugin is created for
each tool instance in step one, connection to a tool. Therein, credentials
are specified for accessing this tool. As depicted in Figure 6.6, the tools can
contain a variety of metadata ranging from simple attributes such as a content
description or the owner of a data asset, to more complex metadata like the
data’s lineage. Not all the contained metadata is necessarily relevant in the data
marketplace. Hence, the relevant interfaces for extracting the metadata, as well
as an option to enable or disable the collection of specific parts of the metadata,
are configured in the plugin. By way of example, Figure 6.6 illustrates the
selection of specific metadata through checkboxes for each attribute in the
tools. The data marketplace can use the configuration provided through the
plugin to connect to the tool and extract the specified metadata in step two.

In step three, the marketplace must assign the extracted metadata to a data
asset. As explained previously in Section 5.2, data assets are datasets that are
of value to a company and have been enriched with metadata. The marketplace
only references the dataset but does collect the associated metadata. In the
following, we refer to each asset’s metadata collection as an Integrated Data
Asset Metadata (IDAM) entity. Thus in step three, the marketplace assigns
the extracted metadata to the according IDAM entity. This is necessary as
the marketplace may collect a variety of metadata from, e.g., a data catalog,
a quality, and a glossary tool, which may belong to different data assets, as

1Apache Atlas: https://atlas.apache.org
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Figure 6.6: This figure depicts a data marketplace that is connected to a va-
riety of tools which contain diverse metadata. Selected metadata
attributes are extracted from these tools and grouped in integrated
data asset metadata entities in the marketplace.

shown in Figure 6.6. When connecting a new tool, it must be specified in
the marketplace configuration how the metadata of the new tool is related to
the metadata contained in the other tools. For example, the quality tool may
maintain an identifier per data asset that corresponds to the identifier in the
data catalog. It is therefore a prerequisite that there is a known relation for the
metadata in the new tool to the metadata of at least one of the other connected
tools, so this relation can be leveraged by the marketplace to organize the
extracted metadata into IDAM entities per data asset. The contents of the
different tools could also be semantically associated with each other via an
ontology upon which the marketplace could build.

To enable the marketplace to handle the metadata from the different tools
in a uniform manner, it must be transformed into a standardized format.
This can be done by defining a set of both primitive and specialized value
types that the marketplace supports, such as string or graph, respectively.
Configuring the plugin therefore also entails matching the tool’s metadata to
these defined value types and specifying transformation rules. If, for instance,
the data catalog’s lineage metadata is extracted, this may be mapped to a graph
value type and has to be transformed to match the input for graphs as expected
by the data marketplace.
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To this point, metadata has been selected and extracted from the tool,
mapped to a data asset, and standardized. It is, however, still unknown what
the metadata represent. It may be known that a metadata field yields a string,
but if it represents the content description or perhaps the data owner has yet to
be determined. Thus, step five involves clarifying the semantic meaning of the
extracted metadata. A strategy for dealing with the assignment of semantics
to the metadata, how the marketplace can support a variety of semantic input,
and how it can visualize this metadata in a comprehensive view per data asset
in step six, is discussed in the following Sections 6.4.2 and 6.4.3, respectively.

6.4.2 An Approach for Supporting Diverse Metadata per Data Asset

Metadata is the basis for users to find and understand data in the marketplace.
As explained in Section 6.1.1, a diverse suite of metadata can be collected per
data asset. This entails different metadata depending on the data type, e.g.,
image or text, or aspects such as its storage, e.g., data lake or data warehouse,
different metadata types, i.e., business, technical, and operational, and also
the accumulation of different metadata among similar data assets. In order to
reflect this variety of metadata in the data marketplace, we present metadata
templates, based on which diverse metadata can be collected for each data
asset. To begin with, we introduce the template principles and then discuss
how these can be applied in the data marketplace context.

6.4.2.1 Introducing Metadata Templates

In our context, a metadata template refers to a generic list of metadata at-
tributes that can be applied to a large number of datasets. A template can focus
on a specific topic, such as metadata related to the data storage system, or
metadata related to the data type, such as video, image, or text. Based on these
templates, an individual collection of supported attributes is created for each
data asset that is then populated by the marketplace. At first, we introduce the
structure of such a template followed by an introduction of template bundles.
The benefit of using metadata templates is discussed in the following section.
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Figure 6.7: Metamodel for Metadata Templates.

Metadata Template Structure: Asillustrated in Figure 6.7, a metadata
template has mandatory and optional attributes that are associated with one of
the value types that are supported by the marketplace, such as string, number,
or graph, as described in the previous Section 6.4.1. A template can also
contain a set of templates, providing more metadata on the same data asset,
as well as a single or set of links to templates of another data asset. By way of
example, Figure 6.8 depicts three templates according to the specifications

< DATABASE > < TABLE > < COLUMN >
Attribute | Value Type Attribute | Value Type Attribute | Value Type
db_name*| string tbl_name*| string col_name*| string
tables link_set<table>| | database* | link<database>| | data type |string
columns* | set<column>
Templates
Template
ASSET 1 - BUNDLE (EXCERPT) ASSET 2 - BUNDLE (EXCERPT) Instance

' Database Employees ~i Table Employees
db_name: Employee DB E E tbl_name: Employees
tables: Employees -

Departments
Salaries

225 Template <Text> Template Name L2 Example Template Instance *Mandatory

Figure 6.8: Exemplary Metadata Templates with Template Instantiations.
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in Figure 6.7 for two types of data assets, a database asset and a table asset.
To collect metadata on the database and table asset, there are templates for
a database, a table and column. Each template contains a set of attributes,
such as db_name, together with the value type, e.g., string. As a database can
contain several tables and a table several columns, the according attributes are
grouped in reusable separate templates to avoid redundancy. Whether another
template is supposed to be linked or embedded depends on how granularly
data assets are defined, e.g., if the whole database represents the asset, or each
table is an asset, as in this example. Hence, in Figure 6.8, the table template
contains a set of column templates, yet the database links to its according table
templates which are separate assets. How granularly data assets are defined
and the according template design can be customized to fit a company’s needs.

Template Bundles: A dataassetisdescribed through a bundle of templates,
as defined in the metamodel in Figure 6.7. For example, a data asset stored in
a data lake could be associated with a data lake template as well as templates
on other aspects like the data quality, its lineage, or the data type, e.g., image.
A template can be part of several bundles. Also, as exemplified in Figure 6.8,
these can contain links to templates in other bundles, e.g., there is a link from
the table asset’s bundle to the database asset’s bundle. Hence, an individual
template bundle can be compiled for different data assets. The marketplace
later instantiates and populates the assets’ individual template bundles in the
form of IDAM entities.

6.4.2.2 Benefits of Metadata Templates

The templates are reusable and can be freely combined with other templates,
enabling the creation of custom template bundles for data assets. It is therefore
possible to flexibly collect different metadata per data asset. If a new tool is
connected to the EDMP which contains metadata that is not reflected by any
template, an existing template can be extended or a new template can be
created. The flexibility of the template principles also enables the support of
various metadata standards, such as Data Catalog Vocabulary (DCAT)?, or

2DCAT: https://w3.org/TR/vocab-dcat-2
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metadata models like HANDLE [EGG+21b], as according templates can be
created which then enable the collection of the required metadata. In addition,
the templates can be implemented in a variety of ways, for example by using
semantic technologies like ontologies, or more simply through an assortment
of XML or JSON files.

6.4.2.3 Utilizing Metadata Templates in the Enterprise Data Marketplace

Primarily metadata that assists in finding, understanding, selecting, and or-
dering a data asset is of relevance in the marketplace. Figure 6.9 depicts an
exemplary set of templates that may support these steps. The data-asset-base
template contains a basic set of attributes that describe the data asset and links
to a variety of templates that provide further information, such as the lineage
or quality templates. Some attributes reference a distinct set of potential tem-
plates, such as the access-methods attribute within the provisioning template.
In this example, we also added templates that provide a set of metadata that
is tailored to specific types of data, e.g., images or textual data. Furthermore,
templates for the storage-system are envisioned. This set of templates lays no
claim to completeness. Other metadata on, e.g., the terms of use or reviews
may be added to an existent or as part of a separate template.

In the previous Section 6.4.1, it is stipulated that a semantic meaning has to
be assigned to the metadata which is extracted from the tools. This refers to a
mapping of the tools’ metadata to corresponding template attributes. Through

< DATA-ASSET-BASE >
I 7 ¥ v

name, description, <ty'pe>, <storage-system>, |~ IM;GE S [<AUDIOS] [<TeExTS| <. >
<provisioning>, <lineage>, <quality>, ...
v Y ~ N
< PROVISIONING > ||< LINEAGE >||< QUALITY >{| < STORAGE-SYSTEM >
<access-methods>, ...
P ) ¥ i 3
<API>||< DOWNLOAD >| [<...> < DATALAKE> | [<DWH>| |<..>

Template

Figure 6.9: Exemplary Set of Metadata Templates for the Enterprise Data
Marketplace.
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this mapping, the semantics and expected input format are clarified. It can
occur that the tool provides the metadata in a different format as defined
through the template, e.g., the owner’s name as a single value as opposed to
two separate values. For this, the data marketplace has a set of predefined
population strategies to convert the input into the required format. In this
case, a strategy to separate the values is specified with the mapping to the
template attribute. Also, if two tools provide input for the same attribute, e.g.,
if information on the data owner is provided through two catalogs, there are
strategies which specify which tool takes prevalence or strategies that record a
collection of all supplied values. The topic of metadata integration challenges
is discussed in Section 6.5.2 in more detail. Besides the set of supported
metadata, the templates also specify how the metadata is visualized, which is
discussed in the following Section 6.4.3.

6.4.3 An Approach for Visualizing Diverse Metadata per Data Asset

In this section, we present our approach for visualizing diverse sets of metadata
in a uniform manner to support the data consumers through a standardized
user interface. The flexible and adaptable visualization of the diverse metadata
is achieved by adding visualization specifications to the metadata templates
via the template-display and attribute-display options, as defined through Fig-
ure 6.7.

Figure 6.10 depicts the general structure how templates are visualized in
the marketplace frontend. To achieve recognizability and a concise overview,
contextual metadata groups are defined, such as general information, term
of use, data quality and statistics, or lineage. Like the templates, the groups
can be configured individually per data marketplace. As specified through
the metamodel in Figure 6.7, templates are allocated to a group. A group can
contain several templates. Additionally, the number of columns is specified
distinctly for each template. The template attributes are then associated to
specific columns. If no content is provided for an attribute, this field is not dis-
played, enabling a clean design and the use of template excerpts. Exemplified
in Figure 6.11 on the top left, a template is allocated to the group term of use
and one column is specified for this template. The template’s attribute owner
is allocated to this column through the position field.
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Figure 6.10: Template Visualization Structure.

How each attribute is visualized is also specified in the templates. Amongst
others, the visualization options include a simple key-value display, a pie chart,
a graph, or a collapsible element, e.g., for embedded templates. For example,
a data asset’s owner could be configured through an embedded employee tem-
plate that specifies this employee’s name, department and so on. Figure 6.11
illustrates that the data owner can be visualized as a collapsible element, which
provides all of the employee data when expanded. An exemplary extract of a
populated IDAM entity is shown on the top right and how it could be visualized
in the frontend on the bottom. Thus, the marketplace can visualize diverse
metadata for each data asset, yet it is presented in a uniform layout as the
groupings and visualization types stay the same so the data consumer knows
where to look for which information in the user interface.

In short, the three presented concepts enable a) a data marketplace to inte-
grate with a company’s tool landscape by connecting with a variety of existent
tools which already maintain relevant metadata for the marketplace, b) to
support different sets of metadata depending on what is provided through
these tools, and c) to visualize an integrated view on this diverse metadata in
the marketplace frontend.
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Figure 6.11: This image depicts an exemplary excerpt of a template on the top
left, with template and attribute display specifications. An excerpt
of an according template instance is shown on the top right. The
visualization of the template instance is illustrated on the bottom.
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6.5 Assessment of the Metadata Management Concepts

In Section 6.5.1, we assess how the previously presented concepts for leveraging
distributed metadata meet the specified requirements, while in Section 6.5.2
we discuss how the concepts deal with the standard (meta)data integration
challenges. How the presented concepts can be realized is demonstrated in
the next Chapter 7 by means of an EDMP prototype.

6.5.1 Fulfillment of Requirements

Requirement R1 specifies that the EDMP must reuse existent metadata that is
maintained within other tools. The concepts discussed in Section 6.4 enable
the marketplace to connect to these tools and extract and visualize this meta-
data. Thereby, the provider does not have to maintain the same metadata in
the marketplace and the consumer can use the marketplace as a single point
of reference for the distributed metadata when searching for data. Thus, re-
quirement R1 is met. The plugin concept, introduced in Section 6.4.1, enables
connecting and disconnecting tools to the marketplace, as well as adding new
tools as required, thereby fulfilling requirement R2. By building IDAM entities
based on flexibly combinable metadata templates, introduced in Section 6.4.2,
each data asset can have its own diverse set of metadata, thus addressing re-
quirement R3. Since it is possible to insert new metadata templates or extend
existing ones, new metadata can be added to the marketplace. Hence, R4 is
supported. Requirement Rj5 signifies that the marketplace should provide an
integrated view on the metadata, which is met by integrating the metadata in
the IDAM entities which are then visualized in the frontend, as described in
Section 6.4.3. Similarly, R6 expects the ability to visualize an individual set
of metadata per data asset. As the visualization specifications are read and
built from the templates and the data assets can have different templates, it is
possible to visualize a different set of metadata depending on what metadata is
available for each data asset. In short, all six requirements are covered through
the three concepts presented in Section 6.4, demonstrating that the concepts
enable a marketplace to integrate with a company’s existent tool landscape
and use the existent metadata therein to the users’ advantage.
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6.5.2 Addressing Metadata Integration Challenges

The process for providing a consolidated view on the existent metadata entails
metadata integration. Therefore, we briefly explain how our process addresses
the typical (meta)data integration challenges.

To begin with, we have to consider the heterogeneity of information systems
as explained by Leser and Naumann [LNo06]. They differentiate technical,
syntactic, structural, and semantic heterogeneity, as well as the heterogeneity
in data models. The technical heterogeneity refers to the diverse options for
data access a system might offer. In the context of the marketplace, this is
addressed through the plugins that are written and configured to match the
idiosyncrasies of the individual tools and systems. Syntactic heterogeneity, i.e.,
differences in the representation of the same information, is addressed through
the transformation strategies that can map the extracted metadata to a set
of predefined formats that are supported by the marketplace. Heterogeneity
in data model types signifies different variants for modeling data, such as
ER and UML in the context of relational databases or XML in the context of
data exchange. The structural heterogeneity refers to different schemata for
modeling the same real-world scenario. Both of these, as well as the semantic
heterogeneity, are considered by the plugin author. They have to understand
the system output and manually map the output to the template attributes
which yield the data model as well as content structure and semantics.

Besides these systemic integration challenges, there are further challenges
that might occur when integrating data [LN06] or metadata, as in our case. The
metadata can be subject to errors and conflicts. This entails issues of varying
representation, e.g., owner = “H. Miiller” as opposed to owner = 5310. In our
case, the required representation for each metadata attribute is specified in
the templates and a population strategy that converts the representation based
on the given value mappings can be selected. Issues of contradictory values,
however, are not addressed through the marketplace, since the marketplace
merely provides insights on the collected metadata, but is not the entity respon-
sible for cleansing and improving this metadata. Depending on the chosen
population strategy, only the value of one chosen source or all contradicting
values can be displayed. Similarly, if systems provide metadata in different
units, accuracy, or aggregation levels that do not contradict the template speci-
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fications, then this information will simply be displayed in the marketplace
for the different data assets as it contributes to a better understanding of the
data regardless of its form. In this case, the population strategy for converting
the input could adjust the values, e.g., by appending the units like euro and
dollar to the values that are provided by the source to avoid misunderstandings.
As illustrated by this example, the EDMP only focuses on simple actions in
metadata cleansing. In addition to (meta)data errors, duplicates and quality
differences also represent integration challenges. In this context, there are
a few perspectives to consider: If two tools populate the same attribute, e.g.
the owner, there are population strategies that either specify which tool takes
prevalence or simply collect all values. Also, if the connection between two
tools is not specified correctly, the marketplace might not recognize that meta-
data belongs to the same asset and consequently creates two entries for this
asset and thus a duplicate. While this inconveniences the data consumers,
there are no severe consequences.

Having illustrated how the marketplace handles metadata integration issues,
it is worth pointing out that the marketplace provides an integrated view
on a handful of metadata attributes from a variety of tools, which does not
compare to integration scenarios for highly complex schemata of very large
data volumes. Not only is the complexity significantly lower, but in most
cases the consequences of conflicting, erroneous, or duplicate metadata are
significantly less severe than, e.g., in an integration scenario for master data.

6.6 Summary

While Chapter 5 highlighted the architectural view on how an Enterprise Data
Marketplace can be embedded in the system landscape of a company, this chap-
ter covered an approach to how this type of marketplace can integrate with
different tools and systems to leverage distributed metadata. In this regard,
three concepts were presented: a) a plugin-based approach for integrating
metadata-based tools with the marketplace, b) metadata templates to enable
the support of diverse metadata for different data assets, and ¢) an approach
to visualize this diverse metadata in the marketplace for the users. In conjunc-
tion, these three concepts address how the metadata related to data assets is
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handled in an EDMP. As metadata management is a fundamental aspect in
a data marketplace, the presented concepts lay the foundation for building
such a platform in a company-internal context so that it integrates with the
existent landscape and builds upon existent functionality and metadata. How
the presented metadata management concepts can be implemented, while
also considering the topics discussed throughout the previous chapters, is
demonstrated in the following Chapter 7.
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CHAPTER

PROTOTYPICAL IMPLEMENTATION
AND EVALUATION

In the scope of this thesis various topics including data consumer and data
provider workflows, Enterprise Data Marketplace (EDMP) offerings and func-
tionality, an EDMP platform and enterprise integration architecture, and an
approach for leveraging distributed metadata have been discussed throughout
the Chapters 3 to 6. In the following Section 7.1, we demonstrate how these
topics can be realized in a prototypical EDMP implementation. This proto-
type is then utilized in an experiment described in Section 7.2, highlighting
the impact of employing an EDMP within a company. Having proposed the
EDMP as a platform for democratizing company data, we lastly assess to what
extent the EDMP establishes data democratization in Section 7.3. Therein, it
is examined how the EDMP addresses the data consumer and data provider
challenges, and whether the EDMP addresses the five data democratization
dimensions. Through this chapter, we thereby demonstrate the feasibility of
the concepts presented in this thesis, highlight the necessity for an EDMP, and
show that the EDMP is indeed suited for implementing data democratization
within companies. This chapter is a revised and composite version of the
author publications [EGH+22b; EGHS22; EGH+22a] and [EGH+23].
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7.1 EDMP Prototype

The EDMP as presented throughout this thesis is not represented through
commercial and open-source tools [JO23]. Therefore, we implemented an
EDMP prototype to demonstrate how an EDMP supports key aspects of the
data consumer and provider journeys illustrated in Chapter 3, and how the
marketplace functionality, as well as platform and integration architecture
presented in Chapters 4 and 5 can be realized, together with the approach
for leveraging distributed metadata provided in Chapter 6. The prototype
implements in particular the aspects of the concepts presented throughout this
dissertation that are relevant for the evaluation. Figure 7.1 illustrates which
aspects of the functionality framework discussed in Section 4.4.2 are presented
through the prototype in the following. To begin with, an overview of the pro-
totype is given in Section 7.1.1, followed by an explanation of how the metadata
management concepts presented in Chapter 6 are implemented. This relates
to the realization of functionality surrounding the dataset-specific metadata
as highlighted in Figure 7.1. In terms of role-specific functionality, we present
how the prototype offers service publishing and data trading functionality for
the data provider and discovery and data trading functionality for the data
consumer, in Sections 7.1.3 and 7.1.4 respectively.

DATA MARKETPLACE

Consumer-Side-Functionality Provider-Side-Functionality Administration
Collaboration | Governance
I'l i

Metadata Management-Functionality

| Privacy & Security |

% Functionality presented in the following

Figure 7.1: EDMP Prototype Functionality Discussed in the Following.
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Figure 7.2: Emulated Enterprise System and Tool Landscape. The Blue/Dotted
Box Represents the Marketplace. [EGH+23]

7.1.1 Prototype Overview

Before the following sections address the implementation of specific func-
tionality and workflows in the EDMP prototype, we first provide a general
overview of the prototype. The choice of tools that were incorporated in the
prototype was based on non-commercial and open-source tools because we
want to enable free usability and customization.

The EDMP prototype is structured according to the EDMP architecture pre-
sented in Section 5.3. It is implemented with the Spring framework* based on
a microservices architecture including an authentication, discovery, order, se-
curity, access, and offerings service. What these services do is described in Sec-
tion 5.3.2. The services communicate via the message broker RabbitMQ? and
marketplace-specific metadata is stored in a Neo4J3 graph database whereas
the dataset-specific metadata is stored through Elasticsearch.

1Spring: https://spring.io

2RabbitMQ: https://rabbitmq.com

3Neo4J: https://neo4j.com

4Elasticsearch: https://elastic.co/de/elasticsearch
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In this work, it has been repeatedly emphasized that the marketplace should
be embedded in the corporate tool and system landscape, as is detailed in
Chapter 5. We, therefore, emulated such a tool and system landscape. As
depicted in Figure 7.2 the enterprise data sources are represented through a
variety of database types and a data lake. The databases include the document
store MongoDB?, the object-relational database PostgreSQLS, the columnar
database Cassandra’ and the key-value database Redis®. These databases
contain a variety of structured, semi-, and unstructured sample datasets. In
order to explore how a marketplace can reflect the characteristics of specific
system types, we have also implemented a data lake. It is realized as a con-
glomeration of storage systems, including the Hadoop Distributed File System
(HDFS)? and PostgreSQL, and is based on the data lake zone model by Giebler
et al. [GGH+20b]. Apache Airflow'?, a workflow management tool, is used to
coordinate processes for moving the data into the appropriate zones.

In terms of tools, we have introduced the open source data catalog Apache At-
las™ and the data quality tool Apache GriFFin'?. The data sources are registered
in Atlas. Amongst others, it provides governance and metadata management
functionality for building an inventory of data assets. Besides classic metadata
such as a content description, our Atlas instance also reflects system-specific
metadata such as the mapping of data assets to data lake zones. GriFFin is a
data quality solution that can measure data quality metrics such as the com-
pleteness, accuracy, or timeliness of datasets. GriFFin tracks quality metrics
on a selection of datasets in our source system landscape. These two tools
provide a minimal representation of a diverse tool landscape with distributed
metadata which might be of relevance for data consumers when searching
for a dataset in the marketplace. How the EDMP prototype deals with this
distributed metadata is discussed in the following section.

5MongoDB: https://mongodb.com
6PostgreSQL: https://postgresql.org
7Cassandra: https://cassandra.apache.org
8Redis: https://redis.io
9HDFS: https://hadoop.apache.org
19Apache Airflow: https://airflow.apache.org
"Apache Atlas: https://atlas.apache.org
12Apache GriFFin: https://GriFFin.apache.org

122


https://mongodb.com
https://postgresql.org
https://cassandra.apache.org
https://redis.io
https://hadoop.apache.org
https://airflow.apache.org
https://atlas.apache.org
https://GriFFin.apache.org

EDMP Prototype | 7.1

@ ENTERPRISE DATA MARKETPLACE

| FRONTEND
BACKEND
SERVICES Trading
Authentication [ Order Transaction Collaboration
Service Service Service Service
Security Access Offerings
Service Service Service

Auxiliary
Data Storage

Figure 7.3: Extract of the Proposed EDMP Architecture in which the Relevant
Components for Handling Dataset-Specific Metadata are High-
lighted.

7.1.2 Metadata Management Functionality

In this section, we describe how our marketplace prototype realizes the con-
cepts presented in Section 6.4 for handling distributed data asset metadata
in a company. As illustrated in Figure 7.1 this mainly affects the metadata
management functionality for dataset-specific metadata, i.e., the collection
and handling of metadata on a specific data asset. Figure 7.3 additionally
depicts which components in the proposed EDMP platform architecture (see
Section 5.3 for more details) are involved in providing this metadata manage-
ment functionality. This includes the metadata repository and the discovery
service as it provides search functionality, based on elasticsearch, and an infor-
mation page, i.e., a detailed view on the provided offerings in the marketplace.
This detailed view effectively constitutes an integrated view on the distributed
data asset metadata and additionally, the data product metadata if present. In
the following, we discuss an implementation approach for realizing the plugin,
metadata template, and display concepts presented in Sections 6.4.1 to 6.4.3.

For the sake of simplicity, we implemented our templates and associated
files and configurations using json files. As mentioned in Section 6.4, it is

123



7 | Prototypical Implementation and Evaluation

ENTERPRISE DATA MARKETPLACE
FRONTEND
| Frontend Engine |
1 1
BACKEND display content  display specification
— T O Dataset-Specific
Metadata Asset ] ibAm Metadata Metadata
Metadata ||| .
Repo . - Entity Templates| D Template
Collewn_- Create
create |standardize + populate @Conﬁgﬁle
I tl Tool
etad?
Asset .
Sources| |Indexer| | Standardizer | |Preparator
Server )
Config
77 > ]
-------------------- 1 Plugin_}----{ Plugin |- Plugin _J--rmrmeemeneeeet

L) ' [ ) L ) -
%ata Catalog r:? |<? |

Figure 7.4: Component Overview for Handling Metadata in the Prototype.

also possible to implement the template concept using ontologies, which if a
company already works with these may be a convenient approach.

Figure 7.4 illustrates the components within the EDMP prototype that are
involved in handling the dataset-specific, i.e., data assets’ metadata. There
are frontend and backend components, wherein the prior are dedicated to
dealing with the display of metadata and the latter to the processing and
storage of the metadata. The tools from which the metadata shall be reused
are depicted at the bottom and are connected via a plugin as described in
Section 6.4.1. A component called asset server handles all the processing tasks
for the data assets’ metadata through its subcomponents indexer, standardizer
and preparator.

To onboard a tool a plugin is created and the tool is registered in the asset
server’s metadata-sources-config file and its relation to other registered tools
is specified to enable the allocation of metadata to the same data assets. In
addition, how this tool’s metadata belongs to which template attributes is spec-
ified in the asset server’s source-template-mapping file with the population
strategies for these template attributes, as described in Section 6.4.2.3. When
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Extract — Metadata Sources Config.

sources:
[...]
- plugin: "griffin"
mappers:
- root: "atlas"
value: "atlas.attributes.id=griffin.attributes.id”

[...]

Extract — Source Template Mapping Config.
[...]

"atlas": [
"template": "data-asset-base",
"fields": {
"field": "description”,
"input": "atlas.attributes.description”
"strategy": ...
}J

Figure 7.5: Exemplary Extracts of the Asset Server’s Configuration Files.

offboarding a tool the entries in the configuration files can either be disabled
or removed. To exemplify this, in the prototype, GriFFin’s asset entities can
be related to the Atlas entities through the entity id, which is specified in
the metadata-source-config as shown in Figure 7.5 on the top. The bottom
depicts an extract of the source-template-mapping file, in which Atlas’ descrip-
tion attribute for the data assets is mapped to the data-asset-base template’s
description attribute.

The metadata handling process, depicted in Figure 6.5, involves the indexer
component extracting the list of tools that should be integrated with the EDMP
from the metadata-sources-config file and the indexer component registering
these in an indexing pipeline. It then connects to the tools and extracts the
metadata specified in the according plugins from these tools. This metadata is
associated with data assets, so the indexer creates asset-metadata-collection
entities for each data asset, if not yet existent, and fills these entities with
the according metadata. The metadata is inserted into the asset-metadata-
collections sequentially per tool, as provided through the tools, meaning the
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standardization and integration of the metadata are not yet considered. The
indexer component therefore addresses steps one, two, and three, i.e., tool
connection, metadata extraction, and assignment to assets, of the metadata
handling process, illustrated in Figure 6.5. Next, the metadata is standard-
ized. For this, the standardizer component uses the transformation strategies,
provided through the plugins, to process the extracted metadata within the
asset-metadata-collections. The metadata is transformed so it conforms to the
supported value types in the marketplace, e.g., string or graph. This relates to
step four, standardize metadata format, in Figure 6.5. The marketplace now
has the extracted metadata grouped by data asset in a format it can process.

The next step in Figure 6.5’s metadata handling process involves clarifying
the semantics. The preparator component assembles the template bundles
based on the source-template-mapping configuration which specifies for each
tool which metadata belongs to what template attribute and therefore which
templates are required for which data assets. The preparator creates an Inte-
grated Data Asset Metadata (IDAM) entity based on the template bundle and
populates it from the corresponding asset-metadata-collection by executing
the population strategies. For instance, the asset-metadata-collection may
contain the data owner’s first and surname as one value, whereas the template
may require these as separate values. The preparator finds the according fields
in the asset-metadata-collection, reads and executes the population strategy
to split these values, and adds them to the IDAM entity. At this point, the
marketplace contains a set of semantically clarified IDAM entities for each data
asset. An example extract of such an IDAM entity can be viewed in Figure 6.11
on the top right.

In order to display the collected metadata, the frontend engine reads the
display specifications of all templates in a data asset’s template bundle. It
generates and populates the layout with the metadata from the IDAM entity
and visualizes the metadata as specified, e.g., as text or a pie chart.

Figure 7.6 depicts a screenshot of the information page, i.e., a detailed view
on a data asset, here “Welder - Error Report 09.01.2023”, which is available
through the marketplace. It shows part of the IDAM entity in the middle.
The other parts of the IDAM entity are spread across the other groups, i.e.,
tabs. In the currently active tab, Data Quality and Stats metadata from both
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Figure 7.6: An Integrated View on a Data Asset’s Metadata in the Enterprise
Data Marketplace [EGH+23].

Apache Atlas and Apache GriFFin is displayed, wherein the key-value pairs like
the schema information originate from the Atlas catalog and the data quality
metrics from GriFFin. On the right and above the displayed metadata in the
detailed view, other marketplace functionality is visible like the shopping cart
for ordering data, which is introduced and discussed in more detail in the
following with the role-specific functionality.

7.1.3 Data Provider Functionality

In the scope of this work, we have deduced that it is challenging and cumber-
some for data providers to publish and provide their data within an enterprise.
In Section 7.1.3.1 we, therefore, introduce the workflows and functionality for
registering data in the marketplace prototype, which is part of the required
service publishing functionality, highlighted in Figure 7.1 and described in
Section 4.4.2. Furthermore, we provide brief insights into the implemented
data trading functionality on the provider side in Section 7.1.3.2, as it involves
fundamental features for sharing data within the enterprise.
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Figure 7.7: Data Registration Process Variants and Possible Implementation
Variants with and without a Data Catalog (Based on [EGH+23].)

7.1.3.1 Service Publishing Functionality

The main offering of the EDMP prototype is data-as-a-service. Hence the
functionality for service publishing in the following refers to the registration
of data assets and data products in the marketplace. The registration process
differs depending on whether the marketplace integrates with an existent
data catalog or not. Without a data catalog, both the registration of data
assets and products is done through the marketplace, and all the according
metadata lives in the marketplace metadata repository. With a data catalog
there are two options for registering data assets, through the catalog, as well
as the marketplace, and the metadata can live in different places. As we have
integrated our EDMP prototype with the data catalog Apache Atlas we will
focus on the variant with the data catalog in the following. Our prototype
supports three options for data providers to register data assets and products
which are illustrated in Figure 7.7.

Option 1 - Asset Registration in the Catalog: The provider can register
a data asset in the data catalog Apache Atlas. This is illustrated as provider
option 1 in Figure 7.7, on the left. For this, the provider can dial into the Atlas
GUI, as illustrated in Figure 7.8, and fills in the corresponding form fields for
registering data assets. As the marketplace is integrated with the catalog this
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Figure 7.8: Data Asset Registration in Apache Atlas [EGH+22b].

entry can be found in the marketplace and is listed as a data asset. If this asset
is then requested in the marketplace by a data consumer, the provider receives
an access request and is prompted to add the product metadata, jumping into
the workflow of option 2 at step 3.

Option 2 - Asset and Product Registration in the Marketplace: In
step 1 the provider navigates to a data registration wizard in the marketplace
to enter the asset metadata which is required in the corresponding catalog,
i.e. Atlas. The offerings service then creates an according entry for the data
asset in the catalog, in step 2. At this point the same state is achieved as in
option 1 by directly registering the asset in the catalog, meaning the provider
can stop here, as this dataset can now be found in the marketplace by potential
consumers. The provider can decide to turn the data asset into a data product
at a later point in time after, e.g., it has been requested by a data consumer,
or alternatively, the provider can register the data product directly. The data
registration wizard in the prototype guides the provider through three forms.

The first form prompts the provider to specify whether the data is already
registered as an asset and if so, to enter the asset-id. This is relevant for the
provider to be able to re-enter this process at a later point. Having specified
the asset-id, the provider is led to the second form for registering or editing
existing data assets, which is pre-populated with the metadata from the data
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catalog if the asset already exists. According to step 3, the third form, which is
illustrated in Figure 7.9, enables adding product metadata. In the prototype
this constitutes the terms of use in which the provider indicates if it is personal
data, the permitted usage, conditions of use, a license, and data delivery
options. Laws like the General Data Protection Regulation (GDPR) allow
people to influence how their personal data is processed [Eur16]. Therefore,
if the data is personal and the processing has been restricted to a specific
usage this must be specified in the field permitted usage. Other conditions
such as restriction of usage by a specific team can be specified in the field
conditions of use. If none of the licenses fit the requirements, the provider can
create a customized license in the prototype. Additionally, the data delivery

Enterprise ]|}

DMP e Explore Q Data Provider ~ Data Consumer ~
[ ] ° ®
SELECT ASSET ADD ASSET ADD AS PRODUCT

i Welder - Error Report 09.01.2023

Register Data Product in the Marketplace

Term of use

Is the data personal? ] Yes [ No

Permitted usage Specify which uses of data are permitted

Conditions of use Describe specific conditions of use for your data

License @ CC BY-ND 4.0: Attribution-NoDerivs b

Description This license lets others reuse the wark for any purpose, including commercially; however, it cannot be shared with others
in adapted form, and credit must be provided to you.
Learn more about Licenses

Data Delivery Options

Update-Cycle @ No updates -
How can | provide data Download e
Access Link Enter a link to your data

Description of access Describe the procedure for access to data
procedure A

Figure 7.9: Data Product Registration Wizard [EGH+23].
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options are specified. This includes information on the data’s update cycle,
the provisioning options, and description of the access procedure. Having
specified this information, the provider clicks on the button “Add as Product”
after which the offerings service stores the data product metadata in the Neo4J
metadata repository in step 4. The data can now be ordered through the data
marketplace as a data product.

Enterprise [y

[ Explore Q Data Provider ¥ Data Consumer ¥
® ® ®
SELECT ASSET ADD ASSET ADD AS PRODUCT

i Welder - Error Report 09.01.2023

Register Data Product in the Marketplace

You are not the owner of this data. You can register/update the data as a product, but you must first notify the owner.

Term of use

Data Delivery Options

Figure 7.10: Product Registration Wizard viewed as not the Data Owner.

Option 3 - Asset to Product Transition Initiated Through Other
Employees: The third option entails that another employee can fill in the
required product metadata for the provider, an alternative step 3 in Figure 7.7.
If a user selects a search result they are taken to a detailed view with metadata
providing details on the dataset as depicted in Figure 7.6. This detailed view
also specifies whether the result is an asset or a product. In the case that it is
an asset, a button is displayed “add product metadata”. Clicking on this button
will take the user to the registration wizard where the user can navigate to the
“add product” form, illustrated in Figure 7.9. If the user is not the data owner,
this is displayed with a message as shown in Figure 7.10. The form is submitted
using the “Notify Owner” button. In step 4 the owner then receives the request
for asset-to-product transition, as depicted in Figure 7.11. They can edit the
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conditionsOfUse Only persons from the manufacturing domain may use this data
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Figure 7.11: Transition Request as Viewed by the Data Owner.

metadata, and accept, or reject the request. In our prototype, this request is
sent to the owner, but ultimately it should be possible that this request is sent
to both the owner and original provider who registered the data asset so that
both can review the entered product information. If the request is accepted,
the offerings service creates the data product by adding the information to the
data product index in the metadata repository.

Having registered a data asset or product a provider and owner might wish to
have an overview of all registered items in the marketplace. This functionality
is available in our prototype through the drop-down menu in the navigation bar
on the top under data provider which can be seen in the various screenshots.

7.1.3.2 Provider Side Data Trading Functionality

Besides the ability to register data assets and products in the marketplace, we
also implemented functionality that enables the providers to trade data assets
and products. This includes functionality for access management of offered
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assets and products, as well as subscription and order management for those
which have already been shared.

Figure 7.12 illustrates how a data owner is notified of open access requests
on both their data assets and data products. These are listed within the bell on
the top right through which the providers can navigate the different requests,
or they can open all requests through the data provider drop-down in the
navigation bar on the top. They see who is requesting access to what asset
or products and what they intend to do with the data. If the owner accepts
the request and it is an asset, this request will move from the open requests
selection to the accepted but require action selection of requests and they will
be prompted to fill in the data product metadata. As long as the asset is not
transitioned into a product the request will be pending for the data consumer.

The data provider can also view all ongoing as well as closed subscriptions
on their data products, meaning who still has access to the data and who used
to have access to it. This for instance enables the providers to contact all
consumers if changes are made in the data, or also enables the provider to
close a running subscription if necessary.

Enterprise |}
MP

= Explore Q Data Provider ¥ Data Consumer ¥ @ E1 .22

Requests
My requeStS Previous Next q

Asset: Welder - Error Report [...]

Open By: Erik Baumgartner

Asset: Welder - Error Report [...]
‘ Welder - Error Report 9.01.2023 Data Owner: stefanieschulze@dmp
This document logs the error messages Type: Data Asset
and warnings based on the sensor data Product: Welder Bookings DB
collected on the 09.1.23 for all welders.

By: Andrea Miiller

By: Dennis Schneider

Customer information Request information

Name: Erik Baumgartner Request Date: 27.07.2023 Asset: Welder - Error Report [..]
Email: Erik. Baumgartner@dmp.com Data provisioning type: Download By: Johannes Jager

Phone: 0723-4567-8910 Intended Usage: / need this data for a predictive

Username: Erik maintenance use case Product: Manufacturing DB

Required Action By: Julius Schwarz

Accept ] Decline ] Product: Products DB

A O OOoD0o

Requests  Notifications  Proposals

Figure 7.12: Access Request as Viewed by the Data Owner.

133



7 | Prototypical Implementation and Evaluation

7.1.4 Data Consumer Functionality

The main steps of the consumer journey presented in Section 3.3 involve
finding and requesting access to data. Therefore we briefly show how the
EDMP prototype enables finding data through its discovery functionality in
Section 7.1.4.1 and how a consumer can order, i.e., request access to this data
as part of the marketplace’s data trading functionality in Section 7.1.4.2.

7.1.4.1 Discovery Functionality

Figure 7.13 illustrated the process for finding data. The consumer enters a
request into the frontend search bar in step 1. Based on the search string the
discovery service, which is based on elastic search, collects entries from the
data catalog Atlas, in step 2. Then it collects additional metadata such as
product metadata from the metadata repository and according metadata from
other tools such as quality metadata from GriFFin in step 3. How this metadata
is extracted and integrated is explained in Section 7.1.2. A list of search results
as shown in Figure 7.14 is returned to the consumer in step 4. Each entry is
flagged as either a data asset or data product as can be seen in Figure 7.14 on
the right-hand side. The single results can be selected to provide a detailed
view, i.e., information page on all the collected metadata as previously shown
in Figure 7.6. This detailed view is one of the features that sets the EDMP

CONSUMER
- Provide Search Res.
Enter + Integrated View on
Search String * f Metadata
Discovery
Collect List of Matching Service Collect Additional Metadata

Data Entities
J A X GriFFin
DATA QUALITY

DATA CATALOG
Metadata

Repo
[——/1 Service @ Tool

Figure 7.13: Search Process for Data with Involved Tools and Compo-
nents [EGH+23].
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Figure 7.14: Prototype - Search Results View.

apart from external data marketplaces, as it demonstrates how the EDMP can
tightly integrate with the existent tools and provide a comprehensive view on
data assets and products by leveraging and integrating the existent metadata.

7.1.4.2 Consumer Side Data Trading Functionality

For the data consumers functionality for trading data also involves the ability
to request access to data, transaction management, and subscription/order
management as described in Section 4.4.2. The prototype supports an access
request process for requesting access to assets and products as well as aspects
from the subscription/order management which are outlined in the following.

In the marketplace’s detailed view, as shown in Figure 7.6, the consumer
can add data assets or products to a shopping cart. The consumer is guided to
a form in which they must specify the intended usage and which provisioning
option they would prefer, e.g., download or direct access to the source. Having
specified this information, they can issue the order which is illustrated as step 1
in Figure 7.15. Once the order is submitted the order service checks if the
chosen dataset is valid through the discovery service in step 2. After this has
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Figure 7.15: Access Request Process with Involved Components and Their
Interaction Patterns [EGH+23].

been verified the order service transfers the request to the security service
in step 3 through which the consumer’s permission to access this dataset is
checked. For example, this includes a check if the consumer has an adequate
clearance level for the dataset’s specified security class. If all is adequate,
the order service notifies the data owner that they have a new access request.
The owner can then grant or deny permission in step 4 based on, e.g., the
specified usage information. If monetization is involved the order service
initiates the transaction process in step 5 through which an invoice is sent to
the consumer. When the transactions are completed the order service forwards
the request to the access service as part of step 6. The access service deals
with data provisioning options, for example, depending on the chosen and
available provisioning options, the access service could create an access link
which is then forwarded to the consumer in step 7 through the order service.
The consumer can now access the ordered data.

In terms of order management, the data consumer can track the progress of
the request as depicted in Figure 7.16. They can also view their active, expired,
or rejected subscriptions and terminate active subscriptions if required.

Based on this prototype, we have demonstrated how the marketplace sup-
ports central aspects of the workflows for data consumers and data providers
in their journeys presented in Chapter 3, how some of the required market-
place functionality discussed in Chapter 4 can be realized, how the platform
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and integration architecture introduced in Chapter 5 can be implemented,
and lastly, how distributed metadata can be leveraged in the marketplace as
discussed in Chapter 6.

Enterprise 1)

P i Explore Q Data Provider ¥ Data Consumer ¥ @ E‘ ‘u

My Orders Previous Next

Pending

Welder - Error Report 09.01.2023 Data Owner: stefanieschulze @dmp Requested: 27.07.2023

H This document logs the error messages and

warnings based on the sensor data collected on
the 09.1.23 for all welders.

Status: Waiting for permission approval.

View Progress s

Q init Started at: 27/07/23 17:43:15

Finished at: 27/07/23 11:43:17

() grant_permission Started at: 27/07/23 11:43:17
Running for a minute
@ make_product Waiting...
@ deliver Waiting...
Active

Figure 7.16: Tracking the Progress of Open Order Requests.
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7.2 Experiment: Evaluating the Impact of an EDMP

Throughout this thesis, we stipulate that the EDMP improves the data con-
sumer and data provider journeys, discussed in Chapter 3. We claim that by
using an EDMP and integrating it with the company tool and system landscape
several of the consumer and provider challenges are addressed. In order to
verify these assumptions, we leveraged the EDMP prototype described in the
previous section to conduct an experiment designed to test the extent to which
an EDMP supports and relieves the data consumer in the process of finding
and requesting access to data.

The research question we aim to resolve reads: Does the use of an Enterprise
Data Marketplace improve the data consumer process of finding, understand-
ing, and requesting access to data? In this context, we hypothesize that the
use of an EDMP improves the consumer process in terms of efficiency, effec-
tiveness, and complexity. We expect that the process will be more efficient,
meaning it will involve significantly less time. We also expect that more of the
consumers might be effective in the sense that they request access to data that
fully matches their requirements, i.e., the correct data assets or products. The
complexity signifies how challenging it is for the consumers to identify and
request access to data, and how intuitive, laborious, and cumbersome they
find the overall process. While the efficiency and effectiveness are quantitative
dimensions, the complexity is concerned with the portrayal of the qualitative
user perspective. By determining these three measures within the scope of the
experiment, we will be able to evaluate whether it is worthwhile to launch an
EDMP based on the data consumer’s point of view.

In Sections 7.2.1 to 7.2.3 we outline the experiment design, the results of the
experiment, and a discussion and conclusion of the results.

7.2.1 Experiment Design

To evaluate whether the EDMP improves the consumer process we want to
compare the consumer processes of finding and requesting access to data with
and without the use of an EDMP. In order that the participants would not
already know which dataset to request after performing one of the two variants,
we used two identically structured sets of data, that, however, reflect different
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topic domains. We therefore introduced two scenarios, one without and one
with the use of an EDMP. Both scenarios were set in the same enterprise
tool and system landscape, except that in one scenario one additional tool
was available, i.e., the EDMP. Both scenarios were performed by the same
participants, and in both scenarios the participants received the same task,
i.e., to find and request access to a specific dataset based on the same set of
requirements. The main difference between the two scenarios therefore is the
workflow for performing the same task with a different set of tools, i.e., with
and without an EDMP. In the following, we provide more details on the data,
participants, and procedure involved in the two experiment scenarios, as well
as how measurements were taken.

Data: For each of the scenarios, 55 datasets were entered in the prototypical
system landscape introduced in Section 7.1.1 and registered in the data catalog.
As in a real-world setting quality information is not available for every dataset,
the quality tool calculated different metrics on a selection of these datasets. To
ensure comparability between the scenarios, the structure and relationship
between the datasets within the scenarios were the same, i.e., both scenarios
had the same lineage graph. The participants were tasked to find equivalent
datasets within this lineage graph within the two scenarios. Participants were
only given access to metadata on these datasets during the experiment, thus
details on the content of the data are not relevant at this point.

Participants: The experiment was conducted with twelve computer scien-
tists. By choosing subjects that are active within the computer science domain
we ensured that the subjects have a basic understanding of what data and data
analytics constitute and that they know how to operate a variety of tools, in
this case, tools in the context of data management. We thereby eliminate the
issue of results being biased due to lacking knowledge of what metadata might
be, what the metadata means, or a lacking skill in operating software systems.

Procedure: The participants were tasked to act as data consumers in both
scenarios and, in accordance with the first two segments of the data consumer
journey presented in Figure 3.3, to find and request access to data. They were
given a set of requirements that the data should fulfill. All participants were
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subjected to both scenarios, from which follows that we chose a “within-subject
design” [CGK12], where each participant receives each treatment. This design
was chosen so the performance of participants could be compared in both sce-
narios and so they could be asked to compare the scenarios. To avoid learning
effects influencing the results of the second scenario, we switched the order
of the two scenarios for 50% of the participants. Hence, 50% started with the
marketplace scenario and moved on the scenario without a marketplace, and
the other 50% vice versa. Tribal knowledge in companies is often exchanged
verbally amongst colleagues. Therefore, the author of this work was available
for questions in the role of a colleague working on the same topics throughout
the entire experiment, to simulate an environment with co-workers. The two
scenarios, the specific tasks, and the tools and system landscapes used therein
are presented in the following.

Scenario 1 - Without the Use of an EDMP (S1): This scenario presents the
reference scenario in which no EDMP is available to the data consumers. In
this scenario, the participants represented data scientists working for an IT
department working on optimizing public transport schedules. They were
given the information that daily reports on buses and trains are stored, record-
ing the intended schedules and GPS location data. Furthermore, they were
informed that their company uses a data catalog and other tools such as a
business glossary and a data quality platform that contain further metadata.

EMPLOYEES w

X GriFFin

Tools & DATA QUALITY

ENTERPRISE
DATA
SOURCES

Figure 7.17: System and Tool Landscape in Scenario S1 without an EDMP.
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They were also given contact information of a colleague for questions regarding
any of the above topics. The specified task in this setting involved finding and
requesting access to one of the above-mentioned bus or train reports. Only
one quality requirement was given specifying that this dataset should be at
least 95% accurate.

We based the experiment on our prototypical enterprise tool and system
landscape as presented in Section 7.1.1 and depicted in Figure 7.2. Within
this scenario the participants do not get access to the data marketplace but to
the data catalog Apache Atlas and the data quality tool Apache GriFFin. This
results in the tool and system landscape as depicted in Figure 7.17. As a starting
point, the participants were given a link to the data catalog tool together with
user account details.

Figure 7.18 depicts the workflow they had to figure out to find and request
the according data asset. The consumer journey steps are illustrated on the
top and the according steps which had to be conducted in the scenario and the
tools or methods for these steps, on the bottom.

The participants first had to search in the data catalog to find the according
data asset based on the name and content description. After realizing that
the required metadata on the data quality was not provided through the data
catalog, they had to figure out that this metadata is provided through another
tool, i.e., the data quality (DQ) tool. They were then provided with a form to
request access to the DQ tool. In companies, access to a tool often has to be
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Figure 7.18: The Workflow and Tools Without the Use of an EDMP (Based
on [EGH+23].)
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granted by a supervisor, which usually takes some time. In the experiment,
this was simulated by a one-minute timer after which access details were given
to the participants. As, similar to a real-world setting, the metadata is not
integrated across the tools, the participants had to decipher which entries in
the quality tool belong with which entries in the data catalog. Based on this,
they could find a data asset with the required data accuracy. Having identified
the required data asset, the participants then had to work out how to request
access. For this, the e-mail address of the data owner was provided in the data
catalog. After writing an e-mail, the participants were sent a form through
which they could request access to the chosen data asset. This scenario simu-
lates a real-world environment in which the tools for searching, understanding,
and accessing of data have not been integrated to enable a consistent workflow.
As can be seen in Figure 7.18 the participants had to find and use a variety of
tools and forms, and were reliant on tribal knowledge of colleagues.

Scenario 2 - With the Use of an EDMP (S2): In this second scenario the par-
ticipants worked with the EDMP prototype as described in Section 7.1. The

setting of this scenario also involved them working as a data scientist in an
IT department, this time working on a predictive maintenance use case in a
company that manufactures vehicles. Their current objective was the creation
of a dashboard to enable predictive maintenance throughout the production
line for a car chassis, for the production steps “welding” and “painting”. The
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Figure 7.19: System and Tool Landscape in in Scenario S2 with an EDMP.
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Figure 7.20: The Workflow and Tools with the Use of an EDMP (Based
on [EGH+23].)

participants were given the information that data from various sensors is col-
lected and error messages from the individual sensors are collected and jointly
stored per day in a report for the individual production steps. The participants
were also informed that the company tool landscape includes an EDMP. The
tool and system landscape used within this scenario is depicted in Figure 7.19.

Like in scenario S1, the participants were tasked with finding one of the
above-mentioned reports. Again, only one quality requirement was given,
stating that the data should be at least 95% complete. As a starting point, the
participants were given a link to the EDMP prototype. The EDMP prototype
is integrated with the data catalog and DQ tool, therefore, all the required
metadata was available through the marketplace. The workflow for this sce-
nario therefore entailed three steps as shown in Figure 7.20, all of which could
be conducted within the EDMP prototype. The participants first had to use
the marketplace search bar to identify a data asset according to the task de-
scription. Having found an appropriate data asset, they could add this to the
shopping cart in the EDMP. As they do not need to manually find the data
owner, the according data consumer journey step “Find Owner” is faded out
in Figure 7.20. The last step involves filling out and submitting the form to
request access in the shopping cart.

Measures: To determine whether the hypothesis holds true, the three
metrics, efficiency, effectiveness, and complexity had to be measured. The
efficiency relates to the time required to perform the assigned task. We, there-
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fore, logged when which step was started and completed. Based on this log, we
could ascertain how long the steps for finding data and requesting data took
in both scenarios. The effectiveness can be measured based on whether the
correct datasets were requested within the scenarios. In order to determine the
complexity of the consumer processes with and without a data marketplace,
we had the participants fill out a questionnaire after each scenario with the
same set of questions. After completing the second scenario they also filled out
a third questionnaire comparing the two scenarios. The three questionnaires
with the given answers are provided in the appendix of this thesis. There were
three sets of questions in the scenario-specific questionnaires. The first set
concerned the process for finding data, the second set, the process for request-
ing access, and the third set the overall process. For instance, the participants
were asked to disclose whether they found the process intuitive, cuambersome,
or laborious, and if it was clear which steps had to be followed for identifying
the relevant dataset, or to request access to this dataset. For most of the ques-
tions a Likert scale was used to record the answer, in this case with the options:
strongly agree, agree, neutral, disagree, and strongly disagree. Additionally the
participants had to specify whether they asked for guidance through a yes/no
question. The complexity is deduced based on a set of the above-mentioned
aspects. The first being how intuitive the participants found the process and
whether or not it was clear which steps had to be followed to complete the
tasks. Also, if the participants found the processes cumbersome, is factored
in, meaning the process might have been easy, but entailed many unnecessary
steps. Similarly, how laborious they found the process, referring to whether
it was resource-intensive in the sense of, e.g., time-consumption. How many
participants required guidance to complete the task is also considered in the
complexity metric. Lastly, aspects like the variance in time the participants
required to complete the task may also indicate that people found the process
more or less complex. The questionnaires also inquired about other aspects,
yet as these did not yield any further findings in terms of efficiency, effec-
tiveness, and complexity, we focus on the relevant questions and results for
examining the hypothesis.
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7.2.2 Results

In this section, we provide the experiment results for the three dimensions
of the hypothesis: efficiency, effectiveness, and complexity. The results are
discussed in the following Section 7.2.3.

Efficiency: The time it took the participants to find and request access to
the data throughout the two scenarios, with and without an EDMP, is visualized
in Figure 7.21. As can be seen on the left in Figure 7.21a, the participants
identified the correct data asset in a time range from 7:54 min up to 20:36
min in scenario S1, without an EDMP. The mean therein is a duration of 12:14
min. In scenario S2, with the EDMP, the time span for identifying the data
asset ranges from 2:57 min to 10:00 min, the mean therein being 5:33 min.
The time required for requesting access to the identified data asset is shown
in Figure 7.21b. In scenario S1, without the EDMP, this step took between
4:02 min and 9:30 min, with a mean of 6:40 min. Requesting data in S2,
with the EDMP, required between 0:32 min and 1:17 min, with a mean of
0:53 min. There is one outlier, representing a participant that required 2:26
min to request the data asset. In both steps, it can also be observed that the
distribution of the values for scenario S1, without an EDMP, is larger than for
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Figure 7.21: Time Required for the Find and Access Request Process in both
Scenarios [EGH+23].
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Figure 7.22: Scenario Runtime Comparison [EGH+23].

the processes in scenario S2, with an EDMP. This is especially pronounced in
the process of requesting access.

Figure 7.22 displays the average times for the individual processes, finding
in blue, requesting access in grey, as well as the average time it took to complete
the entire process for both scenarios. The average time to complete scenario
S1, without the EDMP, was 20:41 min. Therein the average time to find the
data asset was 13:57 min and 6:44 min to request access to this data asset. In
scenario S2, with the EDMP, the overall average time is measured at 6:42 min.
Finding the data asset took an average of 5:42 min and requesting this data
asset an average of 1:00 min.

Effectiveness: In terms of effectiveness, 100% of the participants re-
quested access to the correct data assets according to the given requirements
in both scenarios.

Complexity:

Figure 7.23 depicts the results of the two questionnaires the participants
filled out after completing each scenario. The bars reflect the average answer
given for each question. The results were quantified by allotting each response
option in the Likert scale to an according number, i.e., 1 for strongly disagree,
2 for disagree, etc. While this enables quantifying the results given throughout
the questionnaires more precisely we will discuss the rounded average in the
following. Regarding the statement that the process for finding and under-
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Figure 7.23: A Comparison of the Participants Perception, if the Consumer
Process in the Scenarios was Intuitive, Cumbersome, or Labori-
ous [EGH+23].

standing data is intuitive, the participants disagree in scenario S1, without
the EDMP, and agree in scenario S2, with the EDMP. For both the statements
that this process to find data is cumbersome or laborious, the participants
agree in scenario S1 and disagree in scenario S2. As illustrated in Figure 7.23b,
the results concerning the access request process are similar. The participants
disagree that the access request process in scenario S1, without the EDMP, is
intuitive, yet strongly agree that it is intuitive in scenario S2, with the EDMP.
They also agree that the access request process was cumbersome and laborious
in scenario S1, yet disagree that this is the case in scenario S2. Furthermore,
the average answers given to the statement that it is clear which steps had
to be followed to complete the processes yielded a disagree for the find and
access process in scenario S1, without the EDMP. In contrast in scenario S2
with the EDMP, the participants agree concerning the finding process and
strongly agree for the access request process.

Figure 77.24 depicts that out of a dozen participants all required and asked
for guidance to find and request data in scenario S1. Not one participant
completed the scenario independently. In comparison, only three participants
required guidance in scenario S2, and nine were able to complete the process
independently.

147



7 | Prototypical Implementation and Evaluation

12 Yes
No
wnlo
c
©
o
S 8
=
©
o
5 6
3
c 4
S
=2
2
S1 - Without EDMP S2 - With EDMP

Figure 7.24: Required Guidance [EGH+23].

Having completed both scenarios the participants filled in a third question-
naire with only two questions comparing both scenarios. As before the Likert
Scale results were quantified. Table 7.1 lists the rounded mean result of the
questions regarding the simplification of the consumer process with the use
of an EDMP. The participants agree that the EDMP simplified the process for
finding and understanding data, and strongly agree that it simplifies requesting
access to the data.

7.2.3 Discussion and Conclusion

In this section we evaluate whether the use of an EDMP improves the ef-
ficiency, effectiveness, and complexity of the consumer process and conse-
quently, whether the hypothesis for this experiment holds true. To this end,

Question Result (Mean)
Simplified finding & understanding agree
simplified requesting data strongly agree

Options: strongly disagree, disagree, neutral, agree, strongly agree

Table 7.1: Process Simplification through the EDMP.
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the results of scenario S1 and scenario S2 are compared. For this comparison,
the scenarios were designed as similarly as possible, involving the same task
with the same requirement, identically structured sets of data, and the same
participants. They differed mainly in their workflow, which is based on the use
of different tools, i.e., once with and once without an EDMP.

Efficiency: With an average of 5:42 min, as opposed to 13:57 min, the
process for finding data is more than twice as fast with an EDMP. Although the
fastest person in scenario S1, without an EDMP, is faster than the slowest per-
son in scenario S2, with an EDMP, the smaller standard deviation in scenario
S2 still indicates that people are generally faster with the EDMP. This is most
likely the case as the required metadata, i.e., content descriptions and quality
metrics were supplied and integrated within the EDMP. Therefore, the EDMP
can also offer additional filter functionality in its discovery service, e.g., to filter
for data with a specific completeness level. Furthermore, the participants only
had to figure out how to operate one tool as opposed to several. The EDMP
therefore not only offers a variety of metadata in one place but also provides
additional search functionality and supports the workflow for finding data
throughout one tool. We attribute the prolonged times to find data in sce-
nario S1 without the EDMP to the fact that the participants first had to figure
out where the required information is available, then had to request access
to the according tool and figure out how to operate this tool. Additionally,
the metadata in the various tools in a company are not necessarily aligned,
meaning the participants had to figure out which entries in the data catalog
and quality tool belong together. By integrating this available metadata, the
EDMP addresses the consumer challenge of distributed metadata (Cons-C2)
which has both the effect that the required information is available in one
place and that employees do not need to find and operate a variety of tools.
As shown through this experiment, this reduces the time required for finding
data by more than half.

Similarly, the process to request access to data is faster in the EDMP with an
average of 1:00 min as opposed to 6:42 min without an EDMP. Not only were
all participants faster in scenario S2, but as visible in Fig. 7.21b, the standard
deviation for scenario S2 is a lot smaller than for scenario S1, indicating that
the participants were similarly fast with little deviation. This time difference
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is most likely due to two factors: Firstly, in scenario S2 the participants did
not have to figure out how to request the data as in scenario S1, but were
guided through the process. Also, aspects like contacting the data owner were
automated in scenario S2 in the EDMP, addressing the consumer challenge
(Cons-C1) of having to identify and contact various parties. Secondly, in sce-
nario S1 the access request workflow involved several tools and forms which
were not integrated, making the process more complex and therefore more
time consuming. In contrast, in scenario S2 the EDMP supported the workflow
in one tool, addressing part of the consumer challenge (Cons-C3), concerning
the challenge that tools are not integrated across the consumer process.

We can therefore deduce that the overall consumer process with the use of
an EDMP is more efficient with an average duration of 6:42 min than without
an EDMP with the average duration of 20:41 min.

Effectiveness: Since in both scenarios the correct data assets were re-
quested in 100% of the cases, we cannot definitively deduce with these param-
eters that the EDMP increases the effectiveness of the data consumer. We
assume that the extended time to find data enabled the same level of effective-
ness. Had there been a time constraint, the participants would not have had
the time to familiarize themselves with both tools and the provided metadata
and, therefore, might have requested a data asset that met some but not all of
the requirements. In this experiment, the choice would most likely have been
based on the content description in the data catalog, whereas the quality infor-
mation, which was harder to attain, would most likely have been disregarded.
Therefore, with enough time, both scenarios are equally effective, but with a
time constraint, we assume that the marketplace would be more effective.

Complexity: Given that the participants on average agree that the process
to find data is intuitive with an EDMP and strongly agree that the access
request process is intuitive therein, whereas they disagree on both accounts
without the EDMP, we deduce that the EDMP increases the intuitiveness of
the consumer process. We believe this is due to the fact that it integrates with
the available tools and thereby offers an integrated view on metadata, as well
as that it offers one specific workflow for the data consumer process. In this
workflow, the users are guided through a set of steps so they do not have to

150



Experiment: Evaluating the Impact of an EDMP | 7.2

decipher the next steps by themselves. This is also reflected in the average
answers given whether it was clear which steps had to be followed to complete
the processes. In scenario S1 without the EDMP the participants disagree
that it was clear which steps had to be followed in the find and access request
process whereas in scenario S2 they agree for the finding process and strongly
agree for the access request process. We assume that the access request process
was especially intuitive to the participants as the data was ordered as in online
shops through the usual shopping cart workflow. Based on these results we
conclude that the use of an EDMP makes the consumer process more intuitive
and, therefore, less complex.

As the consumer process was perceived as less cumbersome and laborious
in scenario S2, the EDMP seems to decrease the complexity also in this regard.
Furthermore, as all participants required guidance in scenario S1, whereas
only three required guidance in scenario S2 and nine conducted the process
without help, this also underlines that the process is less complex with an
EDMP. Lastly, the greater standard deviations for the find and access request
process for scenario S1, as illustrated in Fig. 7.21, suggests that the participants
were challenged to varying degrees. Since the standard deviation with an
EDMP is reduced, it can be argued that the marketplace reduces complexity
so that the performance of the participants converges.

As the consumer process is more intuitive, less cuambersome and laborious,
requires less guidance, and reduces the deviation in performance, we conclude
that the consumer process becomes less complex through the use of an EDMP.

Lessons Learned: In the scope of this experiment, we have established
that an EDMP makes the data consumer process more efficient and less com-
plex. The hypothesis that this marketplace improves the process in terms of
efficiency, effectiveness, and complexity, does not hold true, as only two out of
these three aspects are improved, as summarized in Table 7.2. The effectiveness
is not explicitly improved or reduced, it remains the same with and without an
EDMP. Yet, we assume that given a time constraint for finding data the EDMP
would be more effective. Based on the results of this experiment, we conclude
that the introduction of an EDMP significantly benefits data consumers. In
the context of a company’s goal to democratize their data, the consumer pro-
cess relates to the data democratization dimension one, which involves the
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Efficiency Effectiveness Complexity
v - v

v improved, = unchanged

Table 7.2: Hypothesis Evaluation: The EDMP Improves the Consumer Process
in Terms of Efficiency, Effectiveness, and Complexity.

accessibility of data [LLF21]. Based on this experiment, we therefore stipulate
that the EDMP addresses the first democratization dimension by improving
the data consumer process. With the prototype and the experiment we have
consequently demonstrated the technical feasibility of the presented EDMP
concepts and that an EDMP significantly furthers the data democratization
initiative.

Evaluating the impact of an EDMP for the provider would mainly include
registering data assets and products. In order to register data assets, data
providers must be very familiar with these assets to be able to supply various
metadata in various tools. If the providers are not familiar with the data, they
are reliant on other experts to supply this information. As the simulation would
have involved participants that are not actually familiar with the data, a lot of
the provider’s tasks would have had to be realized for them, distorting the effort
and process. Therefore, the scenario of registering data assets and products
could not be reasonably modeled in a realistic way in an experiment. For this
reason, the experiment focused on the consumer side and the evaluation of
the provider side constitutes future work, for instance, by conducting a field
study in a real-world environment.

7.3 Assessing the EDMP for Establishing Data Democratization

In the scope of this thesis, the EDMP is proposed as a tool for democratizing
company data. Therefore, this section evaluates to what extent the EDMP
as presented within this thesis is suited to further the democratization initia-
tive. To begin with, we explore in Sections 7.3.1 and 7.3.2 to what extent the
EDMP addresses the data consumer and data provider challenges presented
in Chapter 3. This is relevant as the goal of data democratization involves the
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enablement of employees to find, understand, access, use, and share data. If
the EDMP addresses the challenges of the data consumers and data providers,
it directly contributes to the democratization of data. Thereafter, we discuss in
Section 7.3.3 to what extent the EDMP contributes to the five data democra-
tization dimensions, how the challenges which accompany an EDMP impact
the data democratization initiative, and to what extent the concepts presented
throughout this work already address these challenges. In conjunction, we
thereby gain perspective on the impact the EDMP has on a data democratiza-
tion initiative.

7.3.1 Addressing the Data Consumer Challenges

The data consumer journey presented in Section 3.3 and the challenges therein
correlate to the data democratization dimension one, which aims for broader
accessibility of data. The data consumers are the party that wants to acquire
access to data and thus, the challenges they face throughout this process can be
translated into data democratization challenges within dimension one. There-
fore we examine how and to what extent the EDMP addresses these challenges.
Table 7.3 lists an overview of the challenges and which are addressed.

The consumer challenge one (Cons-C1) refers to the number of people that
need to be found in the consumer process, contacted individually, and that
there will be delays until each processes the tasks. Companies are currently
building data catalogs part of which involves assigning a data owner to data
assets. As our EDMP prototype integrates with existing metadata management
tools, in this case, the catalog, and extracts metadata such as the data owner
or other related employees, the consumer does not have to find the relevant

Challenge ID  Description Addressed
Cons-C1 process involves several parties v
Cons-C2 distributed metadata v
Cons-C3 tool integration access process v

v fully addressed

Table 7.3: Addressing of Consumer Challenges.
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people manually. The prerequisite for this, however, is that this metadata must
be maintained within at least one of the existent metadata management tools.
Additionally, some communication steps can be automated, for instance, the
access request is sent to the respective people automatically. Also, if the accord-
ing people from management can be extracted from any source, the consumer
journeys step, request for resources, to move the data into another system,
or create provisioning options can be realized in the consumer workflow in
the marketplace and sent to the according people automatically. Communica-
tion between the parties is handled through the marketplace interface which
provides consumers and producers with a workflow and overview of new, ac-
tive, and expired requests and subscriptions. This simplifies the finding of
and exchange of data with colleagues, and as shown through the experiment
described in Section 7.2, this also accelerates the consumer process.

The second challenge (Cons-C2) concerns the distribution of metadata in
different tools. The EDMP addresses Cons-C2 by requesting and displaying the
metadata spread across the tools and integrating it according to the concepts
presented in Chapter 6. This also significantly reduces the time required to
discover data assets and products as demonstrated through the experiment
described in Section 7.2.

Lacking integration in the toolchain across the access process is consumer
challenge three (Cons-C3). As shown in Section 7.2, an EDMP provides sup-
port through most of the consumer journey’s workflow. Finding data and
requesting access are supported in the EDMP and data that can be found in
the marketplace can also be requested as the marketplace is integrated with
the metadata management tools including the data catalog. Enabling access to
data by moving it into another system is, however, exempt from the EDMP’s
capabilities and currently not supported through an integrated toolchain.

Summing up, it has been shown that an EDMP addresses the three data
consumer challenges and thus advances the data democratization initiative on
the data consumer side.

7.3.2 Addressing the Data Provider Challenges

Like the consumer journey, the provider journey presented in Section 3.2 is
related to data democratization dimension one. The data providers are the
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party that has to make their data accessible so that it becomes available to
data consumers. Therefore, also the data provider challenges constitute data
democratization challenges in the scope of dimension one. In this section,
we, therefore, discuss to which extent the EDMP addresses the data provider
challenges, which is also consolidated in Table 7.4.

The first challenge (Prov-C1) signifies the assembly of metadata, i.e., mean-
ing the collection of metadata currently not maintained throughout the tool
landscape. In effect, this task is supported to a certain extent through tools
that can automatically capture metadata. For instance, the data catalog Ala-
tion uses Al to suggest business glossary terms and suggests links to relevant
data [Sha]. This concerns the second step of the provider journey. While the
marketplace can extract existent metadata from the tools, it does not support
the maintenance of this metadata within these tools and hence does not fully
address this challenge.

Challenge two (Prov-C2) refers to the effort of supplying provisioning op-
tions, even if these may not be required. This issue is addressed by the EDMP
through the differentiation of data assets and data products. It is dealt with by
allowing the provider to supply product metadata and thereby make provision-
ing options available only when a request is made for a data asset. Therefore,
the effort relating to provisioning options is only undertaken if this data is
actually relevant for other employees.

Challenge three (Prov-C3) deals with the necessity of registering data in
several publishing tools like data catalogs and a data marketplace. Whether
this challenge is addressed by the EDMP depends on the implementation

Challenge ID  Description Addressed
Prov-C1 assembly of metadata ~
Prov-C2 supplying provisioning options v
Prov-C3 registering data in publishing tools v
Prov-C4 process involves several parties v

v fully addressed ~ partly addressed

Table 7.4: Addressing of Provider Challenges.
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approach that is chosen. The EDMP can be built as a standalone platform with
its own inventory. In this case, challenge three is not addressed, data must
be registered in all tools, i.e. catalog and marketplace, and some metadata
must be maintained twice. As explained in Chapter 5, the implementation
alternative involves integrating the marketplace with a company’s existing data
catalog. If data catalogs are used as an inventory for the EDMP, so it can find
the data assets that are registered in them, the provider only has to register
data in the data catalog or data marketplace. This avoids the need to register
data in more than one tool. In addition, as the marketplace reads metadata
from the data catalog, the duplication of the same metadata and the duplicate
maintenance of it is avoided. Hence, this implementation option addresses the
challenge of redundant data registration and metadata maintenance. It can
also be added that users who are not data owners or dedicated data providers
can update data assets to products in the data marketplace, which eliminates
the need for the data provider to do this. In this case, the data provider will
merely receive an asset-to-product transition request, reducing the provider’s
efforts even further.

That the data provider’s journey involves several parties which have to be
found, contacted, and coordinated constitutes challenge four (Prov-C4). There
are two steps in the journey, which involve a request to third parties that can
be partially automated through the marketplace. This includes the request
to publish data. For this, however, the owner and the legal experts must be
known and specified. If this is the case, the marketplace represents a platform
via which a workflow for the request and approval of such processes can be
implemented. The same is true for the request for resources. If the according
people from management are known and can be identified by the EDMP, then
it can also ensure a regulated workflow for the resolution of this subject matter.

Consequently, all of the challenges are addressed through the EDMP, yet
it specifically resolves the challenges two through four. The EDMP therefore
also furthers the data democratization initiative on the data provider side.

7.3.3 Addressing Data Democratization Dimensions

As described in Section 2.2, data democratization entails the five dimensions,
broader access to data for users with varying skill-sets (Dim 1), broader access
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to self-serve analytics tools (Dim 2), the development of data and analytics skills
(Dim 3), collaborative knowledge-sharing (Dim 4), as well as the promotion of
data value (Dim 5) [LLF21]. Hereonforth, we examine the extent to which an
EDMP supports these five dimensions, how the EDMP challenges introduced
in Section 4.6 relate to these dimensions, and how the concepts provided in this
thesis already address these. Lastly, we examine how the EDMP functionality
contributes to data democratization.

Several of the democratization dimensions are addressed through the EDMP
offerings and functionality as described in Section 4.4. Broader access to
data is supported through the marketplace offering Data-as-a-Service, as it
makes all kinds of data available both as assets and products. In addition,
both data consumers and data providers are supported in their processes
surrounding data access and provisioning. Since the EDMP guides the users
through the workflows, users with different skill-sets are supported. This is also
evidenced through the experiment, described in Section 7.2, wherein the use of
an EDMP leads to a smaller standard deviation for completing the consumer
process. Furthermore, the offering of Infrastructure-as-a-service supports
various non-technical user groups as these do not need the skill for setting up a
data analytics environment. Thus, Dim 1 is addressed. The offering Software-
as-a-Service supports easy and broader access to tools, as required per Dim 2.
The last offering, Professional services, enables the development of data and
data analytic skills which supports Dim 3. The collaboration functionality
offered through the consumer and provider-side functionality like commenting,

Dimension Description Addressed
Dim 1 broader access to data 4
Dim 2 broader access to self-service analytics tools v
Dim 3 development of data and analytics kills v
Dim 4 collaborative knowledge-sharing ~
Dim 5 promotion of data value b 4

v fully addressed ~ partly addressed X not addressed

Table 7.5: Addressing of Data Democratization Dimensions.
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rating, and documentation features address Dim 4, concerning collaborative
knowledge-sharing to a certain degree. The last dimension, the promotion of
data value, is partly covered through the collaboration functionality as a user
may stress the value of data through these. Yet, we see the comprehensive
realization of this dimension as part of the development of the corporate
culture, not in a tool. Hence, the EDMP supports four out of the five data
democratization dimensions through its offerings and functionality.

As explained in Section 4.6, introducing an EDMP in a company also poses
a few challenges. In this context, we briefly highlight which of the challenges
affect which democratization dimension, as also summarized in Table 7.6.
Furthermore, we discuss to what extent the concepts provided throughout this
thesis already address these challenges.

The first challenge entails the lack of incentives for data providers to share
their data. As the monetization of data hinders the goal of data democratiza-
tion, this has to be reduced in the EDMP, even though this poses the main
incentive for data providers. Without incentives, the providers may choose to
not invest the initial effort in making their data available and accessible. This
would directly impact the data democratization dimension one of enabling
broader access to data. While the concepts in this thesis do not explicitly
address incentives, the concept for distinguishing assets and products in the
EDMP, presented in Section 5.2, does reduce the effort of providers and thus
contributes to this topic.

Affected
Challenge Description Democratization  Addressed
Dimension
Lack of incentives Dim 1 ~
Retaining or passing data ownership Dim 1+ 3 b 4

Flooding EDMP with unusable data Dim 1

Integrating EDMP in company tool
and system landscape
v fully addressed ~ partly addressed X not addressed

Dim1+2 ("4

Table 7.6: Relation of the EDMP Specific Challenges to Data Democratization.

158



Assessing the EDMP for Establishing Data Democratization | 7.3

The question how data ownership can be retained or passed constitutes
the second challenge. This relates to dimension one since this issue arises with
broader access to data and data sharing. As we learned through interviews
with the industrial manufacturer presented in Section 3.1, employees currently
seem to be hesitant to take the role of a data owner because they do not fully
understand what this role entails. This challenge therefore also relates to
dimension three of developing data skills. In this case, this refers to acquiring
the knowledge of what has to be done as a data owner, and how to do this. This
challenge is currently not addressed through the concepts presented in this
thesis and thus constitutes future work.

With the goal of making as much data as possible available through the
EDMP, there is the risk of flooding the marketplace with unusable data. In
this case, the marketplace could turn into a data dump, making it increasingly
difficult for data consumers to find relevant and high-quality data. There-
fore this challenge impedes data democratization dimension one as data may
become less accessible. However, by differentiating data assets and data prod-
ucts as described in Section 5.2 this issue is addressed, as data products are
specifically prepared for access and consumption by data consumers and thus,
constitute reliable data. Having said this, data assets are not necessarily un-
usable data, if not documented properly these may be difficult to find and
understand, yet this specifically depends on how much effort data providers
invest when registering these in the catalog or marketplace. Thus, by providing
guidance for data providers this challenge can be solved.

The last challenge involves the integration of the Enterprise Data Mar-
ketplace into the existing system landscape. By integrating the marketplace
with the available data sources more of the data is made available, and by
integrating it with e.g., analytics tools, the data may be made available within
these tools, thus supporting dimensions one and two. How the marketplace
can fit into the tool and system landscape and how it integrates with metadata
management tools is addressed in Chapter 5 and Chapter 6. Hence, three
of the four challenges are addressed through the concepts presented in this
thesis.

In addition to supporting the democratization dimensions, the EDMP func-
tionality as described in Section 4.4.2 also addresses almost all parts of the
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definition of data democratization. This definition states that data democratiza-
tion involves empowering and motivating the majority of company employees
to find, understand, access, use, and share data across the enterprise, in a
secure and compliant way [LLF21]. The discovery features enable finding,
the data trading features enable accessing, service publishing features enable
sharing, cataloging, and dataset-specific-metadata support understanding,
and lastly, the governance, privacy, and security aspects enable this in a secure
and compliant way.

We have therefore shown that the EDMP explicitly supports four out of five
data democratization dimensions through its offerings and functionality, that
the concepts presented throughout the scope of this thesis address three of
the four EDMP challenges, and that the EDMP functionality generally assists
in democratizing data. Therefore, we conclude that the EDMP is specifically
suited to support the realization of data democratization initiatives within an
enterprise.

7.4 Summary

Within this section, the applicability and feasibility of the concepts presented
throughout this thesis were demonstrated through a prototypical Enterprise
Data Marketplace. Therein concepts of the Chapters 3 to 6 were taken into
account, displaying key aspects of the consumer and provider workflows, the
EDMP offerings and functionality, architectures, and enterprise integration.
Furthermore, based on an experiment we have established that an EDMP
makes the consumer journey significantly more efficient and less complex.
The EDMP therefore considerably benefits the goal of greater accessibility of
data within a company. Contrary to the expectations, it does not explicitly
improve the effectiveness of data consumers, yet whether the effectiveness
might be improved under circumstances in which data consumers have a time
constraint has yet to be determined. Lastly, a discussion yielded that the
concepts presented throughout this thesis address three out of the four EDMP
challenges, that the EDMP addresses all the data consumer challenges and
three out of four data provider challenges, and benefits four out of the five data
democratization dimensions.
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Through this chapter, we have validated the feasibility and advantages of
the concepts put forth in this thesis, have exhibited the benefits of employing
an EDMP, and have established that the EDMP is well-suited for the effective
realization of data democratization within organizations.
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CHAPTER

CONCLUSION AND FUTURE WORK

Companies today have increasing amounts of data at their disposal, most of
which is not used, leaving the data value unexploited. In order to leverage the
data value, the data must be democratized, i.e., made available to the company
employees. In this context, the use of Enterprise Data Marketplaces (EDMPs),
platforms for trading data within a company, are proposed. However, specifics
of EDMPs have not been investigated in detail so far. In this dissertation,
the EDMP is examined as a platform for democratizing company data. By
introducing the EDMP as a distinct marketplace type and providing insights
into various dimensions ranging from its characteristics, over requirements,
to, a platform architecture, it is the objective of this dissertation to lay the
foundation for establishing the EDMP within a company. Pertaining to this
objective, the contributions of this work are summarized in Section 8.1. In
closing, an outlook on future work is given in Section 8.2.

8.1 Summary of the Contributions

The central research question of this thesis considers whether the Enterprise
Data Marketplace is suited to address data democratization based on the ex-
tent to which it enables company employees with varying skill-sets to find,
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understand, access, use, and share data within a company. Four research goals

RG1-RG4 were defined, which jointly address this research question. The

research goals encompass the identification of the processes and challenges
company employees face in finding, understanding, accessing, and sharing
data in their enterprise (RG1) without an EDMP, the identification of the dis-
tinctive aspects of an EDMP (RG2), establishing an architectural foundation

for building an EDMP (RG3), and lastly, the goal of leveraging existent meta-
data in the EDMP (RG4). Each of these goals is backed by a set of research
contributions which are summarized in the following:

C1.1 Identification of the data provider journey for sharing data, and the
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data consumer journey for finding, understanding, and accessing
data [EGH+22a; EGHS22]

Based on expert interviews with a globally active industrial manufacturer
and a literature study, a generalized data provider and data consumer
journey are introduced. The data provider journey illustrates the steps,
involved participants, and tools required to make data available. Com-
plementary, the data consumer journey yields a number of steps, the
participants, and potential tools required for finding, understanding,
and accessing data. By this means, insight is gained into the workflows
of data democratization dimension one, for broader access to data, in-
dependent of the use of data marketplaces. This serves as the basis for
considering how a marketplace influences these workflows. To this end,
an EDMP prototype is implemented, and an experiment is conducted to
gain insight into the effect the introduction of an EDMP has. The proto-
type and experiment reveal that the EDMP significantly improves the
data consumer journey in terms of efficiency and reduces the complexity
of the workflow. The data provider journey becomes more efficient in
that the provider has less effort in registering data, benefiting data de-
mocratization, as this may lead to an increased amount of data that is
made available in the enterprise.
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C1.2

C2.1

Identification of challenges throughout the data provider and data con-
sumer journey [EGH+22a; EGHS22]

The data consumer and data provider journeys give rise to a number
of challenges that arise throughout the respective workflows and hin-
der data democratization. On the data provider side, the challenges
encompass the assembly of metadata, the required effort for supply-
ing provisioning options, and the necessity to register data in various
publishing tools, as well as that this process involves several parties.
Similarly, on the data consumer side, the number of involved parties
poses a challenge, in addition to metadata required for understanding
and selecting datasets being distributed across the tool landscape and
lacking integration across the toolchain throughout the overall process.
On the basis of these challenges, the EDMP is assessed as to whether it
assists the data consumer and data provider by addressing the challenges.
The discussion yields that three out of three consumer challenges and
three out of four data provider challenges are improved through the use
of an EDMP.

Establishing a type distinction by providing a tailored EDMP definition
and identifying the EDMP specific characteristics [EGH+23]

Initially, it is clarified what an EDMP is, by complementing the EDMP
definition of Wells [Wel18] with facets on the intended scope of offered
datasets, the variety of targeted users, and also the range of different
datasets and services which are to be supported in this marketplace. The
ability to distinguish the EDMP from external data marketplaces is pro-
vided through a classification framework, based on which the distinctive
profile of an EDMP’s characteristics is demonstrated. Thereby the EDMP
is highlighted as a distinct type of data marketplace.

C2.2 Identification of EDMP requirements [EGH+23; EGHS22]

The required EDMP offerings, the required functionality as well as re-
quirements concerning the integration into an existing enterprise system
and tool landscape are listed as part of this contribution. Based on the
type definition and the defining characteristics, it is highlighted which
of the offerings and functionality are specific to the EDMP, as opposed
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to external data marketplaces. Amongst others, this entails offerings
such as infrastructure and software-as-a-service to also assist less data-
literate employees. In addition, functionality like metadata management
and privacy and security aspects may be relevant in a larger scope or
more challenging to implement in the company-internal context. Re-
quirements concerning the integration into the existing company tool
and system landscape are distinctive for the EDMP, as an external data
marketplace will not be able to tightly integrate with a variety of company
landscapes. The distinctive requirements provide the basis for designing
and consequently implementing an EDMP.

C2.3 Identification of EDMP specific challenges [EGH+22b]

C3.1
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With distinctive characteristics and a specialized setting, i.e., the
company-internal context, there are a number of challenges that must be
resolved in order to effectively use an EDMP. This includes topics such as
alack of incentives for data providers to share their data, as monetization
is less prevalent in the company-internal context as it hinders the goal of
data democratization. As discussed in the scope of the evaluation, the
concepts presented throughout this dissertation address the challenge of
integrating an EDMP in the company system and tool landscape, partly
address the issue of lacking incentives as well as partly address the issue
of flooding the EDMP with unusable data. The issue of retaining and
passing data ownership is not addressed and thus subject to future work.

Derivation of an enterprise integration architecture for the
EDMP [EGH+23]

A distinctive aspect of an EDMP is that it can tightly integrate into a
company’s system and tool landscape, as external stand-alone market-
places, for instance, are usually not tightly connected with various data
management systems and tools within each participating company. In
the scope of this contribution, an integration architecture demonstrates
how the EDMP fits into the company’s IT landscape, how it should in-
teract with a variety of systems and tools and it is elaborated how this
integration is advantageous. Thence, existent functionality is reused,
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there is a comprehensive view on metadata, the metadata management
effort and errors are reduced, and there is less redundant data.

C3.2 Designing of an Enterprise Data Marketplace platform architec-
ture [EGH+23]

In order to establish a basis for building an EDMP, a platform architec-
ture is presented that reflects the idiosyncrasies of integrating the EDMP
with an existent company’s infrastructure. The platform architecture
outlines the components and services required in a data marketplace
and which of these can be implemented differently within an EDMP.

C4.1 An approach for integrating with different tools

While contribution C3.1 indicates through an architectural view how the
EDMP can be integrated in the company tool and system landscape, this
contribution features a plugin-based approach for integrating the EDMP
with different metadata-based tools. It enables connecting a variety of
tools to the EDMP so selected metadata can be extracted from these,
enables mapping this metadata to the according data assets and stan-
dardizing it. This approach lays the foundation for leveraging distributed
metadata across a company’s system and tool landscape as it makes the
metadata available to the EDMP.

C4.2 An approach for supporting diverse metadata per dataset and visualizing
this metadata in an integrated view

In addition to making existent metadata available to the EDMP, as tack-
led through contribution C4.1, the EDMP must also be able to support all
the metadata provided through the tools and systems and must also make
this metadata available to the data consumer. In this regard, the plugin-
based integration approach is extended through another approach based
on metadata templates for enabling a diverse set of metadata per data
asset, and an approach for displaying an integrated view on this diverse
set of metadata. In conjunction, these concepts enable realizing the meta-
data management, accentuated as distinctive functionality in the EDMP
so that the advantages of integrating the EDMP in the company’s tool
and system landscape as highlighted in contribution C3.1 are harnessed.
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We, therefore, achieved research goal RG1 involving the exploration of the
current state and challenges without an EDMP and revealed the necessity
to explore new solutions, such as a data marketplace. In accomplishing re-
search goal RG2 by identifying the distinct aspects of the EDMP, we set forth
to not only assess how these alleviate the previously highlighted issues but
also draft a set of requirements that benefit the data democratization objective.
The contents of RG2 also served as a basis for establishing the foundation
for building an EDMP (RG3) through an enterprise integration and platform
architecture. Again, in the realization of RG3, the architectures are tailored
to address the current challenges of RG1. The fulfillment of research goal
RG4 yields an in-depth insight into how to exploit the potential advantage of
existent metadata and thus one of the distinguishing aspects given through
RG2. We have thereby revealed the need for an EDMP, demonstrated how
it addresses current issues, what its benefits are, and how to implement it.
Concluding, we have answered the research questions and demonstrated that
introducing the EDMP significantly benefits a company as it effectively sup-
ports data democratization, by enabling employees with varying skill-sets to
find, understand, access, use, and share data within a company.

8.2 Future Work

There are a number of remaining research topics in the context of the Enter-
prise Data Marketplace which have not been addressed in the scope of this
dissertation. Future work includes, but is not limited to the following topics:

Open challenges in the EDMP context: While the concepts presented in
this dissertation address aspects of three of the four presented EDMP chal-
lenges, a few sub-aspects remain unresolved. Firstly, this includes the topic
of effectively incentivizing data providers to share their data in the company-
internal context by another means as monetization. Secondly, the topic of
handling data ownership when data is moved through a chain of use cases re-
mains a challenge. Lastly, how to retain the quality of the EDMP offerings even
as the EDMP spans the scope of the entire company data, has to be addressed.
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Privacy and security in the EDMP: We have emphasized that both meta-
data management, as well as privacy and security, are especially relevant in
the EDMP context. As this dissertation focuses on metadata management
aspects, privacy and security aspects have not been discussed in depth. For
instance, in offering the whole scope of a company’s data, the EDMP includes
the highly confidential or also personal data in the company. The marketplace
must ensure that it is used and shared for only approved purposes. For exam-
ple, some parties may access the entire dataset, other parties may access an
anonymized version of the data, and some may not be allowed to know that
this data exists. Therefore, one open topic in this regard is how the EDMP
enables a demand-oriented provision of data while remaining compliant with
legal regulations like the General Data Protection Regulation (GDPR). In this
regard, existent work in which, for instance, the demand-oriented generation
of data products is considered with regard to privacy and security [Sta23], or
the application of privacy filters is evaluated for different use cases [SGB+22],
could be considered for data marketplaces in the company-internal context.

The EDMP in other environments like the data mesh: As we have
explained in Chapter 2, Background, there are research areas in the context
of data exchanges that overlap with the EDMP, such as the data mesh. In
this regard, an exploration of how the EDMP behaves in the context of the
organizational paradigm data mesh also constitutes a research direction. Since
the EDMP trades data products, it would be of interest to consider what aspects
it must take into account in order to support the data products as defined in
the data mesh. Furthermore, it may be of interest to explore how the EDMP
ties in with the self-serve platform in the data mesh concept.
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APPENDIX

EXPERIMENT (QUESTIONNAIRES:
(QUESTIONS AND RESPONSES

A.1 Scenario S1: Without the Use of an EDMP
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It was easy to find a dataset that matched It was easy to find the metadata you were
the use case requirements. looking for in the data catalog.
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@ =
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It was easy to find the metadata you were The process for finding and identifying a
looking for in the Data Quality Tool. relevant dataset was intuitive.

@
w

5
3
2
1
0

The process for finding and identifying The process for finding and identify-

a relevant dataset was cumbersome (um- ing a relevant dataset was laborious
standlich). (aufwandig).

Missing Metadata gifreticctzie;ants
Information on the tools and interconnection 2

Mapping between datasets in these tools 4

Quality metadata in data catalog 6

More detailed information on content of the dataset 1

Summarization of the textual responses.

Table A.1: Question: Did you require additional metadata for selecting a
dataset? If yes, what metadata was missing?
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The process for requesting data was cum-
bersome (umstandlich).
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It was clear which steps had to be fol-
lowed to request data.
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1
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Ja Nein Keine Antwort Ja Nein Keine Antwort
Did you consider looking for more meta- Did you consider looking for more meta-
data in other tools besides the data cata- data in other tools besides the data qual-
log? ity tool (and data catalog)?
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7
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3

2

1

o

Ja Nein Keine Antwort Ja Nein Keine Antwort

Would you have liked guidance in using Did you ask for guidance in using the
the different tools? tools?
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. Affected
Difficulty Participants
Overall process was cumbersome due to many manual 2
steps
Process for gaining access was unclear/unintuitive
Finding & gaining access to required tools was cum-
bersome
Lacking integration between tools (Relation between 5
datasets in the tools was unclear)

Finding the required data quality information was 4
difficult
Required guidance from colleague 1

Summarization of the textual responses.

Table A.2: Question: Did you encounter difficulties?
If yes, please describe these
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A.2 Scenario S2: With the Use of an EDMP

=]

wn

It was easy to find a dataset that matched
the use case requirements.

The process for finding and identifying a
relevant dataset was intuitive.
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f

It was easy to find the metadata you were
looking for in the Enterprise Data Mar-
ketplace.

w

f

— o w

The process for finding and identifying
a relevant dataset was cumbersome (um-
standlich).



Scenario S2: With the Use of an EDMP | A.2

St RW A
cmo mowmamo

The process for finding and identify-
ing a relevant dataset was laborious
(aufwéndig).

5

3
2
1
0

All metadata you were looking for was
provided through the Enterprise Data
Marketplace.

It was clear which steps you had to follow
in the process to finding and identifying
arelevant dataset.

The process for requesting data was intu-
itive.

. . Affected
Missing Metadata Participants
The collection date 1

Summarization of the textual responses.

Table A.3: Question: Did you require additional metadata for selecting a
dataset? If yes, what metadata was missing?
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The process for requesting data was cum-
bersome (umstandlich).
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It was clear which steps had to be fol-
lowed to request data.
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Ja Nein Keine Antwort

Would you have liked guidance in using
the different tools?
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The process for requesting data was labo-
rious (aufwindig).

Ja Nein Keine Antwort

Did you consider looking for more meta-
data in other tools besides the market-
place?
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Ja Nein Keine Antwort

Did you ask for guidance in using the
tools?



Scenario S2: With the Use of an EDMP | A.2

Difficulty Participants
Comparing two datasets was inconvenient 1

Desired more insight into dataset to check if all data 1

required for task is contained

Difficulty defining search query and settings to filter 2

for correct datasets

Summarization of the textual responses.

Table A.4: Question: Did you encounter difficulties?
If yes, please describe these
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A.3 Questionnaire on Scenario Comparison

5 8

4 B

; 6

5 4

1 2
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The enterprise data marketplace simpli- The enterprise data marketplace simpli-
fied the process for finding and under- fied the process for requesting data.
standing data.
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