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Abstract

Increasing complexity in automotive software has made manual testing and deployment
in distributed networks of Electronic Control Units (ECUs) both time-consuming and
error-prone. This thesis explores and implements a framework automating deployment
and testing in distributed networks of ECUs. The proposed solution combines Ansible-
based deployment with Gherkin-style test case descriptions, integrated into a CI/CD
pipeline to enable consistent and repeatable testing automation. The resulting prototype
called Automated Deployment and Testing of ECUs (ADATE), automates the testing
of software components with automated deployment across simulated devices in a
distributed environment. The framework demonstrates how automation in a distributed
environment can make the testing process of ECUs both more efficient and reduce
manual effort, offering a foundation for future adaptations in real-world automotive
environments.
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1 Introduction

In recent decades, the number and complexity of Electronic Control Units (ECUs) in
modern vehicles have increased significantly. Today, modern cars can contain over 100
ECUs on average, each responsible for implementing critical functionalities such as
powertrain control, infotainment, safety features, and more [MTK+25]. Given their
essential role in the overall vehicle system ensuring their reliability and security is
essential. Consequently, thorough testing of ECUs has become an indispensable part of
the development process for automotive Original Equipment Manufacturers (OEMs).

Despite advances in testing environments, current testing including deployment of
software components and test execution remains a very resource-intensive, error-prone,
and time-consuming process, in both traditional centralized, or virtualized distributed
testing environments [BD10; HJL15; MB20]. Furthermore, integration testing often
occurs at a late stage in the V-model development cycle, reducing opportunities for early
feedback and increasing the cost of fixing integration issues [LZZ16].

There are existing approaches for automating deployment and testing, in some cases
even within distributed environments, albeit to a limited extent. However, a unified
workflow that seamlessly combines automated deployment and testing is still lacking,
particularly in the context of the automotive domain.

Taken together, these challenges highlight a significant research and engineering gap:
the need for an automated, distributed, and decentralized testing framework tailored
for heterogeneous ECU networks, incorporating both automated deployment and testing
into one seamless workflow. Such a framework would not only accelerate the devel-
opment process, but also improve test reliability, reduce human error, and support
geographically distributed test execution.

This thesis aims to address this gap by exploring state-of-the-art approaches and tech-
nologies for automated and distributed deployment and testing within heterogeneous
environments of ECUs. Building on the insights gathered, a framework is proposed
and implemented to enable fully automated and distributed deployment and testing
processes.

To systematically address this gap and better understand the underlying requirements
and limitations, this thesis is guided by the following research questions:
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1 Introduction

RQ1: What are the requirements for test automation in a distributed and decentralized
automotive environment?

RQ2: How can we achieve fully automated test execution through deployment and
CI/CD pipeline integration?

RQ3: How can we evaluate the effectiveness of an automated approach compared to
the state-of-the-art, e.g., in a non-or semi-automated setup?

To answer RQ1, a literature review was conducted to identify current limitations and
fundamental requirements for distributed deployment and testing. The findings reveal
a lack of standardization, limited flexibility in deployment tools, and substantial chal-
lenges integrating these solutions into Continuous Integration / Continuous Deployment
(CI/CD) workflows [BD10; HIJL15; LDP22].

Ultimately, the evidence indicates, that currently there is a high demand of automation
processes for the development workflow of ECUs, as their complexity grows significantly
over the last decades, specifically in the automotive sector. Incorporating distribution into
testing is equally essential, as it enables decentralized execution across geographically
distributed environments, increasing the robustness and efficiency of ECU testing.

These issues can be addressed through automation processes, not only removing the
human factor from the entire process but also enabling significantly more efficient
development. Accordingly, the automotive industry could significantly reduce costs by
automating the entire development process of ECUs, with a particular focus on testing.

To address RQ2, this work introduces a framework that leverages a decentralized and
distributed network of ECUs to enable automated testing, while ensuring compliance
with the fundamental requirements identified in Research Question (RQ)1 during the
literature review. By automating the deployment and testing processes, the framework
supports a faster and more scalable development cycle for ECU-based systems.

The development process started with first establishing a high-level approach for the
framework, based on the systematic literature review, incorporating fundamental re-
quirements. This conceptual approach enables future work to use it as a foundation for
developing other frameworks addressing similar challenges.

Our framework must adhere to three key principles to implement the aforementioned so-
lution. First, it needs to be distributed, allowing for the testing of ECUs to be conducted
on a global scale. This ensures a flexible development process that is no longer con-
strained by geographical boundaries. Additionally, the framework must be decentralized,
enabling peer-to-peer communication between devices. This facilitates the seamless inte-
gration of heterogeneous systems and enhances both scalability and adaptability. Lastly,
automation is crucial to eliminate error-prone human intervention, thereby streamlining
the development workflow and improving overall system reliability.
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To address RQ3, this work proposes a set of four Key Performance Indicators (KPIs) to
evaluate the applicability of the frame-work in a real-world scenario. Our proposed
evaluation approach includes Time, Fault Detection, Cost, and Manual Intervention,
drawing on insights from literature focused on the evaluation of testing or deployment
automation processes. This enables a comprehensive assessment in accordance with
established scientific standards.

In summary, this thesis identifies key requirements for automated testing in distributed
automotive environments, proposes a conceptual framework built around distribution,
decentralization, and automation, implements a prototype, and outlines an evaluation
strategy based on defined KPIs. By addressing these aspects, this thesis provides a solid
foundation for advancing scalable and efficient ECU testing workflows in future research
and real-world applications.

17






2 Literature Review

2.1 Search Strategy

This part of the thesis presents all methods and approaches used to fulfill and answer
the RQs and establish a comprehensive set of related works. To achieve this, we utilized
a systematic literature review approach. This thesis’s initial collection of relevant works
began with applying a keyword-based search strategy [BDA+99; KCO7]. The literature
review was conducted in two stages, each corresponding to specific RQs.

First, a thematic approach was employed to structure the foundation of this work by
addressing RQ1: "What are the requirements for test automation in a distributed and
decentralized automotive environment?". This review can be structured into three
primary literature domains: Distributed and Decentralized Networks, Deployment in
Distributed and Decentralized Networks, and Testing in a Distributed and Decentralized
Network. Given this, the following two academic search engines are utilized: ACM
Digital Library and IEEE Xplore.

Addressing RQ1 following Search Queries (SQ) where applied:

* SQ1.1: ("deployment" AND ("iot application" OR "distributed application") AND
("automated" OR "decentralized" OR "network"))

* SQ1.2: (("distributed network" OR "distributed system") AND "decentralized" AND
("computing")) NOT "blockchain"

* SQ1.3: "automated testing" AND "ECUs"

* SQ1.4: ("test case design" OR "test case specification" OR "testing frameworks")
AND ("distributed systems" OR "IoT devices" OR "automotive systems")

After the initial search, further screening was conducted by reading the abstracts and
assessing the relevance of the literature regarding this thesis. The resulting findings of
this literature review, including the number of relevant works identified in each domain,
are summarized in Table 2.1, resulting in a total of 2312.

These findings were then screened by title and abstract, resulting in 35 highly relevant
research works. Inclusion and exclusion criteria were applied during the screening

19



2 Literature Review

process, with a focus on literature related to distributed networks, Internet of Things
(IoT) applications, decentralized environments, and the automotive context. Conversely,
publications not in English or those addressing Artificial Intelligence (AI) and blockchain
topics were deemed irrelevant for further screening, with the exception of one German
publication that was included due to its high relevance.

Search Query ACM Digital Library IEEE Xplore

Pre Screening Post Screening Pre Screening Post Screening
SQ1.1: 1221 17 60 5
SQ1.2: 648 4 73 5
SQ1.3: 39 0 23 1
SQ1.4: 239 3 9 0

Table 2.1: Result of Systematic Literature Review: RQ1

Next, we conducted a focused literature review to address RQ3: "How can we evaluate
the effectiveness of an automated approach compared to the state-of-the-art, e.g., in a
non-or semi-automated setup?". This stage concentrated on identifying state-of-the-art
evaluation methods and benchmarking criteria for assessing automated versus traditional
testing strategies. The following SQs were utilized to search for and identify relevant
literature regarding RQ3 systematically:

* SQ3.1: ("test automation" OR "automated testing") AND ("manual testing" OR
"semi-automated"”) AND ("evaluation" OR "comparison" OR "effectiveness")

* SQ3.2: ("deployment automation" OR "automated deployment") AND ("manual de-
ployment" OR "semi-automated deployment") AND ("evaluation" OR "comparison"
OR "effectiveness")

Analogous to the results discussed concerning the systematic research for RQ2, the
findings for RQ3 are likewise visualized in Table 2.2. Ultimately, these findings resulted
in 785 studies and 21 following the screening of titles and abstracts.

Search Query ACM Digital Library IEEE Xplore

Pre Screening Post Screening Pre Screening Post Screening
SQ3.1: 554 5 191 12
SQ3.2: 38 3 2 1

Table 2.2: Result of Systematic Literature Review: RQ2
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2.2 Foundational Research

In summary, this approach provides a comprehensive overview of current state-of-the-art
research on distributed networks, deployment, and testing, with particular emphasis on
applications within the automotive sector and potential evaluation methods for assessing
the effectiveness of automated approaches in comparison to state-of-the-art solutions.
Beyond the systematic keyword search, additional relevant literature was identified
through other credible sources.

2.2 Foundational Research

This chapter explores foundational research regarding distributed networks as well as
deployment and testing, focusing on their fundamental aspects relevant to this thesis.
It establishes a comprehensive foundation for the methodologies, approaches, and key
technologies that support the conceptual approach and prototypical implementation of
this thesis.

2.2.1 Distributed and Decentralized Network

Distributed and decentralized networks play a crucial role in modern systems, par-
ticularly in fields such as the Internet of Things (IoT) and automotive applications.
A distributed and decentralized network is a collection of diverse, independent, and
autonomously working components capable of interacting and collaborating to achieve
one shared objective [DG08; Lam19; Mar21; TS07; ZZT10]. These components of a
distributed network can consist of physical or simulated devices in the form of sensors
or actuators, especially in the field of IoT [Mar21; TSO7].

Within the context of this thesis, it is important to distinguish between the terms
"distributed’ and ’decentralized’ as both concepts, although related, are used to describe
two different aspects of system structure. A distributed system is a structure in which
components are geographically separated and communicate over a network to achieve a
common goal. Distribution is concerned with physical or logical distribution of elements.
On the other hand, decentralization, refers to the distribution of control, meaning
there is no central entity controlling the system, and decision-making is distributed
throughout nodes. While all decentralized systems are distributed not all distributed
systems are decentralized. This thesis accommodates both: the distributed aspect
provides geography scalability, and decentralization provides independent operation
and reduced single points of failure.

Moreover, a distributed setup with physical devices enables the devices to sense processes
and act on data collaboratively across vast networks [Mar21]. The primary focus of

21



2 Literature Review

this thesis is on literature relevant to distributed networks with simulated and physical
devices. Given its reliance on sensors and actuators, IoT is a subtype of distributed
networks [BMZA12]. Consequently, this definition will reference various concepts and
key aspects in foundational IoT literature.

Nonetheless, a distributed system does not necessarily consist of physical or simulated
devices. Often, distributed networks are defined as a distributed set of processes [CL85;
Mar21]. Research and definitions of distributed processes are not discussed further, as
they are not directly relevant to this thesis. However, key insights from this literature
will still be considered, as it presents comprehensive methodologies, approaches, and
fundamental aspects of distributed systems applicable to networks containing physical
or simulated devices. Concepts such as Fog Computing, Cloud Computing, or Edge
Computing will also be considered. Although these technologies are not the main focus
of this work, their underlying principles and approaches are still relevant.

Turning to the distribution aspect, the term ’distributed’ in distributed networks high-
lights the geographical dispersion of system components [CDKB11; LL90]. Thus, compo-
nents can be spread across large geographical areas, contrasting the centralized nature
of traditional cloud systems [BMZA12].

One key aspect of distributed networks is scalability, enabling flexibility and applicability
in different scenarios [AIM10; CDKB11; TSO07]. Further key aspects include scalability
in terms of size and administrative dimensions, which are both of great relevance for
this work [TS07; ZZT10]. Size scalability refers to the ability to add more devices to the
network, while maintaining a flexible structure that can adapt to a dynamic and poten-
tially fluctuating number of devices. [TS07]. The administrative scalability is equally
significant since it allows easy management despite spanning various independent ad-
ministrative organizations [TS07]. Therefore, the system’s ability to scale its resources
and efficiently manage larger datasets or workloads is critical to the functionality of a
distributed network within the scope of this work.

Another key aspect is interoperability, which is crucial due to the heterogeneous nature
of devices within the network [BMZA12; CDKB11; TS07]. Various connected devices,
ranging from high-performance mainframes to simple and lightweight sensors, con-
tribute to this heterogeneity [TS07]. Interoperability allows devices to interoperate
despite having different Operating Systems (OSs) and standards [BMZA12]. Therefore,
it is possible to create a distributed network across domains to provide seamless services,
regardless device heterogeneity [BMZA12].

A further essential aspect of distributed networks is the unified, non-distributed view of
the network presented to users. Distributed systems should appear as a single system
to users since the system behaves as a unified, non-distributed entity. Differences in
hardware, OS, or geographical location of components should be hidden from the user.
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For instance, data representation differences refer to varying formats across devices,
such as different file systems or encoding types, which the system must reconcile
automatically to maintain consistent usability. Hiding complexities ensures usability and
enhances reliability and user trust in the system [TS07]. These factors are essential for
building distributed networks that ensure seamless user experiences and enable reliable
communication across heterogeneous devices.

The independence of components in such a network allows each computer to operate
entirely autonomously [LL90; TS07; ZZT10]. Furthermore, since processes execute
concurrently in such a network, they do not necessarily synchronize with each other
except through explicit message passing. Concurrent execution of such processes allows
them to run independently without requiring synchronization [CL85]. Due to this
asynchronous operation of each component in the network, where no global controlling
instance exists, processes operate at their own pace, which creates issues in event
ordering and synchronization [Lam19]. While independence enhances scalability and
fault tolerance, it also introduces complexity in coordination and consistency across the
network.

A centralized approach addresses problems caused by asynchrony of individual devices,
utilizing a central controller that handles devices in a distributed network [CL85; DGOS;
KA19; Lam19; SEL19; TS07]. The central host monitors the network, coordinates
communication, and ensures efficient task distribution among devices. This level of
centralized control requires maintaining a global state across the system [TSO7].

In distributed systems, a global state represents a collective snapshot of all local states
across all processes in the system and the communication channels between them at
a certain point in time [CL85; Lam19]. This global state forms the foundation for
consistent snapshots in distributed networks, enabling better control from a central-
ized host [Lam19]. Subsequently, such a global controller enables overcoming the
geographical space between the infrastructure elements [KA19].

A global controller is crucial for a robust distributed system since distributed networks
lack shared memory and synchronized clocks as each process can only record its local
state [CDKB11; Lam19]. Thus, balancing the workload of all devices is essential for
the seamless integration of such a network. That can be achieved by dynamic task
allocation, which ensures that all machines in the cluster are effectively utilized by
managing distributed data across the network [AIM10; DG08]. In conclusion, a central
controlling host is indispensable for addressing asynchrony, maintaining a global state,
and balancing workloads, all of which are critical for scalable and efficient distributed
networks [CL85; DGO08].

While the inclusion of a centralized host utilized for management enables the user to
have insights into the state of the network, this does not necessarily mean the network
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architecture is centralized since the aforementioned host can be utilized just for manage-
ment tasks and network administration. Therefore, despite a central administrative host,
each node can operate autonomously, making decisions based on local information and
interactions with neighboring nodes [ZZT10]. This centralized host can bring significant
advantages in addressing asynchrony, maintaining a global state, and distributing tasks
to available and suitable nodes [CL85; Lam19; TS07]. For this work, the central host
primarily serves as a facilitator, enabling not only the coordination of devices but also the
deployment into the distributed network without restricting the autonomy of individual
devices [ZSA+14].

The decentralized approach emphasizes distributing control and decision-making across
the network [KA19; ZZT10]. The autonomy of each device in a distributed network
plays a key role in the decentralization approach. Since each device must be capable
of making decisions based on local information and interactions with other devices
within the network, there is no direct central unit managing the entire system [ZZT10].
The absence of a fully controlling and managing central host prevents single points of
failure. It reduces reliance on a central decision-making system since it can continue
functioning even if individual nodes fail [HD21; ZZT10]. Furthermore, the decentralized
approach enhances the performance, latency, fault tolerance, and scalability of such a
system [TSO07; ZSA+14; ZZT10].

While the decentralized aspect of a distributed system plays a critical role in distributing
control and decision-making in the network, effective communication between devices is
equally essential for ensuring coordination, consistency, and overall system reliability in
distributed networks, especially in a decentralized context [ZZT10]. The communication
between the devices is realized via message passing, ensuring concurrent execution of
processes, asynchronous communication, and fault detection, which are all essential
factors of a distributed network [CDKB11; CL85; LL90]. Ensuring reliable and ordered
message delivery is critical to the system design [Lam19].

With network bandwidth being an essential part of communication within the network,
it poses a significant risk of being a bottleneck [DG08]. Therefore, it is vital to consider
network bandwidth as a limited resource when configuring or developing a distributed
network.

The aforementioned communication can, for example, be established using the Message
Queue Telemetry Transport (MQTT) protocol, ensuring the integration of all essential
aspects required for robust communication in a distributed, decentralized network.
MQTT is a lightweight, publish-subscribe messaging protocol designed for minimal
bandwidth and low-power devices. It is not only widely utilized, particularly in the
context of IoT, but also serves as a robust and secure communication protocol for
distributed environments composed of heterogeneous devices.
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To maintain seamless communication and functionality, distributed systems in real-time
applications must minimize latency, as the geographical distribution of devices increases
the risk of latency issues [BMZA12; CDKB11]. Following the discussion on potential
issues and bottlenecks in distributed networks, it is crucial to understand how to manage
failure in order to guarantee flawless operation despite latency issues or bandwidth
limitations.

Since a system can continue operating correctly despite failures of some components or
network disruptions, mechanisms should be in place to recover from failure, handling it
accordingly and ensuring the reliability of the system [DGO08; TS07]. Nonetheless, the
heterogeneous nature of devices increases the risk of partial failures, which can poten-
tially compromise the entire system and must therefore be effectively managed [DGOS;
Lam19; ZZT10].

As detecting device failure in a centralized way presents a significant challenge due
to the independence of each device, it is necessary to use approaches that aim to
monitor the status of the devices from an external perspective, for example, from
a central host managing the network [DGO08]. Error handling presents a significant
challenge in distributed networks due to the heterogeneous nature of their components,
making failure management a fundamental aspect of ensuring robustness [CDKB11;
KWNDO5].

2.2.2 Deployment in Distributed Environments

Software deployment is defined as the set of processes that occur between the acqui-
sition and execution of software, encompassing activities such as release, installation,
activation, configuration, and maintenance [Dea07]. Deployment in a distributed
and decentralized environment refers to the process of installing, configuring, por-
tioning, managing, and distributing application components across a heterogeneous
network [Dea07; KBL+19; KWNDOS5]. This includes configuring and deploying these
software components and activating them in a specific order adhering to predefined
dependencies, to ensure a seamless deployment process [ESB+14].

A significant factor in enabling the decentralized nature of distributed deployment is the
use of a deployment manager that can dynamically determine the placement of objects
based on application requirements, user proximity, or network conditions [ZSA+14].
This approach is crucial for this work as it ensures seamless deployment across diverse
devices while providing users with a comprehensive overview of the entire orchestration
process.

Nonetheless, a significant amount of research discusses a decentralized approach without
any central deployment management tool [ESB+14; KBL+19; ZSA+14]. Since utilizing
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a central deployment management tool is crucial for ensuring the overall state of the
systems, this approach is of limited relevance to this thesis. Still, these approaches must
be considered, as this work involves significant decentralization within its distributed
network.

Formalized description scripts must be utilized to ensure a robust and seamless de-
ployment in a decentralized and distributed environment [CASG13; Dea07; DKMDO04;
HCJL15; KBL+19; KLM+19; IVCD13].

A common approach for deployment in decentralized and distributed environments
involves the creation of a deployment description, which defines the stepwise process of
deployment [DKMDO04; IVCD13]. Such descriptions define the application’s structure,
including hosts and their connections [DKMDO04]. Additionally, protocols, standards
as well as metadata have to be included since they ensure the compatibility between
heterogeneous devices, which is crucial for the ability to make deployment possible in
a distributed network [HCJL15; IVCD13]. Ultimately, such deployment descriptions
are fundamental for this work since they not only provide the proper distribution of
software across the network but also define the specific order of deployment based on
dependencies and network structure [ESB+14].

An essential factor in creating compelling deployment descriptions is the comprehen-
sive understanding of the topology and geographical distribution of devices within the
distributed network since that significantly impacts the functionality and interoperabil-
ity of included devices [DKMDO04; KWNDO5]. Such a geographical distribution in a
decentralized and distributed environment can be modeled with dependency graphs.
The deployment order can be deduced via topological sorting, ensuring the proper
dependencies [KWNDO5]. Furthermore, this includes mapping physical devices to
platform-specific configurations, thereby reducing manual efforts and errors [HIJL15].
To summarize, the documentation of the network topology is crucial for the implemen-
tation of an automated deployment framework in a heterogeneous, distributed, and
decentralized environment.

Commonly known as semantic service descriptions, deployment descriptions provide a
unified semantic representation for heterogeneous things across platforms to address
platform interoperability challenges [HCJL15]. This ensures robust provisioning pro-
cesses by translating platform-specific configurations into semantic metadata using a
unified knowledge scheme [HJL15]. A significant amount of literature regarding de-
ployment in distributed environments suggests utilizing formats like JavaScript Object
Notation (JSON) to ensure a widely recognized template that is easily interpretable by
both tools and humans.

Architectural specifications are dynamic, constraint-based models that manage deploy-
ment complexities, making their utilization highly beneficial [Dea07; DKMDO04]. These

26



2.2 Foundational Research

software component specifications include information about the host on which the
component is to be executed and the connections between the hosts [DKMDO04]. Over-
all, deployment descriptions based on an architectural approach build an excellent
foundation for seamless and secure deployment in distributed environments.

A deployment manager is needed, which not only initiates the deployment process
but also incorporates the functionality of creating the descriptions to achieve fully
distributed and decentralized deployment with deployment descriptions. [CASG13;
ESB+14]. Overall, a central deployment management component is needed to ensure
a robust, seamless, and secure deployment of software components in a distributed
network of devices.

Although utilizing deployment descriptions is a reliable and robust approach, it is
important to note that some literature also explores deployment without relying on
specific descriptions. [KBL+19; TGBG20]. Deployment without description documents
is of limited relevance to this thesis, as we will incorporate deployment specifications,
however, it remains important to acknowledge.

In this context, it is crucial to highlight that the dynamic selection of devices for deploy-
ment is fundamental to the flexibility of an automatic deployment framework. Since
components and connections can be updated or moved to new hosts dynamically, flex-
ible mechanisms that allow the topology of deployed applications to be rearranged
without disrupting other parts are crucial for the functionality of distributed deploy-
ment [DKMDO04]. Therefore, deployment managers have to decide dynamically on the
placement of objects based on application requirements, user proximity, and network
conditions. This approach supports the decentralized control and execution of deploy-
ment since such flexible mechanisms allow the topology of deployed applications to be
rearranged without disrupting other parts [DKMDO04; ZSA+14].

Another key aspect is the standardization and modularization of components for deploy-
ment to remain consistent within the deployment process [Dea07; DKMDO04]. A scalable
and modular approach is necessary since deployment processes can benefit significantly
from reusable components and standardized modeling. Modularity ensures the reusabil-
ity of created deployment scripts, so each deployment system can act independently or
collaboratively, making it suitable for large-scale deployments in a distributed environ-
ment [KBL+19; IVCD13]. Furthermore, this component-based deployment approach,
which focuses on modularity, manages configurations and dependencies by packaging
needed metadata from the network to ensure all fundamental information is available
for the deployment process [Dea07]. In conclusion, having standardized and modular
components for distributed deployment is crucial for ensuring consistency within the
deployment process.

27



2 Literature Review

While the foundational concepts of deployment in distributed networks provide a solid
basis, it is equally important to address the key challenges associated with implementing
such deployment processes. Above all stands the heterogeneity factor of a distributed
and decentralized network, which poses a significant challenge for a seamless deploy-
ment process due to the inherently diverse architecture [CASG13; HJL15; IVCD13;
TJLG17]. These differences in data structures, representation formats, and communica-
tion across devices in different environments create significant challenges in deploying
and configuring in a distributed and decentralized network of devices [FRC+13; HJL15;
LNP+18; TILG17]. Furthermore, since distributed services span across multiple own-
erships, locations, and network domains, the deployment process and communication
configuration become significantly more complicated [LNP+18]. Overall, this lack of
standardization leads to considerable issues since seamless deployment is a pivotal
aspect of this thesis [FRC+13; HJL15].

Additionally, deployment in a distributed environment entails yet another limitation: the
network capacity limits. Deployment failures happen due to limited network capacity
which refers not only to the network’s actual bandwidth but also to constraints such as
poor network conditions, which can impact deployment reliability regardless of automa-
tion. These unexpected platform conditions include internal server errors, particularly
in unstable or non-commercial platforms [HJL15]. On top of that, overcoming firewalls
that block inbound communications without compromising security is crucial, as net-
work device restrictions are a widespread issue, particularly in distributed decentralized
environments [KBL+19]. Furthermore, devices often have limited computational and
storage capacity, leading to further issues that need to be overcome with a distributed
deployment framework [KBL+19]. Altogether, these restrictions posed by limitations
of devices and networks not only have to be addressed in this work but also require
solutions. Only then can a secure and consistently operating deployment framework be
established.

Deployment failures caused by network limitations are entirely independent of whether
the deployment is automated or manual. Therefore, robust error handling within
the deployment framework is fundamental. Error handling is essential and can be
implemented as exception handling to manage new failure modes introduced by the
distribution aspect to ensure security and functionality in such a network [KWNDO5].
Such capability-based protection prevents malicious operations within the entire runtime
environment [CM23; DKMDO04]. Taken together, addressing the security aspect of
deployment in distributed and decentralized networks is critical for this work since the
distribution aspect introduces new vulnerabilities that must not hinder fully automated
deployment in any way.
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Given these key challenges of deployment in such an environment, Ansible! provides an
effective solution, enabling automated, scalable, and consistent configurations across
distributed systems. Ansible is an open-source and automation tool by Red Hat, designed
for deployment, managing configurations, cloud provisioning, and service orchestration
[CBC+20; GCBC21; Nin23; SSR22; YTY18]. Ansible consists of several key components.
Connection plugins manage communication with the hosts. The host directory contains
the IP addresses of the target systems and specifies details such as the username,
password, and port for deployment. Functional plugins provide additional features,
including logging and email notifications [MB20; YTY18]. Finally, playbooks, written in
YAML Ain’t Markup Language (YAML), define task execution sequences, tasks, variables,
templates, handlers and roles for automation [MB20; Nin23; SSR22]. Ultimately,
Ansible supports software configuration management, service provisioning, real-time
applications deployment, orchestration, monitoring, and logging [YTY18].

Besides that Ansible has an agentless structure, which means there is no need to
install any agent on target machines since the deployment works solely by pushing
configurations over Secure Shell (SSH), enabling a simplified deployment process and
reduced maintenance overhead [CBC+20; GCBC21; Nin23; YTY18]. Therefore it has a
simple set up process and is easy to manage, which significantly lowers the barrier for
adoption compared to alternatives like Puppet, Chef, or SaltStack [MB20; Nin23].

In addition to this, Ansible provides a scalable and flexible orchestration tool, since it
not only supports various tools and manages heterogeneity but also incorporates the
dynamic changing of devices throughout the network [GCBC21; Nin23; SSR22]. Hence,
Ansible proves to be a suitable orchestration tool for distributed environments, as it
can effectively accommodate the heterogeneity of various devices within a distributed
network and manage the deployment process there.

Furthermore, automating the deployment process is a crucial aspect of this work, and
Ansible emerges as a fitting solution for this purpose, since it reduces time and effort re-
quired for manual deployment, whilst enabling automatic deployment and orchestration
solutions [GCBC21; MB20; Nin23]. Given that Ansible provides real-time feedback and
automated workflows, its integration into a CI/CD-pipeline is straightforward, without
any complications or extensive manual configuration [MB20; SSR22; YTY18].

Despite the flexibility and scalability of Ansible, it still has its limitations as its
performance on very large systems can be limited or involve some complexity in
setup [GCBC21; Nin23]. Nonetheless, Ansible offers a highly suitable solution for
this work, as it provides a straightforward and user-friendly approach while addressing
all necessary challenges. This is particularly relevant given that the focus of this work

Ansible: https://docs.ansible.com/
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is on developing a prototype rather than a fully market-ready solution, which needs to
accommodate for large and highly dynamic distributed networks of ECUs.

2.2.3 Testing in Distributed Environments

Testing in a distributed environment, for example a distributed network of ECUs, is
defined as executing a system, subsystem or component under specific preconditions
with specific inputs, to compare actual behavior with expected behavior, which needs to
be predefined by a developer or tester [MSEM24; UK99]. Assessing the preconditions
of individual components or devices within the network does not imply that each
device is tested in isolation. Rather, every defined precondition contributes to a broader
scenario that spans multiple components within the network. These components must
collectively meet specific conditions for the scenario to be executed [BWB+22]. This
process is known as integration testing, a testing phase where modules or components
of a distributed or none-distributed network are combined and tested as a group,
to ensure proper interaction between the devices [BWB+22; FS22; UK99; WSG98].
Integration testing specifically ensures the interoperability of devices since it focuses
on the communication of components in the network. Additionally, testing distributed
systems includes conformance testing, which ensures interoperability, reliability, and
compliance with standards for the components under test [WSG98].

To conduct integration tests in a distributed environment while ensuring correct inter-
action between devices, distributed environment patterns must be defined [PLF18a].
These are also known as test case descriptions, which define the steps a complete test
scenario must perform. Further, it defines all conditions each device needs to meet for
a successful execution of the testing scenario [JNT22]. Test case descriptions must be
written in a way that ensures both machine interpretability and human readability, as
this ensures a straightforward way of creating test case descriptions without needing
extensive programming knowledge [JNT22; KNRO9; TDS+13]. Despite that, an entirely
natural language-based approach poses a significant challenge for seamless automa-
tion, as the accurate interpretation of test cases described in natural language remains
insufficient [TDS+13]. Thus, natural language should be used while maintaining a
standardized structure that remains comprehensible to machines [JNT22].

To overcome these limitations, Gherkin?, a Domain Specific Language (DSL), offers
a structured approach that ensures both human and machine readability of test case
descriptions. Gherkin is a human-readable test case description language primarily
used for behavior-driven development. However, it can also be utilized for describing

2Gherkin: https://cucumber.io/docs/gherkin/

30


https://cucumber.io/docs/gherkin/

2.2 Foundational Research

test cases outside of behavior-driven development, as it provides a well-defined and
structured approach to specifying test cases while remaining comprehensible to both
machines and humans [VPBB22].

Using keywords like Feature, Scenario, etc., the Gherkin syntax ensures a robust and un-
ambiguous structure despite the inherent interpretability of human language [VPBB22].
To describe specific test cases, Gherkin syntax utilizes a standardized pattern of three
keywords: GIVEN, WHEN, THEN. These steps establish a structure defining what must be
provided (GIVEN) for a test, the conditions that must be met (WHEN), and the expected
outcome under those conditions (THEN) for the test to pass. A more detailed description
of the gherkin syntax and functionality will be discussed in the specific implementation
of our framework.

Ultimately, the use of test descriptions ensures the completeness and correctness of a
test. Additionally, well-defined test specifications enhance test compatibility, ensuring
the independence of test cases from shared resources. This enables test execution
even within a distributed, heterogeneous network of various ECUs. Consequently, this
enhances maintainability by emphasizing modularity, reusability, analyzability, and
modifiability, ensuring overall flexibility in test execution [JNT22].

Building upon this, model-based testing is a widely adopted and state-of-the-art approach
in the automotive industry, where it plays a crucial role in ensuring the reliability and
efficiency of complex software systems. Moreover test case driven testing enables the
automation of the test development and execution process in the context of automotive
testing [KNRO9].

The automotive industry has developed ISO 262623, a well-established and widely
adopted test security standard that ensures compliance with functional safety require-
ments [JNT22; LS13]. To ensure compliance with automotive security standards, it is
essential to consider this standard when developing an automated test execution process.
Especially while testing critical components the execution has to follow strongly ISO
26262 to ensure comprehensive testing of critical automotive systems [LS13]. Having
this in mind such security standards must be incorporated into the test case description.
Ultimately, a robust and recognized approach for testing ECUs begins with defining the
testing strategy, followed by specifying test cases, executing predefined test cases, and
finally recording the test results to enable subsequent evaluation [JTH21; LBF16].

Due to the heterogeneity of devices, tools, programming languages, and standards, test-
ing in a distributed network is a complex process. Ensuring consistency between system
models and test cases, as well as managing an increasing number of configurations, is
fundamental to both testing in general and automotive testing. Therefore the correctness

31SO 26262:2018: https://www.iso.org/standard/68383.html

31


https://www.iso.org/standard/68383.html

2 Literature Review

of distributed components such as sensors and actuators needs to be established before
conducting tests [FS22; LK21; PLF18b; San16; WSG98]. Automating the entire testing
process is crucial for addressing the challenges posed by heterogeneity and its impact
on testing [MMBT19; San16]. Automation not only ensures the interoperability of
devices within the network itself but also the modularity of the whole network, which
enables the developers to dynamically add and remove devices [SFF+24]. Automation
facilitates a standardized testing process that effectively addresses heterogeneity issues
by eliminating the need for manual intervention, which is inherently error-prone and
can result in significant challenges.

2.3 Related Work

This section discusses related work of this thesis, implementing similar approaches
and solutions for given issues regarding automation of distributed and decentralized
deployment and testing. Related work can be split into two primary research directions:
first, distributed and automated deployment and testing in IoT, and second, distributed
and automated deployment and testing in the automotive sector. Both directions focus
on automation while also largely addressing the distributed nature of such systems.

To address interoperability issues and the high complexity of manual deployment,
Hur et al. [HJL15] propose an automated IoT service deployment approach using an
Semantic Service Description (SSD) ontology. Their approach aims to standardize
IoT service descriptions through a common semantic model and automate service
deployment across multiple platforms. By replacing platform-specific configurations
with a unified framework, it reduces manual effort and deployment time while improving
interoperability between heterogeneous IoT devices and platforms [HJL15]. Similarly,
our framework also relies on service descriptions that specify the exact deployment
steps within our distributed network of ECUs. Moreover, our approach also aims to
address interoperability challenges while reducing manual effort and human error
through deployment automation. While the work of Hur et al. [HJL15] focuses solely on
automation processes for deploying in distributed environments, this thesis integrates
both deployment and testing into a single, seamless workflow.

The SSD ontology by Hur et. al. [HJL15] provides a common framework for describing
IoT services, ensuring semantic consistency across platforms. It consists of three main
concepts. The first, property, describes static attributes of physical objects, such as name,
software version, and hardware specifications. The second, capability, represents data
provided by the device, including sensor readings and actuator commands. Lastly, the
server profile defines platform-specific interaction details, such as Application Program-
ming Interface (API) endpoints, request formats, and supported actions like deployment,
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updates, and deletion [HJL15]. The conceptual approach of the SSD ontology shows
many similarities to our approach, since our deployment description also includes the
aforementioned metadata of devices within the network, used to select dedicated devices
for deployment.

Considering this theoretical approach, the proposed workflow starts with the retrieval
of semantic metadata (e.g., device configurations) from devices within the networks,
using a JSON-LD format to represent the retrieved metadata. Given that, the JSON-LD
metadata gets converted into Ressource Description Framework (RDF) models, a data
model with well-defined formal semantics based on directed graphs, to then serialize the
final platform-specific service description using Apache Jena and JSONLD-Java. Lastly,
the proposed framework deploys IoT services to target platforms using given server
profiles. With this workflow in mind, our approach also begins with a network scan
to retrieve data and configurations from the devices. These are then used to generate
dedicated deployment scripts, enabling the deployment of software to suitable devices
within the network. Despite having great resemblances in terms of the theoretical
approach, the direct implementation of this solution differs greatly from our approach.
When it comes to automate deployment in such a distributed network, Hur et. al. suggest
the usage of Topology and Orchestration Specification for Cloud Applications (TOSCA),
whereas our approach utilizes a more lightweight solution with Ansible, creating less
overhead. The only direct implementation similarity lies within the way of storing
semantic metadata of the device, which is done in a JSON data format.

Ultimately, the suggested framework provides reduced manual effort, improved deploy-
ment speed, and cross-platform compatibility. Despite that, certain platform-specific
constraints still require manual adjustments. Furthermore, future works include enhanc-
ing reliability especially focusing on platform-specific constraints, optimizing perfor-
mance, and expanding support for additional IoT platforms and real-world deployment
scenarios.

Building on similar concepts, Lopez-Viana et al. [LDP22] propose automating deployment
in IoT edge computing by implementing a CI/CD pipeline, using GitOps, a modern
approach to managing infrastructure and application deployment using Git as the single
source of truth [LDP22]. The objective consists of several key aspects. First, it involves
investigating the feasibility of implementing GitOps in IoT Edge Computing. Another
important aspect is analyzing the benefits and limitations of GitOps. Additionally, a
proof-of-concept will be conducted using Cloud Native Computing Foundation tools to
gather experimental findings and insights into the feasibility and limitations of GitOps
adoption at the edge. Finally, the study aims to identify challenges in extending GitOps
beyond Kubernetes [LDP22].
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The proposed workflow consists of three key steps to ensure a seamless deployment.
First, the developer pushes code to the GitLab* repository, triggering the deployment
process. This process includes building, testing, and publishing an application artifact
to a Nexus OSS artifact registry. The artifact is then used to generate a deployment
descriptor in the form of a Kubernetes YAML manifest, which is subsequently stored in
the GitLab repository. Secondly, ArgoCD, a declarative GitOps-based continuous delivery
tool for Kubernetes enables automated deployment and synchronization of applications
based on Git repositories and monitors the Git repository for changes. Once a new
deployment descriptor is detected, ArgoCD automatically deploys the application to the
Kubernetes cluster. The edge devices, including Raspberry Pls, then retrieve the latest
version of the application and ArgoCD tracks and ensures that the live system state
matches the desired state. Lastly, the proposed framework includes automated rollouts,
updates, and rollbacks. New versions are deployed seamlessly and, if any issues occur,
GitOps can roll back to a previous state automatically [LDP22].

With this approach in mind, notable parallels can be drawn to our work. Our frame-
work also aims to provide automated deployment and test execution on changes in a
GitHub repository. It includes tracking of changes on certain software files and then
the deployment of these software components to dedicated devices, if changes in those
components are detected. Despite significant similarities in the conceptual approach of
addressing challenges of manual deployment in a distributed device environment, the
direct implementation of the framework differs substantially, as our framework relies
on an entirely distinct set of technologies. Nonetheless, our framework also leverages
GitHub’s direct CI/CD integration to enable change tracking and automated deployment
triggers.

Henceforth, the proposed framework enables successful automation of continuous
deployment, improved audibility and observability, enhanced disaster recovery and
business continuity, and lastly, supporting Git versioning, allowing for precise tracking
of infrastructure changes [LDP22].

Nevertheless, the researchers acknowledge certain limitations of this approach. ArgoCD
does not manage the physical infrastructure, which means physical or virtual edge
nodes must be manually provisioned or automated using external tools like Terraform
or Ansible. Furthermore, the usage of these tools lack support for non-Kubernetes
environments, which means external tools like Ansible or Terraform may be required to
support non-Kubernetes infrastructure. In contrast, our framework directly incorporates
Ansible into the automation process of deployment, and therefore, reduces the amount
of manual steps. Moreover, the complexity of Kubernetes manifests, requires specialized

4GitLab: https://about.gitlab.com/
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knowledge to define deployments. Unlike our framework, which uses Gherkin a natural-
language based description format, enabling a straightforward creation of deployment
descriptions for developers without the need for specialized knowledge.

Ultimately, the work investigated the feasibility of GitOps in IoT Edge Computing by
implementing a CI/CD pipeline using Kubernetes, MicroK8s, ArgoCD, and KubeEdge.
The study successfully automated deployment but highlighted challenges such as manual
infrastructure provisioning, workload constraints, and Kubernetes dependencies.

Additionally, there is related work focusing solely on the automation aspect of deploy-
ment without a specific focus on distribution, especially under the use of Ansible as
a deployment automation tool. Hereby the scientific work proposes a CI/CD pipeline
automation approach using Jenkins, Ansible, and Kubernetes. Consequently, reducing
manual intervention and accelerating product iteration through automation of the inte-
gration process [MB20; SSR22]. Both works implemented a framework for deployment
automation based on the following steps. First, the developer commits and pushes
the code to a Git repository. When a developer makes changes to the code, Jenkins
detects them and then automatically triggers the deployment pipeline. After this, the
deployment itself is handled by Ansible [MB20; SSR22].

In both studies, the proposed framework significantly reduces deployment time com-
pared to manual processes, while also enhancing workflow efficiency and minimizing
errors. With regard to the deployment automation, both studies show significant similar-
ities to our work. Our framework also automates deployment through CI/CD integration,
utilizing Ansible as deployment tool. The key distinction is that changes are not de-
tected by Jenkins, but rather by a custom GitHub action. Furthermore, our framework
offers significantly more than just deployment automation, surpassing the approaches of
Mysari and Bejgam [MB20], as well as Singh et al. [SSR22]

It is essential to highlight that all aforementioned related works discussed only the
automation of deployment without a specific focus on the automotive industry and
its unique challenges. To bridge this gap, several studies have explored automated
deployment and testing in the context of ECUs, which play a crucial role in modern
vehicle systems.

Novak and Kocourek [NKO5] propose an automated test site to evaluate ECU behavior in
Controller Area Network (CAN)-networks across, physical, link, and application layers,
to reduce the time required for testing, in comparison to traditional manual approaches
especially focusing on reducing human intervention throughout the testing process of
ECUs [NKO5].

The approach consists of automated test procedures, minimizing manual intervention, by
comparing ECU behavior against predefined pass and fail criteria. Given that, the process
can be divided into four steps. First, the ECU under test is connected to the automated
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test site and predefined test conditions as supply voltage levels, CAN bus parameters are
set and the simulation of the remaining vehicle network is started. Subsequently, the test
site automatically runs tests at physical, link, and application layers, measuring voltage
levels, bit rate, and signal rise or fall times, evaluating CAN controller behavior and
error handling, and ensuring correct frame transmission and ECU response. Following
this, the CAN generator injects predefined signals into the network, detects errors and
ensures synchronization, while the diagnostic tools read ECU error logs and internal
states. Lastly, the software compares test results to the aforementioned predefined limits
and the ECU gets marked as PASS or FAIL, with additional soft- or hardware failure
categories [NKO5].

To summarize, this study provides a significantly deeper exploration of the automotive
domain, with a strong focus on the specific characteristics of ECUs, while still addressing
important factors needed to be considered in this work. While the general approach
of automatically testing ECUs against predefined test criteria is a fundamental aspect
of our framework, the focus lies less on lower-layer communication and more on high-
level values and overall ECU behavior. The automation of testing in the context of
ECUs significantly reduced test time compared to traditional manual testing, while still
providing a precise, automated validation of ECU behavior in CAN networks.

Still, the approach was primarily designed for standalone ECU testing, without incorpo-
rating full vehicle systems, which is a crucial factor of our approach, especially focusing
on the distribution aspect of the Device Under Test (DUT). Nonetheless, Kanchana and
Murthy B.N. [KM20] propose a framework for continuous integration to improve ECU
software development through automation of build, deployment, and testing processes
using Jenkins. Given that, they aim to reduce manual effort and errors in software
integration and flashing, while still enhancing software quality assurance through an
automated test framework [KM20].

The proposed framework divides the automated testing and deployment process into
three fundamental steps. First, the continuous integration and build automation needs
to be executed. Here, software components are stored in a shared Git repository, where
developers can commit their code across various locations. Jenkins automatically detects
changes within these software components and triggers automated build jobs, seamlessly
integrating various DevOps tools such as Maven, Make, and Ant to execute the build
process. In case of failure, Jenkins notifies developers with logs and error messages.

Once a successful build is completed, the compiled binary file is automatically flashed
onto the ECU, utilizing iSystem Debugger and Winldea. A Python script is executed
to open a pre-configured workspace in Winldea, download the boot program to the
ECU, and initiate the Unified Diagnostic Services (UDS) reprogramming sequence before
downloading the main application. Next, the boot loader is executed on the ECU to
download the application software and verify the firmware’s integrity. After that, the
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ECU enters diagnostics mode, to then enable secure flashing utilizing the UDS protocol.
After successful verification, the new application software is downloaded and installed
[KM20].

The last step of the process is the automated testing using Jenkins and Python scripts.
These Python testing scripts are integrated with Jenkins, so they execute automatically
after flashing and the test results are logged and saved in an Excel sheet. Furthermore,
the UDS services are used for diagnostic tests, ensuring compliance with ISO 14229°.
The proposed framework utilizes CAN for the communication between ECUs and the
tester tool.

Significant similarities can be drawn to our work here, as we also focus on enabling auto-
mated deployment and testing for the automotive sector in a distributed environment. It
is important to emphasize that our framework will not incorporate the aforementioned
automotive standards and ECU communication protocols, as it serves solely as a proto-
type for demonstration purposes and the theoretical applicability of such a framework
in a real-world automotive application. Nonetheless, this work remains highly relevant,
as it explores the implementation of such an automation framework while consider-
ing automotive standards. Conversely, our work focuses on the distributed aspect of
such a framework, which is not addressed by Kanchana and Murthy B.N. [KM20]. In
summary, the approach significantly reduces development time, errors, and improves
reproducibility and reliability [KM20].

In contrast, existing literature primarily emphasizes the automation of the testing process,
with particular attention to system distribution and device heterogeneity. Arthofer
et al. [AWS24] propose a test automation framework based on comparing different
approaches for test automation in the embedded systems area. They developed a
framework called Kubrotest based on a previous analysis of three test automation tools
to establish the best state-of-the-art approaches for test automation. Their framework
supports acceptance tests, Graphical User Interface (GUI) tests, and general automated
regression tests, making it applicable to various scenarios.

First, the proposed framework requires test cases created utilizing the Robot framework
analyzed earlier, which are then packaged into separate containers as Kubernetes pods,
with each including the test logic in the form of test suites and necessary tools for test
case execution. Next, Kubernetes is utilized to distribute the pods across multiple nodes
within the cluster, enabling geographically distributed testing.

It is important to know that the distribution of pods does not resemble a complete
deployment of software components but solely the test case itself for execution, in
contrast to our approach. Subsequently, the test cases get automatically executed

°ISO 14229:2020: https://www.iso.org/standard/72439.html
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utilizing the Robot framework within each pod, which employs Local Area Network
(LAN) to connect to the SICAM 8 devices and subsequently perform actions such as
sending ping commands for connection verification or interacting with the device for
monitoring and control operations. During execution, the Robot framework logs each
test step individually and records each success, failure, and timing accordingly. Lastly,
the framework automatically generates Hypertext Markup Language (HTML) reports
and logs after each test run, which are then stored in the dedicated database for later
evaluation by the developer.

Additionally, Arthofer et al. [AWS24] implemented Azure DevOps pipelines to control
when and where tests are triggered and to coordinate the execution of test cases across
various test labs, creating an automated and distributed environment for testing and
evaluating their framework. Furthermore, the utilization of Kubernetes enables the
proposed framework to support decentralized and distributed execution, making it
suitable for large-scale testing environments.

Despite the robust approach, including distribution, the solution still lacks addressing
the aspect of heterogeneity, which is a highly relevant aspect of our work since the
proposed solution solely focuses on SICAM 8 devices explicitly developed for the Siemens
Smart Infrastructure EA. Nonetheless, the entire framework poses as a free-of-charge
development, built strictly on open-source technologies such as Kubernetes [AWS24].

Distributed & Decentralized
Networks

Figure 2.1: Comparative Research Map: Positioning ADATE in the Landscape

In summary, the suggested framework exhibits substantial similarities to our proposed
approach concerning testing automation, as we have likewise developed test automation
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in a distributed environment, including a pipeline that manages the entire automated
testing process. However, our solution does, in contrast, include the high heterogeneity
and variety of devices posed by real-world use cases of ECUs, not only focusing on one
specific device type. Moreover, our framework encompasses testing automation and
automating the deployment and undeployment processes of software components onto
dedicated devices.

Collectively, a substantial body of research focuses on distributed and decentralized
testing or deployment, often integrating various automation approaches. Existing studies
often incorporate the aspects of distribution and deployment [HJL15; LDP22], while
others focus solely on the automation aspect of deployment [MB20; SSR22]. Addition-
ally, some research integrates automated testing and automated deployment [KM20],
whereas others concentrate exclusively on automated testing [NKO5]. However, as
illustrated in figure 2.1 no existing study combines all three key aspects: distribution, au-
tomated deployment, and automated testing into one unified framework. Consequently,
our framework ADATE combines all three key components into a single solution, result-
ing in a seamless and automated process of deployment, testing, and undeployment,
thereby addressing the identified research gap.
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This chapter presents the conceptual approach of our proposed solution, developed in
response to the research gaps identified in the previous chapter. The approach enables a
high-level architecture for future work addressing automated deployment and testing in
distributed environments. Our proposed approach establishes strong parallels relevant to
the automotive industry while focusing on a distributed and decentralized development
environment of ECUs.

The initial phase of the approach’s development involved analyzing research gaps and
identifying related works that partially address these issues, and subsequently integrating
all critical components into one centralized approach that overcomes the previously
discussed research gaps.

Current research encompasses three fundamental fields: (i) distributed and decentralized
approaches, (ii) automated deployment processes, and (iii) automated testing processes,
most of which are partly interconnected with each other as visualized in Chapter 2,
Figure 2.1.

3.1 High-Level Architecture

A comprehensive integration of all three fields has not yet been realized, particularly
within the automotive sector. We therefore propose a unified, distributed, and decen-
tralized approach that enables seamless deployment, testing, and undeployment of
software components on dedicated ECUs. This approach mitigates the issue of the highly
error-prone, manual-driven, and resource-intensive process of current ECU testing. Fur-
thermore, it overcomes the challenges of geographically distributed development while
providing developers with the benefits of centralized testing.

This approach would make the currently substantially inefficient development process,
which involves iterative shipments of ECUs to and from various development sites,
significantly more cost-effective and time-efficient. Therefore the need for physical
transfers would be eliminated, as every ECU from the OEM could now be integrated into
a globalized network and tested in a geographically distributed manner.
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Our approach is based on a decentralized, distributed network enabling OEMs to
automate the testing process of ECUs. It consists of two fundamental components: the
network, including the devices selected for testing, and the proposed framework, which
can be divided into five further components: (i) Backend, (ii) Message Broker, (iii)
Deployment Controller, (iv) Testing Controller, (v) Database, as illustrated in Figure
3.1. The backend component coordinates the message broker, deployment controller,
and testing controller as shown by the connecting arrows, ensuring data flows in a
decentralized yet managed way. All components must reside within the same network,
as it is fundamental for the communication between the devices themselves and with
the framework.

Network

~

Devices Framework

Device 1 Device 2 Device 3 =ﬁ: "ﬁ

< Message Broker > ﬁ < Database
) ) » < Backend
Device 4 Device n g -
Deployment Controller Testing Controller

y

Figure 3.1: High-Level Architecture of the Proposed Conceptual Approach

The cluster of devices within the network contains n simulated or physical devices,
enabling testing even in the early stages of development. It is crucial, to ensure scalability
of the proposed framework, as it must handle both minimal and extensive numbers of
ECUs, including hosting the devices and performing necessary operations associated
with them.

(i) Backend: Serves as the central logic unit that orchestrates the interactions between
all framework components, managing workflow execution and all data flows.

(ii) Message Broker: Facilitates asynchronous and standardized communication between
components, ensuring reliable message delivery [HJL15]. This is crucial as communi-
cation is a fundamental key factor that enables the functionality of such a distrusted
testing method.

(iii) Deployment Controller: Responsible for distributing and executing deployment and
undeployment tasks on the target devices, using predefined instructions. To ensure
reliability, deployment and undeployment operations must incorporate robust failure
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and error handling, as errors and failures within the network can still occur despite
well-defined communication [NKO5]. This includes a focus on automotive regulations
and standards such as ISO 26262.

(iv) Testing Controller: Manages the execution of predefined test scenarios on the
deployed software components and collects their results. This includes monitoring the
test results and enabling feedback for iterative development of the DUT.

(v) Database: Stores relevant data such as deployment metadata, test outcomes, and
device-specific information for further analysis.

3.2 Proposed Workflow

To achieve an efficient and distributed testing process of ECUs all mandatory steps that
are currently performed primarily manually, must be automated. These steps include the
testing environment setup and incorporation of the ECUs under test, creating dedicated
software images and flashing the ECUs with them, conducting the tests, and, finally,
evaluating the results [BD10; HJL15; MB20].

The proposed approach leads to the state-of-the-art development process of iterative
enhancements and changes of software components while including full automation
and removing the necessity for any manual intervention throughout the testing pro-
cess [BNG+99; YBB06]. Accordingly, the proposed approach must incorporate au-
tomated device configuration within the aforementioned distributed setup of ECUs,
automated orchestration of software components, and automated testing based on the
newly added software components and provided test and deployment specifications by
the developer.

We propose six fundamental steps to achieve this: (i) creating a test description, (ii)
network scan for devices, (iii) automated creation of deployment specifications, (iv)
automated deployment, (v) automated testing, and (vi) automated undeployment, as
depicted in Figure 3.2, with the arrow representing the fully automated transition
between workflow steps, triggered by changes detected in the Git repository. Thus,
forming an iterative development process that enables the reusability of all devices
within the network and adhering to state-of-the-art development approaches, while
including full automation [BNG+99; YBBO6].

Creation of
E Creathfest = Conduct __/ e ‘ Deployment T»_/,Test ) ’ Undeployment
Description = Network Scan = scripts d h Execution el

Figure 3.2: ADATE Workflow
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Specific implementation details will follow in the subsequent Chapter 4, as this overview
serves solely to ensure clear understanding of the frameworks general structure and
execution flow.

The test description must be provided by a developer responsible for the testing of
devices including both required device specifications and a test scenario description. This
ensures a comprehensive workflow description that enables the seamless execution of
the described test scenario within the proposed framework. Furthermore, the description
forms the structural basis for every subsequent step of our proposed solution, as it is
used to deploy, test, and undeploy software components.

The proposed approach must incorporate Continuous Integration (CI) utilizing a version
control system such as Git!, enabling automated builds and tests upon code merges
within a dedicated pipeline [LDP22; SSR22]. It not only enables pipeline functionality
but also serves as a storage solution for software components intended for testing.

Upon finished configuration, the developer commits the created test description onto the
version control system, for the pipeline to initiate the automated deployment process.
Once triggered, the pipeline performs the following steps:

1. Automated Deployment And Testing of ECUs (ADATE) conducts a network scan
within the network and retrieves the necessary data from all reachable devices to
calculate connection strength, which is used for device selection. The established
set of devices allows our approach to deploy software components onto dedicated
devices to enable subsequent testing.

2. ADATE automatically generates deployment and undeployment scripts based on the
developer’s provided test case description and software components. Furthermore,
it includes all suitable devices for the deployment, selected by predefined criteria.

3. ADATE deploys all software dependencies and components onto the dedicated
devices, ensuring the code is executed upon deployment completion. Throughout
the deployment process, a robust rollback strategy must be implemented to address
potential issues that could otherwise lead to failed deployments. Due to the
unpredictable nature of networks, this step is fundamental to ensure flawless
deployment.

4. ADATE initiates distributed test execution adhering strongly to the functionality
described within the description file. Consequently, the testing framework returns
the test result values to the CI/CD pipeline for later evaluation by the developer or
tester.

1Git: https://git-scm.com/

44


https://git-scm.com/

3.3 Requirements

5. ADATE undeploys each previously deployed software component from all devices,
ensuring repeatability of this process.

This automated process simplifies software development and testing for ECUs. As a
result, developers can avoid the rigorous and error-prone manual process of setting up
deployment and testing environments to validate newly added components through
automation.

3.3 Requirements

Due to the diversity and heterogeneity of ECUs, the proposed framework must support
incremental changes and modifications to enable stakeholders to adapt more flexibly
throughout the development process. A modular architecture is fundamental to ensure
the system’s adaptability to various ECU types and development scenarios, as it decouples
single modules, while functioning together as one system. In summary, our adaptable
approach enables its utilization in various scenarios and use cases.

To ensure a well-structured and secure environment, the OEM should also define the
permitted and prohibited actions within the distributed network, thereby clarifying the
roles and privileges of each participating stakeholder. Thus the OEM retains complete
control of the system. At the same time, ECU suppliers are limited to adding or removing
their ECUs from the network. They are not granted any privileged access, ensuring
overall system security and preventing abuse by external parties. Clear guidelines must
be established for suppliers on how to add or remove ECUs, including precise data and
configuration requirements. Additionally, the approach must incorporate a security layer
implementing various permission rights, ensuring no stakeholder misuses the framework,
as each participant is granted permissions strictly aligned with their designated tasks.

Ultimately, the proposed approach combines distributed deployment, automated testing,
and modular system design into a unified framework specifically designed to target the
challenges of ECU testing. This conceptual foundation guides the practical implementa-
tion detailed in the next chapter.
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Building upon the conceptual framework outlined in Chapter 3, this chapter demon-
strates its practical realization through an implementation we name ADATE which
strictly adheres to the architecture described in Chapter 3. Although the functional
prototype is simplified and does not incorporate standardized automotive frameworks or
software architectures to avoid unnecessary complexity, it remains sufficient to capture
real-world dynamics. Despite the absence of these standards, the framework provides
a solid foundation for advancing distributed deployment and testing systems in future
developments.

Throughout this chapter, we refer to the simulated devices as ECUs. Note that for our
proof-of-concept implementation, we used Ubuntu Linux devices instead of real-world
ECUs to decrease complexity and, thus, ease development. However, the term is used
for conceptual consistency and will be applied interchangeably.

4.1 Architecture

Our framework, ADATE, consists of three key components: (i) the deployment frame-
work, which also handles undeployment, (ii) the testing framework, and (iii) the
network, including the devices, as shown in Figure 4.1. Together, these components
form the foundation of an entirely automated and containerized deployment and testing
workflow.

Our framework is fully containerized using Docker version 4.36.0'. Considering this,
containerization provides maximum flexibility, ensuring a completely independent frame-
work setup of the environment on the host machine [HD21; TS07]. Therefore, ADATE
can be deployed and executed on any device that supports Docker and has sufficient
computational resources to run the framework. This makes our framework not only
easy to integrate into existing structures but also highly adaptable for a wide range of
real-world use cases.

'Docker: https://www.docker.com/
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Figure 4.1: System Architecture of the ADATE Prototype

As mentioned, our network consists of diverse devices with various sensors and actuators,
representing simplified versions of ECUs, ensuring applicability in real-world scenarios
where numerous devices operate with different configurations and software components.
To implement this, we developed an entirely simulated set of devices. In particular, these
simulated devices function as simple ECUs, designed to enable tasks such as reading or
simulating given sensor data. As a direct result of simulating devices, the deployment and
testing of the network can take place in an entirely virtualized environment, providing
flexibility and cost-efficiency compared to the utilization of physical hardware [CM23].

For this thesis, we utilized Ubuntu 20.042. The simulated ECUs are equipped with various
packages to guarantee fundamental functionality. Firstly, basic Linux packages ensuring
the core functionality of the simulated device with bash, curl, sudo, and vim. Next, we
included the Python and Python-pip packages for seamless Python script execution. The
tools net-tools and iputils-ping were then added to enable network configuration
and diagnostics, enabling fundamental networking features such as reading the Internet
Protocol (IP)-address or pinging other devices within the network that are relevant for
debugging and the reliability of the device. Lastly, the OpenSSH-server package was
added, providing an SSH server that allows remote access to the Linux system and
secure, encrypted connection for remote administration. Collectively, these packages
ensure a realistic simulation of a physical device.

ADATE’s foundation includes six devices: ecu_1, ecu_1.2, ecu_2, ecu_3, ecu_4, ecu_5,
representing five key ECUs needed for the Child Detection Protection Scenario (CDPS)
used to showcase the functionality of our framework. With ecu_1.2 being an exact

2Ubuntu Linux: https://ubuntu.com/
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copy of ecu_1 to showcase the functionality of the automated device selection based
on connectivity strength, which will be elaborated in Section 4.3. Furthermore, these
devices exist only for the duration of the Docker container running the framework and
are fully reset and erased upon each restart or rebuild. This ensures a clean start, free
from residual cached files or potential data corruption.

To enable wireless communication between devices and to ensure functionality in a dis-
tributed environment, they are interconnected through a central network using Ethernet
over Wireless Local Area Network (WLAN) in contrast to state-of-the-art local commu-
nication between ECUs, e.g., using CAN, FlexRay, or Automotive Ethernet [NHBO5;
NSSWO05; Pral9].

Ensuring interoperability and communication across all devices within this WLAN
network, our approach implements communication utilizing MQTT. Since MQTT poses a
lightweight, easy-to-use, and straightforward implementation of wireless communication,
it is the most suitable communication protocol for this network. Although MQTT is not
an automotive communication standard, it is well suited for this prototype context due
to its lightweight overhead and ease of integration with containerized systems.

Devices within the network must be uniquely identifiable. To achieve this, each newly
connected device is assigned a static IPv4 address, which serves as the primary ad-
dressing point for communication with the device. Expanding on this, the static IPv4
addresses for the base devices can be found in Table 4.1. Moreover, IPv4 is a widely
recognized standard for deployment tools like Ansible. Furthermore, port mapping
for external access to the simulated devices was added mapping localhost:222x onto
192.168.1.10x:22, as illustrated in Table 4.1.

Device Name IPv4 Address External Access Software Component Functionality

ecu_1 192.168.0.101 localhost:2221 door_ecu.py Simulate Doors

ecu 2 192.168.0.102 localhost:2222 ac_ecu.py Simulate Air Condi-
tioning

ecu 3 192.168.0.103 localhost:2223 interior_sensor_ecu.py Simulate Child Detec-
tion Sensors

ecu_4 192.168.0.104 localhost:2224 headlight_ecu.py Simulate Headlights

ecu 5 192.168.0.105 localhost:2225  infotainment ecu.py  Simulate  Infotain-

ment

Table 4.1: Table of Simulated Devices Including IP Address and Core Functionality

To ensure a reliable and comprehensive backend, this work utilizes Python Flask?,
a framework commonly used in various significant software projects. Furthermore,

3Python Flask: https://flask.palletsprojects.com/en/stable/
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Flask enables an easy-to-use and straightforward way of development, with minimal
architectural constraints. As this work constitutes solely as a prototype and not a fully
developed industry-ready framework, such a simple backend constitutes an optimal way
of incorporating all needed interfaces and functionalities.

Additionally, a robust and seamless working backend requires a database containing
all the framework’s crucial data. Since no further complex data structure is needed,
the database is best implemented straightforwardly, without any unnecessary overhead.
Therefore, MongoDB* is utilized as it handles JSON objects without complex data
structures. To ensure complete functionality and seamless integration into the existing
framework, the MongoDB container is connected to the designated Docker network
and configured with a port mapping to port 27017, allowing external access to the
simulated environment. The MongoDB database includes three foundational collections:
ecu_network, id_mapping, gherkin.

The ecu_network collection stores all registered devices within the network with all
necessary information regarding each device. Furthermore, the database includes all
test case descriptions created by the user to ensure the reusability of those in later stages
of development. Likewise, the database includes a structured way of saving deployment
and test execution jobs in a dedicated id_mapping table. Figure 4.2 depicts the complete
data structure and the entity relation.

To initialize the database with essential information like registered and available devices,
a JSON file populates it at framework startup. This file effectively simulates a developer’s
registration process when adding new devices to the network, ensuring that all necessary
device data is available upon launch.

“MongoDB: https://www.mongodb.com/
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ecu_network id_mapping gherkin
- name: String - file_name: String - file_name: String
- device_type: String - current_job_id: String - content: String
- device_type_short. String - jobs: List=job=
- hardware_version: v1.0: String

- status: String

- availability: Integer

- availability_status: String

- connection_strength: Double

- Mormalized_packet_loss: Double

- min_latency: Double Job

- average_latency: Double

- mdev. Double - job_id: String

- ip: String - files: List=String=

- sensors: List=sensor=
- software_packages: List=software_package=

software _package sensor
- package_name: String - type: String
- status: String

Figure 4.2: MongoDB Data Structure Diagram

With this foundation in place, we can focus on the functionality of the necessary testing
and deployment frameworks to demonstrate the feasibility of achieving fully automated
test execution through deployment and CI/CD pipeline integration.

4.2 Test Description

Based on the discussion in Section 2.2, Gherkin was selected as the test description
language due to its natural-language readability and well-defined syntax combination.
It allows test cases to be specified, easily understood by non-technical stakeholders, and
is straightforward to implement for developers [SV18].

4.2.1 Structure of Description File

The incorporated test description file is structured as a . feature file and adheres strictly
to Gherkin syntax. It consists of two main sections: a background section, containing
device configuration, data and a scenario section, describing the test process. Each
scenario is composed of multiple tests, with each representing a distinct condition within
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Listing 4.1 Test Description Gherkin Structure

Scenario: Test car is locked
Given <time_constraint>
When <sensorl> is <conditionl>
Then <post_test_processing>

a defined time frame. These tests, in turn, consist of individual test steps that evaluate
specific sensors or actuators against predefined values. A test step is successful only if
the actual values match those defined in the test description.

In this context, it is important to clarify the terminology used throughout this work.
While Gherkin syntax defines "Features" as the top-level element in a . feature file, we
refer to each Feature as a Scenario, as it encompasses a complete test description and
device data. Likewise, individual "Scenarios" within a Gherkin file are referred to here
as "Tests" since each represents a distinct test instance in our framework. This precise
terminology is critical for understanding the structure and execution of test scenarios
throughout the system.

The test description must include metadata crucial for correct and reliable device
selection. Since our setup consists of various heterogeneous devices, the test description
must specify which devices are relevant to the scenario described.

Our test description utilizes Gherkin’s table syntax to list all required devices and
their configurations. For our use case, a single, centralized test description file is the
most effective solution, as it ensures consistency, enhances readability, and simplifies
maintenance across all scenarios. Splitting the test into multiple files would introduce
unnecessary complexity, especially when individual parts are linked to the corresponding
device configurations. The exemplary CDPS devices used in our case study are shown in
Table 4.1, which directly corresponds to the entries in the Gherkin feature file. While
our approach diverges from Gherkin’s intended use of tables, it remains syntactically
valid. It allows all necessary configuration data to be captured in a single, self-contained
file, making it a practical choice for our setup.

The table format for the test description was refined iteratively, balancing readability and
completeness to ensure that all device configurations are clearly and comprehensively
represented.

After incorporating all the required metadata for a successful deployment into the test
description, the next step is detailing the test scenario. The domain-specific language
Gherkin utilizes the Given-When-Then structure for test descriptions, where Given
specifies the initial conditions, When defines the action or event, and Then describes the
expected outcome, as depicted in Listing 4.1.
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Listing 4.2 Test Description Example: Scenario: Test car is locked

Scenario: Test car is locked
Given 3 sec passed
When door_fl is EQUAL to ©
And door_fr is EQUAL to 0
And door_br is EQUAL to ©
And door_bl is EQUAL to 0
Then, the test should pass

Since the test steps of each Gherkin scenario are bound to specific time constraints, the
Given steps always include a precise time frame within which the condition must be met
for the test to succeed, e.g., Given 3 sec passed. This is particularly important because
the CDPS is a highly time-sensitive scenario. Moreover, many automotive testing use
cases are inherently time-dependent, underscoring the importance of our framework’s
ability to support such time-sensitive evaluations.

Following the Given step is the When statement, which defines the specific conditions
that must be satisfied within the provided time frame. This step identifies which sensor
or actuator on each relevant device must be addressed. It does not matter which device
is used as long as it meets the necessary hardware and software specifications. To
evaluate multiple sensors simultaneously, our framework uses the And keyword to define
compound conditions, for example: When <sensorl> is <conditionl> And <sensor2>
is <condition2>. Take the example "Test car is locked" from our CDPS. This scenario
must assess whether all car doors are closed for the test to pass. Consequently, the
expected condition, a value of 0 (closed), is specified individually for each door, as
illustrated in Listing 4.2.

Lastly, the Then step specifies that the test passes successfully if the aforementioned
conditions are met, e.g., Then the test should pass.

Since our framework is designed modularly, adding further information to the Then
steps is possible and does not negatively affect the execution of deployment or testing in
subsequent steps. Additionally, such information may benefit other developers reading
or working with the test case descriptions.

4.2.2 Child Detection Protection Case Study

To demonstrate ADATE’s practical applicability, we implemented it in the context of the
CDPS, a safety function strongly recommended by the European New Car Assessment
Program (Euro NCAP) and highly relevant for real-world deployment and testing. Our
example CDPS use case incorporates the sensors and actuators listed in Table 4.1, reflect-
ing their role within the scenario. The workflow is based on the recommendations from
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Euro NCAP and the patented methods described in EP1 669 251 A (EU) and US7,170,401
B1 (US), which together form a solid foundation for our prototype implementation.

The CDPS comprises nine individual tests as depicted in Figure 4.3, each defining specific
conditions that need to be met in a certain predefined time frame for successful execution
of the CDPS.

Detect Child

Car is Locked Phone Warning

@

3 Seconds

10 Seconds

Multiple Phone Warning Phase -

Warnings

Air-Conditioning

) 0 ’
‘O' 15 Seconds
’ (N

—

-

20 Seconds

25 Seconds

End Warning Unlock Car

Phase

Call Emergency Services

s 1o
32 Seconds ﬂ 45 Seconds

27 Seconds

Figure 4.3: Child Detection Protection Scenario Testing Process

First, the scenario begins with Test car is locked, during which each door is individu-
ally assessed for its status, ensuring that all doors are closed. Furthermore, the car’s lock
status must return locked for the test to pass successfully.

Next, the provided Interior Sensor Management ECU must detect a child within the
specified time frame for the car to start the driver warning phase successfully. Detecting
a child includes multiple sensors to ensure reliable and redundant detection. The sensors
involved are an interior camera, interior radar sensor, microphone, and seat-pressure
sensor, all of which must return positive feedback for the test Detect Child to pass.

Upon detection of an unattended child, the assessment of the escalation sequence begins
with the evaluation of the initial phone warning sent to the driver’s device. We assume
that the driver has installed the corresponding application for the vehicle, as this is
essential for enabling the car to send push notifications to the smartphone. The initial
phone warning test Test Initial Phone Warning is evaluated against the specific push
notification: notifying driver: child was detected.

Next, the Intervention 1 Air Conditioning testing process verifies if the climate con-
trol started cooling or heating the car depending on the outside temperature, ensuring
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the well-being of the child. For the test to pass successfully, our test procedure checks
whether the air conditioning systems returns the value 23, as this represents the antici-
pated value in our fictitious scenario.

Subsequently, the Test Escalation Warning Phase monitors the status of the head-
lights, as the CDPS is designed to warn nearby pedestrians with flashing lights.

After this, another warning message is sent to the phones of all registered car users.
For simplicity, this test Test Intervention 2 Phone Call is simulated by only assessing
one MQTT message calling all registered car users. The headlights are monitored
again before the headlight warning phase is terminated, meaning the correct workflow
would have turned off the headlights at a given moment.

Next, the car unlocks all doors to allow pedestrians to safely retrieve the child from the
car. Lastly, the Test Final Intervention Calling Emergency Services checks if the
car notifies emergency services automatically as a last instance if no reaction from the
driver is detected.

4.3 Network Profiler

To ensure reliable deployment execution and to enable the subsequent testing process,
information on available and suitable devices must be collected prior to deploying or
testing any software components using our framework. As discussed previously, these
required devices are specified in the test description.

To discover all available devices, the framework initiates a network scan. However,
since network scanning is significantly more complex than the preceding steps and the
GitHub® Action runner does not have direct access to the internal device network, the
pipeline does not perform this operation directly. Instead, it invokes the network-scan
endpoint of our framework, passing the required iterations parameter which specifies
the number of iterations the framework should perform.

Given that, the pipeline is implemented utilizing a local GitHub runner hosted on a
Windows machine, which is handling the actual scanning process. The backend call
utilizes the PowerShell curl.exe command to invoke the scanning logic, which in turn
utilizes the tools nmap and ping.

First, Network Mapper (Nmap), an open-source network discovery and security auditing
tool used for network inventory, managing service upgrade schedules, and monitoring

>GitHub: https://github.com/
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host or service uptime, is executed [Das; MAA20]. It is implemented utilizing the -sn
("Scan No Port") option, performing only host discovery without scanning any specific
ports, as they are irrelevant to our framework. Once the nmap scan is completed,
all available IP addresses of online devices are first listed and then mapped to the
corresponding devices in the MongoDB database. If any of the registered devices’ IP
addresses are not listed after the successful Nmap scan, the device is flagged as offline
and cannot be used for subsequent deployment or testing. Since the exemplary CDPS
includes only simulated devices, all relevant devices are listed as online in our use case
and are suitable for deployment and testing in later steps.

Next, the ping command, a network utility tool used to test the reachability of a host
on an IP network and to measure the Round-Trip Time (RTT) for messages sent from
the source to the destination, is used, targeting all previously established available IP
addresses, which are correspondingly listed in the MongoDB. [WTS03]. Using ping
enables our framework to gather detailed network data securely [CM23]. The previously
mentioned iterations parameter specifies the total number of reruns for the ping
execution. For each target, our framework records the RTT, which enables it to calculate
the minimal RTT, maximal RTT, and the average RTT across all ping iterations.

In summary, the aforementioned commands enable the framework to efficiently scan
large-scale networks to detect live hosts and assess network responsiveness, primarily
focusing on the RTT.

Variable  Description

Sconnection ~ Connection Strength
Layg Average Round-Trip Time
Limax threshoid  Max RTT Threshold
Mdev threshold  Mean Deviation Threshold
Mdev Mean deviation (variability)
Ploss Packet Loss

Table 4.2: List of Symbols Used in the Test Evaluation Formula

Ultimately, the network scans enable us to gather the following metrics for each de-
vice: connection_strength, normalized_packet_loss (Reaching from O to 1 or 0% to
100%), min_rtt, max_rtt, average_rtt, mdev (the RTT variation). Once these details
are obtained for each online device, a single, central metric called connection_strength
is calculated by combining all relevant network measurements. First, the parameters
depicted in Table 4.2 must be derived from previous measurements of each device.
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The formula can be structured into three main components: The first is the normalized

average RTT:
Lav
L= (1 _ g>
Lmax_threshold

It is calculated by first defining a maximum estimated threshold for average RTT, which
is set to 100 based on the observation that RTT measurements rarely exceed this value.
Furthermore, the value is normalized, as the final result ranges from O (indicating poor
performance) to 1 (indicating excellent performance). The second is the normalized

mean deviation:
m= 11— Mdev
Mdev_threshold

This follows the same approach as the normalized average RTT. The threshold is set to
50, based on previous network scans that established typical deviation values. The third
is the normalized packet loss:
P
P— <1 . loss)
100

Since packet loss is expressed as a percentage (0-100%), it is divided by 100 to normalize
the value between 0 and 1. The result is then inverted so that higher values indicate
better performance and lower values worse performance. The final connection strength
is computed by multiplying all three components, ensuring each factor influences the
result and significantly reduces the overall value if any component is below 1.

The complete connection strength function is wrapped in both a minimum and maximum
operator to ensure values ranging from O to 1. This is particularly relevant, as values
above 1 could occur if any of the measured metrics fall below their expected threshold,
given that both deviation and RTT have no strict upper bound. Taken together, all
these ensure one central connection strength value ranging from O to 1, resulting in the
following function:

Sconnection = Max (0, min (1, (L - m - P)))

These calculations and measurements are streamed to the requesting client as an
Hypertext Transfer Protocol (HTTP) stream. The GitHub pipeline provides real-time
feedback for each ping, allowing the developer to observe the connection strength
measurement process directly from the GitHub Action.

Based on the calculated and measured connection and network values, a complete list
of devices and their properties will be utilized in the subsequent deployment, testing,
and undeployment steps. The above-mentioned list is created by mapping the previously
mentioned values to the listed devices in the MongoDB database according to their
corresponding IP addresses.
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Listing 4.3 Vehicle Access ECU MongoDB Entry after Network Scan
{

"availability": 100,
"availability status": "available",
"average_rtt": 0.06,
"connection_strength": 0.9989402759999999,
"device_type": "heating_ventilation_and_airconditioning_ecu",
"device_type_short": "HVAC",
"hardware_version": "v1.0",
"ip": "192.168.1.102",
"max_rtt": 0.084,
"mdev": 0.023,
"min_rtt": 0.037,
"name": "ecu_2",
"normalized_packet_loss": 0.0,
"sensors": [
{
"status": "available",
"type": "temperature"

"status": "available",
“"type": "status"
}
1,
"software_packages": [1,
"status": "online"

}’

As a result, the database now holds a comprehensive entry for each device, including
its online status and detailed network metrics used to calculate connection strength.
An example of such an entry for the VAE (Vehicle Access ECU) is shown in Listing 4.3.
This subprocess enables the framework to identify and prioritize devices with optimal
connectivity when generating deployment scripts.

4.4 Change Monitoring

Once the developer commits and pushes the modified code to the GitHub repository, the
GitHub Action first detects which code files are new or changed before the framework
can start any further process. It is important to note that we will be using the terms
pipeline and GitHub Actions interchangeably, as GitHub Actions serve as the framework
for defining and managing CI/CD pipelines within GitHub. Consequently, the terms are
closely related in the context of this work.
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The change monitoring mechanism determines which test descriptions are affected by
the latest commit and therefore need to be considered for the subsequent deployment,
testing, and undeployment. This workflow has two fundamental components: First, the
change detection is directly within the test description. Second, changes to the software
components awaiting deployment. Ultimately, both changing the test description and
adding a new one, as well as editing or adding new software components for the devices,
initiates the entire deployment process.

The pipeline begins by listing all modified files, which are identified as those with
changes between the latest commit and its predecessor. It then iterates over the list
of directories, filtering specifically for the src/test_description/ path, which con-
tains all test description files in the framework. If changes are detected in specific
software components instead, the pipeline executes an additional backend call to the
get-feature-file endpoint to retrieve a list of test description files corresponding to
the modified software component. This step enables automated recurring testing of
entire scenarios by modifying individual software components within the scenario.

After identifying all relevant description files that can trigger the automated deployment
and testing process, our framework extracts the filenames for later usage. If no relevant
changed files can be found, the pipeline returns an error message.

Finally, the changed files selected get transformed into a temporary JSON file, which is
used to create the so-called matrix of the pipeline. This matrix includes a JSON list of
all needed test description names, enabling sequential execution of deployment, testing,
and undeployment of each test description individually.

4.5 Deployment

Following the identification of modified test descriptions, the ADATE framework proceeds
with generating and executing deployment scripts for the affected software components.
Similar to the network scan, executing the entire deployment process within the pipeline
would be overly complex. Therefore, the pipeline delegates this task to the backend
by calling the create-deployment endpoint, which initiates the deployment script cre-
ation.

The creation of these scripts is required for the subsequent deployment of software
components, as they define the concrete instructions and execution order the process
must follow.

For the deployment to be instantiated, the framework requires the test description file
name as a string, since it contains information on deployment details, including device
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configurations and corresponding packages and software components. Considering this,
the pipeline retrieves the identified test description file name as previously explained
and forwards it to the backend endpoint as a string.

First, ADATE creates a unique job ID, which is then utilized by all subsequent stages to
determine the association between deployment files and their corresponding deploy-
ments and testing processes. Specifically, our framework implements the Universally
Unique Identifier (UUID) 4 python package, a module that generates a random UUIDs
with a high certainty of uniqueness, which is crucial to guarantee distinctiveness among
created job IDs.

ADATE accesses the test description . feature file described in Section 4.2 and extracts
fundamental deployment information from the dependency table, which contains infor-
mation on software components and their respective target devices.

First, the framework must map each job ID to its corresponding .feature file, since
.feature files can be utilized for multiple deployment and testing processes. More
specifically, each .feature file exists as a distinct data object within the collection,
containing a list of all associated job IDs and a current job ID to track the actively
running job as depicted in Section 4.1, Figure 4.2.

Thereafter, the framework must create several distinct scripts that handle deployment,
test execution, and undeployment. ADATE generates a suitable test case description for
the external testing framework incorporated into our work, which we primarily treat
as a black box since its detailed functionality lies beyond the scope of this work. The
current version of the test framework requires a dedicated JSON file with predefined
test steps, devices, and logic blocks. Our framework implements a parser that converts
the test description from . feature Gherkin syntax into the custom-written JSON format
required by the existing testing framework.

Upon completion, the deployment and undeployment scripts need to be created. As
already mentioned, our framework utilizes Ansible for deployment and undeployment
tasks, which requires an inventory file containing IP addresses of all devices on which
deployment is to be performed.

Building on this, ADATE creates the playbooks used for deployment and undeployment.
Ansible uses these playbooks to orchestrate the software components onto the devices
within the distributed network. Each device receives a dedicated deployment and
undeployment playbook, following the naming convention: <device_name>_<job_id>.
This naming convention is crucial, as each playbook is stored in the same directory
titled <job_id>. Furthermore, it enables scalability for our framework and allows for
parallel deployment and undeployment. After successfully generating all deployment,
undeployment, and testing scripts, the backend returns the dedicated job ID, allowing
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the developer or pipeline to initiate the subsequent deployment process based on the
provided job ID.

The framework incorporates a specific API endpoint accessed via /deploy, for both the
pipeline to call the deployment or the developer to access it directly for debugging
purposes. Furthermore, the endpoint requires a list of devices targeted for deployment
to ensure that only needed deployment scripts are executed.

The deployment process itself consists of an iterative execution of the ansible-playbook
<playbook_name> -i <inventory_path> -vv command, specifying the playbook, which
gets executed and using the previously created inventory file to map the playbook to the
right device and IP address. Moreover, the -vv parameter is used to access more output
throughout the Ansible deployment process as again calling this endpoint returns an
HTTP stream for real-time deployment progress from within the GitHub pipeline itself,
ensuring straightforward debugging for the developer.

To illustrate this deployment process, our framework uses the aforementioned simulated
devices in Table 4.1 to simulate the CDPS. Thus, each device has dedicated software
components deployed onto it, as depicted in Table 4.1 in columns of software component
and functionality.

These software components enable the simulated devices to act as if they were ECUs
required for the CDPS, with the necessary sensors and actuators. Furthermore, they
enable the simulation of the entire CDPS and test its functionality with ADATE. In this
case, these components are Python scripts simulating various sensor values, representing
the otherwise highly complex software images that need to be flashed onto the ECUs.
This poses a straightforward solution while still providing a good demonstration of
automation in the process of deployment.

In a real-world automotive scenario, the framework would not just deploy Python
packages and scripts but build a complete image specifically designed for the designated
ECU. Such a solution could be easily integrated into our framework as it is designed to
be completely modular with separate docker containers for each functionality, making
switching out the deployment creation process itself straightforward. For example, the
integration of Yocto-based build systems, custom flashing routines, or Over-the-Air (OTA)
update pipelines could be implemented within the same modular structure.
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4.6 Testing

The subsequent testing process is implemented analogously to the preceding steps, as
the pipeline extracts the created job ID to map the current deployment execution to the
dedicated testing process.

After a successful deployment, the GitHub pipeline proceeds by calling the ADATE
API endpoint /test, which initiates the testing process of the external framework and
returns an HTTP response stream for real-time progress updates. This design choice
ensures the modularity of our framework and maintains its independence from external
components, making it highly adaptable. Replacing the testing framework with an
alternative is therefore straightforward. Nonetheless, we will still concisely address
the core functionality of the testing framework as it is part of the entire workflow and
incorporates the execution of the CDPS.

In previous work, we developed a fully functioning testing framework, not only special-
ized on the CDPS use case but also incorporating the distribution aspect and managing
the heterogeneity of various devices throughout the testing process. This testing frame-
work enables communication over MQTT between the devices and is, therefore, perfectly
suitable as the testing engine of ADATE. As developing an entirely novel testing frame-
work would exceed the scope of this work, we incorporated the already developed and
functioning testing framework specifically designed for this use case.

The testing backend consists of three fundamental components: the Flask application,
MySQL® database, and a Redis’ database.

The JSON file must be passed to the testing backend containing all fundamental details
on the dedicated scenario to initiate a specific testing scenario within the distributed
setup of heterogeneous devices. Our framework parses the . feature test description
into the required JSON file for the testing framework, which is more abstract while
containing the same information as the . feature file.

Following that, the scenario is described within the JSON file similar to the previously
discussed . feature file ADATE uses for deployment. A representative example of this
is the first step of the CDPS, assessing the closed status of all car doors, as depicted in
Listing 4.5. The specific test steps are not redefined, as they have already been specified
in the preceding sensor section of the JSON file. Nonetheless, they remain linked to
the dedicated test by their corresponding ID. It is important to note that these IDs do
not correspond to the IDs in the MongoDB, as their purpose is solely to bind test step

éMySQL: https://www.mysql.com/
’Redis: https://redis.io/
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Listing 4.4 Device: "ecu_1 door_f1" - JSON File for Testing Framework
"sensors": [
{
"id": 1,
"ecu_name": "ecu_1",
"mqtt_path": "ecu_l/door_f1",
"key": "door_fl",
"name": "ecu_1l door_f1",
"teststeps": [
{
"id": 1,
"operator": "EQUAL",
"expected_value": "0",
"name": "door_fl",
"description": null,
"post_action": null

"id": 18,

"operator": "EQUAL",
"expected_value": "1",
"name": "door_fl",
"description": null,
"post_action": null

}I

with test within the JSON file. Additionally, the test description can contain logic blocks
specifying a time constraint.

Lastly, the JSON file includes the core definition of logic blocks, including IF and TIME
constraints, to ensure correctness. An illustrative example in this study is again the
JSON test file created explicitly for the CDPS, which is partly depicted in Listings 4.4
and 4.5 to demonstrate the structure of the document.

Once all preprocessing steps are completed, the test execution begins by retrieving the
scenario ID and calling the testing framework backend via: /scenarios/<scenario_id>/start.
This call returns multiple status Uniform Resource Locators (URLs), each representing a

test composed of several test steps.

The returned URLs correspond to each test within the CDPS, including Test
car is locked, Detect Child, Test Initial Phone Warning, Test Intervention
1 Air Conditioning, Test Escalation Warning Phase, Test Intervention 2 Phone
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Listing 4.5 Test: "Test car is locked" — JSON File for Testing Framework

"tests": [
{
"id": 1,
"name": "Test car is locked",
"teststeps": [
1,

2,
3,
4
1,
"logic_blocks": [
{
"id": 1,
"logic_type": "TIME_CONSTRAINT",
"condition_test_id": 1,
"time_constraint": 3,
"next_test_true": null,
"next_test_false": null,
"description": "Time constraint: 3 seconds passed"

Call, Test End of Escalation Warning Phase, Test Intervention 3 Open Doors,
and Test Final Intervention Calling Emergency Services. Together, these tests
form the complete CDPS and can be executed in parallel by the framework, provided
there are no defined test interdependencies, or manually by the developer. This approach
ensures maximum testing efficiency.

ADATE iteratively calls each passed status URL and streams the response as an HTTP
stream, continuing this process until the entire test scenario is concluded, with each test
resulting in either a pass or a fail. The resulting states of any given test are consolidated
into one central JSON test summary file, which is stored for later inspection and debug-
ging within the pipeline environment. It describes all results in detail for each test step,
as depicted for an exemplary successfully passed test in Listing 4.6.
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Listing 4.6 "Test Car is Locked" — Successful Test Result JSON

{
"test_id": "1",
"status": "completed",
"result": {
"status": "passed",
"teststeps": [
{

"door_f1": {
"mgtt_value_expected": "0",
"mgqtt_value_passed": "0",
"status": "passed"

}

+
{

"door_fr": {
"mgtt_value_expected": "0",
"mgqtt_value_passed": "0",
"status": "passed"

}

+
{

"door_bl": {
"mgqtt_value_expected": "0",
"mgtt_value_passed": "0",
"status": "passed"

}

+
{

"door_br": {
"mqtt_value_expected": "0",
"mgtt_value_passed": "0",
"status": "passed"

}

1
1
}
1
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4.7 Undeployment

The entire workflow concludes with our framework ADATE undeploying all software
components of each device after a successful test execution. It is important to note that
a "successful test execution" does not imply that all tests have passed but rather that
the execution process was completed successfully, yielding either positive or negative
results.

The undeployment process follows an inverse approach to the previously discussed
deployment, maintaining structural consistency using Ansible playbooks. Consequently,
the process commences by terminating the Python processes running on the simulated
ECU, followed by removing all Python packages, and concludes with uninstalling all
system packages, leaving a clean Linux system ready for further use. Hence, the entire
usability of the framework and existing devices for other scenarios and developers can
be ensured after the execution of the pipeline.

Collectively, the framework provides a seamless and efficient approach for automatically
testing developed code within a distributed environment of simulated ECUs. It eliminates
the need for software engineers to manually configure or set up devices, which reduces
errors and increases cost-effectiveness. Developers must only provide a test description
for the code to be tested. The automation pipeline and ADATE generate and execute the
necessary deployment, undeployment, and testing scripts. This approach simplifies the
development process while ensuring reliable verification of code functionality.
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Having discussed our theoretical approach and its implementation utilizing various state-
of-the-art approaches and technologies, it is crucial to evaluate our framework to ensure
its applicability in a real-world use case. We analyzed literature comparing automated,
semi-automated, or manual approaches in deployment and testing, specifically focusing
on explicitly defined KPIs. As detailed in Section 2.1, we primarily focused on literature,
including the distribution aspect. Additionally, the identified literature includes complete
test automation, which refers solely to software-based test generation, unlike our
approach, which relies on test descriptions provided by software engineers. Despite this,
the KPIs suggested by the researchers will still be considered, as they focus on evaluating
test automation, which is highly relevant to our work.

The majority of literature focuses on evaluating the automation process of testing,
with a lack of research evaluating the automation of deployment and none exploring
the automation of undeployment. Nonetheless, we incorporated a limited body of
literature regarding the evaluation of deployment and undeployment automation, as
they discussed highly relevant KPIs.

Literature comparing automated and manual approaches addresses the following key
areas. Based on these key areas, we prioritized the deployment automation evaluation
KPIs and the testing automation evaluation, as these incorporate similar approaches and
technologies and find direct applicability in our field.

* Evaluation of automated against manual testing, focusing on test automation
based on a provided test description, similar to our approach [AWS24; DMQ19;
FNL+19; HKS21; KEK22; MLS+23; MZA18; TDS+13; WS14].

* Automation of automated against manual testing, focusing on regression testing,
with automation based on provided software and automated dedicated test case
generation [BCROS; ESCP17; SGP+19; SM20; VBO+16].

* Evaluation of automated deployment against manual approaches, which is of high
relevance as our framework combines both testing and deployment [CM24; LS17].

We evaluated explicitly mentioned KPIs in the identified literature separately for each
distinct field. Moreover, we combined our findings into four KPIs with the highest
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relevance for our work. Predominantly, our research focused on measurable quantitative
KPIs as these enable a fast and comprehensive evaluation process of both manual and
automated approaches, allowing for a mathematical comparison. The following four
KPIs were selected for our suggested evaluation: (i) Time, (ii) Fault Detection, (iii)
Cost, (iv) Manual Intervention, as depicted in Table 5.1 with a detailed description
and the corresponding count of studies and their dedicated citations.

KPI Detailed Description Occurrences Citations

Time How much time does it take 10 [AWS24; BCRO08; CM24;
the developer to go through DMQ19; HKS21; KEK22;
the entire process. LS17; MLS+23; MZA1S;

WS14]
Fault How much errors does the 8 [BCRO8; DMQ19; ESCP17;
Detection  approach detect. FNL+19; KEK22; MLS+23;
SGP+19; TDS+13]

Cost How much resources does 6 [AWS24; KEK22; MLS+23;
it cost to go through the en- MZA18; VBO+16], sug-
tire process. gested by: ([HKS21])

Manual In- How often does the devel- 1 [TDS+13]

tervention oper need to intervene in
the automated process

Table 5.1: Set of Selected KPIs for Future Evaluation of the Framework

This set of KPIs enables us to evaluate our framework against manual or semi-automated
approaches with consistent and quantifiable performance indicators. Key indicators cen-
tral to this evaluation are the Time and Cost KPI, as these serve as an indicator of system
efficiency, showing which approach is less resource-intensive and more time-efficient.
Furthermore, the selected KPIs include Fault Detection, which highlights differences
between approaches in the number of detected code defects, thereby reflecting the
quality of the tests. Lastly, we included Manual Intervention, a measurement that
counts the number of manual actions a developer must perform within a single testing
cycle, indicating the degree of automation enabled by the framework. It is important to
note, this KPI is mentioned only once in given set of literature, nonetheless we included
it as the automation aspect is fundamental for the evaluation.
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5.1 Evaluation Strategy

As previously mentioned we suggest the comparison against both a fully manual and
a semi-automated testing approach. The term "fully manual" approach here describes,
the process of manual deployment of required software components, establishing con-
nections between devices, initiating the test scenario, specifying each required test case,
and finally, undeploying all software components and removing any dependencies from
the devices.

A "semi-automated" approach, is structured in contrast to the "fully manual" approach,
with a set of automated components or individual core tests, while the remaining soft-
ware components and tests endure manual intervention. We suggest the utilization of
our testing framework as the automated component, as this enables partial automation,
making the testing and result generation process automated, while leaving device con-
figuration and deployment of software components manual. In summary, the suggested
evaluation is divided into three key components: (i) fully automated testing using
ADATE, (ii) semi-automated testing utilizing our testing framework, (iii) fully manual
testing.

Each of these components must be conveyed by the same developer to ensure compara-
bility between the approaches. We suggest including developers with varying degrees of
testing experience ranging from minimal experience to maximal experience, as this will
strongly impact the results of each approach. Additionally we propose conducting each
test iteration concluding all approaches N times to reduce variability and ensure the
results are generalizable. For each developer all KPIs depicted in Table 5.1 need to be
recorded. After N iterations per developer, the average value for each KPI is calculated
using the following formula.

1 N
KPI(z,Y)ag = N ZKPI(x,y)i

* x: Represents a specific KPI

* y: Represents a specific Approach (manual, semi-automated, automated)

KPI(x,y)aw,: Average result for KPI = with approach y

KPI(x,y);: Result for KPI z in run ¢ with approach y

N': Number of iterations taken for each developer
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Upon completion of the test execution by each developer all measured KPIs get calculated
for all three approaches accordingly, making it possible to compare the efficiency of each
approach for each developer. This process is depicted in Figure 5.1. Ultimately, this
evaluation process would enable us to create a robust comparison between current state-
of-the-art manual and semi-automated testing approaches in a distributed environment
against our novel fully automated approach.

Manual e Semi

Approach )

Automated

Fully {C,;}

i 1 1
& O Prepare & (O Prepare Test {O} Prepare Test
11 Test Scenario 11 Scenario @ Scenario

& Execute @ Execute Test {9} Execute Test
: TESt Scenario @ Scenario
| i [
@ Calculate & O Calculate KPI {:9} Calculate KPI
N KPI Results 11 Results {9} Results

Comparison of all Approaches

Figure 5.1: Evaluation Workflow for each Developer

While the development and conceptual approach of this framework was focusing pri-
marily on the automotive industry and testing of ECUs, it is nonetheless applicable
for various distributed environments, as its core concepts are not domain-specific. Key
components such as CI/CD-driven deployment using Ansible, and the distributed test
execution logic, are designed modular and do not rely on ECU-specific logic. This makes
the overall approach transferable to other distributed environments specifically includ-
ing Linux-based nodes, making our implementation flexible and reusable in various
scenarios.
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5.2 Limitations

Our implementation relies on the CI/CD pipeline implemented as a GitHub Action,
thereby binding our framework to GitHub and making its application in different soft-
ware versioning systems more challenging, particularly when migrating to other pipelines
such as Jenkins or GitLab CI. Additionally, the CI/CD pipeline automation is currently
implemented using self-hosted runners, specifically developed for Windows machines.
Therefore, the implementation relies on Windows PowerShell for all commands, such as
calling the backend of our framework, making the utilization of self-hosted runners on
Linux-based OSs unsuitable.

Currently, the pipeline executes the deploy-test-undeploy cycle sequentially for all
modified or newly added description files or software components, leading to a process
of test execution that is not optimally efficient. This oftentimes creates waiting times for
developers despite computing resources not being fully utilized. Moreover, the pipeline
lacks smart scheduling algorithms, which could schedule tasks that utilize the same
components consecutively, saving significant resources, as some can be directly reused
without requiring separate deployment.

Another important limitation concerns the scalability of the framework in real-world
applications. While the prototype demonstrates effective functionality within a network
including a limited amount of simulated ECUs, challenges would arise when scaling
to hundreds or thousands of physical devices or ECUs. MongoDB might encounter
performance bottlenecks at higher data volumes, specifically under frequent concurrent
access, while nonetheless being sufficient for prototyping. Moreover, network bandwidth
and latency could become significant factors, potentially affecting deployment speed
and test execution in geographically distributed environments. Future research of the
framework should therefore consider optimizations for distributed database architec-
tures, fault-tolerant communication protocols, and efficient resource management to
ensure both scalability and robustness.
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6 Conclusion and Future Works

This thesis first established key requirements for a distributed and decentralized envi-
ronment, focusing on automating the deployment, testing, and undeployment of all
dependencies within this environment to support an iterative development process. To
achieve this, a systematic literature review was conducted. Relevant literature was
identified and grouped into three fundamental areas: (i) distributed and decentralized
networks, (ii) automated deployment, and (iii) automated testing, with emphasis on
their intersection.

Our evaluation of distributed and decentralized network literature revealed that such a
network typically consists of geographically spread, heterogeneous, and independent
devices, enabling scalability, interoperability, and communication between the devices
via message passing. Moreover, robust automated and distributed deployment requires
a description file and needs to overcome the challenges of heterogeneity in a distributed
environment while still ensuring consistency, modularity, and security. Additionally, the
automation of testing in distributed environments requires a dedicated test specification,
which is often realized using a natural-language-based approach. Ultimately, these key
aspects should be taken into account during the development process of a framework for
automating distributed deployment and testing, particularly in an automotive context.

Subsequently, we identified a significant research gap, which pertains to the intersection
of distributed and decentralized networks, distributed deployment automation, and
distributed testing automation, specifically focusing on an automotive context. Current
research focuses solely on individual aspects or on combinations involving only a subset
of these approaches.

Based on the identified research gap and specified requirements throughout the sys-
tematic literature review, we propose a conceptual approach for a framework bridging
the current research gap of combining distributed deployment and testing into one
automated and coherent testing workflow for ECUs. Furthermore, we developed a
complete testing process incorporating state-of-the-art concepts and approaches, ensur-
ing the inclusion of core aspects regarding distributed, decentralized, and automotive
environments.

Next, we developed ADATE, a framework implementing our conceptual approach,
incorporating all required steps for real-world utilization. We present its applicability in
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a real-world use case through an exemplary implementation of a complete deploy-test-
undeploy cycle using the CDPS, based on a use case defined by Euro NCAP.

ADATE utilizes modern container-based simulation and lightweight messaging protocols
to mimic real-world ECU behavior. The framework is subdivided into six fundamental
steps: (i) creating a test description, (ii) conducting a network scan, (iii) creating
deployment scripts, (iv) deployment, (v) test execution, and (vi) undeployment.

Our framework requires a dedicated test and deployment description specified in a
.feature file utilizing Gherkin syntax, ensuring a well-defined test case specification
and a detailed description of the software components. The test case description must be
developed and provided by the software engineer conducting the deploy-test-undeploy
cycle.

The workflow of ADATE is integrated seamlessly into a CI/CD pipeline process, imple-
mented using GitHub Actions, ensuring full automation, initialized through Git commits.
Once all software components are successfully deployed onto the dedicated devices
within the network, our framework, conducts all specified test scenarios with real-time
monitoring of results.

Upon completed execution of all test cases, the framework generates a result file for
all test cases, specifying all test results, including expected and actual sensor data.
Lastly, ADATE concludes the deploy-test-undeploy process with the undeployment of
all software components to ensure repeatability of the entire workflow for further test
scenarios or its utilization by other developers.

In conclusion, with ADATE, we provide a real-world application of our theoretical
approach and a concrete implementation for automation in a distributed environment
of ECUs. Moreover, we present with CDPS a comprehensive use case showcasing the
potential of our framework for industrial utilization.

Lastly, we concluded our research by defining a state-of-the-art KPIs set to evaluate
our framework against traditional manual or semi-automated approaches, assessing
its applicability in real-world use cases. Therefore, we conducted another systematic
literature review evaluating automated testing and deployment. From this, we extracted
the most commonly used KPIs and ranked them based on their frequency of occurrence
in the literature and their relevance to our work.

Ultimately, we identified the following four state-of-the-art KPIs: (i) Time, measuring the
overall time taken to conduct an entire deploy-test-undeploy cycle with our framework
and the comparative manual or semi-automated approach. (ii) The Fault Detection,
counting the number of errors detected for each run, ensuring the quality of testing of all
approaches (iii) Cost, measuring the overall resource expenditure, including developer
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effort and required infrastructure. (iv) Manual intervention, assessing the number of
steps requiring human interaction during the deploy-test-undeploy cycle.

Future work should focus on evaluating the framework in real-world industrial settings
using the established KPIs. This would validate its practical applicability as a distributed
and automated development approach for the automotive industry while uncovering
potential production environment limitations. The current pipeline executes deployment
and testing sequentially for all detected changes. Efficiency could be improved by
integrating parallelization techniques and enhancing the CI/CD process with smarter
scheduling and prioritized device queuing.
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