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Abstract

In the era of the Internet of Things (loT), everyday objects are equipped with sensors
and actuators. They are also referred to as IoT devices that collect data and perform
actions by communicating with each other. The resource-constrained IoT devices may be
put under significant stress or external influences that may lead to their failures. In IoT
environments where safety is a critical requirement, the failures need to be prevented before
they can cause any harm. By implementing Predictive Maintenance (PdM) with Machine
Learning (ML), different methods can be applied to predict the failures and provide enough
time for maintenance. IoT devices collect data that can be used to train the ML algorithms
to recognize the failure patterns of individual devices. This thesis presents the Failure
Prediction Platform (FPP), a platform that enables simple integration and management
of ML models trained for failure prediction of IoT devices. Furthermore, different ML
algorithms are compared regarding their failure prediction performance and their training
and prediction speed. Based on the evaluation results, the tree-based algorithms showed
the best performance in predicting failures, while the linear classifiers had the worst results.
Finally, a prototype of the FPP is implemented and presented by using Long Short-Term
Memory (LSTM) as an online learning approach to make time series predictions.



Kurzfassung

Im Zeitalter des Internets der Dinge (IoT) werden Alltagsgegenstande mit Sensoren und
Aktuatoren ausgestattet. Sie werden auch als IoT-Gerite bezeichnet, die Daten sammeln und
Aktionen ausfiihren, indem sie miteinander kommunizieren. Die ressourcenbeschriankten
IoT-Gerite konnen einer erheblichen Belastung oder dufleren Einfliissen ausgesetzt werden,
die zu ihrem Ausfall filhren kdnnen. In Io[-Umgebungen in der Sicherheit eine wichtige
Anforderung ist, miissen die Ausfille verhindert werden bevor sie irgendeinen Schaden
anrichten konnen. Durch die Implementierung von Predictive Maintenance (PdM) mit
Maschinelles Lernen (ML) konnen verschiedene Methoden angewendet werden, um die
Ausfille vorherzusagen und geniigend Zeit fiir die Wartung bereitzustellen. Die Iol-
Gerite sammeln Daten, mit denen die ML-Algorithmen trainiert werden konnen, um die
Ausfallmuster der einzelnen Gerite zu erkennen. In dieser Arbeit wird die Failure Prediction
Platform (FPP) vorgestellt, die eine einfache Integration und Verwaltung von ML-Modellen,
trainiert fiir die Vorhersage von Ausfillen von IoT-Geridten, ermoglicht. Zusitzlich werden
verschiedene ML-Algorithmen hinsichtlich ihrer Leistung bei Ausfallvorhersagen und
ihrer Geschwindigkeit beim Trainieren und Vorhersagen verglichen. Basierend auf den
Bewertungsergebnissen, zeigten die baumbasierten Algorithmen die beste und lineare
Klassifikatoren die schlimmste Leistung bei der Vorhersage von Ausfillen. Schliellich
wird ein Prototyp der FPP implementiert und bei der Verwendung von Long Short-Term
Memory (LSTM) vorgestellt. LSTM wurde als ML-Modell integriert, das online lernt und
Zeitreihenvorhersagen macht.
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1 Introduction

With the emergence of the Internet of Things (IoT) [VF13], the current environments
become smarter and maintain devices that can communicate with each other in an
autonomous manner. They typically contain sensors that collect data from the environment,
or use actuators to perform actions in the environment. In a Smart Home [RT17], an
HVAC (heating, ventilation, air conditioning) system can be installed to control the room
temperature, humidity and general air quality. It provides comfort for the occupants by
continuously monitoring the room condition and performing necessary actions. The system
typically uses temperature and humidity sensors to get the necessary information, and
then automatically activate the heater, ventilator or air conditioner based on the predefined
user conditions. In a Smart Factory [CWS+18], IoT devices can be used to monitor
the production processes and machines. The acquired data provides insights into the
production progress and can also be used to detect any anomalies in the machines or
processes. Furthermore, IoT devices can be deployed in extreme environments with big
limitations and challenges [GO21]. In case of precision agriculture, the devices can be
placed underground to monitor soil moisture. Water quality monitoring can be conducted
by deploying devices at different depths under the water. The extreme conditions require
to deal with specific challenges, such as power consumption, environment pollution,
communication obstacles, etc.

The external influences and the computation stress, the IoT devices may need to endure, can
significantly contribute to their failures. Furthermore, the constrained resources can only
foster different types of breakdowns. For example, reaching the memory limits can lead to
failures due to memory exhaustion [RGPG19], while obstacles in wireless communication
paths can lead to communication failures [SYW+19]. Often, the corresponding IoT systems
have safety-critical applications and require solutions to prevent those types of failures.
Predictive Maintenance (PdM) [Mob02] is a maintenance strategy that allows to schedule
maintenance plans for different types of devices based on previous failure predictions. The
strategy typically applies Machine Learning (ML) [MRT18] methods that use the data
collected from the devices to learn and make predictions about potential failures. Various
ML algorithms, such as Support Vector Machines (SVMs), Random Forests (RFs) or Neural
Networks (NNs), also called Artificial Neural Networks (ANNs), are widely used as a mean
to enable PAM [CAZ+20; CSV+19]. IoT environments typically contain many devices
with distinctive behavior. Even devices of the same type may be exposed to different
external influences resulting in different failure patterns. Individual ML algorithms can
be trained to recognize these specific failure patterns. Furthermore, if precision is a
critical requirement, multiple algorithms can be trained on the same data aggregating their
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1 Introduction

results. This altogether can result in plenty of models, which leads to the requirement
of a model management platform for failure prediction. There are usually IoT platforms
that manage IoT environments by monitoring the existing IoT devices and collecting
the corresponding data. Such a platform, described in this thesis, is the Multi-Purpose
Binding and Provisioning Platform (MBP) [FHS+20; HBS+16]. Apart from the many
functionalities provided by the MBP, it can also be used as a data source to feed the ML
algorithms.

The goal of the thesis is to evaluate different ML algorithms on their failure prediction
performance. The selected algorithms should be able to predict failures of IoT devices
by learning on historical IoT data. A suitable metric and dataset should be used for the
evaluation. Because of the many limitations of the real-world IoT data, the choice was
made to generate synthetic datasets to test the algorithms. Additional focus of the thesis is
to present a reusable solution for the failure prediction of IoT devices based on machine
learning. This is realized by presenting a concept and a prototypical implementation of
a platform called Failure Prediction Platform (FPP). The platform represents a hosting
environment for different ML models than can be integrated as uniform modules.

Structure

The remainder of the thesis is organized as follows:

Chapter 2 - Background: The fundamental terms and concepts are explained, including
IoT, ML and PdM. Furthermore, the IoT platform MBP is described in the 1oT
section.

Chapter 3 - Related Work: A research on different failure prediction methods is conducted.
The first section describes the methods used to predict failures of IoT devices.
Additionally, ML-based methods for general IT and industrial devices are described.

Chapter 4 - Concept: The concept of the FPP is presented. The chapter describes the
general architecture and the operation of the platform.

Chapter 5 - Algorithms: This chapter focuses on the ML algorithms. First, the data
generation process for the synthetic datasets is described, followed by a brief
explanation of the data preparation process. Furthermore, the selected algorithms are
briefly described and the selection process is reasoned. Then, the implementation of
the ML algorithms is clarified. Before the presentation of the results, the choice for
the evaluation metrics is explained. The evaluation results are presented comparing
the algorithms on several criteria. Finally, a special attention is given to the prediction
strategies that provide sufficient time for maintenance.

14



Chapter 6 - Implementation: A prototypical implementation of the FPP is presented. The
chapter includes the general implementation of the platform and a brief explanation of
model integration by using an ML algorithm as example. Furthermore, an illustration
of the training and prediction processes is given.

Chapter 7 - Conclusion and Outlook: The last chapter summarizes the results of the
thesis and provides an outlook for future works.

15






2 Background

This chapter presents the background information that promotes the understanding of
the following chapters. In the first place, a general and brief description of the Internet
of Things and the Multi-Purpose Binding and Provisioning Platform is provided. In the
following section, the most important terms and classifications of machine learning are
presented. Finally, different maintenance strategies are compared, while the predictive
maintenance is explained in greater detail.

2.1 Internet of Things

The Internet of Things describes a network of everyday objects that interact with each other
to reach common goals [VF13]. The objects typically refer to IoT devices equipped with
sensors and actuators, that can sense and act in the environment they inhabit. IoT has many
applications in everyday life, forming IoT environments, such as Smart Homes, Smart
Factories or Smart Cities. In a Smart Home [RT17], the appliances, devices and objects
are connected and automated through IoT to improve the general quality of life. The Smart
Factory [CWS+18] facilitates intelligent manufacturing and production optimization by
employing Industrial IoT (IloT). Finally, a Smart City [SLF11] arises by embedding IoT
equipment in city infrastructure, such as power grids, water systems, railways, buildings or
roads, and connecting them over the Internet.

Because of their heterogeneity, the IoT devices produce data in different forms, volumes
and intervals. Thus, the data needs to be managed. IoT platforms are implemented to
manage the complex IoT environments by connecting the devices with the users and
providing various processing capabilities [MMST16]. They vary in implementation, data
management, but also in tasks they are trying to perform. However, they should be able
to deal with the heterogeneity of the IoT devices, big data, privacy and security, and
other IoT-related concerns. Guth et al. [GBF+16] describe a reference architecture for IoT
platforms, displayed in Figure 2.1. It consists of several components. The devices use
drivers to access sensors and actuators. They are connected to the integration middleware
directly, or over a gateway in case of technical limitations. The IoT integration middleware is
responsible for processing the received sensor data and sending commands to the actuators,
while interacting with the application.

17



2 Background
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Figure 2.1: IoT platform reference architecture [GBF+16]

An example of an IoT platform is the The Multi-Purpose Binding and Provisioning Platform,
that provides a range of capabilities in managing 10T environments [FHS+20; HBS+16].
A graphical tool provided by the platform can be used to model the IoT environments.
Extract and control operators, implemented as scripts, can be automatically deployed on IoT
devices to extract sensor values and control the actuators. The MBP provides a dashboard
to monitor the IoT environment by showing status and statistical information, and also
visualizing live and historical sensor values. Furthermore, rules for the environments can
be created in form of events, conditions and actions. The users interact with the platform
over the UI shown in Figure 2.2.

MBP: A Platform for Managing loT Environments

Environment Models Devices Sensors Actuators
0 1] 2 1 0

2 Welcome to the MBP! v

A Home

We are happy that you have chosen the MBP to manage your loT devices!
WA Environment Models

Let's start to set up your loT environment in only six steps:

LT 10T Hara +

oT ardware 100 Register the loT devices of your environment. Optionally, you can register @ Key Pairs to be used by the MBP to access your loT devices remotely.
B operators + 2. B Create extraction/control operators for your sensors and actuators. Control operators are only required if there are actuators in your environment
" Rui N 3. 0 Register sensors and -8 actuators that are connected to your devices, by selecting a target device and an operator.

ules

4. % install operators for your sensors and actuators on target devices.
Entity Ty
B ey Tywes 5. ¥ start your sensors and actuators.
@ Ppolicies + 6.V Define rules that make your environment smart and allow it to react to certain conditions.

st
% User Management As an alternative, you can use the W Enviranment Modeling Tool to set up your IoT environment at once

T

L settings

£ 2021 | MEF.

Figure 2.2: The MBP Ul
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2.2 Machine Learning

MBP uses a Mosquitto! broker to connect the IoT devices. The sensor and monitoring
data is sent from the devices to the MBP through the MQTT? protocol. The data sent over
the broker is saved in a MongoDB? database. Maintaining the history enables the users
to observe the behavior of the IoT environments through time. Moreover, the MBP with
its straightforward implementation and history preservation serves as an exemplary [oT
platform to be used for ML algorithm training and failure prediction of IoT devices. The
MBP is available as an open-source platform on GitHub*.

2.2 Machine Learning

Machine learning can be defined as the ability of a machine, algorithm or program to
improve performance or make predictions by learning on historical data [MRT18]. The
quality of ML algorithms often depends on the quality and size of the data used for learning.
An ML algorithm learns on historical data and becomes an ML model used for prediction.
In online learning, the learning and prediction phases occur simultaneously in a continuous
process with a dynamic dataset, while in offline learning, there is a clear separation between
the phases and the dataset is usually static [MRT18; SB14]. Apart from the differentiation
between online and offline learning, there is also a distinction between lazy and eager
learning. Lazy learners delay the processing of data until a prediction request arrives, in
contrast to eager learners, which previously process the data creating a sort of rules used
for predictions [Ahal3].

Machine learning is considered a branch of Artificial Intelligence (Al) that uses computers
to complement human intelligence rather than to simulate intelligent behavior, as it is the
case in traditional Al [SB14]. There are many different classifications of ML algorithms
[AKYC20; MRT18; NG20; SB14; SBB+20], often resulting in three main categories:

* Supervised learning: The training data is labeled, so the output of the algorithm is
known. The algorithm maps the input to a pre-defined label. It is most commonly
used for classification and regression tasks.

» Unsupervised learning: The training data is not labeled, so the output of the algorithm
is not known. The algorithm tries to find patterns or common points in the input
data. It is most commonly used for clustering tasks.

* Reinforcement learning: No training data in traditional sense, training and testing
phases occur at the same time. The algorithm learns through the interaction with the
environment by receiving feedback in form of rewards.

Thttps://mosquitto.org/
Zhttps://mqtt.org/
3https://www.mongodb.com/
“https://github.com/IPVS-AS/MBP

19



2 Background

The categories are illustrated in Figure 2.3. The figure also contains some of the most
used algorithms in practice for each category. Additionally to the presented categories,
there is a subcategory of machine learning called Deep Learning (DL) which is based on
NNs [Niel5]. In contrast to the traditional NNs, Deep Neural Networks (DNNs) contain
multiple layers enabling them to solve complex problems.

Machine Learning

Supervised
Learning

Unsupervised Reinforcement
Learning Learning

k-Nearest Neighbor

(kNN) K-Means Q-Learning

Hidden Markov Model State Action Reward

izt e L) (HMM) State Action (SARSA)

Gaussian Mixture

Random Forest (RF) Model (GMM) Monte Carlo

Gradient Boosting Hierarchical
Machine (GBM) Clustering (HC)

Naive Bayes (NB)

Neural Network (NN)

Support Vector

Machine (SVM) Multilayer Perceptron

(MLP)

Linear Regression

(LR) Recurrent Neural

Network (RNN)

Logistic Regression
(LGR)

Convolutional Neural
Network (CNN)

Deep Q-Network
(DQN)

" Deep Learning .

Figure 2.3: Classification of ML algorithms

The ML algorithms can be applied in different areas to solve different problems. In
recent years, machine learning is often used to predict the condition of devices, machines,
equipment or processes to schedule maintenance and save failure costs. In the following
section different maintenance strategies are described and the role of machine learning in
maintenance is presented.
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2.3 Predictive Maintenance

Maintenance ensures that a particular device remains in an optimal working condition.
Different costs are associated with the maintenance depending on the used strategy. There
are diverse classifications of maintenance strategies, usually resulting in three different
strategies [Mob02; RZL+19]:

* Reactive Maintenance (RM): Maintenance is performed only after the device has
failed. It is also known as corrective maintenance or run-to-failure. There are no
maintenance costs at the time the device is working, but there are potentially high
costs for repair or replacement. This typically results in high downtime of the device
after a failure occurs.

* Preventive Maintenance (PM): Maintenance is performed in regular intervals even
if the device is in an optimal working condition. The interval is selected based on
different criteria. It is also called planned, scheduled or time-based maintenance. It
typically results in a number of costly and unnecessary maintenance actions, but it
may prevent failures and the costs associated with them.

* Predictive Maintenance (PdM): Maintenance is performed at specific occasions
based on failure predictions. The predictions are typically based on the information
gathered by monitoring the condition of the device. PAM maximizes the time between
maintenance schedules and minimizes the costs. However, the costs for condition
monitoring and failure prediction should not be neglected.

Figure 2.4a gives an overview of the different maintenance strategies by showing the
time the maintenance is performed. Figure 2.4b displays the associated costs for each
maintenance strategy. RM has high repair costs and low preventive costs, PM the other way
around. PdM is a balance between these two strategies, resulting in lower overall costs.

Conduct maintenance after

Predict the failure and conduct
maintenance in advance \l\

1

|

™ Failure g
Frequency of Mamntenance Work

. / failures occurred Reactive Predictive Preventive
" R_eaCtl\fe . el Maintenance (RM) | | Maintenance (PdM) Maintenance (PM)
intenan . =
e nance e Allow equipment | Predict problems | Prevent problems
Failure to run to failure to mcrease asset " before they occur
reliability |
Conduct maintenance 1
regularly |
/ N\ & ;
Preventive _ ﬂ N e . I
Maintenance i
i ] I
Failure }
I
I

Predictive N
Maintenance

Time Total Cost Prevention Cost

Repair Cost

(a) Maintenance plans (b) Maintenance costs

Figure 2.4: Comparison of RM, PM and PdM [RZL+19]
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2 Background

As a common approach, different ML algorithms are used to predict failures for
PdM [RZL+19]. To be able to perform the maintenance and prevent the failure, the
predictions should provide enough time. The time between the failure prediction and the
occurrence of the failure is referred to as lead time [RGPG19; ZKT+17]. The longer the
lead time, i.e., the further the prediction in the future, the more time for maintenance is
available. There are different failure prediction approaches that can provide sufficient time
for maintenance. Classification algorithms can be used to predict whether a device will fail
within a given time window [RGPG19]. Regression algorithms can be used to predict the
Remaining Useful Life (RUL) of a specific device [MTS+17]. Anomaly detection indirectly
provides lead time for maintenance [ZKT+17]. Furthermore, time series prediction can be
used to predict sequences that provide information about failures in the future [HHX+20].
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3 Related Work

Diverse ML techniques are applied to predict failures of a variety of devices. The following
sections describe the techniques used in current research to predict failures of IoT, IT
and industrial devices. They represent techniques that can be integrated in the extensible
platform presented in this thesis, either in original or customized form.

3.1 Failure Prediction of loT Devices

Many papers describe techniques for failure prediction focusing on specific oI devices or
specific causes. Some of the techniques presented in this section apply machine learning
algorithms while others use simple statistical methods.

Rafiuzzaman et al. [RGPG19] describe a failure prediction technique where memory
exhaustion is the cause for the failures of IoT devices. General-purpose applications
running on IoT devices are typically not optimized for their constraints and often result
in failures due to memory exhaustion. The presented technique uses k-Nearest Neighbor
(kNN) algorithm to make predictions with different lead times. As part of the solution,
Rafiuzzaman et al. created a concept called MARK (Monitor and Analyze Resource Keys)
where the data is collected from the devices, processed, and then provided to the kKNN-based
prediction model. Because of the heterogeneity of the IoT devices, a similar pre-processing
component will be used in the platform that will be introduced in this thesis.

Soualhia et al. [SFK19] present a framework for fault detection and prediction in edge
cloud environments by using machine learning and statistical techniques. The focus of the
paper is to evaluate the framework on HP! servers by detecting and predicting recurrent
and accumulative faults (CPU, HDD, memory and network faults). They also performed
the evaluation on Raspberry Pis? with CPU fault prediction and memory stress prediction
by using Convolutional Neural Network (CNN), Long Short-Term Memory (LSTM), a
type of Recurrent Neural Networks (RNNs), and their combinations. Based on the results,
the framework is suitable to detect and predict different faults in reasonable time. The
framework also contains a pre-processing component, which the authors indicate as a
crucial component that, amongst others, reduces the costs and improves the performance.

Thttps://www.hp.com/
Zhttps://www.raspberrypi.org/
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Wireless communication of IoT devices can also be a cause for failures. Suga et
al. [SYW+19] describe a method to calculate the QoS (Quality of Service) outage probability
for wireless communication. The authors indicate that ML-based predictions of the QoS
values can not be accurate and sufficient if the communication failures are rare in the
training process, which is typically the case. The described method uses QoS values
predicted with Probabilistic Neural Network (PNN), error distribution of different rarity
classes, and the required QoS as a threshold to estimate the outage probability. Suga et al.
achieve a high prediction accuracy after evaluating the method in an automobile factory
scenario, using different wireless station nodes and a simulated WLAN throughput.

Ara et al. [AMB20] use ARIMA (Auto-Regressive Integrated Moving Average) to predict
failures in wireless sensor nodes. ARIMA uses recognized patterns in the collected time
series data to predict future faults. The authors evaluate the model by polluting a sensory
dataset, simulating faults and creating specific patterns. Furthermore, the data goes through
different pre-processing steps to achieve optimal results. The method is shown to be more
useful for short-term predictions rather than for long-term ones.

Lian et al. [LCH19] describe an ageing monitoring and lifetime prediction system for IoT
devices. The ageing of Integrated Circuit (IC) technology in IoT devices may be specific
for each device or it may depend on the environment. The system presented by Lian et
al. collects information from each device continuously, and then stores and processes the
data in the cloud creating an IC-specific ageing model. Based on the ageing model, the
lifetime of the particular device can be predicted. Another benefit of the cloud, stated by
the authors, is the central collection of ageing information for all ICs of the same type,
enabling simple identification of abnormalities.

A failure of a device can be predicted by estimating the battery lifetime of that device.
There has been a lot of work on battery lifetime prediction in recent years, mainly targeting
power optimization in smartphones. Li et al. [LLM18] use Linear Regression (LR) and
tree-based ML models to predict the battery lifetime of smartphones. The models are
trained and tested on a real-world dataset consisting of system, sensor and usage data. The
proposed method can also be applied for other smart devices that produce similar data.
The authors came to the result that tree-based models perform better than LR and that the
battery discharge history is the most important feature for the prediction. LR is also used by
Zhao et al. [ZGFC11] to estimate the battery discharge rate based on system data. Besides
the ML techniques, there are many contributions that use statistical methods for battery
lifetime prediction. Fafoutis et al. [FEV+18] calculate the battery lifetime of IoT devices
using previous measurements of current consumption. The observations are conducted
using environmental and wearable sensors with CC2650° MCU. Pandey et al. [PVK19]
developed a framework for power optimization and battery lifetime prediction focusing on
smartphones. The main data source used for prediction is the battery discharge pattern of
individual user. A similar approach for battery lifetime prediction of mobile devices by
using usage patterns is described by Kang et al. [KSH11].

Shttps://www.ti.com/product/CC2650

24



3.2 Failure Prediction of IT Devices

3.2 Failure Prediction of IT Devices

Current research is mainly focused on predictive maintenance and failure prediction of
general IT devices rather than resource-constrained IoT' devices. This section presents
different works that use machine learning to predict failures of computers, servers,
networks, hardware, software and other IT-related equipment. As the IoT devices are
resource-constrained IT devices, the described methods can typically be adapted and used
for IoT devices as well.

Storage disks, whether they are HDDs, SSDs or any other types, can be the cause for failures
of the devices they inhabit. Different ML algorithms are used to predict and prevent these
failures [AXDS19; CPV+17; Hual7; LLP+20; PHG13; PYAS20]. There is no consistent
conclusion on which of the algorithms is best suited for this purpose, they are often affected
by the type and model of the disk, usage environment, size and quality of data, and other
factors. As a consequence, there are different results for the algorithm with the best
performance: RF [AXDS19; PYAS20], Decision Tree (DT) [CPV+17], Extreme Gradient
Boosting (XGB) [Hual7], CNN-LSTM [LLP+20], etc. Although the main research is
focused on HDDs and SSDs, Ma et al. [MWL+20] present a failure prediction scheme
for more generic NAND flash-based storage devices by using RF, SVM and Multi-Layer
Perceptron (MLP). NAND flash memory can also be found in IoT devices.

Memory can also be the cause for failures of IT devices. Du and Li [DL18] describe an
online learning method based on a kernel function to predict DRAM (Dynamic Random
Access Memory) failures. The method is based on historical error information to recognize
patterns. DRAM failures can also be predicted by using RF with logs and sensor data,
as presented by Giurgiu et al. [GSWBI17]. In another paper, the authors describe the
same technique for DIMM (Dual In-line Memory Module) failures [GWB17]. Sun et
al. [SCH+19] propose a CNN model for failure predictions of disks and memories using
time series data. In this case, CNN is shown to provide better results than RF and LSTM.

Network failures make the required device unreachable and can result in data loss. Wang et
al. [WZW+17] use SVM and Double Exponential Smoothing (DES) to predict equipment
failures in optical networks. Switch failures can be predicted by using RF to detect patterns
in current and historical data [ZLM+18]. The same ML algorithm is used by Duenas et
al. [DNP+18] to predict future network events based on a repository of previously collected
network management events. DL techniques also have an application in network failure
predictions, including CNN [JDC+18], LSTM [KC17; ZW19; ZWZ+19], and Generative
Adversarial Network (GAN) [ZZY+20].

A more device-independent approach to predict failures is to aim the attention on the
software, although the techniques provided by many authors depend on specific system
metrics. Software aging can be one of the causes for failures, and machine learning
can be used for prediction [ASO8; ATBG10]. Pellegrini et al. [PSA15] developed a
framework where multiple MLL models can be built with the goal to predict the failure
time of applications. Pitakrat et al. [PHG13] consider failures in the overall software
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system architecture rather than in individual components by applying Bayesian Networks
(BNs). Furthermore, Campos et al. [CVC18] provide a performance comparison of different
failure prediction algorithms by using the same dataset, and indicate the importance of data
pre-processing for the performance. Moreover, the authors also study ensemble methods for
software failure prediction [CCV19]. There are similar algorithm comparisons for software
reliability prediction [JM18; KS12]. Apart from software in generic terms, ML-based
prediction methods can also be used for database failures [KOUG17; ZCW+18].

In addition to the research on individual software or hardware components, there are diverse
papers focusing on servers or systems as a whole. Jauk et al. [JYS19] conducted a survey
on prediction techniques for failures with different causes in high performance computing
systems. Irrera et al. [[VD15] describe a failure prediction framework with self-adapting
ability based on SVM. Sonoda et al. [SWM12] propose a method for predictions with
sufficient lead time based on Bayesian learning. Predicting the workload of servers could
be useful to prevent failures caused by overloading. Cao et al. [CYM+18] concluded that
RF provides best results to predict server loads using monitoring data.

3.3 Failure Prediction of Industrial Devices

In addition to the resource-constrained IoT and general IT devices, industrial equipment,
machines and processes have received much attention in recent years [KWH13; WSCL13].
IoT is typically used to monitor the equipment by attaching multiple sensors for data
acquisition. The data is then collected in a central place where ML algorithms are applied
to make failure predictions. This section summarizes the different ML techniques that are
used in this research field.

Neural networks are often used for failure prediction. ANN can be used to predict motor
failures using vibration data [SVSA19]. CNN can be used to predict power curves of
solar panels to observe potential abnormal behavior [HJ18]. Predicting current engine
condition with LSTM enables to generate repair alerts before the failure occurs [AG17].
Combinations of neural networks can be used as well, such as Deep Belief Networks
(DBN ) for learning and Feedforward Neural Networks (FNNs) for predicting the RUL
of rotating equipment [DH18]. There is a similar approach with Autoencoder (AE) and
Logistic Regression (LGR) for aircraft engines [MSZL18]. Apart from NNs and DL
techniques, other ML techniques also have a frequent application. DT can be applied
to predict equipment failures in anode production [KVIT18]. RF can be used to predict
different states of cutting machines [PRF+18]. Gradient Boosting Machine (GBM), an
ML technique for regression and classification problems, can be used for fault diagnostics
and prognostics of vending machines [XHL18]. In aerospace industry, life consumption
of jet engine turbine blades can be predicted with different Regression (R) techniques
[Kar20]. Predictive maintenance of nuclear power plants can be achieved using SVM
[GUL+20]. Table 3.1 summarizes the ML applications in predictive maintenance collected
during literature surveys by Cinar et al. [CAZ+20], Carvalho et al. [CSV+19] and Ran et
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al. [RZL+19]. In contrast to the original survey lists, which are much larger, the table only
shows the different ML techniques that are used, represented with an application example.
The table additionally reveals the equipment/system, the data and the device used for data
acquisition for each example. The list of the ML techniques is not final. Furthermore,
there are many contributions implementing and evaluating different combinations of the
techniques to improve the overall results. Apart from that, there are different statistical
methods and other approaches which will not be mentioned here.

ML Equipment/ Data Data
. e . . Reference
Technique System Acquisition Device ~ Description
ANN Motor Accelerometer Vibration [SVSA19]
CNN Photovoltaic panels ~ Wireless sensor Electric power signals ~ [HJ18]
LSTM Engine Operational and NASA erllgme. . [AG17]
Sensors degradation simulation
DBN-FNN Rotating equipment  Accelerometers Vibration [DH18]
. . . Engine degradation
AE-LGR  Aircraft engine Multiple sensors ) . [MSZL18]
simulation
DT Amde p rOduC_tlon of Process sensor Process sensor data [KVIT18]
industrial equipment
PLCs and
RF Cutting machine communication PLCs anq . [PRF+18]
communication data
protocols sensors
GBM Vending machine - Machine logs [XHL18]
R Jet engine blades Flight sensor Terr}perature, stress, [Kar20]
strain
SVM Nuclear power plant Temperature sensor,  Temperature, power, (GUL+20]
pressure sensor current, speed
KNN Turbofan engine Sensor run-to-failure  NASA turbofan-engine [MTS+17]
measurements dataset
k-Means Oil-immersed power Dissolved gas [EACF17]
transformer concentrations data
BN The.rmal treatment ) Semiconductor [ASZS15]
equipment manufacturer

Table 3.1: ML for PdM (based on [CAZ+20; CSV+19; RZL+19])

27






4 Concept

As one of the main contributions of the thesis, this chapter presents a generic Failure
Prediction Platform that can host multiple ML models. The first part of this chapter
discusses the crucial components and their interactions, and the second part describes the
general workflow and processes.

4.1 Architecture

The architecture of FPP and its environment are shown in Figure 4.1. The FPP assumes
the existence of an loT platform as illustrated in the top part of Figure 4.1. It specifically
assumes the existence of two data sources, one for live and the other for historic and static
data, resembling a lambda-based architecture [KMM+15]. The IoT platform receives
the data from the IoT environment, which can be derived from sensors and actuators
(environment data), or directly from the devices such as CPU and memory utilization
(monitoring data). Additionally, the IoT platform stores general information about the
devices (device data). The device data is obtained when the device is registered to the
IoT environment, using for example a device registration component as described by Del
Gaudio et al. [DRH20]. The process can be automated to some degree but it still requires a
manual intervention. IoT platforms typically use a message broker that receives data from
all the different devices in the IoT environment. It can be used as a source for the live data.
Furthermore, there can be a database which permanently stores the received data from the
environment and the static data of the devices. Usually, those two basic components are
part of IoT platforms, as seen in the MBP. The MBP implements a Mosquitto broker and
a MongoDB database. However, it is only important to provide those two data sources
regardless of the types of components used in background. The IoT platform can explicitly
provide an APl component with access to its data, or a direct connection to the broker and
database can be established.

The bottom part of Figure 4.1 shows the composition of FPP. The FPP should be able
to build a connection to various kinds of IoT platforms and data sources. The adapter
component decouples FPP from specific implementations and retrieves the data that will be
used by the models. A message broker is used to coordinate and save the data permanently
after the individual processing steps. After the data is retrieved by the adapter, it is sent
to the broker and saved on a specific topic unchanged. In the next step, the data can
be processed in the data processing component before it is used by the models. It can
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be standardized using a pre-defined data template, enriched with missing information,
transformed to a specific format, or adapted in any other way. Standardizing the data using
a template leads to data consistency, which further eases the implementation of the models.
The processed data is sent and saved again on a different topic, where it can be reused
by the models. This component is required when dealing with heterogeneous data and
conducts the processing needed by all the models. Assuming the data arrives as entries
with timestamps, it can be used to extract meaningful information from the timestamp, such
as hour of the day, weekday, holiday, etc. Another potential use case, in case of separated
device topics, is to filter the data by devices and send it to the correct topic.

loT Platform

Device
Registration

Message
Broker

Environment Data
Monitoring Data
Device Data

Environment

Static | History Live

| | 0

A
[ Adapter ] [ Dashboard ]

Data IE Message
Processing Broker

Data

. <>  Controller € Algorithm
Processing

ML Module /jj

Failure Prediction Platform

Figure 4.1: The FPP architecture. Solid lines stand for control and data flow, dotted lines
for manual tasks.
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4.1 Architecture

Each ML model is integrated as a module consisting of four main components: API,
data processing component, controller and the actual ML algorithm. The API has the
same composition for all modules and consists of a message producer and two message
consumers. There is a differentiation between a data consumer that consumes the previously
processed data, and a commands consumer that consumes the commands sent from the
dashboard. The message producer sends the results of the model and status or progress
information to the message broker. The messaging interface decouples the ML modules
from the platform. Although there is a generic data processing component in the previous
step, different types of ML algorithms require the data to be in different formats. For
example, tree-based algorithms can work very well with unchanged data in most of the
cases, while LSTM usually needs the data to be normalized or standardized and put in a
sequential format, as seen in the further course of the thesis. Therefore, an additional data
processing component is integrated within each module that should prepare the data for
the specific algorithm. The algorithm itself is the core of the module. It goes through a
training process resulting in a model used for predictions. It can be implemented in various
ways and with different libraries, but it should provide a training and prediction interface.
Finally, all the components are orchestrated by the controller that has multiple purposes.
It processes the commands received from the outside and performs the corresponding
actions. It receives the data, forwards it to the processing component if necessary, and then
to the algorithm. It can implement automated hyperparameter tuning to find the optimal
parameters, i.e., the most optimal configuration of the algorithm based on the provided data.
The controller also saves and loads data to the database or file system. It can implement
a scheduler to periodically create backups, retrain the algorithm if online learning is not
possible, or retune the parameters. It can estimate the current processing status and also
send the predictions of the model with the message producer.

The model repository describes a general-purpose storage shared by all the models. The
storage can be a database, a file system, or a combination. The main purpose is to store the
description and the configuration of the algorithms, the hyperparemeters after tuning, or
the complete ML models, i.e., internal parameters after learning. It can also store any other
model-relevant information. It is accessed over the API components of the modules and
over the dashboard.

After an ML model is ready and starts making predictions, the corresponding module
sends the results to its predefined topic. A dashboard collects all the predictions from
different models, processes them and visualizes the results. Besides the prediction topics,
each module has a topic assigned for the commands sent from the dashboard. Furthermore,
there can be additional topics used by the modules to send status and progress information.
The dashboard should provide the possibility to interact with the modules and execute
individual steps manually. The steps may include: importing history, starting automated
hyperparameter tuning, training individual algorithms, starting and stopping individual
model predictions, saving and loading models, etc. Furthermore, the dashboard accesses
the model repository to retrieve and show the relevant model information in the UI. The
dashboard can also be used to insert information during the model registration process.
Finally, a maintainer monitors the dashboard and performs repairs or replacements in the
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IoT environment. A notification system can also be implemented to inform the maintainer
if some device is in the process of failing or has reached its critical thresholds based on the
predictions.

4.2 Workflow

At the time FPP is connected to the IoT platform, the IoT platform could already have existed
and collected some amount of data. The data can be used to initially train the algorithms.
The FPP allows to get the old data from the database, go through the general processing
step and store it on a specific topic. Afterwards, the training process of the algorithms can
be started individually. The initial training is significant, because it allows a smooth start
of the model predictions with meaningful results right at the beginning. But it can also
be omitted, particularly if no data has been collected up to this point. This will result in
training on the fly, either as online learning or retraining in specific intervals. Another
crucial benefit of the old data is that it can be used to configure the scalers needed by some
of the models. Scalers typically need to compute the internal parameters, such as min, max
or mean, before they can be applied on incoming live data. Doing this configuration on the
fly is a more cumbersome process that will probably lead to poor results in the beginning.
Besides these benefits, there is a limitation that needs to be considered. Potentially, the
huge amount of data that could be stored in the database of the IoT platform, could not be
loaded in the memory at once. Nonetheless, in most of the cases, processing the data in
batches or even selecting a portion of data could be enough to configure the scalers and
also train the algorithms to provide meaningful results in the beginning.

In the second step, before any model predictions are started, FPP establishes a connection to
the message broker in the IoT platform and starts receiving live data. Again, the data goes
through the processing step and lands on a specific topic. At this point, model predictions
can be started individually for each model. A module receives the data and processes it
further if required. Then, the model makes a prediction and the controller sends it to its
corresponding predictions topic. Finally, the predictions are retrieved and visualized on the
dashboard. The data flowing through the system is always saved permanently on each topic,
expect for the topics assigned for the commands and status or progress information.
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This chapter presents the selection and comparison of ML algorithms, showing the
suitability of the algorithms to be integrated in the FPP and to predict failures of IoT
devices. Before the comparison, data used to train the algorithms and the data generation
and preparation processes are described. The choice of the evaluation metric is elaborated
and the evaluation results for each of the algorithms are presented. Finally, the prediction
with lead time and the impact on maintenance schedules is discussed.

5.1 Data Generation

A problem of the real-world IoT data are the relatively rare device failures that could be
used to train ML algorithms. Combined with the short time interval of data measurements
(required for some metrics, such as CPU or memory utilization), this will result in a huge
amount of data with a very small number of failures. For example, considering a 1 second
interval for the duration of a year, the total number of data entries will be around 31.5
million. During this time, an IoT device may or may not fail at all if it is not put under a
significant stress. This huge amount of data is not likely to fit in the memory, and solutions,
such as online learning, would typically require a very long time to execute. Therefore,
the choice was made to generate synthetic data that has the characteristics of real IoT data.
These characteristics include:

* Relatively large number of entries generated with an interval of 1 second. However,
the duration is restricted to two weeks, resulting in approximately 1.2 million entries.
The sample allows to test the algorithms in an appropriate time interval.

* Small number of failures compared to overall data, resulting in data imbalance. The
failures, however, were increased to hundreds or few thousands to be able to train the
algorithms.

* Overlapping failures and non-failures. Data context preceding a failure may some-
times not lead to a failure. This is typically the reason why ML algorithms are used,
otherwise the fixed thresholds can be easily estimated by using simple methods.

* Included timestamp, environment data, monitoring data and failures. This includes
measures with discrete but also measures with continuous values. In practice, sensors
and actuators provide data about the environment, while the devices communicate
their internal state. An automated system or a maintainer can record the failures.
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However, some simplifications were also included during the generation process that,
generally, should not influence the comparison of the algorithms:

* Data is assumed to arrive from a single device. Although, the IoT environments
consists of many devices, they can be treated individually.

e After a failure occurs, the maintenance of the device, i.e., the time in which the
device does not send any data, is not included.

* There are no anomalies in the data. The focus is to compare the algorithms on regular
data. Moreover, anomalies could be processed in the pre-processing component.

* Although short measuring intervals make sense for CPU or memory, for temperature
or humidity it is exaggerated and can be extended to several seconds or minutes.
This results in data with different intervals and, consequently, missing values after
integration. This problem is solved by generating all values with a 1 second interval.

The first ten entries of the generated dataset are shown in Figure 5.1. Excluding timestamps
and failures, there are 11 features divided in 3 categories: time, monitoring and environment
features. Time features include hour, weekday and running days, which is the number
of successive days without a failure. These features can usually be extracted from the
timestamp during the pre-processing step. Besides hour and weekday, it is also possible to
get further information from the timestamp, such as minutes, months or holidays. However,
these two are sufficient to inject meaningful failures in this particular case. Monitoring
features provide information about the device. They are CPU utilization, memory utilization,
storage occupancy and CPU temperature. Finally, environment features represent the
data retrieved from sensors or actuators. They are temperature, humidity, air conditioner
and heater. The description of the data is shown in Figure 5.2. All values are generated
as numeric values to avoid the encoding later on. This also includes weekdays, which
start with zero (Monday) and end with six (Sunday). Storage occupancy, as well as CPU
and memory utilization, are displayed in percentages. CPU temperature, environment
temperature and humidity are decimal numbers with a digit after the decimal point. The
temperatures are portrayed in degrees Celsius and humidity in percentage. Air conditioner
and heater can have the values 0 meaning off or 1 meaning on. In case of failures, 1 stands
for failure and O for no failure. The failure value in a data entry should be interpreted as
the condition of the device after all the other measures were sent. In case of a failure, it is
the last data sent by the device which can provide information why the failure occurred.
Although the data is synthetic, an attempt was made to make it as real as possible. This can
be inferred from the data statistics shown in Figure 5.2, such as mean, standard deviation,
minimum and maximum. The data is analyzed with Python pandas’.

The data was generated with a Java implementation that outputs a csv file. The generator
uses a set of predefined rules for each feature and applies a degree of randomness. Each
feature has a starting value appropriate to the time the generation process is started. The

Thttps://pandas.pydata.org/
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values then change according to individual probabilities and intervals. Figure 5.3 illustrates
the emerged patterns of the generated data, visualized with Python matplotlib>. CPU
utilization is not clearly observable because of the very frequent and broad changes.
Memory utilization, on the other hand, changes less frequently and remains in the range
of 80%. The usage of the storage increases over time with a slow rate and random ups
and downs. CPU temperature remains in a normal range with a low changing rate. There
is no particular relation between the monitoring features. In contrast, the environment
features depend on each other, mostly on the temperature value. The temperature depends
on the time of the day, it starts increasing in the morning and decreasing in the afternoon.
Additionally, it is limited by the air conditioner and heater. At 25 °C, the air conditioner is
activated and remains active until the temperature drops to 23 °C. Similarly, the heater is
activated at 15 °C and remains active until the temperature rises to 17 °C. This results in a
clearly visible patterns displayed in Figure 5.3. Humidity depends only on the temperature
value and has no random changes, resulting in a kind of inverted pattern.

The last two timelapses in Figure 5.3 show the failure patterns. A failure occurs during
working days between 8 and 16 o’clock. Furthermore, CPU and memory utilization
need to be above 92%, CPU temperature over 50.1 °C, and the environment temperature
between 19 °C and 23.5 °C. Note that the temperature never exceeds 25 °C because of the
air conditioner. Setting the limit to 23.5 °C covers both cases, failures for which the air
conditioner is off and failures for which it is on. Heater is always off. Humidity and storage
have no direct influence on the failures. There is no reason for choosing this specific data
condition for a failure, the algorithms should be able to detect patterns regardless of the
type of the failure. However, the ranges were chosen to get an appropriate number of
failures. To compare the selected ML algorithms, two different datasets were generated.
In the first one, the failures occur 70% of the time when the specified data condition is
met. In the second one, 30% of the time. The first one should show the performance of the
algorithms when there are enough failures to learn (approximately 4000), the second one
should show their performance on a low number of failures (approximately 500).

The relations between the features and failures can be observed in the data correlation map
shown in Figure 5.4. The correlations were computed with Pearson correlation coefficient
[Aggl5] and visualized with Python seaborn’. By looking at the failure column or row, the
greatest correlation to the failures have CPU and memory, followed by heater, temperature,
humidity, weekday and running days. Overall, the correlation values correspond to the
defined failure condition. The map also shows relations between individual features. The
dependencies between environment features are clearly visible, compared to the monitoring
and time features.

Zhttps://matplotlib.org/
3https://seaborn.pydata.org/

35



uondrrosap vie( :7'S N3y

o'l ol ol [At14 0'se 9 066 000k 0’00k 0e 09 0Ee Xew
00 ol 00 9Er £€C ¢85 0¢6 016 0LL ol 06 <l %Gl
00 00 00 08t 0Bl 1795 0.8 006 0es 00 0€ Sl %08
00 00 00 (A4 9l £FS 008 008 0le 00 ol g6 %GT
00 00 00 09z 6%l L'6¥ 08F 00z ol 00 00 00 ulw
L0 ¥0 ¥0 0L Ge 8¢ L6 vl ()4 L0 0e 69 Pis
00 £0 [ 69¢ G'6l 195 9tg g'68 L5 ¥o 0¢€ Gl ueaw
0'00960ZL 0°00960Z1 0°00960Z1) 0'00960ZL 0'00960ZL 0009602} 0009602k 00096021 0009602 0°00960C) 000960ZL 0'00960Z1 IUNOD
ainjie} Jajeay JsuonlpuosTiie Aupiwny  aamesadwsl aunjeladwsy ndos  abeloys Aiowaw nda sfep™Buuuni  Aepysam  Jinoy

ordures eie :1°S 9an3Ig

0 0 0 00F o8l 00s 05 0L e 0 0 St gL Lesk Le0esoolr e
0 0 0 0oF 08l 005 05 0L ¥e 0 0 St SL'LEg'SL Leoesool 8
0 0 0 00F o8l 00s 05 0L oF 0 0 St FLLESh Le0esoolr L
0 0 0 0oF 08l 005 05 0L £ 0 0 St EL°LESL LeogsoolL 9
0 0 0 00F o8l 00s 05 0L S 0 0 St [ARTAN N TAVA TN
0 0 0 0oF 08l 005 05 0L le 0 0 St LL'LZ'S)L Leogsool ¥
0 0 0 00F o8l 0'0s 05 0L ¥e 0 0 Sk OLLESE LE0Eso0L €
0 0 0 0oF 08l 005 0§ 0L oe 0 0 Sl 60°LEGL LE0gsoolL 2
0 0 0 00F o8l 00s 0s 0L 1Z 0 0 Sk g0'LeSL Le0esooL b
0 0 0 0oF 08l 005 0§ 0L e 0 0 Sl L0°LE'GL LE0gsoolL 0

5 Algorithms

aln|ie} Ja;eay JaUolIpuodTdie ANplwny  aunjesadwsl sumeladwal ndos afelols Aowsw ndd sAep Buluund  Aepyaasm  Jnoy dweisswi

36



5.1 Data Generation

suzaped ele(q ¢S 9IN3I

mN.mc_.._”NQn mN.mc_.._”NQn _”N.mc_.._nm_un mH.mn_.._H_um :.mn_.._” 0z m—.mn“.._” 0z m—.mn“.._”mom :.m_n“.._nmom

_ — _ %08
panjey | 1

n n n n n n n 0
[ L1 1 1 Il NN N AT
— : : : _ _ _ 3
ey _ _ | _ _ | _ L,
Lisuonipyob il I

r OE
Apiwny [ or
i i i i i i i i nn-lﬁ
m_:um_m%%
n n n n n N N N s
._E:u@mn“”uuqﬂm‘)gi L oo
_ F 05
pbesors %ﬁéﬁg}j&é [

sfep Buiuupu [ | ;
; n n n N N n &
Kepyaam \_|\|_‘|.|_ _|]_|_|_|] Lc

linoy Loz

37



5 Algorithms

38

-100

howr -

- 075

weekday

running_days

050
025
000
—0.25
—0.50
—-0.75
=1.00

- ainjig

Jageay

Jausiypuoy e

Aupiuny

aumelzdws

ameszdsy nd

abelos

Alowaw

nb

shep Buiuun

hepxaam

noy

Qu

0.4
018

meEmory
storage
failure

temperature

air_conditicner

pu_temperature

Data correlation

Figure 5.4



5.2 Data Pre-processing

5.2 Data Pre-processing

The comparison of the ML algorithms is performed on four different data representations:
original, balanced, normalized and standardized. Original data is unchanged from the
representation in Figure 5.1, except for removing the timestamp values. Balancing is
performed by under-sampling non-failures in the training data. Data entries without a
failure are randomly selected and removed from the dataset, resulting in a similar number
of failures and non-failures. Under-sampling may erase important information from the
data, resulting in the algorithms to perform worse. The major benefit of data balancing is
that it reduces the resources and time needed to train the algorithms. Data normalization
in this thesis refers to the scaling of feature values in the range between zero and one.
The scaling is performed with the Equation (5.1), separately for each feature by finding
its minimum and maximum values. The data is also standardized by considering each
feature individually. The feature values are subtracted by the mean and then divided by the
standard deviation, as depicted in Equation (5.2). This results in values centered around
zero with unit variance. An additional pre-processing step, executed before the data is
normalized and standardized, is the transformation of the time features weekday and hour.
To indicate that the difference between the hours 23 and O is the same as the difference
between 22 and 23, the values are transformed in cyclic representations with the Fourier
Transform [BB86]. In the transformation process, sine and cosine values are computed
for each feature, as shown in the Equation (5.3). Hence, each feature is replaced by a
corresponding sine and cosine feature. The computation depends on the total number of
different feature values N, which is 24 for hours and 7 for weekdays.

X — min
Xnorm = ————— (51)
max — min

x —
Xstand = = (5.2)

(o8

. [27x 27X

Xsin = SIN (T) Xcos = COS (T) (53)

Some of the algorithms may suffer from issues with dimensionality and perform significantly
slower compared to the other algorithms. The problem is solved by reducing the number of
dimensions with Principal Component Analysis (PCA) [SA21]. The method is applied
only for specific algorithms and specific data representations, depending on the training
and prediction speed. Furthermore, some of the algorithms may expect a specific input
format. The data is then reshaped accordingly.
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5.3 Algorithm Selection

There are many ML algorithms that can be used to predict device failures. They can differ
across multiple properties and features. They can be supervised or unsupervised, they can
solve classification, regression or clustering tasks, or they can belong to different families,
such as deep learning, tree-based, probabilistic or linear. The total number of algorithms
considered for comparison was restricted because of the long configuration and training
times, ensuring results of higher quality for the few selected algorithms. The selection of
algorithms was performed based on several criteria:

* Supervised learning. Based on the assumption that the data, that will be used to
train the algorithms, contains failure entries as well, supervised learning algorithms
were selected.

* Practical use. As described in Chapter 3 within the related work, some of the
algorithms are used more than the others for predictive maintenance.

* Diversity. Algorithms were selected to represent a variety of different families, tasks
and features, such as online learning or prediction with lead time.

Based on these criteria, the choice was made on ten algorithms, nine of which are
implemented as classification algorithms and one as time series regression algorithm.
There are representatives of different families and types. All of the algorithms support
online learning, either implicitly or through some variation. The selected algorithms are
briefly described in the following sections, mainly based on the explanations provided by
Charu Aggarwal [Aggl5], Hastie et al. [HTF09] and Goodfellow et el. [GBC16].

5.3.1 k-Nearest Neighbor

k-Nearest Neighbor (kNN) is one of the simplest ML algorithms that can be used for both
classification and regression tasks. In this thesis, it is used as a supervised classification
algorithm. kNN for classification searches for k-nearest neighbors in the training dataset,
typically by using the Euclidean distance, and then chooses the most frequent class of the
neighbors. The main challenge is to appropriately choose the parameter k. Choosing k
too small implies high sensitivity to outliers with limited generalization, while choosing
k too large implies exaggerated generalization, losing sensitivity to data locality. The
parameter is estimated by probing different values and selecting the value with the lowest
classification error. KNN belongs to lazy learners without a training phase in traditional
sense. However, it can prepare the data to enable efficient search during the prediction
phase. It implicitly supports online learning because of the way its implemented. However,
if there are any optimization steps, they should also support dynamic updates.
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5.3.2 Decision Tree

Decision Tree (DT) is a simple algorithm that defines a hierarchical set of rules during the
training process, which are used for classification or regression later on. It is organized
as a tree with a root node, intermediate splitting nodes and leaf nodes. The root node is
the starting point of the classification or the regression process. The splitting nodes use
specific rules on feature values to split the data in two or more branches. The leaf nodes
contain class labels in case of classification or values for regression. The construction of
the tree in the training process may lead to perfect separation of class labels in the leaf
nodes. However, this typically implies overfitting and bad performance on new data. To
avoid overfitting, pruning mechanisms can be applied to change the structure of the tree. In
its standard implementation, the tree is built by considering the entire dataset in defining
splitting criteria. Reconstructing the tree for each new data entry is expensive, however,
there exist variations that support online learning [JSC13].

5.3.3 Random Forest

Random Forest (RF) is a representative of the bagging algorithms that uses the majority
vote or average result of a number of independently constructed trees. Since the trees are
independent, they can be constructed in parallel. Each tree is constructed by applying
a degree of randomness, specifically in selecting a subset of feature candidates for each
split. Tuning the RF algorithm includes choosing the appropriate number of trees and
number of features considered for splits. Typically, the greater the values, the better
prediction performance of the algorithm, but also longer training time. RF is robust to
outliers, irrelevant features, it reduces overfitting and typically yields better prediction
results than a single DT. However, it usually requires more resources and training time.
Another drawback compared to DT is the interpretability of the model. While a single tree
can be easily visualized and the predictions confirmed by following the paths, this is hard
or impossible to achieve for the RF. Random forest can also be adapted to support online
learning as an incremental classifier [WWCLO09].

5.3.4 Extreme Gradient Boosting

Extreme Gradient Boosting (XGB) is a representative of the boosting algorithms, where
trees are constructed sequentially using the information from previous trees. It was initially
developed by Tianqi Chen and described by Chen and Guestrin [CG16]. The authors
provide an open-source library* with multiple functionalities and configuration possibilities.
XGB is an improved version of the Gradient Boosting Machine [FriO1], aiming the attention
on efficiency and scalability. As DT and RF, it can be used for both classification and

“https://github.com/dmlc/xgboost
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regression. Apart from trees, the algorithm can also use linear functions as base learners.
For comparison later on, XGB will be used for classification with tree as base learner.
Among others, the library implicitly supports online learning, automatic feature selection
and computation on a distributed system.

5.3.5 Naive Bayes

Naive Bayes (NB) is a probabilistic algorithm that makes use of the Bayes theorem to
compute conditional probabilities of classes and features. The drawback of NB is that it
assumes the independence of features, which is rarely true in real-world scenarios. The
probability estimations depend on the occurrence of the feature values. The problem arises
if a specific feature value never occurs in the training data for a specific class, resulting
in zero probability all the time. To avoid this problem, different smoothing strategies are
applied, such as the Laplace smoothing or the more general Lidstone smoothing. They
increase the values consistently through all features. The implementation of NB depends
on the type of the data, whether the feature values are discrete, binary, continuous, etc. This
results in different types of NB, such as Bernoulli, Multinomial, Categorical or Gaussian.
By storing and updating data statistics, it is easy to enable online learning.

5.3.6 Support Vector Machine

Support Vector Machine (SVM) makes use of hyperplanes for classification or regression.
In case of classification, SVM builds hyperplanes in n-dimensional space maximizing
the margins between different classes. They are then used as decision boundary for
classification. In its standard implementation, it can only be used for binary classes, but
different tricks can be applied for multi-class problems. It can also be applied on linearly
inseparable data by employing the kernel trick and mapping the feature space in higher
dimensions. Apart from the linear kernel, different other kernel functions can be used, such
as polynomial, radial basis, sigmoid, or even a custom function can be defined for a specific
use case. Bordes and Bottou [BB0S5] present the HULLER, a variation of the SVM created
to support online learning. Their results show that the algorithm has the same accuracy but
lower time and memory requirements compared to the state-of-the-art SVM algorithms.

5.3.7 Logistic Regression

Logistic Regression (LGR) is typically used to solve binary classification problems by
computing the probabilities of the classes with the logistic function. For two classes,
the algorithm computes probabilities between O and 1 ensuring they sum to one. The
classification is performed by choosing a specific threshold and mapping the probabilities
either to class 1 or class 0. As SVM, LGR belongs to linear classifiers that perform well
with linearly separable data, but struggle otherwise and need the data to be transformed.
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There are many variations of LGR built to solve different problems, including variations
that support multiple classes and online learning. Paul and Ueno [PU20] propose RILR
(Robust Incremental Logistic Regression), a variation of LGR that learns incrementally.
The evaluation of RILR shows that the algorithm requires shorter time to learn and less
storage for the data.

5.3.8 Stochastic Gradient Descent

Stochastic Gradient Descent (SGD) [Ketl7; Zha04] is an iterative optimization method
rather than an ML algorithm. It is used to train other ML algorithms, such as LGR, SVM
or DNN. With the goal to minimize the loss function, SGD iteratively uses a subset of the
training data to update the gradient of the loss function. Multiple runs over the training data
can be performed until the algorithm converges. The alternative to the stochastic approach
is the batch approach, that uses the entire dataset for the gradient update. Furthermore,
SGD can use only a single entry from the dataset or a small subset referred to as mini-batch.
In this thesis, SGD refers to a linear classifier with stochastic gradient descent learning.
The classifier can be LGR or SVM depending on the optimal parameter configuration.
It is included in the comparison because of its efficiency and implicit support for online
learning.

5.3.9 Multi-Layer Perceptron

Multi-Layer Perceptron (MLP) is a feedforward neural network with an input layer, one
or more hidden layers, and an output layer. The feedforward neural networks process the
data from the input to the output without providing feedback. The type of algorithms that
provide feedback are called recurrent neural networks. For classification, MLP tries to
approximate a classification function by using the backpropagation algorithm for training.
Tuning the MLP typically consists of finding the optimal architecture, activation functions,
optimizer, learning rate, etc. Since MLP can use SGD for training, it implicitly supports
online learning. Its layers and non-linear activation functions enable its application on
linearly inseparable data. MLP can be used to solve complex problems, but typically
requires long training time compared to other ML algorithms. Multiple hidden layers make
it a representative of the DNNS, together with LSTM described in the following section.

5.3.10 Long Short-Term Memory

Long Short-Term Memory (LSTM) is a recurrent neural network that implements memory
cells, gates and loops. It can be built with multiple hidden layers, each with multiple
memory cells. The information flow in the cells is controlled by a set of gating units,
namely input, output and forget gates. They decide which information is relevant to keep
in the internal cell state. LSTM allows incremental learning and it can be used for time
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series predictions by learning and predicting entire data sequences. The corresponding
problems that can be solved include speech recognition, handwriting recognition, machine
translation, etc. Similar to MLP, LSTM can solve complex problems but typically requires
longer training times. In this thesis, it is used to make a sequence of failure predictions up
to a specific point in the future.

5.4 Algorithm Implementation

All algorithms are implemented in Python with the scikit-learn® [PVG+11] library, except
for XGB, NB and LSTM, which use different libraries. Scikit-learn and its functions
were also used for scaling and PCA, as well as for cross-validation and hyperparameter
tuning described later on. XGB is implemented with XGBoost® [CG16] and LSTM with
Keras’ [Cho+15]. As there are discrete and continuous features in the generated dataset, a
mixed implementation of NB is required. This is realized with Mixed Naive Bayes®, that
combines Categorical and Gaussian NB. Using separate predictions and combining the
results is feasible because of the naive assumption of NB that the features are independent.

A major challenge, as typically the case in machine learning, is to find the optimal
parameters of the algorithms for a particular dataset. The approach used in this thesis
consists of an automated randomized search with cross-validation. This approach is used
for all algorithms, except for NB and LSTM, which were easier to tune manually because of
their different implementations. For the automated randomized search, a set of parameters
needs to be defined for each algorithm, including their potential values or ranges that should
be tested. The search is completed after a specific number of iterations, chosen individually
for each algorithm as a trade-off between search time and result quality. In each iteration,
a parameter configuration is randomly selected and tested with a 3-fold cross-validation.
The result of the search is the best configuration for the specified number of iterations.
The alternative of the randomized search is to test every parameter configuration from the
predefined parameter space. This can result in a very large number of iterations and is,
therefore, not suited for the algorithms in this thesis. During the tuning process, it is also
important to let the algorithms know of the highly imbalanced dataset. This is typically
done by setting the class weights over a specific parameter. Finally, training and prediction
are performed with the 4-fold cross-validation, retuning the parameters for each split. The
prediction performance is estimated by averaging the results.

The execution of KNN appeared to be significantly slower on the normalized and standardized
data compared to the other algorithms. As kNN is especially sensitive to higher number
of dimensions, the dimensions of normalized and standardized data were reduced from

>https://scikit-learn.org/
Shttps://github.com/dmlc/xgboost
"https://keras.io/
8https://github.com/remykarem/mixed-naive-bayes
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13 to 10 using PCA. The resulting dataset improved the speed without reducing the
prediction performance. Dimensionality reduction is only performed for kNN, the other
algorithms handled the higher number of dimensions sufficiently well. Individual data
pre-processing is also required by LSTM. Since LSTM works with sequences, it requires a
three-dimensional input consisting of samples, time steps and features. The dataset was
reshaped accordingly.

5.5 Evaluation Metrics

There are various evaluation metrics that are used to compare ML algorithms. The choice
depends on several criteria, such as the category of the algorithms, number of classes, class
distributions, etc. The majority of the ML algorithms in this thesis are binary classification
algorithms on imbalanced data. Hence, the metrics are chosen appropriately. Some of the
most used evaluation metrics for binary classification are shown in Table 5.1.

Metric Formula Description
TP+TN Ratio of correct predictions to overall
Accuracy TPATN+FPTFN ot
predictions.
.. Ratio of correct positive predictions to
Precision % P p

overall positive predictions.

P Ratio of correct positive predictions to
Recall TP+FN .
total positives.
F1 Score 2- % Harmonic mean of precision and recall.

Probability that a uniformly drawn random
ROCAUC 1} (725 + 7285)  positive is ranked higher than a
uniformly drawn random negative.

TP = True Positive; TN = True Negative; FP = False Positive; FN = False Negative;
ROC = Receiver Operating Characteristic; AUC = Area Under the Curve.

Table 5.1: Evaluation metrics for classification (based on [FHM09; HM15; SL09])

Compared to the FI score, accuracy and ROC AUC perform typically worse on imbalanced
data [BDA13; SR15]. Moreover, the F1 score captures both precision and recall into a
single measure. Therefore, it is used to compare the algorithms regarding their prediction
performance in this thesis. It is worth to mention, that both accuracy and ROC AUC can be
adapted for imbalanced data, resulting in more complex balanced accuracy and weighted
AUC [BDA13]. Consequently, they become acceptable evaluation metrics as well. To treat
both classes with equality, the macro average of the F1 score is used [NPK+16; OB21]. It
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is estimated by computing the F1 scores for both classes and finding their unweighted mean.
Macro F1 is also used as a metric for the hyperparameter tuning. The values range from 0
(worst result) to 1 (best result). The precision in predicting failures is measured as well. Itis
used to better understand the results, as it directly correlates to the failure probability in the
generated datasets. Because macro F1 and precision are used for classification algorithms,
the predictions of LSTM need to be mapped to either O or 1. LSTM is implemented as a
network with three layers. The output layer uses sigmoid activation function [HTF09] and
outputs values between 0 and 1, which are then mapped by using an optimized threshold.

5.6 Evaluation Results

The prediction performance of the algorithms presented in Section 5.3 is estimated by
using the generated datasets and the metrics macro F1 and precision. The algorithms
were initially trained and evaluated on the dataset with the 70% failure probability for the
specified failure condition. The macro F1 scores for each algorithm, on four different data
representations, are shown in Figure 5.5. By looking at the original data representation, it
is clear that the tree-based algorithms DT, RF and XGB, provide the best results, followed
by kNN and NB. The F1 score of 0.9 is considered a very good result. The results are
worse for the NNs, MLP and LSTM, and linear classifiers SVM, LGR and SGD, which
have the worst prediction performance. Generally, data balancing has no influence on
tree-based algorithms, as they were able to provide a very high F1 score even on the
significantly reduced data size. They were able to recognize the failure patterns by using
only a small representation of non-failures. Linear classifiers had also similar results for
balanced as for original data. Other algorithms performed generally worse on balanced
data. A visible impact of the normalized and standardized data can be noticed at MLP
and LSTM. LSTM has seen an improvement of 0.13 compared to the original data. Linear
classifiers performed slightly better as well. The tree-based algorithms and kNN show no
difference to the original data. However, NB has significantly worse results on normalized
and standardized data. Figure 5.6 shows the precision for the same dataset. Since the
failures are injected with the probability of 70%, a precision of 0.7 is considered a good
precision. There are no significant changes in the performance order of the algorithms
compared to the F1 score. However, MLP shows very good precision results, meaning that
the lower F1 score can be explained with the low prediction performance on non-failures.

In the second dataset, the failures are injected with the probability of 30% for the specified
failure condition. As the number of failures is very low, it is interesting to see how the
algorithms behave if there is limited data to learn. The macro F1 scores are shown in
Figure 5.7. Compared to the results of the previous dataset, there are some similarities but
also noticeable changes. By looking first at the original data, the tree-based algorithms
showed again the best results, followed by NB and kNN. A noticeable change is that the
results of MLP and LSTM are on the level with the linear classifiers, which again have the
worst prediction performance. The scores on the balanced data are either worse or similar
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to the ones on the original data. This time, tree-based algorithms have lower scores on
balanced data. The score for LSTM is zero, indicating that the algorithm was not able to
use the very restricted amount of data to provide any correct predictions. The F1 scores for
normalized and standardized data are similar to the scores in the previous dataset, except for
the MLP, which shows no significant improvement compared to the original data. Finally,
Figure 5.8 shows the corresponding precision values. The NNs, MLP and LSTM, have
zero precision on the original data explaining the low F1 scores. But again, they show
far better results on normalized and standardized data. MLP has even the best precision
overall, with 0.32 on standardized data.

Apart from the prediction performance, the training and prediction time of the algorithms
was measured. It is hard to compare the algorithms regarding their training and prediction
speed, as they highly depend on the parameter configuration. For example, increasing the
number of trees in RF to achieve better results will also increase the training time. The
training time is not the same for RF with 10 and RF with 500 trees. Prediction time is more
robust to these changes but still dependent. The approach used in this thesis, to be able to
compare the algorithms to some degree, is to find the best configuration for a particular
dataset. Regardless of how the parameter configuration looks like, it is used to measure the
training and prediction time. The time was measured on the original data representation
of the 70% dataset, by using 75%-25% train-test split without cross-validation. It is
performed on a 2.60 GHz CPU and a 24 GB RAM, employing the parallelism provided
by the underlying libraries. The results are illustrated in Figure 5.9. The left diagram
shows the training time and the right diagram the prediction time of the algorithms. The
slowest algorithms regarding the training time are MLP and LSTM, followed by LGR.
The results for NNs are as expected, since they are typically slow to train because of their
complexity [Aggl5]. LSTM requires a training time of over 5 minutes for 907,200 entries.
The fastest algorithms regarding training time are DT, NB and SVM, which require less
than 3 seconds for 907,200 entries. In general, the prediction is much faster than training.
However, because kNN is a lazy learner, its prediction takes longer than training for this
particular data split. With the total time of over 10 seconds, it is the slowest algorithm
compared to the others. The fastest algorithms are DT and the linear classifiers, with
prediction time under 0.03 seconds. The prediction was performed on 302,400 entries.

The evaluation results presented in this section are summarized in Table 5.2 by highlighting
the winners and losers for each evaluation criteria. The table shows only the highest values
for macro F1 and precision across the different data representations. Additionally, the
average for the two datasets is computed. The tree-based algorithms have the highest
prediction performance, while the linear classifiers perform the worst. For these particular
datasets, a simple DT is enough to get the optimal prediction results, and it also requires
short training and prediction time. The overall results should be interpreted with caution,
as they depend on the dataset and the parameter configuration of the algorithms. Providing
more time for parameter tuning and data for training, the results of the other algorithms can
also be improved. The evaluation results should provide a brief comparison of different
types of ML algorithms, focusing on the failure prediction performance on the IoT data,
and the training and prediction speed.
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Alg Macro F1 Macro F1 Precision Precision Macro F1 Precision Training Prediction

70% 30% 70%0 30% Average  Average time time
kNN 0.86 0.62 0.69 0.29 0.74 0.49 7.478 10.51
DT 0.91 0.71 0.69 0.27 0.81 0.48 1.297 0.022
RF 0.91 0.71 0.69 0.27 0.81 0.48 12.06 0.633
XGB 0.91 0.71 0.70 0.27 0.81 0.49 27.12 0.070
NB 0.86 0.68 0.66 0.23 0.77 0.45 0.634 0.147
SVM 0.59 0.52 0.11 0.02 0.56 0.07 2.748 0.016
LGR 0.60 0.52 0.11 0.02 0.56 0.07 116.1 0.019
SGD 0.62 0.52 0.14 0.03 0.57 0.09 17.09 0.014
MLP 0.79 0.52 0.68 0.32 0.66 0.50 2442 0.319
LSTM 0.80 0.66 0.44 0.21 0.73 0.33 334.7 0.812

For macro F1 and precision, the highest value across data representations is selected.

Table 5.2: Evaluation results

5.7 Lead Time Prediction

In Section 2.3, different methods for failure prediction with lead time are presented. The
algorithms evaluated in Section 5.6 can also provide lead time for maintenance by changing
how the data is used for learning. For example, instead of using every data entry with the
corresponding failure value for training, which provides no lead time, the failure values
can be aggregated over a specific time interval into a single value: failure, if there is any
failure in the time interval, non-failure otherwise. The algorithms are then trained by using
each data entry and its corresponding aggregated failure value for the subsequent time
interval. Consequently, each algorithm predicts the state of the device up to a specific point
in the future. A similar approach is described by Rafiuzzaman et al. [RGPG19]. Instead
of aggregating the failure values, they select individual points in the future and use the
corresponding device state to train a kNN algorithm.

The approach presented in this section adopts the benefits of the LSTM for time series
prediction. LSTM is implemented with Keras as a sequential model with two LSTM layers
and a dense output layer. It receives a sequence of data entries (normalized feature values
without failures) and outputs a sequence of failure values. Different sizes of input sequences
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were tested. The choice was made on a single data entry, as it significantly reduces the
training time and is sufficient for the algorithm to recognize the failure patterns. The length
of the output sequence defines the length of the lead time. The prediction performance is
tested on three different output sequences: 1 (1 second), 300 (5 minutes), and 1800 (30
minutes). Consequently, three different LSTM models were built. The dataset with 70%
failures is used, creating a 75%-25% train-test split without shuffling. Furthermore, the
data is prepared by creating output sequences for each data entry, which are then used for
training. After the successful training process, the three LSTM models were evaluated on
the test data, generating predictions shown in Figure 5.10. The green dots represent the
true values, while the blue dots represent the predictions. The values range between 0 and
1 because of the sigmoid activation function in the output layer. The test data covers the
days Friday, Saturday, Sunday and Monday. Because of the failure condition defined in
Section 5.1, failures occur only during working days, which can be observed in the three
diagrams. By looking at the green dots, the failures occur only at the start (Friday) and the
end (Monday) of the time interval. The models were able to recognize the failure patterns,
except for the false positive predictions on Saturday. This can be explained by the limited
size of the training data. The data contains values for two weeks and there was only one
other Saturday to learn from. The degrading prediction quality for increasing lead time can
also be observed by the height of the peeks in the diagrams, starting from the 1 second
predictions on the left, over 5 minutes in the middle, to 30 minutes on the right. Since the
predictions are made each second for each data entry, the failure values in the subsequent
output sequences are overlapping. As a result, there are multiple failure predictions for a
single point in the future from different output sequences. To be able to interpret the results,
the sequences are flattened out. For the lead times of 5 and 30 minutes, this results in far
more predicted failure values than the size of the test data. However, the failure pattern is
still recognizable as shown in Figure 5.10, and the transformation allows to compute the
macro F1 and precision scores. Additional requirement to compute macro F1 and precision
is to map the prediction values to either 1 or 0. They values are mapped by finding an
optimal threshold. The macro F1 and precision scores are displayed in Figure 5.11. As
expected, the highest F1 score has the prediction with 1 second lead time. Although the
prediction with 5 minutes lead time has higher F1 score than the one with 30 minutes, the
difference is very small and barely noticeable. The precision results are similar, prediction
with 1 second lead time has the highest precision, followed by 5 and 30 minutes, which
have almost the same score. The low overall precision can be explained by the specific data
split and the high number of false positives displayed in Figure 5.10.
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6 Implementation

This chapter describes the prototype implementation of the Failure Prediction Platform
presented in Chapter 4. Furthermore, an LSTM model is integrated in the platform to
demonstrate its functionality.

6.1 Platform Implementation

The FPP was implemented with the JHipster' generator. JHipster generates a complete web
application providing user management, responsive UI, monitoring, and other benefits. The
prototype implementation uses a Java backend implemented with the Spring? framework,
and an Angular® frontend. Furthermore, it stores data in the MongoDB database and uses
Kafka* as the message broker. The FPP dashboard is shown in Figure 6.1.

Failure Prediction Platform 4 Home

I Frecictions [ Failures

Figure 6.1: FPP dashboard

Thttps://www.jhipster.tech/
Zhttps://spring.io/
3https://angular.io/
“https://kafka.apache.org/
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The MBP, specifically MongoDB and Mosquitto, are used as data sources. As a result,
an MBP adapter was implemented that builds a connection to the MongoDB database
and a separate connection to the Mosquitto broker. However, the generated dataset was
injected in the database and broker to demonstrate the training and prediction processes.
Apart from the models and their individual functions visible in the dashboard, there are
also two general functions required by all models. The first one imports the old data from
the database and saves it on a specific topic unchanged. Kafka is a fast streaming platform
that also provides permanent storage for the data. In the next step, the data is forwarded to
the general data processing component implemented in Java. Since the generated dataset is
used, the data is already processed except for removing the MongoDB IDs from each entry.
This is conducted by defining a template of a data entry (which has no MongoDB ID) and
mapping the incoming data by dropping the ID in the process. The processed data is saved
again on another topic. The second function starts the monitoring process by establishing
a connection to the Mosquitto broker and starting to receive the live data. The live data
goes through the same path as the old data until it is saved again after processing. The data
flow of the two processes is illustrated in Figure 6.2. Currently, there is no synchronization
mechanism implemented and the two functions may produce duplicates if executed at the
same time.

MBP

Old data Live data
MongoDB Mosquitto

TN Z ™\

[ Retrieve data ’

A

Original data
Kafka

4

{ Process data ’

Processed data
Kafka

A0 FPP /

Figure 6.2: FPP data flow
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6.2 Model Integration

An ML model can be integrated in FPP in three steps. An excerpt of the FPP architecture
and the components relevant for the integration are shown in Figure 6.3.

[ Dashboard ]

Kafka
A
\ 4 \ 4
| AP ]
Data .
. <>  Controller [€«>  Algorithm
Processing

LSTM Module

Figure 6.3: Excerpt of the FPP architecture for model integration

First of all, the model is implemented independently from the platform as an ML module.
The module can be implemented in Python or in any other programming language, but
it needs to implement a Kafka producer for predictions, and two Kafka consumers, for
data and commands. Appropriate names for the topics need to be selected. In the second
step, the model is registered over the dashboard of the platform, by providing a name,
description, type and the topic names that are used for commands and predictions. The
data is stored in the model repository. Figure 6.4 shows the model registration area. The
registration area loads all the registered models, that can be viewed, edited and deleted. It
further allows to register new models.

Failure Prediction Platform # Home EEModels % Administration = & Account =

Models
& Refresh List J| = Register a new Model
Name “ Description = Type = Commands Topic+ Predictions topic
LSTM 1 LSTM with 1 input and 1 output LSTM commands-Istm-1 predictions-Istm-1 @ View & Edit X Delete

Showing 1 -1of 1items.

«- ”

Figure 6.4: FPP model registration
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In the final step, the module implementation is executed independently, enabling the
interaction with the dashboard over Kafka. A simple LSTM model with an output sequence
of a single failure value is used for the demonstration purpose. LSTM was chosen because
of its support for online learning and time series prediction. The corresponding module
is implemented in Python and integrated by following the steps described above. It uses
an abstract API component with Kafka producer and consumers, and predefined abstract
methods to implement the interface. This allows consistent API implementation across the
models. Furthermore, a custom data processing component is implemented for LSTM that
transforms the features, prepares sequences and uses a scaler to normalize the data. The
final components of the LSTM module are the controller and the algorithm. The controller
processes the commands and performs specific actions. It orchestrates the components in
the module, and also starts and stops the training and prediction of the algorithm.

6.3 Training and Prediction

On dashboard initialization, all the existing models and their prediction histories are loaded,
as shown in Figure 6.5. Each model has four associated functions. The models can be
trained by accessing the topic with the processed data entries. In this implementation,
a limited number of data entries are used, allowing all the data to be loaded at once.
However, the entries should be retrieved in limited numbers or batches. After the training
is completed, the prediction can be started by listening on new data entries on the same
topic. The prediction can also be started immediately if online learning is implemented for
the particular model. Furthermore, each model, and the corresponding scaler, can be saved
as files and loaded at any time.

Failure Prediction Platform

I Fredictions [ Failures

Figure 6.5: FPP training and prediction
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6.3 Training and Prediction

The corresponding commands are first sent to the backend over the REST API, and the
backend implements a Kafka producer that forwards the commands to the modules. The
backend also implements a Kafka consumer, that receives the predictions from the modules
and sends them to the dashboard as push notifications in an open HTTP connection. The
predictions are visualized with chart.js>, as displayed in Figure 6.5 for LSTM. Apart from
the predictions displayed in blue, the green dots represent the true values added for better
interpretation. In this particular implementation, the LSTM algorithm is first trained using
the old data from the database and then the predictions were started. Since it is implemented
as an online learning approach, it also learns with every prediction. The prediction process
can be stopped and resumed at any point.

>https://www.chartjs.org/
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7 Conclusion and Outlook

As part of this thesis, several ML algorithms were selected and compared regarding their
failure prediction performance. The algorithms were evaluated on synthetically generated
IoT datasets by simulating failures of IoT devices. Furthermore, a concept and a prototypical
implementation of a platform intended to host multiple ML models for failure predictions
was presented.

Since real-world IoT data is typically characterized by very rare failure occurrences in
relation to its size, synthetic IoT data was generated to train and test the algorithms in
a short time interval. A specific failure pattern was defined and injected in the data.
It occurs 70% and 30% of the time, generating two different datasets. The idea is to
show the behavior of the algorithms on two different levels of imbalanced data. In the
beginning of the Chapter 5, the data generation process is described and the characteristics
of the generated datasets are displayed. The datasets were modified creating four different
representations: original, balanced, normalized and standardized. Each algorithm was
tested separately on each representation. Furthermore, additional pre-processing steps
were performed on the data. The algorithms were selected based on several criteria, such
as the type of the task they solve, their application in practice, diversity, etc. As a result,
ten algorithms were selected, described and compared. After implementing the algorithms
following a set of rules, they were tested on the different data representations using 4-fold
cross-validation and randomized automated hyperparameter tuning. The randomized search
for the parameters showed to be an efficient and sufficient approach to reach relatively
high performances. The metrics selected to evaluate the prediction performance of the
algorithms were macro F1 and precision. The algorithms were then evaluated on the
generated datasets by using the selected metrics. There is no particular difference in the
performance order of the algorithms for the two datasets, except for MLP and LSTM, which
performed worse on the dataset with lower number of failures. Additionally, balancing
the data in the same dataset further decreased the prediction performance. Overall, the
tree-based algorithms DT, RF and XGB provided the best and most optimal results,
while the linear classifiers SVM, LGR and SGD performed the worst. There were also
differences regarding the data representation. As expected, balancing the data almost
always decreased the prediction performance. Normalization and standardization of the
data typically improved the performance, especially for NNs and linear classifiers. The
second criteria used to compare the algorithms was the training and prediction time. After
discovering the optimal parameters and executing the algorithms on the original data, the
training and prediction time was measured. By looking at the training speed, MLP and
LSTM followed by LGR were the slowest algorithms. The best results provided DT, NB
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7 Conclusion and Outlook

and SVM. The fastest algorithms with respect to the prediction time were DT and linear
classifiers, while kNN as lazy learner was the slowest algorithm. The overall result for the
prediction performance and execution speed should be taken with caution. They depend on
the parameter configuration and the generated datasets, and can typically be improved by
providing more training time. The results provide only a brief comparison of different types
of algorithms regarding their failure prediction performance and execution time on data
with IoT characteristics. Chapter 5 ends with a short description of lead time prediction
techniques. The LSTM approach for time series prediction was evaluated on three different
lead times (1s, Smin, 30min). Even though the prediction quality decreased with increased
lead time, LSTM was still able to recognize the failure patterns.

The other part of the thesis describes the architecture and workflow of the FPP. The FPP
assumes the existence of an IoT platform that provides data sources for historic and live
data in a lambda-based architecture. The main components and interactions with the
environment are further described. The platform uses a message broker to deal with the
data streams and a general processing component to prepare the data for the algorithms.
The ML models can be integrated as uniform modules in a loosely coupled manner. They
consists of the same type of components, providing consistency and reusability. The
platform also provides a dashboard, which the maintainers can use to monitor the state
of the devices and eventually prevent failures. Moreover, a prototype of the platform was
implemented and described in Chapter 6. Using LSTM as an example, the training and
prediction processes in the prototype are described and visualized. LSTM was integrated
as an online learning and time series prediction technique. The FPP enables uncomplicated
and concurrent management of different types of ML models.

Outlook

To improve the evaluation of the ML algorithms, more testing with more data needs to be
completed. Better results can be achieved by increasing the time for training and parameter
tuning. Furthermore, an IoT environment can be set up to collect real IoT data over longer
periods of time. Online learning can be applied to deal with the huge amount of data.
Another important aspect are the techniques that provide predictions with enough lead
time for maintenance. The focus of the future work can be ML algorithms or variants that
support online learning but also provide sufficient time for maintenance.

The FPP is a generic platform where ML models can be easily integrated as modules. The
modules are implemented independently and require manual intervention in the platform
for the integration. The integration process can be automated and further simplified. Since
the modules have the same composition for all models, the structures of the components
can be predefined and used as templates. The model can then be integrated over the
FPP dashboard by providing only the configuration of the algorithm. Furthermore, by
implementing automated hyperparameter tuning, the configuration can also be omitted
to some degree. There are other aspects of FPP that can also be improved. The training

62



and prediction processes are not clearly separated regarding the data flow. A controlled
synchronization between them is required to avoid double processing. Apart from the
failure prediction, failure detection and analysis can be implemented to find out which
features and values are causing the failures. A notification system can also be implemented
to detect critical states of devices and send warnings to the maintainers.
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