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Adversarial robustness and generalization are both crucial properties of reliable machine learning models. In
this paper, we study these properties in the context of quantum machine learning based on Lipschitz bounds.
We derive parameter-dependent Lipschitz bounds for quantum models with trainable encoding, showing that the
norm of the data encoding has a crucial impact on the robustness against data perturbations. Further, we derive
a bound on the generalization error which explicitly involves the parameters of the data encoding. Based on
these theoretical results, we propose a practical strategy for training robust and generalizable quantum models
by regularizing the Lipschitz bound in the cost. Moreover, we show that, for fixed and nontrainable encodings,
as those frequently employed in quantum machine learning, the Lipschitz bound cannot be influenced by tuning
the parameters. Thus trainable encodings are crucial for systematically adapting robustness and generalization
during training. The practical implications of our theoretical findings are illustrated with numerical results.

DOLI: 10.1103/PhysRevResearch.6.043326

I. INTRODUCTION

Robustness of machine learning (ML) models is an increas-
ingly important property, especially when operating on real-
world data subject to perturbations. In practice, there are vari-
ous possible sources of perturbations such as noisy data acqui-
sition or adversarial attacks. The latter are tiny but carefully
chosen manipulations of the data, and they can lead to dra-
matic misclassification in neural networks [1,2]. As a result,
much research has been devoted to better understanding and
improving adversarial robustness [3—5]. It is well-known that
robustness is closely connected to generalization [1,2,6-8],
i.e., the ability of a model to extrapolate beyond the training
data. Intuitively, if a model is robust then small input changes
only cause small output changes, thus counteracting the risk
of overfitting.

A Lipschitz bound of a model f is any L > O satisfying

1) = fO)I < Llxy — x2l ey

for all x;,x, € D € RY, where d is the data dimension. By
definition, Lipschitz bounds quantify the worst-case output
change that can be caused by data perturbations and, thus, they
provide a useful measure of adversarial robustness. Therefore
they are a well-established tool for characterizing robustness
and generalization properties of ML models [2,6,9—15]. Lip-
schitz bounds cannot only be used to better understand these
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two properties, but they also allow one to improve them by
regularizing the Lipschitz bound during training [2,6,16—18].

In this paper, we study the interplay of robustness and
generalization in quantum machine learning (QML). Varia-
tional quantum circuits are a well-studied class of quantum
models [20-23] and they promise benefits over classical
ML in various aspects including trainability, expressivity,
and generalization performance [24,25]. Data reuploading
circuits generalize the classical variational circuits by con-
catenating a data encoding and a parametrized quantum
circuit not only once but repeatedly, thus iterating between
data- and parameter-dependent gates [26]. This alternation
provides substantial improvements on expressivity, leading
to a universal quantum classifier even in the single-qubit
case [26,28].

Just as in the classical case, robustness is crucial for quan-
tum models. First, if QML is to provide benefits over classical
ML, it is necessary to implement QML circuits which are
robust with respect to quantum errors occurring due to imper-
fect hardware in the noisy intermediate-scale quantum (NISQ)
era [29]. Questions of robustness of quantum models against
such hardware errors have been studied, e.g., in Refs. [30,31].
Lipschitz bounds can be used to study robustness of quantum
algorithms against certain types of hardware errors, e.g., co-
herent control errors [32].

However, robustness against hardware errors is entirely
different from and independent of the robustness of a quantum
model against data perturbations, which is the subject of this
paper. The latter type of robustness has been studied in the
context of quantum adversarial machine learning [33,34]. Not
surprisingly, just like their classical counterparts, quantum
models are also vulnerable to adversarial attacks, both when
operating based on classical data [35,36] and quantum data
[35,37-42]. To mitigate these attacks, it is desirable to design
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FIG. 1. Schematic illustration of the quantum model and training

setup considered in this work for an exemplary Fashion MNIST data

set [19]. The data x enter the quantum circuit via a trainable encoding, i.e., they are encoded into unitary operators Uj o, (x) via an affine
function ijx + 6, with trainable parameters w;, 6;. During training, we minimize a cost function consisting of the empirical loss as well as
an additional regularization term penalizing the norms of the parameters w;. This regularization reduces the Lipschitz bound of the quantum
model with respect to data perturbations and, thereby, encourages improved robustness and generalization properties.

training schemes encouraging adversarial robustness of the
resulting quantum model. Existing approaches in this direc-
tion include solving an (adversarial) min-max optimization
problem during training [35] or adding adversarial examples
to the training data set [43].

Besides robustness, another important aspect of any quan-
tum model is its ability to generalize to unseen data [44,45]. In
particular, various works have shown generalization bounds
[24,46-49], i.e., bounds on the expected risk of a model de-
pending on its performance on the training data. While these
bounds provide insights into possibilities for constructing
quantum models that generalize well, they also face inherent
limitations due to their uniform nature [50].

A. Contribution

This paper presents a flexible and rigorous framework for
robustness and generalization of quantum models, providing
both a theoretical analysis as well as a simple regularization
strategy which allows to systematically adapt robustness and
generalization during training (see Fig. 1 for an overview).
More precisely, we first derive a Lipschitz bound of a given
quantum model which explicitly involves the parameters of
the data encoding. Based on this result, we propose a regu-
larized training strategy penalizing the norm of the encoding
parameters, which are considered trainable, in order to im-
prove (adversarial) robustness of the model. Further, we derive
a generalization bound which explicitly depends on the pa-
rameters of the quantum model and therefore does not share
the limitations of existing uniform generalization bounds [50].
With numerical results, we demonstrate that the proposed
Lipschitz bound regularization can indeed lead to substantial
improvements in robustness and generalization of quantum
models. Finally, given that the derived Lipschitz bound mainly
depends on the norm of the data encoding, our results reveal
the importance and benefits of trainable encodings over quan-
tum circuits with a priori fixed encoding as frequently used in
variational QML [20-24,28].

B. Outline

The paper is structured as follows. In Sec. II, we introduce
the considered class of quantum models with trainable encod-
ings and we state their Lipschitz bound. Next, in Sec. III, we
use the Lipschitz bound to study robustness of quantum mod-
els and to derive a regularization strategy for robust training
whose benefits are demonstrated with numerical simulations.
We then derive a generalization bound which depends ex-
plicitly on the data encoding parameters and we confirm this
insight numerically by showing improved generalization un-
der the proposed regularization strategy (Sec. IV). Further, in
Sec. V, we discuss an important implication of our results on
the benefits of trainable encodings for robustness and general-
ization. Finally, Sec. VI concludes the paper. In the Appendix,
we provide technical proofs, details on the numerical simula-
tions, as well as additional theoretical and numerical results.

II. QUANTUM MODELS AND THEIR LIPSCHITZ BOUNDS

We consider parametrized unitary operators of the form

Ujo, (x) = ¢ 104001, N

with input data x € R4, trainable parameters ©; = {w;, 0},
w; € R, 0; € R and fixed Hermitian generators H;. The gen-
erators H; are user-chosen, see Ref. [44] for references with
guidelines. Depending on the choice of H;, the operator Uj o,
acts on either one or multiple qubits. The operators U; ¢, give
rise to the parametrized quantum circuit

Us(x) = Uy,0,(x)---Uye, (x),

j=1...

3

where ® = {©® j}I;':l comprises the set of trainable parameters.
Throughout this paper, we abbreviate the n4-qubit input state
|0Y®™ by |0). The quantum model considered in this paper
consists of Ug(x) applied to |0) and followed by a measure-
ment with respect to the observable M, i.e.,

fo(x) = (0|Ue (x)" MUg (x)|0) . “
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Note that each of the unitary operators Uj g,(x) involves the
full data vector x, i.e., the data are loaded repeatedly into the
circuit, a strategy that is commonly referred to as data re-
uploading [26]. The encoding of the data x into each U; g, (x)
is realized via an affine function ijx + 0;, where both w; and
0; are trainable parameters. Hence, we refer to (4) as a quan-
tum model with trainable encoding. Such trainable encodings
are a generalization of common quantum models [20-24,28],
for which the w;’s are fixed (typically unit vectors) and only
the 6;’s are trained.

Our results rely on Lipschitz bounds (1). A Lipschitz
bound quantifies the maximum perturbation of f that can be
caused by input variations. For the quantum model fg, we can
state the following Lipschitz bound

N
Lo =2|MII Y lw; |1 ®

j=1

The formal derivation can be found in Appendix A. For a
given set of parameters w;, (5) allows to compute the Lips-
chitz bound of the corresponding quantum model. Note that
Lg depends only on w; but it is independent of 6;. This
fact plays an important role for potential benefits of trainable
encodings since the parameters w; are not optimized during
training for fixed-encoding circuits. We note that all results in
this paper hold for arbitrary p-norms as long as the same p is
used for both vector and induced matrix norms.

III. ROBUSTNESS OF QUANTUM MODELS

Suppose we want to evaluate the quantum model fg at
x, 1.e., we are interested in the value fe(x), but we can
only access fg at some perturbed input x’ = x + ¢ with an
unknown ¢&. Such a setup can arise due to various reasons,
e.g., x may be the output of some physical process which
can only be accessed via noisy sensors. The perturbation &
may also be the result of an adversarial attack, i.e., a per-
turbation aiming to cause a misclassification by choosing ¢
such that

I fo(x+ &) — fo()ll (6)

is maximized. In either case, to correctly classify x despite
the perturbation, we require that fo(x + ¢) is close to fg(x),
meaning that (6) is small. According to (1), a Lipschitz
bound L of fe quantifies exactly this difference, implying that
the maximum possible deviation of fg(x + ¢) from fg(x) is
bounded as

[fo(x+¢&) = fo()Il < Lilell- @)

This shows that smaller Lipschitz bounds imply better
(worst-case) robustness of models against data perturbations.
Thus, using (5), the robustness of the quantum model fg
is mainly influenced by the parameters of the data en-
coding wj, H;, and by the observable M. In particular,
smaller values of Z]jyzl lw;lllIH;]l and ||M]| lead to a more
robust model.

We now apply this theoretical insight to train robust quan-
tum models using regularization. We consider a supervised
learning setup with loss £ and training data set (xi, yx) €

X x Y of size n. The following optimization problem can be
used to train the quantum model fg:

1 n
min — Y €(fo (), ye). ®)
k=1

In order to ensure that fg not only admits a small training loss
but is also robust and generalizes well, we add a regulariza-
tion, leading to

1 n N
min ;;af@(xk),ymxz||wj||2||Hjn2. ©)

j=1

Regularizing the parameters w; encourages small norms of
the data encoding and, thereby, small values of the Lipschitz
bound Lg. We weight the parameter norms ||w; || by ||H;|| due
to their joint occurrence in (5). The hyperparameter A > 0
allows for a trade off between the two objectives of a small
training loss and robustness/generalization in the cost func-
tion. Note that the regularization does not involve the 6;’s
since they do not influence the Lipschitz bound (5), an issue
we discuss in more detail in Sec. V. Moreover, we do not
introduce an explicit dependence of the regularization on M
since we do not optimize over the observable in this paper. We
note that penalty terms similar to the proposed regularization
can be used for handling hard constraints in binary opti-
mization via the quantum approximate optimization algorithm
[51,52]. Indeed, the above regularization can be interpreted as
a penalty-based relaxation of the corresponding constrained
training problem, i.e., of training a quantum model with Lips-
chitz bound below a specific value.

We now evaluate our theoretical findings based on the
circle classification problem from [53]: within a domain
of X =[—1,+1] x [—1, +1], a circle with radius /2/7 is
drawn, and all data points inside the circle are labeled with
y = 41, whereas points outside are labeled with y = —1, see
Appendix C (Fig. 6). For the quantum model with train-
able encoding, we use general SU(2) operators and encode
ijx + 6; into the first two rotation angles. We repeat this
encoding for each of the considered 3 qubits, followed by
nearest neighbor entangling gates based on CNOTs. Such a
layer is then repeated 3 times. As observable, we use M =
Z ® Z ® Z. The resulting circuit is illustrated in Appendix C
(Fig. 5). As norms in the regularized training problem (9), we
employ 2-norms, but we note that exploring different choices
is an interesting future direction. For example, regularization
with nonsquared norms (e.g., a 1-norm) may enforce sparsity
of the trained QML model and can, thereby, simplify its im-
plementation on NISQ hardware.

The numerical results for the robustness simulations are
shown in Fig. 2, where we compare the worst-case test ac-
curacy and Lipschitz bound of three trained models with
different regularization parameter A € {0, 0.2, 0.5}. Addition-
ally, the plot shows the accuracy of a trained quantum model
with fixed encoding for the same numbers of qubits and layers
[see (14) and Appendix C for details]. The worst-case test
accuracy of all models is obtained by sampling different noise
samples ¢ from [—&, 4-€]. This procedure amounts to finding
adversarial noise samples and, therefore, the resulting worst-
case test accuracy (approximately) quantifies the adversarial
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1.00 R(fe) = fXxy L(y, fo(x))dP(x,y) and the empirical risk
= A =0.0 Ra(fo) =1 Y iei L0, fo(xk)). The generalization error of
0.90 A e A =02 . n =
<V . fe is bounded as
s 1{;‘\ A=05
; 0.80 J&\‘1%?:\ ¥ Fixed N G
g g, IR(fo) = Ru(fo)l < CHIMIY  lw, | IH; | + 7 0
2070 RN J=1
g ) Lipschitz Bound ~"\h‘\ s - for some Cy, G; > 0.
<8 0.60 1 10 10.66 56.55 *‘t\‘ Bhai NN The detailed version and proof of Theorem IV 1 are pro-
= ‘* T vided in Appendix B. Generalization bounds as in (10)
& 0501 \‘*1\* quantify the ability of fg to generalize beyond the avail-
Ty able data. The bound (10) depends on the data encoding via
0.40 ' ' Zl}lzl lw;lllIH;]l and on the observable via || M]|. In partic-

00 01 02 03 04 05 06 07 08 09 1.0
Noise Level &

FIG. 2. We compare robustness of quantum models trained via
(9) for A € {0,0.2,0.5} and a quantum model with fixed encoding
(14). As training and test set, we draw n = 200 and 1000 points
x; € X, respectively, uniformly at random. To study robustness, we
perturb each of the 1000 test data points by random noise drawn
uniformly from [—&, +£]¢ (d = 2). The test accuracy in the plot is
the worst case over 200 noise samples per data point.

robustness against attacks which are norm-bounded by &. As
expected, all four models deteriorate with increasing noise
level. For zero noise level &€ = 0, the model with the largest
regularization parameter A = 0.5 (and, hence, the smallest
Lipschitz bound Lg = 3.67) has a smaller test accuracy than
the nonregularized model with A = 0. This can be explained
by a decrease in the training accuracy that is caused by the
additional regularization in the cost. For increasing noise lev-
els, however, the enhanced robustness outweighs the loss of
training performance and, therefore, the model with A = 0.5
outperforms the model with A = 0. The fixed-encoding model
achieves comparable performance to the trainable-encoding
model with A = 0.5 for small noise and the worst performance
among all models for high noise. These observations can be
explained by the high Lipschitz bound of the fixed-encoding
model as well as its reduced expressivity, i.e., its limited
ability to approximate functions from data due to the fixed en-
coding parameters w;. Finally, the model with A = 0.2 almost
always outperforms the model with A = 0 and, in particular, it
yields a higher test accuracy for small noise levels. This can be
explained by the improved generalization performance caused
by the regularization, an effect we discuss in more detail in the
following.

IV. GENERALIZATION OF QUANTUM MODELS

The Lipschitz bound (5) not only influences robustness
but also has a crucial impact on generalization properties of
the quantum model fg. Intuitively, a smaller Lipschitz bound
implies a smaller variability of fo and, therefore, reduces
the risk of overfitting. This intuition is made formal via the
following generalization bound.

Theorem IV 1 (Informal version). Consider a supervised
learning setup with loss ¢ and data set (xg, yx) € X x )V of
size n drawn according to the probability distribution P. For
the quantum model fo from (4), define the expected risk

ular, fg achieves a small generalization error if its Lipschitz
bound Lg is small and the size n of the data set is large. Note,
however, the following fundamental trade-off: A too small
Lipschitz bound Le may limit the expressivity of fg and,
therefore, lead to a high empirical risk R, (fg), in which case
the generalization bound (10) is meaningless. In conclusion,
Theorem IV 1 implies a small expected risk R(fg) if n is
large, Lg is small, and f has a small empirical risk R,(fe).
In contrast to existing generalization bounds [24,46—49], the
bound (10) is not uniform and explicitly involves the Lipschitz
bound (5), i.e., the parameters of the data encoding. Hence,
Theorem IV 1 does not share the limitations of uniform QML
generalization bounds [50] and it can be used to systemati-
cally influence the generalization performance during training
via regularization. In particular, according to Theorem IV 1,
the regularized training problem (9) encourages models with
improved generalization properties, where the hyperparame-
ter A trades off between the empirical risk R, (fe) and the
generalization bound (10). Extending our results by studying
the direct impact of A on the generalization performance is
an interesting next step, which we expect to be nontrivial
due to the nonconvexity of the loss function in (9), compare
Ref. [54]. In practice, the hyperparameter A can be tuned, e.g.,
via cross-validation. We discuss and interpret the impact of the
hyperparameter A in more detail with the following numerical
results.

We evaluate the generalization performance of the train-
able encoding again on the circle classification problem. The
training setup is identical to the robustness simulations and
the numerical results are shown in Fig. 3. Increasing the
regularization parameter A decreases the Lipschitz bound Lg
of the trained model. In accordance with the generalization
bound (10), this reduction of Lg improves generalization
performance with the maximum test accuracy at A = 0.15.
Beyond this value, the regularization causes a too small Lip-
schitz bound, limiting expressivity and, therefore, decreasing
the training accuracy. As a result, the test accuracy decreases
as well. This illustrates the role of A as a hyperparameter: Reg-
ularization does not always improve performance, but there is
a sweet spot for A at which both superior generalization and
robustness over the unregularized setup (i.e., A = 0) can be
obtained.

V. BENEFITS OF TRAINABLE ENCODINGS

A popular class of quantum models is obtained by
constructing circuits which alternate between data- and
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FIG. 3. Results for the generalization simulations. The training
setup is identical to the robustness simulations as described in Fig. 2.
As test set, we draw 10 000 points uniformly at random and evaluate
the trained models with different regularization parameter A.

parameter-dependent gates, i.e., replacing Ug(x) in (3) by

Ug(x) = W(L)V (x) - -- W ($1)V (x), an

compare [20-24,28]. The unitary operators V and W are given
by

V()C) — e*iXDGD . e*ilel , (12)

W(¢;) = e_i¢/'-pSp A e_i¢/.|5| (13)

for trainable parameters ¢; and generators G; = G|, S; = S; .
The corresponding quantum model is given by

[(0) = O|U, () MU (x)]0) , (14)

see Fig. 4.

It is not hard to show that the parametrized quantum circuit
Ue(x) in (3) generalizes the one in (11). Indeed, Uj e,(x) in
(2) reduces to either

—lXjGj

e or e %S (15)

for suitable choices of w;, 6;, and H;. Note that the data
encoding of the quantum model fqg (x) is fixed a priori via the
choice of w; and, in particular, it cannot be influenced during
training. Therefore we refer to f£ (x) as a quantum model with
fixed encoding, in contrast to fg(x) in (4) which contains
trainable parameters w; and, therefore, a trainable encoding.
Benefits of trainable encodings for the expressivity of
quantum models have been demonstrated numerically in
Refs. [55-57] and theoretically in Refs. [26,28]. In the fol-
lowing, we discuss the importance of trainable encodings for

o — . — -
0 — = - | M
v wen v | wew
0 — = . -

FIG. 4. Circuit representation of the quantum model (14) with
fixed encoding.

robustness and generalization. Recall that the Lipschitz bound
(5), which we showed to be a crucial quantifier of robustness
and generalization of quantum models, only depends on the
observable M and on the data encoding w;, H;, but is inde-
pendent of the parameters 6;. Hence, in the quantum model
f;;(x) with fixed encoding, the Lipschitz bound (5) cannot
be influenced during training and, instead, is fixed a priori
via the choice of the Hermitian generators G;. As a result,
training has a limited effect on robustness and generalization
properties of fixed-encoding quantum models.

The distinction between trainable and fixed data encodings
becomes even more apparent when expressing quantum mod-
els as Fourier series [28]. In this case, fixed-encoding quantum
models choose the frequencies of the Fourier basis functions
before the training and only optimize over their coefficients.
On the contrary, trainable-encoding quantum models simul-
taneously optimize over the frequencies and the coefficients
[57] which, according to the Lipschitz bound (5), is key for
influencing robustness and generalization properties.

These insights confirm the observation by [58,59] that
fixed-encoding quantum models are neither sensitive to data
perturbations nor to overfitting. On the one hand, resilience
against these two phenomena is a desirable property. How-
ever, the above discussion also implies that Lipschitz bound
regularization, which is a systematic and effective tool for
influencing robustness and generalization [2,6,16,18], cannot
be implemented for fixed-encoding quantum models to im-
prove robustness and generalization. Indeed, our robustness
simulations in Fig. 2 show that the fixed-encoding model has
a considerably higher Lipschitz bound than all the considered
trainable-encoding models. This implies a significantly worse
robustness with respect to data perturbations and, therefore,
leads to a rapidly decreasing test accuracy for larger noise
levels. Further, regularizing the parameters ¢ as suggested,
e.g., by Ref. [60], does not affect the Lipschitz bound and,
therefore, cannot be used to improve the robustness. In Ap-
pendix C, we study the effect of regularizing the ¢;’s on
generalization. We find that the influence of regularizing the
¢;’s on the test accuracy is limited and likely dependent on
the specific ground-truth distribution generating the data and
the chosen circuit ansatz.

To conclude, our results show that training the encoding in
quantum models not only increases the expressivity but also
leads to superior robustness and generalization properties.

VI. CONCLUSION

In this paper, we studied robustness and generalization
properties of quantum models based on Lipschitz bounds.
Lipschitz bounds are a well-established tool in the classical
ML literature which not only quantify adversarial robustness
but are also closely connected to generalization perfor-
mance. We derived Lipschitz bounds based on the size of
the data encoding which we then used to study robustness
and generalization of quantum models. Given that our gen-
eralization bound explicitly involves the parameters of the
data encoding, it does not face the limitations of uniform
generalization bounds [50]. Further, our theoretical results
highlight the role of trainable encodings combined with
regularization techniques for obtaining robust and general-
izable quantum models. The numerical results confirm our
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theoretical findings, showing the existence of a sweet spot for
the regularization parameter for which our training scheme
improves both robustness as well as generalization compared
to a nonregularized training scheme. It is important to em-
phasize that these numerical results with specific choices of
rotation and entangling gates are mainly used for illustration,
but our theoretical framework applies to all quantum models
that can be written as (4) and, therefore, also allow for dif-
ferent rotation gates, entangling layers, or even parametrized
multiqubit gates.

While our results indicate the potential of using Lipschitz
bounds and regularization techniques in QML, it opens up
various promising directions for future research. First and
foremost, transferring existing research on Lipschitz bounds
in classical ML to the QML setting provides a systematic
framework for handling robustness and generalization, be-
yond the first results presented in this paper. For example,
while we only consider quantum models with affine encodings
w;rx + 6j, it would be interesting to extend our results to
more general, nonlinear encodings. Classical neural networks
are ideal candidates for realizing a nonlinear encoding since
their Lipschitz properties are well-studied [2,6,9—15], which
would allow to train hybrid quantum-classical models which
are not only expressive but also admit desirable robustness and
generalization properties. Finally, although we focus on vari-
ational quantum models, the basic principles of our results are
transferrable to different quantum models, including quantum
kernel methods [22,23] or linear quantum models [25].
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APPENDIX A: LIPSCHITZ BOUNDS
OF QUANTUM MODELS

In this section, we study Lipschitz bounds of quantum
models as in (4). We first derive a Lipschitz bound which
is less tight than the one in (5) but can be shown using a
simple concatenation argument (Sec. A 1). Next, in Sec. A2,
we prove that (5) is indeed a Lipschitz bound.

1. Simple Lipschitz bound based on concatenation

Before stating the result, we introduce the notation

U)Ir 91
wW=| : 1] Q= (AD)
w; 91\1

Theorem A 1. The following is a Lipschitz bound of fg:

N
L=2[MIIIW] D IH;l.

j=1

(A2)

Proof. Our proof relies on the fact that a Lipschitz bound
of a concatenated function can be obtained based on the
product of the individual Lipschitz bounds. To be precise,
suppose f can be written as f = fj o f, 0--- o f;, where o
denotes concatenation and each f; admits a Lipschitz bound
L;,i=1,...,h Then, for arbitrary input arguments x, y of f,
we obtain

If ) = FOI S Lillfao---o0 fur) = fro---o0 i
<o <Lk Lyllx =y, (A3)

We now prove that (A2) is a Lipschitz bound by representing
fe as a concatenation of the three functions

8meas(Zm) = (Zm|M|zm) , (A4)
Gunitary (Zu) = €7 N TRl |0) (AS)
Zaffine(Za) = Wza + €. (A6)
More precisely, it holds that
Sfo(x) = 8meas © Gunitary © Gaffine (X)- (A7)

Hence, any set of Lipschitz bounds Lieas, Lunitary» Laffine fOr the
three functions gmeas, &unitary» Laffine £iVeS rise to a Lipschitz
bound of fg as their product:

L= LmeasLunitaryLafﬁne . (AS)

Therefore, in the following, we will derive individual Lips-
chitz bounds Lieas, Lunitary> and Lafine.-
Lipschitz bound of gmeas- Note that

d meas m
Agmeas(@n) _ 5 0. (A9)
dzm
Using [|zm|l = 1, we infer
d meas m
Hg—(Z)” <2IM. (A10)
dzm

Thus Lie,s = 2|| M| is a Lipschitz bound of gpeas-
Lipschitz bound of gunitary- It follows from [32, Theorem
2.2] that Luyitary = Y_—, 1H;]| is a Lipschitz bound of gunitary-
Lipschitz bound of gatfine- Given the linear form of gusfine,
we directly obtain that Ly = ||[W| is a Lipschitz bound.

2. Proof that (5) is a Lipschitz bound

We first derive a Lipschitz bound on the parametrized uni-
tary Ug(x). To this end, we compute its differential

dUg(x) = (dUn,ey(x))Uyn-1,0y_,(x) - Ui e, ()
+ -+ Uy, @) Use,(x)(dU e, (x)). (All)

Note that each term Uj ¢, (x) can be written as the concatena-
tion of the two maps g; and h; defined by

g/(x) = w]x +6, (A12)

hi(z;) = e 9. (A13)
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To be precise, it holds that Uj ¢, (x) = h; o g;(x). The differ-

entials of the two maps g; and h; are given by
dh;(z;)(u) = —iH;e %"y,
dg;(x)(v) = w] v, (A14)

where h;(z;)(u) denotes the differential of /; at z; applied to
u € R, and similarly for g;(x)(v). Thus we have

dUje,(x)(v) = (dhj(g;(x))) o (dg;(x)(v))

= —iHje”'(w.fT”ef)Hf w;»rv
= —iH;Ujo,(x)w] v. (A15)
Inserting this into (A11), we obtain
dUg(x)(v)
= —i(HyUs(x)wyv + - - - + U (0)Hjw{ v).  (Al6)

We have thus shown that the Jacobian Jg(x) of the map
Up(x) |0) is given by

Jo(x) = —i(HyUe (x) |0) wy + - - + U (x)H; [0) w) ).
(A17)

Using that |0) has unit norm, that the U; g,’s are unitary, as
well as the triangle inequality, the norm of Jg(x) is bounded
as

N

Mo < D lwjlHIH;ll.- (A18)
j=1

Thus le\;l lw;[IIIH;] is a Lipschitz bound of Ug(x)|0)
[61, p. 356].

Finally, fo(x) is a concatenation of Ug(x) |0) and the func-
tion z — (z|M|z), which admits the Lipschitz bound 2| M|,
compare (A10). Hence, a Lipschitz bound of fg can be ob-
tained as the product of these two individual bounds, i.e., as
in (5). |

APPENDIX B: FULL VERSION AND PROOF
OF THEOREM 1V 1

We first state the main result in a general supervised
learning setup, before applying it to the quantum model (4)
considered in the paper. Consider a supervised learning setup
with data samples {xt, yx};_, drawn independently and iden-
tically distributed from Z := & x Y C R4 x R according to
some probability distribution P. We define the e-covering
number of Z as follows.

Definition B1 (adapted from [7, Definition 1]). We say that
Z is an e-cover of Z,if, for all z € Z, there exists Z € Z such
that ||z — Z|| < €. The e-covering number of Z is

N (e, Z) = min{|Z| | £ is an e-cover of Z}. (B1)

For a generic model f : X — ), a loss function £ : ) x
Y — R, and the training data {x;, y¢};_,, we define the ex-
pected loss and the empirical loss by

R(f) = f 0, )P, ¥) (B2)
XxY

and
1 n
Ralf) =~ 3 L0 FO)), (B3)
k=1
respectively. The following result states a generalization
bound of f.

Lemma B 1. Suppose

(1) the loss £ is nonnegative and admits a Lipschitz bound
Lg > 0,

(2) Z is compact such that the
Supy ey £(y, y') is finite, and

(3) Ly > 0Ois a Lipschitz bound of f.

Then, for any y, § > 0, with probability at least 1 — ¢ the
generalization error of f is bounded as

IR(f) = Ru(HI < yLemax{l, Ly}

r 1
+M\/2./\/'(2,Z)1n2+2ln(5). 54

n

value M =

Proof. For the following proof, we invoke the concept
of (K, €)-robustness (adapted from [7, Definition 2]): The
classifier f is (K, €)-robust for K € N and € € R, if Z can
be partitioned into K disjoint sets, denoted by {C;}X |, such
that the following holds: For all k =1,...,n, (x,y) € Z,
i=1,...,K,if (xx, ), (x,y) € C;, then

1€k, fxa)) — €@y, f))] < €. (B5)
This property quantifies robustness of f in the following
sense: The set Z can be partitioned into a number of subsets
such that, if a newly drawn sample (x, y) lies in the same
subset as a testing sample (xg, y¢), then their associated loss
values are close. Let us now proceed by noting that, for any
(xk, ye), k=1,...,n,and (x, y) € Z, it holds that

1€, f () — £(y, £ ()]
SLellGes f () — 0 f D)2
SLe(llye =yl + 1Lf Go) = fFOID

SLemax{1, Ly}l e, yo) — (2, Yl (B6)
where we use the Lipschitz bound L, of £, the triangle inequal-
ity, and the Lipschitz bound Ls of f, respectively. Using [7,
Theorem 6], we infer that f is (N (%, 2), Ly max{1, Ls}y)-
robust for all y > 0. It now follows from [7, Theorem 1] that,
for any § > 0, with probability at least 1 — § inequality (B4)
holds.

Let us now combine the Lipschitz bound (5) and lemma
B 1 to state a tailored generalization bound for the considered
class of quantum models fg, thus proving Theorem IV 1.

Theorem B 1. Suppose

(1) the loss ¢ is nonnegative and admits a Lipschitz bound
L, > 0and

(2) 2 is compact such that the
sup, vy £(y, y') is finite.

Then, for any y, § > 0, with probability at least 1 — § the
generalization error of fg is bounded as

value M =

N

IR(f) = Ra(f)] < yLe max {1, 2MI Y w; IH;

j=1

r 1
+M\/2N(2,Z)ln2+21n(5)' -
n
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[ - 3 1 [ i 5 ]
|0) Urot (@0, 8o, 70) D Urot (3, B3,73) D Urot (6 Bs,76) D M
p [~ 3 1 (77 s 5 ]
|0) Urot(01, B1,71) D Urot (4, Ba,74) & Urot (7, B7,77) ©
p (77 s 3 ] (77 i e ]
|0) Urot (02, 32,72) D Urot (s, B5,75) & Urot (s, Bs,78) &

FIG. 5. The trainable encoding quantum model employed in our numerical case studies uses general Ugry € SU(2) unitaries
parametrized by three Euler angles «;, B;, y;, that each have the form w[.Tx—|—9,~ for trainable parameters w;, 6;. We set y; =0,
j=0,...,8, to enable a fair comparison to a quantum model with fixed encoding (since the data are two-dimensional, only two angles

are needed for encoding the data via the latter).

Theorem B 1 shows that the size of the data encoding
and of the observable directly influences the generalization
performance of the quantum model fg. In particular, for
smaller values of Zy;l lw;llIH;|l and |M]|, the expected
loss is closer to the empirical loss. The right-hand side of (B7)
contains two terms: The first one depends on the parameters
of the quantum model fp and characterizes its robustness via
the derived Lipschitz bound, whereas the second term decays
with increasing data length n. While (B4) holds for arbitrary
values of y > 0, it is not immediate which value of y leads to
the smallest possible bound: smaller values of y decrease the
first term but increase N (%, Z) in the second term (and vice
versa).

In contrast to existing QML generalization bounds
[24,46-49], Theorem B 1 explicitly highlights the role of
the model parameters via the Lipschitz bound. Using the
additional flexibility of the parameter y, it can be shown
that the generalization bound (B7) converges to zero when
the data length n approaches infinity. To this end, we use
Ref. [62, Lemma 6.27] to upper bound the covering number

“(52)=(5)
2 ’ X )/ ’

where R is the radius of the smallest ball containing Z. In-
serting (B8) into (B7) and choosing y depending on n as

1 .
y = n~ 42, we infer

(B8)

1
IR(f) = Ra(HI < —

N2

N
Ly max {1, 2(MI Y IijIIIIHjII}

Jj=1

21In2(6R)**! N 21n(})
Vn no’

(B9)

which indeed converges to zero for n — oo.

APPENDIX C: NUMERICS: SETUP
AND FURTHER RESULTS

In the following, we provide details regarding the setup of
our numerical results (Sec. C 1) and we present further nu-
merical results regarding parameter regularization in quantum
models with fixed encoding (Sec. C2).

1. Numerical setup

All numerical simulations within this work were performed
using the PYTHON QML library PennyLane [63]. As device,
we used the noiseless simulator “lightning.qubit” together

with the adjoint differentiation method, to enable fast and
memory efficient gradient computations. In order to solve the
optimization problem in (9), we apply the ADAM optimizer
using a learning rate of n = 0.1 and the suggested values
for all other hyperparameters [64]. Furthermore, we run 200
epochs throughout and train 12 models based on different ini-
tial parameters for varying regularization parameters A > 0.
Adding the regularization does not introduce significant com-
putational overhead as the evaluation of the cost only involves
a weighted sum of the terms ||w; |I>. As final model, we take
the set of parameters for the model with minimal cost over
all runs and epochs. Furthermore, the training as well as the
robustness and generalization analysis were parallelized using
Dask [65].

For the trainable encoding model, the classical data is en-
coded into the quantum circuit with a general Urqs € SU(2)
unitary parametrized by 3 Euler angles Ur (e, B, ;) with

aj; =ij,1x+9L1’ (CDh
Bj = ijzx +0;2, (C2)
yi=w,x+6;3. (C3)

Urot in PennyLane is implemented by the following decom-
position:

Urot(a, B, v) = Rz(¥ )Ry (B)Rz (),
_ €3+ cog (%)

—e3r = sin (&)
e 3—ogin (%) .

3+ cos (£)
(C4)

In our numerical case study, we set y; = 0 for all j since
this (1) still allows to reach arbitrary points on the Bloch
sphere and (2) enables an easier comparison to fixed-encoding
quantum models. In order to introduce entanglement in a
hardware-efficient way, we use a ring of CNOTs. The con-
sidered circuit is shown in Fig. 5 and involves three layers
of rotations and entanglement, which we observed to be a
good trade-off between expressivity and generalization. More
precisely, in our simulations, fewer layers were not sufficient
to accurately solve the classification task, whereas more layers
led to higher degrees of overfitting. For the fixed-encoding
quantum models as in (14), we use a similar three-layer
ansatz, encoding the two entries of the 2D data points into the
first and second angle «;, B; of the rotation gates, followed by
a parametrized SU(2) rotation with three free parameters that
are optimized, compare ¢; in (11). We also perform a classical
data pre processing, scaling the input domain from [—1, +1]
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FIG. 6. From left to right, top to bottom: Illustration of the
ground truth of the circle classification problem, the decision bound-
ary for the fixed encoding model with regularization parameter A, =
0.0, the trainable encoding model with A, = 0.15 and with 1, = 0.0.
For the plot, we took the models with the lowest cost over all runs
and epochs. Furthermore, the small circles denote the 200 training
points.

to [—m, 4], such that the full possible range of the rotation
angles can be utilized.

In Fig. 6, we plot the ground truth and the decision bound-
aries for the two quantum models corresponding to A = 0.0
and A = 0.15, as well as the decision boundary for the fixed-
encoding model. As expected, the decision boundary resulting
from the regularized training is significantly smoother than
the unregularized one, explaining the superior robustness
and generalization of the former. Further, the fixed-encoding
model does not accurately capture the ground truth due to its
limited expressivity and high Lipschitz bound.

2. Regularization in quantum models with fixed encoding

In the main text, we have seen that the Lipschitz bound of
the quantum model with fixed encoding fdg (x) in (14) cannot
be adapted by changing the parameters ¢. As a result, it is not
possible to use Lipschitz bound regularization for improving
robustness and generalization. In the following, we investigate
whether regularization of ¢ can instead be used to improve
generalization performance. More precisely, we consider the
same numerical setup as for our generalization results with

1.00 60
--#*-- Test Accuracy
0.96 Test Accuracy (A =0] |59
””” Lipschitz Bound
0.921 Fo8
& [ *® .
= ) P B
= 0.88 < Zomg * 57 2
2 g R

o]
=
!
Ut
D

0.80 1

ot
ot

0.76 — — 54
107 1073 1072 107!
Regularization parameter A

FIG. 7. Results for the generalization simulations for the cir-
cle classification problem when using the fixed-encoding quantum
model (14) and regularization of the parameters ¢. The training and
test setup are identical to simulations shown in Figs. 2 and 3. We
plot the dependency of the test accuracy and the Lipschitz bound
on the hyperparameter A entering the regularized training problem
(C5). Further, we plot the test accuracy for the best solution of the
unregularized training problem.

trainable encoding depicted in Fig. 3. The main difference
is that we consider a fixed-encoding quantum model fdf(x)
(compare Fig. 4) which is trained via the following regularized
training problem

n L

1
min D ey i) + 4D sl

k=1 j=1

(C5)

The regularization with hyperparameter A > 0 aims at
keeping the norms of the angles ¢; small. Figure 7 depicts the
test accuracy and Lipschitz bound of the resulting quantum
model for different regularization parameters A. First, note
that the Lipschitz bound is indeed constant for all choices of
A due to the fixed encoding. Comparing Figs. 3 and 7, we
see that the trainable encoding yields a significantly higher
test accuracy in comparison to the fixed encoding. Moreover,
the influence of the regularization parameter on the test ac-
curacy is much less pronounced for the fixed encoding than
for the trainable encoding, confirming our previous discussion
on the benefits of trainable encodings. The test accuracy is
not entirely independent of A since (1) regularization of the
parameters ¢; influences the optimization and can improve
or deteriorate convergence and (2) biasing ¢ towards zero
may be beneficial if the underlying ground-truth distribution
is better approximated by a quantum model with small values
¢. Whether (2) brings practical benefits is, however, highly
problem-specific as it depends on the distribution generating
the data and on the circuit ansatz.
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