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Abstract

The end-to-end verifiable e-voting system Ordinos [26] is primarily characterized by its tally-hiding
property, which ensures that only the actual election result, e. g., the winner of the election, is
revealed while the full tally consisting of the aggregated votes stays hidden.

Ordinos is an abstract model that guarantees tally-hiding, verifiability and vote privacy if the
underlying cryptographic primitives satisfy certain requirements. It uses a multi-party-computation
protocol over an additively homomorphic encryption scheme and guarantees active security with
zero-knowledge proofs. Ordinos has already been instantiated for several election systems using the
Paillier [35] encryption scheme, which can be broken by Shor’s algorithm [41].

The aim of this thesis is to instantiate Ordinos post-quantum secure using a variant of Regev’s
LWE-based cryptosystem [39], which is adapted to realize an actively secure threshold encryption
scheme over an arbitrary plaintext space. Then a noise analysis of the arithmetic and logical
components used in the MPC-protocol of the Paillier instantiation is conducted, and the components
are slightly adapted to restrict the noise growth. Additionally, valid zero-knowledge proofs are
provided and a concrete instantiation achieving a security level of 128 bits is shown.






Kurzfassung

Das Ende-zu-Ende-verifizierbare E-Voting-System Ordinos [26] zeichnet sich vor allem durch die
Eigenschaft Tally-Hiding aus. Diese stellt sicher, dass ausschliellich das eigentliche Wahlergebnis,
wie beispielsweise der Gewinner der Wahl, veroffentlicht wird, wéihrend die Anzahl der Stimmen
pro Kandidat verschliisselt bleibt.

Ordinos ist ein abstraktes Modell, das Tally-Hiding, Verifiability und Vote Privacy garantiert, wenn
die zugrunde liegenden kryptografischen Primitive bestimmte Anforderungen erfiillen. Es verwendet
ein Multi-Party-Computation-Protokoll mit einem additiv homomorphen Verschliisselungsschema
und garantiert aktive Sicherheit mithilfe von Zero-Knowledge-Beweisen. Ordinos wurde bereits fiir
verschiedene Wahlsysteme instanziiert, wobei das Paillier-Verschliisselungsschema [35] verwendet
wurde, das jedoch durch Shors Algorithmus [41] gebrochen werden kann.

Ziel dieser Arbeit ist es, Ordinos post-quanten-sicher zu instanziieren. Dazu wird eine Variante
von Regevs Kryptosystem [39] verwendet, das auf dem Learning With Errors Problem beruht.
Diese Variante wird angepasst, damit sie ein aktiv sicheres Threshold-Verschliisselungsschema
iiber einem beliebigen Klartextraum realisiert. AnschlieBend wird eine Analyse des Noise der
arithmetischen und logischen Komponenten durchgefiihrt, die im MPC-Protokoll der Paillier-
Instanziierung verwendet werden. Diese Komponenten werden leicht modifiziert, um das Wachstum
des Noise zu begrenzen. Zusitzlich werden Zero-Knowledge-Beweise vorgestellt und eine konkrete
Instanziierung mit einem Sicherheitsniveau von 128 Bit wird gezeigt.
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1 Introduction

Voting is a key democratic right that allows citizens to participate in the democratic process and
is the basis of our political system. Due to the high importance of voting, secrecy of the ballot
and security of an e-voting system must not be compromised. In e-voting, these properties can be
provably ensured and additional security properties are possible that are not considered in classical
voting.

One of these properties is tally-hiding [26]. It ensures that only the actual election result (e.g., the
candidate who received most votes) is revealed. In contrast, the tally consisting of the aggregated
votes remains encrypted and is not revealed to anybody. This publishes less information about the
vote distribution and therefore increases vote privacy [26]. To ensure that the evaluation is done
correctly, verifiability is also needed [26]. The e-voting system Ordinos [26] consists of a formal
model that satisfies these three security properties and is already instantiated and implemented for
several election systems [22, 26, 44].

All of these instantiations are based on the Paillier encryption scheme [35], which allows homomor-
phic additions and is therefore a suitable basis for Ordinos, which evaluates an election by using a
multi-party protocol over an additively homomorphic encryption scheme. The Paillier encryption
scheme is classically secure and can be broken by quantum computers using Shor’s algorithm [41].
Therefore, these instantiations of Ordinos are only secure against classical adversaries.

On the other hand, the ballot choices of voters should not only remain secret during and directly
after the election but also in the upcoming decades. An inherent property of an e-voting system that
uses an IND-CPA secure encryption protocol is that the encrypted votes are sent over a network and
can be stored by an adversary. While this is not immediately useful for the adversary, a determined
adversary can store these encrypted ballots for several decades and encrypt them if they have access
to a suitable quantum computer. Considering the development of quantum computers over the last
decades, it is no longer entirely speculative that classically secure cryptosystems will be broken in
the upcoming decades [1].

To prevent these types of attacks, the aim of this thesis is to instantiate Ordinos post-quantum secure.
The e-voting system Ordinos is based on a model that defines requirements that need to be met
for Ordinos to achieve its functionality and security properties. As this model is independent of
concrete cryptographic primitives including the encryption scheme, this thesis instantiates the same
model using post-quantum secure primitives. Instead of the Paillier encryption scheme, Regev’s
lattice-based cryptosystem is used [39]. This relies on the security of the learning with errors
problem and is post-quantum secure. We extend Regev’s cryptosystem to fulfill our requirements
set by the Ordinos model.

Additionally, the arithmetic and logic components used in the Paillier encryption scheme are
analyzed and their compatibility with our post-quantum secure instantiation is evaluated. Lastly,
post-quantum secure variants of the zero-knowledge proofs in Ordinos have to be found.
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1 Introduction

The explicit aim of this thesis is to stay inside the framework provided by the abstract model of
Ordinos. We even use the same arithmetic subprotocols as the Paillier instantiation in the MPC
evaluation if possible, even though they are not part of the Ordinos model. This has the following
advantages: First, the detailed security analysis of Ordinos can directly be transferred to our new
post-quantum secure instantiation. As a consequence, we only have to verify the already defined
requirements for the new cryptographic primitives to provably achieve tally-hiding, vote privacy
and verifiability. Second, this approach increases the modularity and maintainability of the e-voting
system and retains overall consistency between the different instantiations of Ordinos.

Since the breakthrough by Gentry [21] to realize fully homomorphic encryption schemes, the
research on homomorphic schemes focuses on fully homomorphic encryption instead of additively
homomorphic encryption. While an additively homomorphic encryption scheme typically directly
supports the homomorphic property, fully homomorphic encryption scheme typically need additional
components like key-switching, relinearization, modulus switching, and bootstrapping [13, 21].
Although this is often implemented into new applications, it adds an additional overhead when
using already existing applications like Ordinos. This is especially true in Ordinos because this
functionality is not required as multiplications are already realized in the MPC protocol. To achieve
the advantages mentioned above, we therefore use an additively homomorphic encryption scheme
to stay within the formal model of Ordinos.

Compared to the Paillier cryptosystem, a challenge is that the noise of Regev’s cryptosystem
grows when using homomorphic additions. If the noise grows too much, the plaintext cannot be
reconstructed [39]. This affects in particular the MPC component for computing the election result,
as it requires several operations on encrypted values. Therefore, this thesis includes a detailed
analysis and selection of suitable parameters.

1.1 Structure of this Thesis

This thesis is structured as follows: First, the relevant cryptographic definitions and primitives are
defined in chapter 2. Next, chapter 3 introduces the learning with errors (LWE) problem. Then,
the Ordinos e-voting system, its theoretical model, and its security requirements are described in
chapter 4. The main part of the thesis starts in chapter 5, where an LWE-based encryption scheme for
Ordinos is developed and its correctness and security are proven. Then in chapter 6, the arithmetic
and logic components of Ordinos’ MPC protocol are described, slightly adapted and a detailed
analysis of the noise throughout the MPC protocol is performed. Chapter 7 introduces relevant
zero-knowledge proofs that complete the security requirements of Ordinos. Additionally, new
zero-knowledge proofs to control the noise level are needed. The results of the previous chapters are
then combined into a concrete post-quantum secure instantiation of Ordinos in chapter 8. Finally,
an outlook to adjacent topics is provided in chapter 9.
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2 Cryptographic Background

In the following sections, we introduce the main primitives and definitions used in this thesis,
along with their security notions. This includes multi-party computation, public-key encryption,
homomorphic encryption, secret sharing, threshold encryption, and zero-knowledge proofs.

2.1 Preliminaries

In this section, we recall basic notions relevant for this thesis [25].
For a natural number n € N, we denote the set {1,...,n} by [n].

Definition 2.1.1 (Negligible Function)
A function f : N — Ry is called negligible if, for every polynomial p(-), there exists N € N such
that for all n > N it holds that

1
f(n) < W

Definition 2.1.2 (Overwhelming Function)

A function f : N — [0, 1] is called overwhelming if the function 1 — f(-) is negligible.
Definition 2.1.3 (Probabilistic Polynomial-Time Algorithm)

An algorithm A is called a probabilistic polynomial-time (PPT) algorithm if:

* it may use randomness during its execution, and

* for every input of length n, the runtime of A is bounded by some polynomial p(n).

Definition 2.1.4 (Computational Indistinguishability)

Let L be a language and let {Dy}xcr and {D’,}xcr. be two families of random variables. We say
that {Dy}xer. and {D’,}xer. are computationally indistinguishable if, for every PPT distinguisher
U, there exists a negligible function negl such that

|Pr[U(Dy, x) = 1] = Pr[U(D’, x) = 1]| < negl(|x|).

2.2 Multi-Party Computation

Multi-party computation (MPC) allows a group of parties, that do not trust each other, to jointly
evaluate a function on their private inputs. The parties communicate with each other over an
insecure network and there is an adversary that corrupts a subset of the parties. Corruption means
that the adversary has access to the party’s internal states and may change the party’s behavior
(depending on the adversary model).
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2 Cryptographic Background

Definition 2.2.1 (Multi-Party Computation)

Let P;,i € [n] be a set of interactive Turing machines that are called parties, where up to t parties
may be corrupted by an adversary. Let f be a function that is represented by an arithmetic circuit
and should be evaluated by the parties. Let x; be the private input of party P; and let ¢ be a publicly
known input.

An MPC protocol allows the parties to jointly compute f(xi,...,xn,c) on the parties’ private
inputs and the publicly known input. Additionally, the following properties are guaranteed:

* Privacy ensures that no party gets any new information besides its own inputs and the public
inputs and outputs and what can be derived from them.

» Correctness requires that all honest parties receive correct outputs according to the function

f.

To achieve privacy and security, MPC protocols typically use secret sharing schemes, threshold
functionality, and zero-knowledge proofs. Our MPC protocol will also use homomorphic encryption
schemes. These cryptographic primitives will be introduced in the following sections.

2.2.1 Adversary Models

Adversaries can be distinguish between passive and active adversaries.

Definition 2.2.2 (Passive Adversary)
A passive adversary, also called honest-but-curious, follows the protocol exactly as specified but
attempts to infer additional information from the data it observes as a protocol participant. Security
against passive adversaries guarantees that no unintended information is leaked, even if the internal
states of corrupted parties are known.

Definition 2.2.3 (Active Adversary)
An active adversary is allowed to arbitrarily deviate from the protocol. Security against active
adversaries requires the protocol to remain correct and private even under malicious behavior.

Additionally, only static adversaries are considered. These choose the corrupted parties at the
beginning of a protocol run. In contrast, adaptive adversaries would be able to change which parties
are corrupted during the execution of the protocol, possibly based on run-time information.

2.3 Public-Key Encryption Scheme

First, we give the definition of a public-key (or asymmetric) encryption scheme.

Definition 2.3.1 (Public-Key Encryption Scheme [27])
A public-key encryption scheme & is the tuple

& = (X, Gen, Enc, Dec),

which is parameterized by a security parameter n € N.

18



2.3 Public-Key Encryption Scheme

Gen(17) is a probabilistic polynomial-time algorithm that outputs a pair of keys (pk, sk),
where pK is the public key and sK is the private key. The range of Gen(17) is called K, and
we define the sets of public and private keys as

Kpuv := {pk | (pk,sk) € K},
Kpriv := {sk | (pk,sk) € K}.

X = (Xpk)pkek,,, is a family of plaintext spaces, one for each public key pk.

* The encryption algorithm Enc is a PPT algorithm that receives a message x € Xpx and a
public key pk € K, as input, and outputs a ciphertext y € {0, 1}".

 The decryption algorithm Dec is a deterministic PPT algorithm that, on input of a ciphertext
y € {0, 1}" and a private key sk € K,;,, outputs a message m € Xpk, where (pK, sk) € K.

Intuitively, a public-key encryption scheme is correct if and only if encrypting a message and then
decrypting the ciphertext returns the original message.

Definition 2.3.2 (Correctness of a Public-Key Encryption Scheme [27])
For all keys (pk, sk) € K, and for all messages m € X, it holds that

Pr[Dec(Enc(pk, m),sk) = m] = 1 — negl(n),

where negl is a negligible function. If negl(n) = 0, this is called perfect correctness.

One widely used notion of confidentiality for encryption schemes is indistinguishability under
chosen-plaintext attacks (IND-CPA security). It requires ciphertexts to leak no information about
the underlying plaintexts by being computationally indistinguishable from random strings.

We start the formal definition of IND-CPA security by defining an adversary.

Definition 2.3.3 (Adversary [27])
Let 1 € N be the security parameter and & = (X, Gen, Enc, Dec) a public-key encryption scheme.

An adversary A against & is a pair of PPT algorithms
A = (Ap, Ag),

where

* the finder Ar(1",pk € K,,;,) outputs two messages (zo,21) € Xok X Xpk of the same length,
and

* the guesser Ac(1",pK € Kpyp, y € {0, 1}*) outputs a bit b’ € {0, 1}.

The guesser Ag is executed after the finder and has access to any information that the finder had.
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2 Cryptographic Background

This adversary attacks the encryption scheme in the following security game: The finder Ag has
the public key and is allowed to encrypt polynomially many messages. Then it sends two challenge
messages 2o, z1 to the oracle. The oracle randomly chooses a bit b and returns y = Enc(pk, z)
to the guesser Ag. Next, the guesser outputs another bit »’. Finally, the two bits b and b” are
compared. The security game is formalized as pseudocode in Algorithm 2.1.

Algorithm 2.1 IND-CPA Security Game

1: procedure G4 g(17)

2 (pk, sk) « Gen(1™)
3 (20, 21) < Ap(17, pk)
s b1

5: y « Enc(pk, zp)

6 b’ — Ag(17,pk,y)

7: return b’ = b

8: end procedure

Next, we define the advantage of an adversary in the security game. This value indicates how much
better than guessing the attacker is.

Definition 2.3.4 (Advantage of an Adversary [27])
Letn € N, A be an adversary, and & a public-key encryption scheme. The advantage of A against
Eis

2.1) Adva () =2- (Pr [Gae(1?) =1] - %) .

The advantage always lies in the interval [-1, 1].

Using this preparatory work, we can define IND-CPA security.

Definition 2.3.5 (IND-CPA Security [27])
Let 1 € N. A public-key encryption scheme & is IND-CPA secure if, for all PPT adversaries A, the
advantage Adv 4. g(n) is negl(n).

In the primary sources of this thesis, IND-CPA security is often called semantic security. These
terms are equivalent for public-key encryption schemes [11]. Semantic security emphasizes that
no (partial) information about the ciphertexts is leaked, while IND-CPA security refers to the
game-based proof setting.

2.4 Homomorphic Encryption Scheme

A public-key encryption scheme can additionally support homomorphic operations. This enables
computations on ciphertexts that correspond to computations on the underlying plaintexts.
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2.5 Secret Sharing

Definition 2.4.1 (Partially Homomorphic Encryption [25])

Let & = (Gen, Enc, Dec) be a public-key encryption scheme. & is a partially homomorphic
encryption scheme with respect to a pair of operations (%, o) if there exists an operation % on the
ciphertext space and a corresponding operation o on the plaintext space such that, for all key pairs
(pk,sk) < Gen(17) and all plaintexts my, my € Xy, it holds that

(2.2) Dec(Enc(m,pk) * Enc(my, pk), sk) = m; o m;

with overwhelming probability.

In this thesis, only additively homomorphic encryption schemes are considered, i.e., o = +. This
requires the plaintext space to be a group.

Some homomorphic encryption schemes only allow a certain number of homomorphic operations
before the correctness of the decryption is no longer guaranteed.

Definition 2.4.2 (Homomorphic Encryption with Bounded Homomorphic Operations)

Let n € N be a security parameter and let & = (Gen, Enc, Dec) be a homomorphic public-key
encryption scheme. We say that & supports at most b(17) homomorphic operations if there exists a
bound b(n) such that for any messages my, . ..,m; € Xpx witht < b(n) and ciphertext

(2.3) ¢ = Enc(my, pk) x - - - x Enc(m;, pk),
it holds that

(2.4) Pr[Dec(sk,c) =mjo---om| >1-negl(n).

2.5 Secret Sharing

Secret sharing distributes a secret among n parties such that each party receives exactly one share.
A secret sharing scheme is constructed so that any subset of at least ¢ parties can recover the secret,
while smaller subsets obtain no information about the secret [34].

Definition 2.5.1 (Secret Sharing Scheme)
Letn e Nandt e NwithO <t <n.

A (t,n)-secret sharing scheme is a tuple
S = (X, Y, Share, Reconstruct),

consisting of the following components:
* a set X of possible secrets,
* a set M of possible shares,

* a PPT algorithm
(2.5) Share: X - Y"
that maps a secret s to a set of shares {s;}!_,.
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2 Cryptographic Background

* a deterministic algorithm
(2.6) Reconstruct: {(s;)ies | I C [n], || =21t} —» X
that, given any collection of shares indexed by I with |I| > t, outputs the secret s.
The scheme also has to satisfy reconstructability:

For all secrets s € X, for all tuple of shares (s1, . ..,s,) < Share(s), and for all subsets I C [n]
with || > t,

(2.7) Reconstruct((s;)ier) = s.

Next, we define the privacy of a secret sharing scheme which is analogous to IND-CPA security for
encryption schemes.

Definition 2.5.2 (Adversary for Sharing Schemes)
Let S = (X, Y, Share, Reconstruct) a secret sharing scheme.

An adversary ‘A against S is a pair of PPT algorithms
A = (A, Ac),
where
e the finder Ag outputs two secrets (so, s1) € X* and a corruption set C C [n] with |C| < t,
o the guesser Ag(S € Y€ outputs a bit b’ € {0, 1}.

The corruption set C is chosen once at the beginning and remains fixed (so-called static corruption).

This adversary attacks the encryption scheme in the security game in Algorithm 2.2

Algorithm 2.2 Security Game for Privacy in Secret Sharing Schemes

procedure Gsy}(‘afse(ln)
(s0,51,C) < Ap(17) /€ <lnlICl <t
b & (0,1

1:
2
3
4: (s1,...,8,) < Share(sp)
5
6
7:

b" — Ac((si)iec)
return b’ = b
end procedure

Definition 2.5.3 (Advantage of an Adversary)
Let A be an adversary and S a secret sharing scheme. The advantage of ‘A against S is

(2.8) AdVSS () =2 (Pr (G5 (1) = 1] - %) :

Lastly, we define the security of a secret sharing scheme.

Definition 2.5.4 (Security of a Secret Sharing Scheme)
A secret sharing scheme S is secure if, for all PPT adversaries A,

Advs () = negl(n).

22



2.5 Secret Sharing

2.5.1 Shamir Secret Sharing

Shamir’s scheme is a classical (z, n)-secret sharing scheme based on polynomial interpolation over
a finite field.

Definition 2.5.5 (Shamir Secret Sharing [20])
Letn € Nandt € NwithQ <t <n. Let p be a prime with p > n, and let F|, be the finite field of
order p. The Shamir secret sharing scheme is defined as

Sshamir = (Fp, F),, Share, Reconstruct),
using the following algorithms:

* Share(s) samples coefficients ay, . . ., a; -1 € Fp, uniformly at random and ensure that a; 1 # 0.
Then define the following polynomial of degree t — 1:

t—1
(2.9) f(x)=s5+ ) an' €Fplx]
i=1

For each party i € [n], the share is the pair

(2.10) (i,s;) withs; = f(i).

* Reconstruct({(i, s;) }ier):
Let I C [n] with |I| > t. Using the points {(i, s;)}ic1, the polynomial f(x) of degree at
most t — 1 such that (i) = s; for all i € I can be uniquely constructed using Lagrange
interpolation. The secret is then

(2.11) Reconstruct({(i, s;) }icr) = f(0).

Lemma 2.5.1 (Correctness and Security of Shamir’s Scheme [20])
Shamir’s secret sharing scheme satisfies reconstructability and security as defined in this section.

The construction in Definition 2.5.5 assumes honest-but-curious adversaries. This means that
corrupted parties follow the protocol but may attempt to infer additional information from their
shares. A stronger adversary would be an active adversary. This adversary is allowed to deviate
from the protocol in order to learn additional information or to distort the result. In the case of secret
sharing schemes, an active adversary might send wrong shares into the reconstruction algorithm.
Consequently, the Shamir secret sharing scheme in Definition 2.5.5 would reconstruct an incorrect
secret.

2.5.2 Actively Secure Secret Sharing
We extend Shamir’s scheme by considering active adversaries. Such an adversary does not adhere

to the protocol, but might send incorrect shares. Nevertheless, the reconstruction of the secret has
to be correct. This property is called robust reconstruction.
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2 Cryptographic Background

Definition 2.5.6 (Active Adversary for Secret Sharing Schemes)
Let S = (X, Y, Share, Reconstruct) a secret sharing scheme and D the probability distribution
over X, from which s is sampled.

An active adversary ‘A against S is a pair of PPT algorithms
A = (As, Am),

where
* the selector As(D, n, t) outputs a set of indices C C [n] with |C| < t, and

* the modifier An((s;)icc) outputs the modified shares (3;)iec.

The security game is shown in Algorithm 2.3.

Algorithm 2.3 Security Game for Robust Reconstruction in Secret Sharing Schemes

1: procedure Gs;af{‘af;’mive(l”)
2 C « ﬂs(D’, n, l)

3 s—9D

4 (s1,...,8,) < Share(s)

5: Bi)iec «— Am((si)iec)

6 s” « Reconstruct((5;)iec U (s:)igc)
7 return s’ # s

8: end procedure

Definition 2.5.7 (Advantage of an Adversary)
Let A be an adversary and S a secret sharing scheme. The advantage of ‘A against S in the active
setting is
Share,Active __ Share,Active __
(2.12) Adv°g =Pr [Gﬂs =1].
Definition 2.5.8 (Active Security of a Secret Sharing Scheme)
A secret sharing scheme S is actively secure if, for all PPT adversaries A, both advantages Advsyl;afge

and Adv&S;(m\rSe’Acuvc are negligible.

2.5.3 Shamir Secret Sharing with Error Correction

In this section, we construct an actively secure secret sharing scheme based on Shamir secret
sharing.

The main concept of this scheme is to replace the Lagrange interpolation with an error correction
component. Analogous to Shamir’s sharing, the goal is to reconstruct a polynomial of degree # — 1.
The input of the reconstruction algorithm is a set of coordinate shares {x;, y;}ic[»]. However, a
subset of these shares may be incorrect. The aim is to nevertheless recover the correct polynomial.

A standard error correction technique is Reed—Solomon decoding [38]. On a high level, it works
as follows: First, the y-component of the shares is modeled as the sum of a correct term §; and
an error term e;, i.e., y; = y; + e;. Next, a sequence of so-called syndrome values is computed
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using all the shares. Each syndrome corresponds to a check of the global polynomial. (These
checks do not coincide with the x-value of the shares.) If no errors occurred, all syndromes are zero.
From the non-zero syndromes, we can derive an error-locator polynomial and an error-evaluator
polynomial. The former identifies the position of the errors while the latter describes the error
magnitude. These two polynomials can be combined with the erroneous polynomial evaluations to
recover the intended error-free polynomial.

Theorem 2.5.1 (Reed—Solomon Decoding [38])
Let nyy be the total number of shares, t the threshold, and ne. the number of incorrect shares.
Reed—Solomon decoding correctly recovers the underlying polynomial, if

o —
Nerr < .
2

The actively secure variant of Shamir secret sharing replaces Lagrange interpolation with
Reed-Solomon decoding.

Definition 2.5.9 (Actively Secure Shamir Secret Sharing)
Letn € Nandt € NwithQ <t <n. Let p be a prime with p > n, and let F, be the finite field of
order p. The actively secure Shamir secret sharing scheme is defined as

Active __ n
Sshamic = (Fp, ]Fp, Share, Reconstruct),

using the following algorithms:

* Share(s) samples coefficients ay, . . ., a; - € Fp, uniformly at random and ensure that a; 1 # 0.
Define

t—1

2.13) f(x)=s+ Zaixi € F,[x]
i=1

For each party i € [n], the share is the pair

2.14) (i,s;) withs; = f(i).

* Reconstruct:
Let I C [n]. Using the points {(i, $;) }ic1, where at most nnqy shares are distorted, reconstruct
the polynomial f(x) using Reed-Solomon decoding. The secret is

(2.15) Reconstruct({(i, s;) }icr) = f(0).

The requirements for privacy and reconstruction are combined to bound the maximum number of
adversarial parties.

Theorem 2.5.2 (Privacy and Robustness of Actively Secure Shamir Sharing [10])
Shamir’s actively secure secret sharing scheme satisfies privacy and robust reconstruction if

Ntot
Nagy < —.

3

Here nyy is the total number of parties and n,qy is the number of corrupted parties.
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Proof To ensure privacy, no subset of corrupted parties is allowed to learn the secret. This requires
Nady < I.

To ensure robust reconstruction of the secret even if up to n,qy shares are incorrect, the inequality
from Theorem 2.5.1 is used:

t < Nyot — 2Nady-
As a result, ¢ has to be in the interval

[nadv» Mot — 2nzldv] .

This interval is non-empty if and only if

Ntot
Rady < —. m

3

2.5.4 Pseudorandom Secret Sharing

All previous secret sharing schemes first fixed a secret and then distributed it over several parties. If
a fresh random value needs to be shared, this construction is not necessary. Instead, each party can
locally compute its share without any interaction using pseudorandom functions.

Definition 2.5.10 (Pseudorandom Function [15])
Let K, X,Y be three sets. A pseudorandom function is a deterministic, efficient function

O:KxX->Y, (k,x)—y,

such that for every key k € K, no PPT adversary can distinguish between ®(k,-) and a random
oracle except with negligible probability.

For every input x € X, a random oracle chooses a value y € Y uniformly at random for every query.
If an input x € X is queried several times, then the random oracle returns the same value.

We can use a pseudorandom function to construct a variant of Shamir secret sharing. At setup, the
keys K € Z, are distributed among the parties. When a new sharing is needed for a ciphertext
¢, the ciphertext is used as randomness input x to generate a new, valid secret sharing using the
pseudorandom function. Additionally, the pseudorandom function is restricted to the interval
[-B, B]. Note that the sharing algorithm is non-interactive.

Definition 2.5.11 (Pseudorandom Secret Sharing [15])

Letn € Nandt € NwithQ <t < n. Let q € N be a modulus so that Lagrange interpolation over Z
is possible and let B € R. Let ® : Zy X Zy — Zg4 N [-B, B] be a pseudorandom function. Define
the pseudorandom secret sharing scheme

Spseudorandom = (Z4, Zy, KeyGen, Share, Reconstruct),

with the following algorithms:
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» KeyGen partitions the set of parties [n] into subsets S C [n] of size n — t. For each subset S,
a key Kg is chosen uniformly at random. A party i receives the key Ks, iff i € S.

* Share: Given a ciphertext ¢ € Zy, each party i locally computes its share as
(i,s:), withs; = Z Dk, (c).
S:ieS
This results in a Shamir share of a value determined by c.

* Reconstruct proceeds as in Shamir’s sharing. Either the passively or the actively secure
variant can be used.

2.6 Threshold Decryption

Threshold decryption extends public-key encryption by distributing the decryption among multiple
parties. Only sufficiently large subsets of parties can decrypt a ciphertext, while smaller subsets
learn nothing about the plaintext.

Definition 2.6.1 (Threshold Decryption Scheme [10])
Let n € N be the number of parties, t € N withQ <t < n be the threshold, and n € N be the security
parameter. A (t,n)-threshold decryption scheme is a tuple

& = (Gen, Enc, PartDec, Combine)

of PPT algorithms with the following syntax:

« Gen(1") — (pk,sky,...,sky) is the key generation algorithm, that outputs a public
encryption key pk and secret key shares sk; for each party P;, i € [n].

e Enc(m, pk) — c encrypts a message m under pk to obtain a ciphertext c.

e For each party, PartDec(c, sk;) — d;, uses the secret share sk; to compute a decryption
share d; for the ciphertext c.

* The decryption algorithm Combine(c, {d;}ic1) — m, uses the decryption shares to recon-
struct the plaintext m. Here, I C [n] of size |I| > t.

The scheme has to satisfy:

e Correctness: For all (pk,sky,...,sk,) < Gen(17), for all m, for all c = Enc(m, pk) and
for all subsets I C [n] with |I| > t, it holds that

Pr (Combine(c, {PartDec(sk;, ¢)}ier) = m) = 1 — negl(n)

* Privacy: Any sets of fewer than t parties cannot distinguish between partial decryptions of
ciphertexts of different messages.
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2.7 Zero-Knowledge Proofs

Zero-knowledge proofs are used to prove an NP relation (x, w) € R without revealing the witness
w. The definitions follow [25].

Definition 2.7.1 (Interactive Proof System)

Let L C {0,1}" be a language. An interactive proof system for L is a pair of interactive Turing
machines (P, V). P is called prover and has bounded runtime, while V is called verifier and has
polynomial runtime.

On a shared input x, the TMs P and V interact, and at the end V outputs 1 (accept) or O (reject).
The following properties have to hold:

* Completeness ensures that (with high probability) the honest verifier accepts the proof.

Vx e L:Pr[(P,V)(x) = 1] > 2.

» Soundness ensures that the proof for a x & L is rejected with high probability. For all x ¢ L
and all (possibly dishonest) interactive Turing machines P* with bounded runtime:
Pr[(P*,V)(x) =1] < %.
An interactive proof system can often be trivially realized by providing the witness y, so that the

verifier can observe that (x, y) € R. The idea of zero-knowledge is that the verifier learns nothing
beyond the validity of the statement, in particular not the witness.

Definition 2.7.2 ((Computational) Zero-Knowledge)

Let (P, V) be an interactive proof system for a language L C {0, 1}*. We say that P is (computational)
zero-knowledge if for every PPT verifier V*, there exists a PPT Turing machine M*, called a
simulator, so that the distributions

{(P, V*>(x)}x€L and {M*(x)}xeL.

are computationally indistinguishable.

Zero-knowledge proofs can be extended to proofs of knowledge, which guarantee that any prover
that is convincing the verifier has to “know” a corresponding witness. As “knowing a witness” is
not well-defined, this property is formalized using a knowledge extractor.

Definition 2.7.3 (Proof of Knowledge)
Let R C {0,1}* x {0, 1}* be an NP relation and

Lg={x|3y:(x,y) €RR}

be the corresponding language. Let k : N — (0, 1) be a function called knowledge error. An
interactive proof system (P,V) for Lg is a proof of knowledge, if the following conditions are
satisfied:
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* Non-triviality: If x € Lg, then the verifier always accepts:

Vx € Lg : Pr[(P,V)(x) = 1] = 1.

* Validity: If the probability of V accepting exceeds the knowledge error, then there is a
knowledge extractor that outputs a witness.

More formally, there exists a polynomial q and there exists an interactive Turing machine
K, called the knowledge extractor, so that for every interactive Turing machine B, for every
x € {0, 1}*, and for every auxiliary input for B denoted by a € {0, 1}**D) (where t(|x|)
bounds the runtime of B), the following holds true:

if
Pr[(B, V)(x) = 1] > k(|x]),

then there is a knowledge extractor KB« (x), that uses By o as an oracle and outputs a
witness w € R(x). Additionally, the expected runtime of K is bounded by

q(lx])
Pr[(B*,V)(x) = 1] = k(Jx])’

where the runtime of B is excluded.

2.7.1 >-Protocols

X-protocols are one simple variant of zero-knowledge protocols.

Definition 2.7.4 (X-Protocol)
A X-protocol for a relation R is an interactive proof system (P, V) consisting of the following three
steps:

1. The prover P sends a first message a to the verifier.
2. The verifier samples a random challenge e and sends it to P.
3. The prover replies with a response z.
The protocol has to satisfy:
e Completeness: For all (x,w) € R, the honest verifier accepts with probability 1.

» Special Soundness: There exists an efficient extraction algorithm, so that if two accepting
transcripts (a, e, z) and (a, e’,7') with e # e’ are given, the extraction algorithm outputs a
witness w such that (x,w) € R.

* Special Honest-Verifier Zero-Knowledge: There exists a simulator that is given (x, e) and
outputs a transcript (a,e,z) that is distributed identically to a transcript of an honest
execution.

The completeness and soundness bounds of sigma protocols can be increased by running the
protocol k times.

Next, we define the notion of non-interactive zero-knowledge proofs.
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Definition 2.7.5 (Non-Interactive Zero-Knowledge Proof)

A non-interactive zero-knowledge proof (NIZKP) is a zero-knowledge proof without any interaction
between the prover and the verifier, i. e., the prover generates the complete proof and sends it to the
verifier. Then the verifier can verify it.

X-protocols can be transformed into a NIZKP using the Fiat—Shamir transformation [20].

Definition 2.7.6 (Fiat—Shamir Transformation)
Let (P,V) be a Z-protocol with commitment a, challenge e, and response z. The Fiat-Shamir
transformation replaces the verifier’s challenge by a hash function H:

e:= H(x,a),
The prover then outputs the non-interactive transcript

(a,z).

The verifier recomputes e = H(x, a) and accepts if and only if V(x,a,e,z) = 1.

2.7.2 MPC-in-the-Head Technique
The MPC-in-the-head technique was introduced by Ishai et al. [23]. It constructs zero-knowledge
proofs by simulating a secure multi-party computation protocol inside the prover’s head.

It requires a secure MPC protocol that represents the relation R that is proven in the ZKP.
MPC-in-the-head consists of the following steps:

1. The prover locally generates virtual MPC parties and simulates an execution of the MPC
protocol that corresponds to (x, w) € R.

Then the prover commits the internal states using a commitment scheme.
The verifier selects a random subset of the parties.

Next, the prover sends the internal states of the selected parties to the verifier.

A

Lastly, the verifier checks the internal states to verify that the parties followed the MPC
protocol. Additionally, V checks that the commitments of the selected parties are correct.

MPC-in-the-head is zero-knowledge because the internal state of at least one party remains unknown
to the verifier.

2.7.3 Commitment Schemes

In our ZKPs, we will also need commitment schemes. These schemes allow one party to commit to
a value while keeping it hidden. Later, the party can reveal the committed value [25].
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Definition 2.7.7 (Commitment Scheme)
Let n € N be the security parameter. A commitment scheme is a tuple

C = (Gen, Com)

where
e Gen(17) is a PPT algorithm that outputs public parameters p used in the scheme.

e Com(p,v) is a PPT algorithm that uses the parameters p to generate a commitment for a
value v.

Commitment schemes have to satisfy two fundamental properties, computational binding and
computational hiding.

Definition 2.7.8 (Computational Binding)
A commitment scheme C = (Gen, Com) is computationally binding if for every PPT adversary A,
the probability that ‘A outputs two values vy # v and two randomnesses ro, r| with

Com™(p,vg) = Com™ (p,vy)
is negligible in .

Definition 2.7.9 (Computational Hiding)
A commitment scheme C = (Gen, Com) is computationally hiding if the distribution {Com(p,-)}
is computationally indistinguishable from the uniform distribution on the same domain.
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3 Post-Quantum Cryptography

All current instantiations of Ordinos use the Paillier encryption scheme [35]. While this scheme
guarantees classical security, it can be broken by quantum computers using Shor’s algorithm [41].
This thesis aims at developing a post-quantum secure instantiation of Ordinos. A prominent family
of post-quantum algorithms is based on the Learning with Errors (LWE) problem [39]. This section
contains an overview of the LWE problem and its security.

3.1 Learning With Errors

First, we define an LWE sample. Informally, an LWE sample consists of a uniformly random vector
and an inner product with a secret vector s, plus an error term that hides s.

Definition 3.1.1 (LWE Sample)

Let n € N be the lattice dimension, let g € N with g > 2 be a modulus, and let y be a probability
distribution over Zy. Let s € Zy be a secret vector. Choose a uniformly from Zy, and choose e € Zg
according to y. An LWE sample is the pair

(a,{a,s) +e) € Zy X Zy,.

The distribution y is also called the error distribution.

There are two variants of the LWE problem: the search variant and the decision variant. In the
search variant, the task is to recover the secret vector s given independent LWE samples.

Definition 3.1.2 (LWE Problem (Search Variant))
Let n, g and x be parameters as above. Let s be a secret vector and let A, be a set of polynomially
many independent LWE samples:

B.1) Agy ={(a,(a,s)+emodq):a 7!, e — x}.

The aim of the search LWE problem LWEifgf;his to find the secret s given As ). LWE,Z"° his hard
if no PPT adversary can recover s except with negligible probability.

In the decision variant of the LWE problem, the adversary’s task is to distinguish between LWE
samples and uniformly random samples.

Definition 3.1.3 (Decision-LWE)

Letn, q, x, s and Ay, be defined as above. The aim of the decision LWE problem is for an adversary
to distinguish whether Ay ) was generated as valid LWE samples with a fixed, but unknown secret s
or if it was drawn uniformly at random from Zy X Zg. LWEﬂf(;;g‘;i""is hard if no PPT adversary can
distinguish between these cases except with negligible probability.
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Regev [39] showed that the search and decision version are equivalent in terms of hardness.

Theorem 3.1.1 (Search-Decision Equivalence [39])
Let n, q, x be as above. If there exists a PPT algorithm that solves decision-LWE LWEY¢iSion  then

n’q’X
there exists a PPT algorithm that solves search-LWE LWEff;‘,rXCh.

3.2 Probability Distributions

Next, we define the discrete uniform distribution and the discrete Gaussian distribution. The discrete
uniform distribution is used to sample a in an LWE sample and both distributions can be used for
the parameter y.

Definition 3.2.1 (Discrete Uniform Distribution)
Let X be a finite set. The discrete uniform distribution over X, written as U (X), is the probability
distribution where each element of X has the same probability:

1
Pr[x =a] = m foralla € X.

. $
Instead of a «— U(X), we often write a «— X.
Next, we define the continuous Gaussian distribution over R”.

Definition 3.2.2 (Continuous Gaussian Distribution)
The continuous Gaussian distribution over R™ with mean vector u € R"™ and standard deviation
o > 0 is written as N (u, 021,,) and has the probability density function

1 _llx-p)?
20'2

po’,,u(x) = We s

forall x e R™.

The discrete Gaussian distribution is defined as the relative probability density over all discrete
values.

Definition 3.2.3 (Discrete Gaussian Distribution over Z" [40])
Letn e N, o >0, and u € R"™. The discrete Gaussian distribution over Z" with parameters o and
U is the probability distribution given by

_ Pou(x)
b =@

fJorall x € Z". If u is the zero vector, we typically omit it.
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3.2.1 Lattice Problems

The security of the LWE problem is based on the security of lattice problems by reductions. We
start by introducing lattices and two lattice problems.

Definition 3.2.4 (Lattice [40])
A lattice A in R" is a discrete additive subgroup. For every lattice, there exists a basis B =
(b1,...,bm) € 2™ of linearly independent vectors, so that

m
(32) A=BZ" =1 cbjlc; €Z
=

A well-known problem on lattices is the (approximate) Shortest Vector Problem (SVP). Given a
lattice defined by its basis, the aim is to find a non-zero vector in this lattice of minimal length. As a
decision problem, SVP has to distinguish if the shortest vector is below or above a certain bound.
A common variant is the GapSVP problem, that allows for a gap in which the algorithm is not
required to produce correct results.

Definition 3.2.5 (Gap Shortest Vector Problem (GapSVP))
Let A be a lattice of dimension n and a(n) > 1 be an approximation function. We denote 1| as the
length of the shortest non-zero vector of A:

33) 1y = min ||1
(3.3) 4 lenAl{I{ﬁo}ll Il

Given a distance d € Ry, the (@, n)-GapSVP problem is to decide if
A1 <d or A1>a(n)-d.

Ifd < A1 < a(n) - d, then the algorithm is allowed to return either answer.

Another widely used lattice problem is the Shortest Independent Vector Problem that asks for an
independent set of vectors in the lattice that are short.

Definition 3.2.6 (Shortest Independent Vector Problem (SIVP))
Let A be a lattice of dimension n and a(n) > 1 be an approximation function. We denote A,
as the minimal value so that there exist n independent vectors in A of length at most A,,. The
(approximated) shortest independent vectors problem is fo find n linearly independent lattice vectors
Vi,...,Vn €A, so that

max |[vi]| < a(n) - A,.

1<i<n

A fundamental assumption of lattice-based cryptography is that many lattice problems, including
GapSVP and SIVP are hard for both classical and quantum algorithms.

Theorem 3.2.1 (Hardness Assumption of GapSVP and SIVP)

For any polynomial a(n) = poly(n), both the a-GapSVP and a-SIVP problems are believed to be
computationally hard to solve in the worst case on n-dimensional lattices. While this assumption is
not proven, it is supported by the fact, that there is no known polynomial-time algorithm (classical
or quantum) that approximates GapSVP or SIVP within any polynomial factor a(n) [40].
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3.3 Security of the LWE Problem

The hardness of LWE can be reduced to the hardness of lattice problems. There are two variants of
this reduction. Regev presented a quantum reduction, while Peikert’s reduction is entirely classical,
but requires a larger error rate.

Theorem 3.3.1 (Regev’s Reduction for Hardness of LWE [39])

Let n € N a lattice dimension, let ¢ > 2 be a prime modulus, and let y be a discrete Gaussian
distribution with standard deviation oq for o < 1/(\/nlog? n). Then, if there exists a polynomial-
time algorithm that solves decision-LWE with these parameters, there exists a quantum polynomial-
time algorithm that approximates GapSVP and SIVP with polynomial factors in the worst case
problem.

Theorem 3.3.2 (Peikert’s Classical Reduction for Hardness of LWE [37])
Let n € N be a lattice dimension, let ¢ > 2 be a prime modulus such that q is polynomial in n, and
define a € (0, 1), so that

aq > 2v/n.

Then, there exists a classical polynomial-time reduction from solving the following problems on
arbitrary n-dimensional lattices to solving the average-case decision-LWE problem with parameters.

3.3.1 Parameter Intuition

The security of LWE depends on a careful balance between dimension n, modulus ¢, and error
distribution y. In the following, we give an intuition how these parameters influence the security of
LWE.

* The dimension 7 is the main security parameter of the LWE problem. A larger value of n
increases the lattice dimension and the security. However, a larger n also increases the size of
each LWE sample.

* The modulus ¢ is typically polynomial in n. It has to be consistent with the noise rate «, i.e.
for a given security level, ¢/a has to be constant.

* The error distribution y should have a large enough standard deviation, so that the noise hides
the secret s. When introducing an LWE-based cryptosystem, we will see that the standard
deviation of y has to be small enough to ensure correctness.
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This chapter introduces the e-voting system Ordinos developed by Kiisters et al. [26]. Ordinos is not
a concrete instantiation of an e-voting system, but an abstract model that is defined independently of
specific cryptographic schemes. This chapter provides an overview of the participants in an election,
the election process, and the security properties. Additionally, the tallying phase is specified in
more detail.

4.1 Participants

The Ordinos protocol requires the following participants: voters, a voting authority, an authentication
server and a bulletin board [26].

The voters can cast their votes remotely using their voter supporting device. As these devices may
be untrusted, each voter additionally has an honest voter verification device to check that their vote
was cast correctly.

The voting authority is responsible for administrative tasks, which include compiling a list of eligible
voters and defining which choices are valid for a concrete election.

Each vote is sent to the authentication server before the vote is written on the bulletin board. The
authentication server also interacts with the voter verification device to check votes for fraud.

A set of trustees is responsible for the evaluation of the election. They use a multi-party protocol
and all keys are split among the trustees.

The bulletin board saves all information that is relevant to the election. This includes metadata
like the name of the candidates and the start and end date of the election, but also the encrypted
votes and every intermediate result that is generated during the election. The bulletin board is
append-only, so that no data can be removed. Only the authentication server and the trustees are
able to write on the bulletin board and they have to sign every message they write on the bulletin
board. The content of the bulletin board is publicly available, so that everyone can read it.

Additionally, there are authenticated channels between each voter supporting device and the
authentication server and between each voter supporting device and the bulletin board.
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4.2 Protocol Phases

A complete election consists of five phases: a setup phase, a voting phase, a voter verification phase,
a tallying phase, and a public verification phase [26].

In the setup phase, the voting authority publishes all election parameters on the bulletin board
and the trustees and the authentication server run their key generation protocols. Additionally,
they publish their public keys and zero-knowledge proofs for the knowledge and validity of their
public-secret key pairs on the bulletin board.

Next, each voter selects a choice in the voting phase. Typically this is a candidate ¢ € [ncang]. The
choice is entered into the voter supporting device that encrypts it under the public key generated
by the trustees. Then the voter verification device sends the encrypted vote and a ZKP of the
correctness of the choice to the authentication server. The voter can then decide to issue a Benaloh
challenge using the voter verification device to verify that the voter supporting device correctly
relayed their choice.

In the voter verification phase, each voter can verify that their vote will be counted in the upcoming
evaluation by checking that their encrypted vote is present on the bulletin board.

The main focus of this thesis is on the tallying phase. Here, the trustees aggregate all encrypted
choices using homomorphic addition. After that, the trustees run a multi-party protocol to calculate
the election result. This calculated function, called f; 41y, is specific to the election. f; 4, might
for example return the candidate who received the most votes or a ranking of all candidates. The
final result of the election is then decrypted by the trustees and published on the bulletin board.
Additionally, the trustees write every communication output on the bulletin board and provide ZKPs
of correct evaluation.

Lastly, in the public verification phase, everybody can verify the correctness of the tallying phase
by checking all ZKPs along with the other data on the bulletin board.

4.3 Active Security of Ordinos

Ordinos is secure against active adversaries [26]. This means that the security of Ordinos holds if
the adversary controls the voting authority, the authentication server, all voter supporting devices,
several trustees and a subset of the voters. As a result, only the bulletin board, the voter verification
device, some of the voters and the threshold number of trustees need to be honest. Actively secure
means that the entities that are controlled by the adversary do not have to follow the protocol during
any phase of the election process.

4.3.1 k-Risk-Avoiding Adversary

For every e-voting system, the following attack exists: An adversary could drop the votes cast by all
but one voter from the bulletin board. (An alternative view would be that the adversary blocks all
but one voter from voting.) If this modified bulletin board is then evaluated, the adversary learns the
vote of the one voter they did not delete. However, this attack is not realistic in practice because such
an extreme attack will be noticed and the adversary might suffer consequences. Therefore, Ordinos
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considers an active, k-risk-avoiding adversary. This is an adversary that tries to remain unnoticed
and is allowed to change at most k votes on the bulletin board. Additionally, the adversary is allowed
to change the behavior of all parties that are not explicitly listed as honest in section 4.1.

4.3.2 Cryptographic Primitives

To achieve active security, the following cryptographic primitives are used:

* An additively homomorphic encryption scheme &. The voters encrypt their votes using &
and the trustees hold the private key.

* A multi-party protocol Py pc that evaluates f;,;, using a list of encrypted ballots as input.

* A signature scheme that is used by the trustees and the authentication server to sign every
message that is written on the bulletin board.

* Several zero-knowledge proofs of

knowledge and correctness of a plaintext,

correctness of the multiplication between a ciphertext and a private constant,

knowledge and correctness of the private key,

validity of an encrypted ballot, and

correctness of the distributed decryption.

4.4 Security Properties

This section defines Ordinos’ three security properties: vote privacy, tally-hiding, and verifiability
[26].

4.4.1 Vote Privacy

Vote privacy guarantees that the choice of each voter remains private. More formally, the adversary
chooses a voter under observation who does not abstain from voting. Then the adversary cannot
distinguish if the voter under observation voted for candidate A or candidate B.

Definition 4.4.1 (Vote Privacy)

Let P be a protocol and 6 € [0, 1] be a privacy level. Let vops be an honest voter under observation
who does not abstain from voting and let A be a k-risk-avoiding adversary. Let B.p, be a set
of ballots, where all honest voters voted according to their probability distribution, all votes of
dishonest voters are cast by a the adversary, and the voter under observation chose ch;.

Then the protocol satisfies vote privacy, if for any two choices chy and chy,

Pr (A(P(Bek,)) = 1) = Pr (A(P(Ben,)) = 1) <6
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Theorem 4.4.1 (Vote Privacy in Ordinos)
In Ordinos, vote privacy is guaranteed under the following assumptions [26]:

1. The encryption-scheme & is IND-CPA secure.

2. There are valid NIZKPs for knowledge and correctness of a plaintext as well as knowledge
and correctness of the private key.

3. The MPC protocol Py;pc has ideal privacy.

To define the notion of ideal privacy, we first formalize the term “election result”.

Definition 4.4.2 (Election Result)

The election result is defined as the final outcome of an election. Different election systems have
different outcome spaces, e. g., the set of candidate names or an ordering of candidate names.
Typically, the election result does not include any number of votes.

In contrast, votes are defined as the raw input data and the tally consists of aggregated votes. In
particular, the election result does not contain the tally.

Examples for an election result are the name of the winning candidate, an ordering of the first k
candidates or the names of the first k candidates (without ranking).

Definition 4.4.3 (Ideal Privacy)

Let P;geqr be an ideal protocol. Then Pigea depends on the following parameters: a result function
fres, a probability distribution u over the choice space, the number of voters nyy.s, and the number
of honest voters Nnopest- Pideal IS defined as follows:

1. First, all honest voters cast their vote according to the probability distribution p.

2. Next, the remaining dishonest voters cast their votes. These do not have to follow the
distribution u but must be elements of the choice space. These votes are appended to the
honest votes.

3. Lastly, an honest instance evaluates fies on the set of all votes and returns the election result.
(Note that usually the first step in fes is the aggregation of the votes.)

The ideal privacy is defined as the privacy of this ideal protocol.

Note that in general, the ideal privacy is larger than zero because the adversary is able to derive
some information from the election result. For example, the adversary is able to guess that the voter
under observation has voted for the winning candidate.
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4.4.2 Tally-Hiding

Tally-hiding means that only the actual election result (e.g., the candidate who received the most
votes) is decrypted and revealed [26]. In contrast, the full tally consisting of the aggregated votes
remains encrypted and is not revealed to anyone. This has several advantages:

* In small elections, for example within companies, often only the name of the winner is
relevant. Revealing the full tally, i.e. the number of votes per candidate, might lead to
unnecessary embarrassment for a candidate that receives only a few votes.

» Several elections are round-based until a majority is reached. Revealing the votes per
candidate or the ranking between the candidates instead of only the list of candidates that are
eligible for the next round may unintentionally influence voters.

* As tally-hiding evaluations reveal less information about the votes, this can increase the vote
privacy. This is especially noticeable with a small number of voters.

Formally, tally-hiding is defined using the vote privacy of the protocol and comparing it to the vote
privacy of an ideal protocol.

Definition 4.4.4 (Full Tally-Hiding)

Let P be a voting protocol, T a set of trustees, and t — 1 the maximum number of trustees that is
allowed to be dishonest. Let fi.s be a result function mapping a finite set of votes from the choice
space to an element of the result space. Additionally, let u be a probability distribution on the
choice space.

If at most t — 1 parties are dishonest, then the voting protocol P is full tally-hiding if P has ideal
privacy with respect to fies, the choice space, [, Nyorers, and Rponest-

As a consequence, tally-hiding implies that an adversary is not able to extract any information about
the behavior of honest voters from the additional information that is published on the bulletin board
by the honest trustees and the authentication server and that is known from the internal state of the
dishonest trustees.

4.4.3 Verifiability

Ordinos fulfills individual verifiability as well as universal verifiability. Individual verifiability
means that each voter can ensure that their votes are correctly written on the tally. Universal
verifiability means that everybody can verify that the election result is correctly calculated from
the encrypted votes of the tally. Together, these two properties are combined to end-to-end
verifiability.

Definition 4.4.5 (Verifiability)

Let P be a protocol and J be a judge. The judge is a virtual entity that is executed after a complete
run of Ordinos and has access to all publicly available data, including all zero-knowledge-proofs,
and to all complaints from the voters. The judge can output accept or reject to indicate if he
accepts this run.

Verifiability with tolerance 6 € [0, 1] is guaranteed, if for every adversary, the probability that the
judge accepts, if the run is incorrect, is bounded by 6.
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In Ordinos, verifiability is guaranteed under the following assumptions:

Theorem 4.4.2 (Verifiability in Ordinos)
Ordinos is verifiable under the following assumptions [26]:

1. The encryption-scheme & is correct.

2. There are valid NIZKPs for knowledge and correctness of a plaintext as well as knowledge
and correctness of the private key.

3. S is an EUF-CMA-secure signature scheme.
4. The scheduler, the bulletin board, the judge and the voter verification devices are honest.

5. The MPC protocol Py pc evaluating fiairy is verifiable, i.e. everyone can verify that the
output of the protocol corresponds to the input.

Additionally, Ordinos guarantees accountability. While verifiability guarantees that a wrong
result is noticed, an accountable e-voting system can identify the misbehaving party. To achieve
accountability, the same properties as for verifiability in Theorem 4.4.2 are required.

4.5 Protocol Py pc

This section describes the multi-party computation protocol Pyspc that is run in the tallying phase
[26]. First, the building blocks used in this protocol are explained. Then, the first phase of Py;pc
is outlined which is independent of the concrete function f; 4. Last, the second phase for some
examples of f;41y is demonstrated.

The protocol Pyspc uses an arithmetic black box (ABB) to realize several basic arithmetic and
logic building blocks. For additions, the homomorphic property of the encryption scheme & is
used directly. Multiplications with a constant ¢ are realized by adding the ciphertext ¢ times.
As the encryption scheme is not fully homomorphic, an alternative protocol for multiplication
has to be used. Ordinos uses a multiplication protocol by Damgard and Nielsen [17] and an
equality-comparison as well as a greater-than comparison protocol by Lipmaa and Toft [30] which
are presented in chapter 6.

The aim of the first phase of Py pc is to compute a ranking between the candidates. The ballots each
voter submits are vectors ¢ € {0, 1} where the candidate the voter voted for has an encrypted
1 and all other candidates contain an encrypted 0. The rank of one candidate i is defined as

?
Z;.'Z‘i‘d (votes; > votes;) and is calculated using the ABB components for the following steps:

1. All ballots ¢ are added. The resulting vector ¢, ,sorreq contains the number of votes for each
candidate.

2. For every two candidates i, j, the number of votes cynsorreq[i] and cunsorzea[j] 1S compared.
If i < j, then cg[i, j] is computed using the greater-than protocol of the ABB. If i = j,
then cg[7, j] is set to 1. Lastly, if i > j, then cq:[i, j] = 1 — cg/[],i] + ceqli, j], Where the
equality protocol of the ABB is used.
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3. As every comparison results in either O or 1, the rank of a candidate is computed by

homomorphically adding all results: ¢, qnx [i] = Z?j;‘d cgrli, Jl.

In the second phase, the ranking from the first phase is used to calculate the election result. If f; s,
returns the first k candidates, then an additional greater-than comparison between ¢, 4, [{] and
enc(neand — k + 1) is needed. A candidate is part of the first k candidates if this comparison returns
1.

An alternative variant of f;1y is to return candidates that have at least 7 votes. Here, the computation
of ¢rank is not needed. Instead, a greater-than test between ¢, ps0rreq[i] and enc(7) is executed.

Ordinos also supports other ballot types, for example, where a voter can vote for more than one
candidate or where a voter ranks all candidates [26]. We do not consider these variants in this thesis,
but the proofs can be done analogously.

4.5.1 Requirements for Py;pc

The protocol Pyspc and its ABB components have to fulfill several requirements according to the
theorems 4.4.1 and 4.4.2. When combining these, we get the following lemma:

Lemma 4.5.1 (Correctness and Security of the protocol Pyspc)
The protocol Pyypc and its ABB subprotocols have to satisfy the following requirements:

* It has to correctly realize the functionality of the result function. (Analogously, the ABB
components have to correctly realize their functionality.)

* The protocol has to be tally-hiding.

 The protocol has to be verifiable.

For tally-hiding, it would be sufficient if the adversary only learns information that can be deduced
from the election result as this still satisfies ideal privacy. However, the protocol in this thesis
only publishes the final result and intermediate values that are indistinguishable from a random
distribution. This is achieved by using the homomorphic IND-CPA secure encryption scheme. The
election result will be decrypted and each intermediate value that is decrypted during the evaluation
has to be indistinguishable from the uniform distribution.

We apply the properties of Lemma 4.5.1 to each ABB component. The correctness and security of
the complete protocol Ppspc follow directly.

4.6 Post-Quantum Secure Instantiation of Ordinos

The aim of this thesis is to provide a post-quantum secure instantiation of Ordinos. Therefore, all
properties of subsection 4.3.2 have to be fulfilled.

The thesis is structured as follows: In chapter 5, we will introduce a post-quantum secure additively
homomorphic encryption scheme. Then, the arithmetic black box for protocol Py pc as defined
in the last section is analyzed in chapter 6 to guarantee correctness, verifiability, and tally-hiding.
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Next, the zero-knowledge proofs for our post-quantum secure encryption scheme are presented in
chapter 7. We do not consider the signature scheme in this thesis, but each message can be signed
with a post-quantum secure signature scheme, for example [7].
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Scheme

This chapter describes the encryption scheme that is used for the post-quantum secure instantiation
of Ordinos. First, a non-threshold encryption scheme based on the LWE problem is introduced.
Then, this scheme is extended to an arbitrary plaintext space Z, and a threshold functionality is
included. Next, the requirements for correctness of the encryption scheme are formulated. The
final section addresses the security of the encryption scheme by combining reduction proofs and
heuristics to satisfy all requirements.

5.1 Single-Party Encryption Scheme

This section introduces the lattice-based threshold encryption scheme by Bendlin and Damgard [8]
to encrypt a single bit y. The encryption scheme is based on Regev’s LWE cryptosystem [39]: The
private key is a secret vector s and the public key is a vector of LWE-samples with secret s. If a bit
is decrypted, a random subset of the LWE samples the public key consists of is selected. Then, the
message bit is encoded by adding a shift inside the ciphertext modulus g. We start by introducing
the non-threshold variant and later add a distributed key generation and threshold decryption.

For the definition of the encryption scheme, this thesis uses matrix-vector notation instead of the
sum-based notation used in the original paper.

Definition 5.1.1 (Single-Party Encryption Scheme[10])

Let n € N be a security parameter, n(n) € N a lattice dimension, m(n) € N the number of LWE
samples, q(n) a ciphertext modulus, and y (1) an error distribution on Z,. The encryption scheme
by Bendlin et al. [10] is the following tuple:

Zy

single—party = ({0’ 1}’ KeyGensingle—party’ Enc, Decsingle—party) s

where the last three algorithms are shown in Algorithms 5.1 to 5.3.

5.1.1 Extending the Plaintext Space to Z,

In this section, we extend the plaintext space of the encryption scheme from Z; to an arbitrary
Z,. Essentially, the plaintext space is divided into p parts instead of 2 parts. To achieve this

generalization, the encryption and decryption methods are modified in two places:
* In the encryption algorithm, replace the term vy - [%J with m - l%J, where m € Z,, is the

plaintext.
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Algorithm 5.1 Key generation for the single party variant of the encryption scheme [10]

procedure KeyGen(q, n, m)

b=AT5+2& mod g
pk = (A, b)
return pk, sk

end procedure

Algorithm 5.2 Encryption of a single bit y [10]

procedure Enc(y, pk = (A, l;))
P& 0, 1ym
co «— A¥ mod g
ci —yl2]+7 b mod ¢
return (co, c1)

end procedure

* In the decryption algorithm, adjust the round function so that it rounds to the nearest multiple
of FJ.
p
Definition 5.1.2 (Single-Party Encryption Scheme over Zj)
Let 7 be a security parameter. The single-party encryption scheme over Z,, is defined as

Zp

single_party = Esingle—party = (Zp, KeyGeng;gie—pareys ENC, Decsingle_par,y) ,

where the algorithms are the same as in the Z, variant with the modifications mentioned above.

5.2 Threshold Encryption Scheme

As Ordinos uses several trustees, distributed key generation and decryption protocols are needed.
Both are provided in [10] for the plaintext space Z, and are extended to an arbitrary Z,, in the
following explanations.

Algorithm 5.3 Decryption of a ciphertext ¢ for the single party variant of the encryption scheme.
The round method returns i if the input is closest to i - L%J [10]

procedure pec(c = (¢, ¢1))
return Rounp(c; — ¢y’ 5 mod ¢ mod 2)
end procedure
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Key Generation

The key generation phase consists of two parts. First the secret key sk of the original encryption
scheme is shared between the trustees using Shamir’s secret sharing.

In addition to the shared secret key for the encryption scheme, additional keys K5 for the decryption
are needed [8]. Using these keys, the trustees realize a pseudorandom sharing of an additional
secret value, which is called flooding noise. This flooding noise will be used to hide the secret key
share of sk in the partial decryption. The keys K are chosen uniformly at random from Z, by an
honest party and then distributed to the trustees. Let 7 be the threshold for the (7, #) Shamir sharing
schemes. The trustees are divided into subsets S of size n — ¢ and a party P; receives a key Ky iff
P j € S.

There also exists a distributed variant of the key generation algorithm. As the key generation takes
place in the offline phase and we mainly focus on the tallying phase of Ordinos, we refer to [10].

Threshold Decryption

For the decryption, a pseudorandom function ¢ : K, ¢ — [—C, C] as defined in Definition 2.5.10
is needed. When a ciphertext c is decrypted, each trustee computes a variable e;. which is the partial
decryption with his Shamir share of the secret key sk ;. This is the local decryption of the ciphertext.
However, broadcasting it is not secure because it leaks sk ;. So, each trustee uses the pseudorandom
function @ for all his keys Ks to generate the sum y; = X5 ;5 ®(Ks, ). y; is used to hide the
partial decrypted ciphertext e;. The sum y; + e; is broadcasted and reconstructed using additive
sharing. Lastly, the output is rounded to get the correct message m. For the pseudorandom function,
one can for example use the construction by Banerjee et al. [7].

We extend the algorithm by Bendlin et al. [10] to allow Shamir secret sharing, both in the actively
and passively secure variant as proposed in [16]. Every subset S corresponds the polynomial fs
of degree ¢, which is defined by the points fs(0) = 1 and fs(i) = 0 Vi ¢ S. So, the resulting
polynomial is

fs=[1(1-3%)

¢S

Each Shamir share y is then defined as

yj= Z ®(Ks,c) - fs())

S:jeSs

The complete algorithm is shown in Algorithm 5.4.

5.3 Correctness of the Encryption Schemes

In this section, we prove the correctness of the encryption schemes including the correctness for
homomorphic encryption and the threshold variant.
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Algorithm 5.4 Distributed Decryption [10] for one party P;. Reconstruct is the reconstruction
algorithm of Definition 2.5.9 that uses error correction to reconstruct the given polynomial and
evaluates the polynomial at x = 0.

procedure DisTRIBUTEDDECRYPTION(C = (cg, 1))
e. —cy|— cOTsj
yj < Zs.jes P(Ks, c) - fs(j)
BroAaDcAST(y; + e;.)
y + ¢’ =REcoNsTRUCT(y; + €
m <« RounD(y + ¢’)
return m

end procedure

)

J

5.3.1 Single-Party Encryption Scheme

We start by analyzing the single-party encryption scheme over the plaintext space Z,.
First, the correctness of the decryption of a ciphertext without any homomorphic operations is
shown.

Theorem 5.3.1 (Correctness of the Decryption)
Let n € N be the security parameter and Esingle—party the single-party encryption scheme from
Definition 5.1.2.

Let (pk, sk) be a valid key pair and m € Z, a message. Then correctness of the decryption is
guaranteed with overwhelming probability, if

T q
< _7
el <5

. . . $ . . .
where e & Z,, is the noise of the key generation and r < {0, 1} is the noise of the encryption
algorithm.

Proof We want to show that for all valid key pairs (pk, sk) and for all messages m € Z,, it holds,
that

Pr (Dec(Enc(m, pk), sk) = m) = 1 —negl(n).

The decryption can be simplified as

Dec(Enc(m, pk), sk) = Dec ((Ar mod g, m - | = | + rTb) ,sk)
= Round (m . {EJ + rTe)
p
This equals m with overwhelming probability, if
T q
< —_—
|re| 2 (]

To further specify the condition for correctness of the decryption, we specify an upper bound S for

rTe.
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Definition 5.3.1 (Noise Bound) s
Let i be the security parameter, e & Z,, be the noise of the key generation, and r < {0, 1} be the
noise of the encryption algorithm. A value 8 is called noise bound, if

(5.1) Pr(|rle| > B) = negl(n)

Next, we specify the noise bound for one of the concrete instances of our encryption scheme, that
will be used in chapter 8. Bendlin et al. [10] have also implicitly specified a noise bound for
their encryption scheme. However, they used the Chebyshev inequality to find a bound for the
distribution y and a rather coarse inequality a < b, where a € O(n®) and b € O (n?/¢). While this
inequality is true, the approximation is too loose for this thesis. [10] chose this approach because
they did not include homomorphic operations, but we need a smaller noise bound to allow as many
homomorphic operations as possible.

Theorem 5.3.2 (Noise Bound for Gaussian Distribution y)
Let 11 be the security parameter of the encryption scheme Egingle—party, and let the discrete error
distribution be y = N (o). Then a possible noise bound is

B=m- (0'\/277 In(2) + %)

Proof For a continuous Gaussian random variable X with standard deviation o and expectation
value 0, the Chernoff bound holds:

x2
Pr(]X| > x) <2e 27

A discrete Gaussian random variable X’, with the same standard deviation, is at most % away from
X. So, for a discrete Gaussian

(-
Pr(|X'| >x) <2¢ 20

)2

ol —

[

We choose x = 074/2n1n(2) + % Then Pr(|X’| > x) = negl(n).

Each entry e; of e was sampled independently from a discrete Gaussian distribution, and the vector
r € {0, 1} can be upper-bounded by the ones vector. As a result, the noise bound is

ﬁzm-Pr(|ei|>x)=m~( \/2nln(2)+%) .

A similar noise bound can be found if the noise is uniformly distributed instead of Gaussian:

Theorem 5.3.3 (Noise bound for Uniform Distribution y)
Let Esingle—party be the encryption scheme security parameter n and the discrete error distribution
x = U([-s,s]). Then the noise bound is

B=m-s
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5.3.2 Homomorphic Operations

In this section, we show that the encryption scheme supports homomorphic additions and multipli-
cations with a publicly known constant. Multiplications by a constant can be realized by several
additions of the same ciphertext.

Theorem 5.3.4 (Correctness of Homomorphic Additions and Multiplications by a Constant)
Let n € N be the security parameter and Esingle—party the single-party encryption scheme from
Definition 5.1.2.

Let (pk, sk) be a valid key pair and let m € Z,, be a message. Then homomorphic additions and
multiplications with a constant can be used. The correctness of the decryption is guaranteed with
overwhelming probability up to a bound By,

q
-
2pB
where By, describes the number of addition equivalents. (A multiplication by k corresponds to k
addition equivalents.)

Proof Let (pk, sk) be a valid key pair, n € N be a natural number, {m; € Z,};c[,] be a set of
messages, and {k; € Z, };c[,] be a set of constants. For each message, we define a ciphertext

c; = Enc(m;, pk) = (Ari,mi {%J + ”in)

The linear combination of these ciphertexts is

n
CIZki'Ci
i=1

= (A (z": kiri) , (Zn: kimi) AL+ (z”: kiri)T b)
i=1 i=1 Pl o\
On decryption, we get
Dec(c, sk) = Round( (2"1 kim,-) N (Zn: kiri)T e)
i=1 p i=1

The decryption is correct with overwhelming probability, if ‘ (Xn, k,-r,-)T e’ < % with overwhelming

probability.

Using the noise bound g, correctness is guaranteed if

N q
;klﬂ<5

So, the bound is

|1
B = LPﬁJ -
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This theorem shows that multiplications with a constant accumulate significantly more noise than
additions. As we will see in the next chapter, this can become a problem, because the algorithms for
additively homomorphic encryption schemes by Lipmaa and Toft [30] assume that multiplications
with a constant are free.

5.3.3 Correctness of the Threshold Encryption Scheme
First, we show that the y; + e’l. are valid Shamir shares of y + ¢’. This is trivial for e’l., as s;jisa
valid Shamir share and only linear operations are applied, but it is more interesting for y e

Theorem 5.3.5 (Correctness of the Sharing of y)
The variable y; of Algorithm 5.4 is a valid Shamir share of y and y is upper bounded by

ef) <

Proof The secret sharing is based on the polynomial

f = > O(Ks,0) fs(x)

Sc[n]:|S|=n-t

Then each share is the tuple (j, f(j) = y;) and the secret is f(0). As there are ('t’) subsets S, it
follows that

n
M=lrOls > |@(Ks.o)l < (t) C .
Sc[n]:|S|=n-t
yj+ e;. is a valid Shamir share due to the additivity of Shamir sharing.
Next, we show that the decryption algorithm is correct for the threshold variant.

Theorem 5.3.6 (Correctness of the Threshold Encryption Scheme)
Let n € N be the security parameter and Egreshold the (n, t)-threshold encryption scheme.

Let (pk, sk) be a valid key pair, (s, ...,s,) a Shamir sharing of sk and Ks the additional keys for
the threshold decryption. Let m € Z,, be a message.

Then correctness of the decryption is guaranteed with overwhelming probability, if

T q n
< — — C,
Il 2p (I)

where C bounds the interval of the pseudorandom function.

Proof One can see that

y+e =m-|=|+rfe+ Z ®d(Ks,c)
p Scln]IS|=n-t
<m- 4 +rTe+(’Z)-C
Then, the proof is analogous to the correctness for single-party decryption. ]

51



5 Homomorphic Threshold Encryption Scheme

As the threshold and single party encryption schemes only deviate at the decryption algorithm, the
results for homomorphic operations can be transferred.

Theorem 5.3.7 (Bound for Homomorphic Operation)
The encryption scheme Enreshold allows up to

=[5 () <)

homomorphic additions.

5.4 Security of the Encryption Scheme

In this section, we show the security of the threshold encryption scheme under the assumptions that
the underlying LWE instance is secure and that the encryption scheme 8§igle_party by Bendlin et al.
[10] is correct. (Both assumptions will be proven in the next section.)

5.4.1 Generalization of the Plaintext Space

First, we show that the generalized encryption scheme remains IND-CPA secure via a reduction
from the Z,, variant to the Z, variant using the following security game.

Theorem 5.4.1 (Security of the Encryption Scheme with Plaintext Space 7Z,)
The generalized single-party encryption scheme Egingle—party 0ver Zp, is IND-CPA secure, if the

original encryption scheme & over Zy is IND-CPA secure.
single—party

Proof Assume that there exists an adversary Az, that has a non-negligible advantage € in the Z,,
security game using the messages mq, m; € Z,. Then there also exists an adversary Az, that has
the same advantage € in the Z, security game.

The adversary Az, plays the security game as follows:

1. Az, submits the messages yo = 0 and y; = 1 to the challenge because no other plaintexts are
possible.

2. Az, receives the challenge ciphertext ¢ = enc”?(y},) from the challenger.

3. Then Az, constructs the ciphertext ¢ as follows: First, Az, constructs a conversion factor

f= [%J | %] ! from the plaintext space Z; into the plaintext space Z,,, where | £ | s the

inverse in Z,,. The ciphertext ¢ is then constructed as follows using homomorphic operations:
c=¢-f-m+(1-¢)-f-mg
4. Next, the adversary Az, sends the ciphertext ¢ to the adversary Az, as a challenge ciphertext
for the Z,, security game.
5. Az, returns a bit b” € {0, 1} as a guess for the challenge ciphertext c.
6. Finally, the adversary Az, outputs the same bit b’ to complete the Z, challenge on the

ciphertext ¢.
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Correctness of the Reduction The ciphertext ¢ that Az, receives from the Z, challenge is:
(A T, Yb {QJ + rTb)
2
for some randomness r € {0, 1}". Az, then converts it into the ciphertext ¢ which corresponds to

q

¢ = (£ Gni=mo) - Ar(my -y +mo- (1 =) - | L]+ (my = mo) - £ -1

This ciphertext ¢ can be interpreted using the plaintext space Z,, and decrypted:

dec?” (¢) = round ((m1 -vp + mo(1 —7yp)) 4

+ (my —mg) - f - rTe)
If the noise is small enough, i.e.

q
(5.2) |(mi—mo) - f-rle| < 3

P
then dec?? (¢) = my,. In secure instantiations of LWE, ¢ is significantly larger than p and the noise
e is small. As mg, m; and f are elements of Z,, Equation 5.2 is always fulfilled.

Therefore, the ciphertext c is a valid ciphertext of the encryption scheme over Z;,. The two challenge
ciphertexts correspond to each other. As a result, the adversary Az, has the same advantage € as
the adversary Az,,. Since the original encryption scheme over the plaintext space Z, is IND-CPA
secure, it follows directly that the generalized encryption scheme over Z;, is IND-CPA secure too.m

5.4.2 Threshold Decryption

First, we show that the secret sharing schemes are secure. This includes both the standard Shamir
sharing of the secret key sk and the non-interactive pseudo-random sharing. As we have shown that
both are valid secret sharing schemes, we can use the proofs from Theorem 2.5.2 in chapter 2.

Theorem 5.4.2 (Security of the Sharing Scheme)
The sharing of the secret key and the pseudorandom sharing for the decryption algorithm of the
encryption scheme Ewreshold are actively secure, if

t<n
3

Next, we want to motivate, why the term y; is added to e;. before broadcasting. e; is a linear
combination of the secret key share s; and publicly known values e}, coand cy:
T
e;- =c1—cys;
As ¢ = (co, c1) is the ciphertext of an IND-CPA secure encryption scheme, different ciphertexts are
independent with overwhelming probability. An adversary would have to observe O (n) ciphertexts
to solve the resulting linear system and recover s;. As a consequence, if only e ; were broadcast, one
could easily compute s ;. Therefore, exponential noise is added to hide e;.. This technique is called
noise flooding [33] and requires y; to be exponentially larger than the noise term of the ciphertext

[8].
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Theorem 5.4.3 (Secure Noise Flooding)
Let 1 be a security parameter and ® be a pseudorandom function that is uniform on [—-C, C]. Let B
be the noise bound of a fresh ciphertext and By, the maximal number of addition equivalents. Then

foraparty Pj, y; = Xg.jes ®(Ks, ) - fs(J) is a secure flooding noise, if
Cc=2"-8-B,

Proof With the values above, y; is at least a factor of 2" larger than the largest possible noise of
the ciphertext. ]

5.5 Secure Parameters for the Learning with Errors Problem

This section describes how the parameters of the LWE problem are chosen to guarantee a secure
instantiation. For now, this analysis is independent of the encryption scheme. Later, we will add
additional considerations regarding the security of the encryption scheme. The parameters depend
on the security parameter n and are:

* the lattice dimension n,

¢ the number of samples m,

* the error distribution y, and
* the ciphertext modulus g.

To use the LWE instantiation as basis of our encryption scheme and multi-party protocol, there
are additional requirements beyond the security of the instantiation. First, the ciphertext modulus
q has to be large enough so that all plaintext values that are needed for the MPC-protocol can be
represented, and so that a suitable number of homomorphic operations is possible. Second, the
error distribution y has to be small enough, so that a suitable amount of homomorphic operations
are possible. As the error scales linearly with the number of additions, a large error will quickly
exceed the decryption threshold resulting in a lower number of homomorphic operations.

In the following, we will consider three variants for secure parameters. The first variant cannot be
used for our instantiation. In chapter 8 we will decide between the second and third variant.

5.5.1 Parameters by Bendlin et al. [10]

The paper by Bendlin et al. [10], which our encryption scheme is based on, proposes parameters for
the LWE encryption scheme that achieve both correctness of the encryption scheme and security.
Initially, we start by using these parameters.

Definition 5.5.1 (Parameters by Bendlin et al. [10])
Given a security parameter 1. Then the following parameters are proposed:

* The lattice dimension n is the same as the security parameter 1.

* B € Nis polynomial in n.

54



5.5 Secure Parameters for the Learning with Errors Problem

e The ciphertext modulus is ¢ = 2" and q is a product of primes q = [] pi, where the
number of parties Npariies < pi < B. This property is called B-smooth.

e The dimension m is in O(n>).

e . . .= . _3
e The error distribution x is a discrete Gaussian ®,, with @ = V2ng™4.

Security

First, we analyze the security of an LWE cryptosystem instantiated with these parameters.

Theorem 5.5.1 (Asymptotic Security)
The encryption scheme Eingle—party IS asymptotically IND-CPA secure with the parameters of
Definition 5.5.1 because the corresponding LWE instance is at least as hard as GapSVP.

Proof This proof sketch only includes these parts of the proof, that will later become relevant.

In the first step, the security of the encryption scheme is reduced to the indistinguishability between
an LWE tuple and the uniform distribution, i. e., the decision variant of LWE. This was already
proven by Regev [39] in lemma 5.4.

Next, the decision variant can be reduced to the search variant of LWE. This was proven by Regev
[39] in lemma 4.2. However, this prove depends on the fact that ¢ is polynomial, such that a search
over all elements of Z, can be completed in polynomial time. However, this can be adapted to an
exponential g, if g is B-smooth. Then, a search over all elements in Z,, can be done and these
results can be combined using the Chinese Remainder Theorem.

Lastly, the lattice problem GapSVP is reduced to the decision LWE variant with exponential ¢g. This
has been done by Peikert [37] and it was also shown that GapSVP is a hard lattice-problem. ]

Note, that this proof of [10] is only an asymptotical proof, that might not be secure for practical
instantiations. The exponential value of ¢ is important for our threshold encryption scheme, because
an exponential noise is added in the partial decryption.

We want to test these parameters with the LWE estimator [5, 6], aiming at a security level
of 128 bits which is NIST’s target bit security for post-quantum security [43]. For the prime
factors of g, we choose B = 3408, which is polynomial in n = 128. The primes we use are
3329, 3331, 3343,3347,3359,3361,3371,3373,3389,3391 and 3407. Their product g has a
bitlength of 128 bits. Next, we choose m = n® and y according to the theorem.

In theory, this should result in a security level of 128 bits. However, the LWE estimator [5, 6] only
gives a security level of 40 bits.

To improve the security, we increase the lattice dimension »n and choose n = 2822. This yields
the desired security level of 128 bits by the LWE estimator [6]. The LWE estimator is not able to
compute results for the attack strategies BKW, DED-BKW and BDD MitM Hybrid because of the
hight number for n. However, these algorithms produce larger bitlevels at lower values of n than
USVP and BDD. Therefore, we can assume that this is true for higher values of n too and that the
most efficient attacks for our cryptosystem are USVP and BDD.
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5 Homomorphic Threshold Encryption Scheme

Unfortunately, this large lattice dimension will affect the efficiency of the encryption scheme. The
public key consists of the matrix A € ZZX’". Using the parameters above, this matrix requires
929 TB of storage, which is infeasible in practice.

Correctness

Nevertheless, we also analyze the correctness of these parameters. For the decryption of a freshly
encrypted ciphertext, correctness is guaranteed [10]. Homomorphic Operations are possible too,
but the large standard deviation of the Gaussian error limits the number of homomorphic operations
significantly, so that these parameter choices cannot be used for our instantiation of Ordinos.

5.5.2 Smaller Errors with Uniform Distribution

The last approach has two disadvantages, both, the lattice dimension n and the standard deviation o
of the Gaussian error, are too high.

We start by addressing the standard deviation. Micciancio and Peikert [32] proved that it is possible
to instantiate LWE with smaller parameters. If the number of samples m approximately corresponds
to the lattice dimension n, then the error distribution y can be a uniform distribution on a small
interval [—s, 5].

Theorem 5.5.2 (LWE with Small Parameters [32])

Let k and C be two suitable constants. Define the lattice dimension n and the number of samples m so
that0 < k <n <m—w(logk) < kP, Setl = m —n + k and define the support s > (Cm)" =5
Let the modulus q be a prime with max(3Vk, (4s)™ (m=m)) < ¢ < k°N). Define X as a subset of
{=s,...,s} with | X]| > s™.

Then the LWE instance using m, n, q, and the uniform distribution y = U(X) for e is hard under
the assumption that SIVP is hard.

While this theorem is stated for a prime modulus ¢, almost identical results also hold for a composite
modulus [32].

5.5.3 Smaller Errors With Gaussian Distribution

In practice, often Gaussian errors are used for homomorphic encryption schemes. However, the
best-known reduction proofs require a standard deviation o of at least n'/? [3], which is the standard
deviation used in Bendlin’s scheme.

An alternative approach is to analyze all known attacks on LWE and related lattice problems and

then choose a standard deviation so that none of these attacks are feasible. A standard approach

from real-world homomorphic encryption scheme and from the literature is to choose o = \/%

which is considered secure[3]. This choice can be verified using the LWE estimator.
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6 Arithmetic Black Box for the Protocol P, pc

This chapter introduces all components of the arithmetic black box. This includes protocols for
homomorphic addition, multiplication, and comparisons which are transferred from the Paillier
instantiation of Ordinos. We note that comparison protocols by Lipmaa and Toft [30] used in Ordinos
are built with Paillier-like encryption schemes in mind and assume that additions and multiplication
by a constant are free [30]. Therefore, the protocol for a greater-than comparison is slightly modified
to better fit homomorphic encryption schemes that have an inexpensive homomorphic addition (like
LWE) instead of a free homomorphic addition (like Paillier). Additionally, a protocol for noise
refreshing is included in the new ABB.

As seen in the previous chapter in Theorem 5.3.6, the noise has to be small enough that correct
decryption is possible. Equivalently, the number of homomorphic addition equivalents cannot be
larger than the bound B}, from Theorem 5.3.7. Therefore, we analyze the number of homomorphic
addition equivalents ”3‘3355001 for each protocol. This number is associated with the last ciphertext of
a protocol and with any ciphertext that is decrypted during the protocol. The complete analysis of
this chapter is independent of our concrete LWE encryption scheme and can be directly applied to
every additively homomorphic encryption scheme that has additive noise. (For encryption schemes
without additive noise, the analysis is unnecessary because the correctness of the decryption does
not depend on the number of homomorphic additions.)

6.1 Additions and Multiplications by Constants

Additions and multiplications by constants are realized using the homomorphic properties of the
encryption scheme. Trivially, the correctness and security requirements from Lemma 4.5.1 are
fulfilled.

However, the key difference between the Paillier instantiation of Ordinos and this LWE instantiation
is that these operations accumulate noise in the latter instantiation. This is especially problematic
for multiplications with large constants, as these increase the noise disproportionately. This can be
seen in Theorem 5.3.4.

6.2 Noise Refreshing

As the noise grows significantly during the protocol Py pc, noise refreshing might be necessary.
Here, a standard approach is used where each party adds a random value to a ciphertext. The
masked ciphertext is then decrypted. After that, the masked plaintext is encrypted using no noise
and the mask is removed. The protocol can be seen in Algorithm 6.1.
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6 Arithmetic Black Box for the Protocol Py;pc

Algorithm 6.1 Noise refreshing of a ciphertext cpoisy = enc(m)

procedure REFRESH(c)

offline phase:

$
a,-<—Zq

1:

2

3:

4: c; «—Enc(a;)
5 BROADCAST(c;, POPK)
6

Cmask = Zi Ci

online phase:

®

Cmasked = Cmask T Cnoisy

Mmasked <~ DEC(Cmasked)

10: Crefreshed <~ ENC(Mmasked, 7 = 0)—Cmask
11: return Crefreshed

12: end procedure

First, we show that this refreshing algorithm is correct as it keeps the same underlying plaintext and
reduces the number of additions associated with the ciphertext, if the original ciphertext has a large
number of homomorphic additions.

Theorem 6.2.1 (Correctness of the Noise Refreshing Protocol)
The noise refreshing protocol in Algorithm 6.1 is correct, i. e.,

* Cnoisy And Crefreshed have the same underlying plaintext with overwhelming probability, and

* the number of additions corresponding to Crefreshed IS Set to a small constant value:

adds  _ .
Nietresh = Mpartiess

if the value pn2dds corresponding to the ciphertext cpoisy satisfies nd4s < B, — Npartiess Where By, is

the addition bound of the encryption scheme.

Proof We set a = Zienpanies
overwhelming probability:

a;. First, we show that the underlying plaintext is the same with

Mmasked = deC(Cmask + Cnoisy) =m+a

Crefreshed = €nc(m + a) —enc(a) = enc(m)

Then, we show that n%‘gfesh = Nparties: The zero-knowledge proof in line 5 ensures that all ¢; are

freshly encrypted and that their addition equivalent is 1. crefreshed 1S €ncrypted without any noise
because Mpasked 1S publicly known. Then these ciphertexts are added.

Similarly, ¢yasked Can have at most np,ties fewer additions than the bound By,. [

Next, we show that this protocol is secure.

Theorem 6.2.2
The noise refreshing protocol in Algorithm 6.1 is secure, i. e., it is verifiable and tally-hiding.

Proof The homomorphic encryption scheme and the zero-knowledge proof ensure both properties.
The decryption of cpasked 1S perfectly hiding, as each party is missing at least one random value a;.m
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6.3 Multiplication

6.2.1 Noise in the Offline Phase

The offline phase is used to outsource the calculations that are independent of the inputs of the
election (i.e. the votes). As the offline phase can be executed before the election starts, more
inefficient algorithms are possible than in the online phase. To achieve tighter noise bounds, the
noise of each output ciphertext of the offline phase is refreshed. Therefore, each value generated in
the offline phase has

dds
Moffline = Mpartics
As a noise refresh can be executed after any homomorphic operation, we do not analyze the number
of additions and the noise of the offline phase.

6.3 Multiplication

In the protocols for multiplication and comparison, we use another notation for encrypted values in
the pseudocode: We write [[x]| instead of enc(x). As these pseudocodes are rather complex, this
notation ensures better readability. Additionally, these three algorithms are also used in the Paillier
instantiation of Ordinos and therefore correctness, verifiability, and tally-hiding are fulfilled [26].

Ordinos uses the algorithm by Damgérd and Nielsen [17] to multiply two encrypted values x and y.
The multiplication protocol also uses the masking technique. If enc(x) and enc(y) are the inputs of
the protocol, then enc(x) is masked and decrypted. The decrypted value is then multiplied with
enc(y) and the mask is removed.

The algorithm we use for multiplication is slightly modified from the original.

* Most importantly, the generation, broadcast and zero-knowledge proof of plaintext knowledge
for a; are moved into the offline phase. This is possible because these random values are
independent of the input. While it adds an additional round of communication to the offline
phase, the bound on the randomness of enc(a;) can be tighter.

* The variables are renamed (x, y instead of a, b) and the masked decryption of ax is called m.
The complete protocol is shown in Algorithm 6.2.

Next, we analyze the number of additions. This protocol decrypts an intermediate value enc(m) =
X+ Zie[”panies] enc(a;) which has to satisfy the noise bound. Secondly, the noise of the output
enc(c) = enc(x - y) also has to be calculated.

Theorem 6.3.1 (Addition Equivalents After a Multiplication)

Given two input values enc(x) and enc(y) with corresponding addition equivalent numbers n1%
and n?dds. When using Algorithm 6.2 for the multiplication of x and y, the following equation has to
be satisfied:

adds
ny " + Rparties < By,

where By, is the maximal number of possible additions in the encryption scheme and npayies is the
number of parties taking part in the protocol.
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6 Arithmetic Black Box for the Protocol Py;pc

Algorithm 6.2 Algorithm for a single multiplication between x and y by Damgard and Nielsen [17].
The randomness is moved into the offline phase and several variables are renamed.

1: procedure Murt([x], [y])
2: Offline Phase:

$
3: a; < Zp
4: BROADCAST([[ ¢; ]|, PoPK)
5: Online Phase:
6: BROADCAST([[@; - y]|, PocM)
T [[m]] — [[)C]] + Zie[”parties] [[ai]]
8: m «—Dgc([m])
9: el & m-[y] - Zicrnpue Lai - ]

10: return [ c]
11: end procedure

The result ciphertext enc(c) has

adds _ X - nadds

nmult y

Proof The initial ciphertexts enc(a;) have an addition equivalent of 1 as they are freshly generated
ciphertexts. The proof of correct multiplication (PocM) ensures that enc(a; - y) is calculated
correctly, i.e., enc(a; -y) = enc(a;)-y. So the addition equivalent of this ciphertext is ngid_‘;s =y. The
only decryption is in line 7, and the ciphertext enc(m) has an addition equivalent of nidds + Nparties-

For the second part of the theorem, observe that the final ciphertext in line 9 is

enc(c) = m - enc(y) — Z enc(a; - y)

i€ [npartics ]

=|x+ Z a; |-enc(y) — Z enc(a; - y)

i€ [nparlies ] i€ [nparties ]

= x - enc(y)

The proof of correct multiplication ensures that the last equality holds for the ciphertexts, not only

for the underlying plaintexts. Therefore, the addition equivalent is x - n?dds. |

6.4 Comparison For Equality

We use the protocol for an equality test by Lipmaa and Toft [30]. This protocol is used without
modification except for the renaming of several variables that are chosen at random in the offline
phase (a instead of r). Additionally, the protocol is adapted from testing if x equals O to testing if x
equals y.

The equality protocol first computes m, which is a masked value of the difference between x and
y. Then shifted Hamming distance between m and the mask enc(a) is calculated. The Hamming
distance is the number of positions with different bits. The second half of the protocol tests, if H

60



6.4 Comparison For Equality

equals zero, i.e., if m = a. To achieve this, the unique polynomial P(k) = f’; 0 @i~ enc(k’) is

generated and evaluated at k = H + 1. The factors «; are chosen so that P(1) = 1 and P(j) =0, if
JE{2,..., 1, + 1}

The advantage of testing if H = 0 instead of if x — y = 0 is that H is upper bounded by log, (p), so
the protocol is more efficient. The complete protocol is shown in Algorithm 6.3.

Algorithm 6.3 Algorithm to determine if x equals y by Lipmaa and Toft [30]. [, = [log, p] is
the maximal bitlength of the plaintext modulus p. The factors a; are coefficients of a Lagrange

interpolation and can be precomputed. The method prefixx returns l[ﬂ{:l A]l for j € [1,] [30].

1: procedure eQ([x], [y])

2: Offline Phase:

3: lall.[ai,-1].---.lao] < RanpBirs()

4: [A].[A™"] < RanpInv()

5. [A].[A%].....[A%] < ererxx([A].[A].....[AD
6

BROADCASTALLOFFLINEVALUESANDZKPs()

Online Phase:

[z] < [x] - y]

o m] < [a] +[z]

10 m «— Dec([m])

i [+ H] = 1+ 370 0me + (1= 2my) [ai])
122 [mu] «Mucr([A7'], [1 + H])

[e BN

13: my «<Dec([mg])

14: fori=0...1,do

15: |I(l + H)i]] — m;{ . IIAi]]

16: end for

17: [[equalsx’y]] — Ziio a; - [[(1+ B
18: return [[equalsx,y]]

19: end procedure

The protocol contains Lagrange interpolation in line 17 over the plaintext space Z,,, which requires
the computation of inverses. For correctness of the protocol, this has to be possible in the encryption
scheme. Note that the @; containing these inverses are publicly known values, so the calculation is
unencrypted.

Theorem 6.4.1 (Correctness of the Equality Protocol)

For the equality protocol in Algorithm 6.3 to be correct, the plaintext space has to be a field, i.e.
p has to be prime. Then inverses exist and Lagrange interpolation is possible. Slightly different
construction are possible too, for example p could be an RSA product of two primes [30].

Next, we compute the addition equivalents of this protocol.
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6 Arithmetic Black Box for the Protocol Py;pc

Theorem 6.4.2 (Addition Equivalents of the Equality Protocol)

Let enc(x) and enc(y) be two inputs for the equality protocol in Algorithm 6.3 with corresponding
addition equivalent values n*% and n?dds. When using Algorithm 6.3, all intermediate decryptions
are correct, if:

adds adds adds adds adds
max {ng"® + a4+ ndG L nie < (1, + 1) - ndgs L < By,

The addition equivalent of the output ciphertext is

adds _ . . padds
neq - (ll’ + 1) D otiine

Proof There are two decryptions: The decryption of m in line 10 has to satisfy:

adds adds adds < Bh

ny + I’ly + " fline

Note that enc(a) is not a fresh ciphertext as it is jointly computed in the offline phase.

The second decryption is the value 1 + H in line 13. As (m; + 1 —2m;) € {0, 1}, the ciphertext
for the Hamming distance enc(1 + H) has an addition equivalent of n‘l“i‘ﬁ =1, - ni‘flgi;e. For the
multiplication in line 12, we need Theorem 6.3.1. As enc(A~') has a smaller value of n*% and
the upper bound of the plaintext of enc(1 + H) is smaller, enc(1 + H) is the first argument of the
multiplication protocol. Then the addition equivalent of m g is

adds adds
My = (lP + 1) " Mofline

Lastly, the final value is calculated using Lagrange interpolation. As this is done in Z,, the
coefficients @; might be arbitrary values in Z,,. As m’H are 0 or 1, they do not change the noise and
therefore the addition equivalent of enc A’. Thus, the final number of addition equivalents is:

6.1) (I, +1)-p-n n

offline

The result of this theorem shows that the decryption of masked values in Algorithm 6.3 does not
only create the functionality of an equality comparison, but it also serves as an indirect noise
refreshing because nggds is independent of the input values and only depends on the size of the
plaintext space and the refreshing operation in the offline phase.

6.5 Greater-Than Comparison Protocol

Ordinos uses the greater-than protocol by Lipmaa and Toft [30]. It can be used if the plaintexts
corresponding to the input ciphertexts are bounded by 2/. Like in the last protocol a greater-than
comparison between a masked value m and its mask enc(a) is computed. Then, both the masked
value and the mask are divided into their higher é bits and their lower % bits. Next, the equality
comparison protocol is used to test if upper % of a and m are equal. If this is the case, the lower
% bits of both variables are recursively tested with the greater-than protocol. If the upper é bits
are not equal, then the values of the lower % bits do not matter and the upper % bits are recursively
tested with the greater-than protocol. If the recursion arrives at / = 1, then a direct greater-than test
is executed. After this, the partial results of the recursive calls are combined to achieve the overall
result.
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6.5 Greater-Than Comparison Protocol

Algorithm 6.4 Algorithm to determine if x > y by Lipmaa and Toft [30]. / is the maximal bitlength
of x or y.

1: procedure ct([x], [¥]. D

2: Offline Phase:

3: if [ = 1 then return

4 [ai-1],---.[ao] < RanpBirs()
5

l 12 1
o] = 55 e
[«] = = ”2 o laisir]

[AD] «<RanpVaLug([0,2/»71])

[A0] 2 [A0]+ 22 [a] + o]

DoOFrrLINEPHASEEQUALITYPROTOCOL()

$ e 32

10 Online Phase:

11: if / = 1 then

12: return 1 — [y] + Mucr([x], [¥])
13: end if

14 2] <27+ 1] - [v]

15: [m] < [z] +[A?]

16: m <« Dgc(m)

17: m, <« Lower [/2 BiTs(m)

18: m+ <« HiGHER [/2 BITS(M)

19: [6] < ee(m~, llafrl)]l)

20: [7] < [o] - (myL —m+) +m~

2 fal o] ([ol] - o ]) + o]

22: /] < 1= ar([m], [a], %)

23: [z mod 2| « (m mod 2') — (21/2 l[a(Tl)]l + lla(f)]l) +2' 11
24: [x >yl «27([z] - [z mod 2'])

25: return [x > y|

26: end procedure

The protocol is shown in Algorithm 6.4. Analogously to the equality protocol, the random variables
r are renamed to a.

This protocol excessively assumes that multiplications with constants are free and includes
multiplicative factors up to 2!/2 and 2¢. To reduce the noise growth, we modify the protocol in
several parts:

* Most importantly, one notices that in line 24 the difference is multiplied with 27/ and in the
next outer recursion call f is multiplied with 2%/ in line 23. First, this is especially problematic
for the LWE instantiation of Ordinos as 2~/ can be any element of Z p» S0 that the noise grows
with the plaintext space even if the numbers x and y, that are compared, are relatively small.
Second, this multiplication 27 is not necessary for the inner recursion loops as the term
will be multiplied by 2% anyways. So, we remove the factor 27 in line 24 from every inner
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6 Arithmetic Black Box for the Protocol Py;pc

recursion call and multiply £ by 2//2 in line 23 instead. For consistency, the result of the case
I = 1 has to be multiplied by 2 and the inversion in line 22 has to use 2//? instead of 1. (This
does not change the noise as it is a subtraction by a constant.)

+ To remove the factor 2//2 in (21/ 2 I[a(Tl )]] + I[ail)]]), this computation is moved into the offline
phase and denoted by [[a]. At the end of the online phase, the ciphertext is refreshed.

* The calculation of 77 in line 20 is rewritten to [ b ]| m + (1 —[[A]])m~. This yields an identical
result, but the noise can be bounded smaller: In the original variant, the factor m, — m+ can
be negative (if m, is smaller than m) and therefore underflow to an arbitrary large value in
Z,. The new variant bounds the multiplicative factor by (2!/2 = 1). The same conversion is
applied to 4 in line 21.

All these changes are syntactical changes and do not change the correctness or security of the
protocol. The new protocol is shown in 6.5.

Algorithm 6.5 Optimized algorithm to determine if x > y adapted from Lipmaa and Toft [30]. [ is
the maximal bitlength of x or y.

1: procedure ct([x], [v], D)
2: return 2~/ GTRexUrSIVE([x], [y], 1)

3: end procedure

4: procedure GTRECURSIVE([x], [v]. 1)

5: Offline Phase:

6: DoOFrLINEPHASEOFUNOPTIMIZEDPROTOCOL()
7: [a] < 2!/ Ha(Tl)]l + Haf)]l

8: Online Phase:

o: if [ = 1 then

10: return 2(1 — [[y]] + Mucr([x], [y]))

11: end if

12: [z] <2 +[x] - [y]
13: [m] < [z] +[AP]

14: m «— Dgec(m)
15: m, « Lower [/2 BiTs(m)
16: m+ < HIGHER [/2 BITS(I)

17. [b] < EQ(m~, l[a(rl)]l)

18: [m] < [p] - m. + (1 =[b])m~

19:  [a] « [#]- l[a(f)]] +(1-[o]) [[G(Tl)]l

20 [f] « 2= or([m], [a]. H

21: [z mod 2'] « (m mod 2) - [a] +2"2[f]

22: [2/(x = »)] « ([z] - [z mod 2'])
23: return [2/(x > y)]
24: end procedure
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6.5 Greater-Than Comparison Protocol

For correctness of the protocol, two aspects need to be considered. Firstly, the inverse in line 2 has
to exist and secondly, there cannot be an overflow in line 12 because otherwise the splitting strategy
into the upper % bits and the lower % bits does not work. z is the maximal plaintext that needs to be
represented in this protocol.

Theorem 6.5.1 (Correctness of the Greater-Than Protocol)
For the greater-than protocols in Algorithm 6.4 and Algorithm 6.5 to be correct, the plaintext space
has to be a field and the plaintext modulus p has to be at least 2! + x.

To analyze the addition equivalents, we follow the ciphertext path through the recursion.

Theorem 6.5.2 (Addition equivalents of the Greater-Than Protocol)
The addition equivalence of the optimized greater-than protocol 6.5 can be described by

adds
p gt—recursive’

where ng?iiiecursive is defined in line 6.2.

Proof First, we analyze n*% of the ciphertexts in GtRecursive():

If I = 1, then n?d4s = 4pddds,
gt—recursive(1) y

If / > 1, then
adds __ adds adds adds
ng, = + I’l +n offline
adds _ . . gadds
y - (lP + 1) P " Mohtine
adds adds adds adds adds
=ny,  +n,  +n +27 - . adds adds
gt—recursive(1,n24ds L‘dd”) X y Moffline gt—recurswe(l/2,n§$-(2(1/2)—1),2n3%'i“n5)

Define [ = log,(I). By induction, the recursive formula can be converted into:

adds _ adds adds adds 2’ 02! adds
(6.2) gt—recursive(1,n2dds, a“lds) x F y + Mofitine T 2 ~4n Moffline

MN

S (141 prds (2K _ 1) 4 32
p

offline offline

>~
Il

1

For naddS this value has to be multiplied by p.

Second, for the intermediate decryption of m, one can see that the addition equivalents are largest at
the outer recursion loop because, in each inner recursion loop, the noise is refreshed by the equality
protocol in line 17. u

adds
gt

2!/2 in line 21. Additionally, all decryptions are in the path to deeper recursion levels. After the
recursion level of [ = 1 is reached, there are many multiplications with high constants on the

upwards recursion path, but no noise refreshing.

We can see that the value n2® is quite high. This is mainly because of the multiplication by
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6 Arithmetic Black Box for the Protocol Py;pc

6.6 Addition Equivalences n21% of the Protocol Py pc

In this section, the total number of addition equivalences of the protocol Pyspc described in
section 4.5 is analyzed using the arithmetic black box components of the previous sections.

It is easy to see that the maximum number of addition equivalents occurs when following the longest
path from the ballots of the voters to the end ranks and that all intermediate terms are smaller.

The protocol Py pc starts by accumulating the votes per candidate from the individual ballots. This
results in 72995 = 51,05 TOT Cunsorted. Next, Crank is calculated. Depending on the relation between
i and j, the comparison cg, [, j] has an addition equivalence number of ng‘tﬂds (ifi < j),0(fi =)
or (nggds + n;‘gds) (if i > j). Therefore addition equivalence number of ¢, 4, [i] is maximal for

candidate i = nc,ng and equals

(6.3) (Mcand — 1)(”2?(18 + niﬂds

6.6.1 Different election functions f;,;,

We start by considering a function f;,;y that returns the first k candidates. This requires another

greater-than protocol between ¢;qnx [i] and enc(#eang — k + 1). The addition equivalence n?4% of

gt
the greater-than protocol uses the following values: 7249

299 is the addition equivalence of ¢, 4nk [i] in
Equation 6.3. n@dds can be set to 0 and the bitlength [ is the next power of two of log, (1cand). As

the result of this protocol is decrypted, this is the last ciphertext to consider in Pyspc.

When using an f;;;, that additionally returns the number of votes of the winners, the result does
not change. The same steps as above are executed and additionally, entries of the vector ¢, nsorted
are encrypted, but this vector has a smaller addition equivalence value than the final result.

Next, we analyze a different variant of f;4;;y, where winners need at least T votes. Here, the
computation of ¢, 4, can be omitted and only a greater-than test between ¢, 50rreq and 7 is required.
The addition equivalence is n294s with padds = 5 o ify‘ddS = 0 and / the next power of two of

gt X
logz (nvotes)-

6.6.2 Noise Refresh in Py/pc

As the addition equivalence number of the protocol Py;pc is very high, we add several noise
refreshes to the protocol. They are mainly used to reduce the addition equivalences of the greater-than
protocol. The noise refreshing protocol is executed

e after cynsorted 1S computed. This reduces the addition equivalences of the input value to the
greater-than protocol.

* in the outermost recursion loop of the greater-than protocol, because in this loop the
multiplication with the largest constants takes place.

* after the calculation of ¢, 4, . This reduces the addition equivalence value after the greater-than
protocol.
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6.6 Addition Equivalences 1249 of the Protocol Py pc

6.6.3 Example Values

When combining the correctness requirements for the ABB components in Theorem 6.4.1 and
Theorem 6.5.1, we need to choose a plaintext modulus p > 2 max{nyotes, Pcand } + 2! where [ is the
bitlength of the maximum value. Additionally, p has to be prime. Table 6.1 shows several example
values for p and it is easy to see that noise refreshing significantly reduces the value of 7244,

Nyotes  plaintext modulus p ng‘iﬂfc w/o noise refreshing ng‘iﬂj‘c w/ noise refreshing

50 115 3297116845344 1762732
100 229 9544062363756 3572672
200 457 1394978209017600 7918260

Table 6.1: Addition equivalence values for the complete protocol Pyspc with neang = 10 and
different values for 7ytes
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7 Zero-Knowledge Proofs

This section introduces the zero-knowledge proofs that are required for the post-quantum secure
instantiation of Ordinos. Theorem 4.4.1 and Theorem 4.4.2 require the following zero-knowledge
proofs from the Ordinos framework:

* Knowledge and correctness of a plaintext (PoPK)
* Knowledge and correctness of the private key

Additionally, the components of the arithmetic black box in chapter 6 require the following
zero-knowledge proofs:

» Correctness of a multiplication (PoCM) between a constant and a ciphertext is used in the
multiplication protocol in Algorithm 6.2.

* Correctness of the distributed decryption is proposed in the original Ordinos paper [26] to
ensure correctness and security of this ABB component.

* Correctness and validity of a ballot proofs have to be generated by the voters, so that the input
ciphertexts of Pyspc are correct.

Furthermore, the arithmetic black box components call for the noise term in the proof of plaintext
knowledge and in the proof of correct multiplication to be generated according to the protocol.

These zero-knowledge proofs are introduced in the following sections.

7.1 Proof of Knowledge and Correctness of a Plaintext Encrypted
under &

We start with a zero-knowledge proof that is a simplified proof from Bendlin et al. [9]. This proof
is independent of the encryption scheme and uses homomorphic properties. Given a ciphertext
C and a public key, the ZKP proves that there exists a plaintext m and a randomness r so that
C = enc(m,r). The plaintext m is upper bounded by some constant 7 and the randomness r is
upper bounded by another constant p.

For the zero-knowledge proof, the prover generates another ciphertext C’ = enc(m’,r”), where
m’ <27 and r’ < 2p and sends C’ to the verifier. Next, the verifier issues a challenge e € {0, 1}.
The prover computes z = m’ + em and ¢t = r’ + er and sends both to the verifier. Lastly, the verifier
checks that C’ + eC = enc(z,t) and that z and ¢ are bounded by 2?7 and 2°p respectively. The
complete protocol is also shown in Figure 7.1.

This zero-knowledge proof fulfills completeness and zero-knowledge and has a soundness error of
271
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7 Zero-Knowledge Proofs

Prover Verifier

choose:
m <27, <2p

C’' —enc(m’,r")

C/
e 40,1}
e
ze—m +e-m
te—r'+e-r
(z,1)
verify:
C’ +eC =enc(z,1)
(z< 227')
(t < 2%p)

Figure 7.1: Zero-knowledge proof of plaintext knowledge and correctness for a ciphertext C =
enc(m,r) [9].

There are two options to achieve a better soundness bound. First, the described proof can be repeated
independently until the soundness bound is small enough [25]. Second, the more advanced variant
from [9] can be used that validates several plaintexts in parallel and has a better soundness bound.

The zero-knowledge proof can be converted into a non-interactive ZKP using a Fiat-Shamir transform
[25].

Soundness Slack

While the zero-knowledge proof described above verifies the well-formedness of a ciphertext, it
does not offer small enough bounds for the noise. In order to guarantee zero-knowledge, the bound
o has to be exponential in the security parameter, so that if »* is uniformly distributed, then ¢ is
uniformly distributed.

As a consequence, a malicious trustee could generate a ciphertext using significantly larger entries
for r than {0, 1}. The malicious trustee could still generate a valid zero-knowledge proof and the
decryption algorithm might return correct results. However, after a large number of homomorphic
operations, the noise might become too large for correct decryptions. Therefore, a strict noise
analysis (see chapter 6) is necessary and requires the zero-knowledge proofs to ensure that the fresh
noise of any ciphertext is bounded by 77 e where r € {0, 1},
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7.1 Proof of Knowledge and Correctness of a Plaintext Encrypted under &

This property, that a malicious prover is able to use a larger noise term than allowed, is called
soundness slack [42]. This soundness slack is an inherent problem of LWE-like encryption schemes
and other strategies than sigma-protocols are needed [42]. We use an MPC-in-the-head protocol to
achieve a stronger soundness bound.

Better Noise Bound

The main idea to bound the noise r to be in {0, 1}"" is to add another zero-knowledge proof. So,
first the ZKP from above proves the well-formedness of a ciphertext and then another ZKP proves
that a valid vector for r was chosen.

As the well-formedness of the ciphertext c is already proven, it is sufficient to verify that r is valid
in the first part of the ciphertext co = Ar mod g. Each row of this matrix-vector multiplication
can be considered as the subset sum problem for Z;.": L Aijrj = (co)i mod q.

The subset sum problem consists of an instance (w, 1), where w € Zg' and t € Z, [18]. The prover
then proves that there exists an x € {0, 1}"" so that

m
ijwj =t modgq
Jj=1

The zero-knowledge proof for this problem by Feneuil et al. [18] uses the MPC-in-the-head method.
We show a slightly simplified version of this proof which does not include optimizations that aim at
reducing communication costs because all virtual parties of the MPC-in-the-head protocol are on
the same physical computer.

The protocol follows the KKW-method [24] and consists of the following steps:

1. First, sharings between all virtual parties of the vector x, a random vector a, and a value c,
which is the scalar product between a and x, are generated, and each party commits their
share.

2. Then two values Ax and Ac are calculated to ensure that the sharings are correct.

3. The values Ax and Ac, as well as the commitments of the sharings, are hashed and sent to the
verifier.

4. The verifier issues a challenge & € Z7'.

5. The prover masks the vector (1 — x) scaled by & and calculates the product (1 — x, x) where
the first part is scaled by e. This step ensures that x consists only of zeros and ones because
then< 1 —x,x >=0.

6. All calculated values are hashed and sent to the verifier.

7. The verifier chooses a virtual party i* and requests that all other virtual parties are opened to
him.

8. The prover sets y = x — [x];+ and sends it to the verifier along with the internal data of all
virtual parties except i*.
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7 Zero-Knowledge Proofs

9. Lastly, the verifier checks the received data for consistency to ensure that all parties except i*
have honestly run the protocol.

The complete protocol is also shown in Figure 7.2. It fulfills completeness and soundness and can
be converted into a non-interactive zero-knowledge proof using the Fiat-Shamir transformation
[18].

7.2 Proof of Correct Multiplication

In this section, a zero-knowledge proof of correct multiplication between a constant known to only
one party and a ciphertext is presented. Given three ciphertexts A, B and C, the prover claims that
there exists a plaintext a and a noise % so that A = enc(a, h) and C = a - B.

This proof is a simplified version of the zero-knowledge proof of correct multiplication by Bendlin
et al. [9] and can only be used after the well-formedness of all three ciphertexts is guaranteed using
the proof of plaintext knowledge and correctness. The proof is a typical sigma-protocol and consists
of the following steps:

1. The prover generates a new ciphertext D = E(d, s) and another ciphertext F' = d - B and
sends both to the verifier.

2. The verifier sends a challenge bit e.
3. Then, the prover sets z = d + ea and v = 5 + eh and sends both to the verifier.

4. If e = 0, the verifier checks that D and F were correctly generated. Otherwise, if e = 1, then
the verifier checks the relation between the ciphertexts A, B and C.

The complete protocol is shown in Figure 7.3 and it satisfies completeness and soundness and can
be transformed into a non-interactive variant using Fiat-Shamir [10].

It is essential for the multiplication protocol in Algorithm 6.2 that the proof not only guarantees that
the plaintext is dec(C) = a - dec(B), but that this relation also holds for the noise: If B = enc(y, r),
then C = enc(a - y,a - r). This ensures that a malicious party has to generate the ciphertext C
correctly using a homomorphic additions of B. The malicious party cannot regenerate another
ciphertext C’ with different noise.

Theorem 7.2.1 (Zero-Knowledge Proof for Multiplicative Noise)
Let B = enc(y, r) be a ciphertext. The zero-knowledge proof in Figure 7.3 additionally guarantees
that the noise of the ciphertext C is r - a.

Proof 1If e = 1 is chosen, then

z-B= (A(rd+ra),(d+a)y %

+ (rd + ra)Te) .

Assume that the ciphertext C is generated dishonestly: While the plaintext of C is a - y to fulfill the
zero-knowledge proof, the noise is a different value 7. Then

F+C= (A(rd +7),(d +a)y H +(rd + f)Te) .
p
As the verifier checks that z - B = F + C it is impossible to select a different noise for 7 than ra. m
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7.2 Proof of Correct Multiplication

Prover Verifier

for each party i € {1,...,N}
[al;. 2D, [el, &2 x 2y x 2,
com; «— Com(([a];.[x];.lcl,)

Ax = x Z [x1;
Ac — (a,x) = " [el;
h < Hash(Ax, Ac, comy, ..., comy) h
. o2y
[e] < (w, [xDD
o] < &o(1-[x])+[al
a « open([[a])
vl « (e, [x]) - ¢
h «— Hash([], [«]. [v]) W
- &1L N)
y e« x—[x];
{[[a]]i’[[x]]i’[[c]][}i;&i*
comis, y, Ac, [a];
recompute:
Ax =y = I,

i#i*

Aa «— €- (1 - Ax)
compute com; Vi # i*

At = {w, Ax)

Av = (a, 6x) — 6¢

[t =1 =0t = > [,

i#i*
[Vl < -av=>"Iv],
iFi*
verify:
h = Hash(Ax, Ac, com, ..., comy)
n; = Hash([1], [@], [v])

Figure 7.2: Zero-knowledge proof for the subset sum problem for t = (w, x) [18].
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7 Zero-Knowledge Proofs

Prover Verifier

choose: d, s

D « enc(d,s)
Fe—d-B
(D, F)
e 10,1}
e
ze—d+e-a
Ve s+e-h
(z,v)
verify:

D +e-A=enc(z,v)
F+e-C=z-B

Figure 7.3: Zero-knowledge proof for correct multiplication. Given three ciphertexts A, B and C,
the relations A = enc(a, h) and C = a - B must hold [9].

7.3 Proof of Correct Decryption

The original Ordinos paper uses a zero-knowledge proof of correct decryption to ensure that the
ABB component threshold decryption satisfies correctness, tally-hiding, and verifiability according
to Lemma 4.5.1. However, this zero-knowledge proof is not explicitly instantiated in the Ordinos
paper [29].

Instead, we use the actively secure threshold decryption with error correction from Algorithm 5.4.
This trivially fulfills tally-hiding and correctness of the threshold decryption. Although it is not a
zero-knowledge proof, it also provides verifiability.

Lemma 7.3.1 (Verifiability of the Actively Secure Threshold Decryption)
The actively secure threshold decryption with error correction from Algorithm 5.4 is a verifiable
ABB component.

Proof According to Definition 4.4.5, the judge is only allowed to accept an incorrect run with
bounded probability. In Ordinos, a correct run is a run that achieves a specified goal. Ordinos
specifies the goal that the election result corresponds to the choices of the voters [26]. Our threshold
decryption guarantees this goal for the threshold component. If an adversary broadcasts incorrect
partial decryptions, that do not correspond to the ciphertext (and therefore do not correspond to the
voters’ ballots), then these incorrect values are dropped using the error correction algorithm. =
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7.4 Proof of Knowledge and Correctness of a Private Key Share under &

7.4 Proof of Knowledge and Correctness of a Private Key Share
under &

We do not directly give a proof for the correctness of the key generation protocol. As in the Paillier
instance of Ordinos, we assume a trusted party that generates the keys and distributes them across
the trustees because the key generation is executed in the offline phase. This thesis, as well as the
original Ordinos paper, focuses on the online phase, specifically the tallying phase.

However, such a proof can be constructed as follows: Bendlin and Damgard [8] show a passively
secure key generation protocol for our encryption scheme. This can be converted into an actively
secure version as shown by Alborch et al. [2]. The most important change is to add a commitment
scheme. While [2] uses R-LWE, the construction is analogous to plain LWE. As mentioned in [26],
such a protocol can be converted into a zero-knowledge proof of correctness of the key generation.

As the key generation is part of the offline phase, this zero-knowledge proof can also be more
inefficient.

7.5 Proof of Validity of an Encrypted Ballot

This proof starts by using the proof for correct encryption. Next, the voter has to prove that the
ballot vector is valid. In our case, this means that one entry is enc(1) while all other entries are
enc(0).

Ordinos uses versions of the Groth16 SNARK for these proofs [29]. SNARKS are a class of proof
systems that can, in theory, be used to prove arbitrary relations, and the Groth16 SNARK is highly
efficient [19].

In the proof for the subset sum problem in Figure 7.2, MPC-in-the-head is used to show that the
entries of a vector r are either enc(0) or enc(1) by verifying that enc(r;) - enc(1 — r;) = enc(0).
MPC-in-the-head can also be used to prove arbitrary relations, but it is less efficient than SNARKSs.
One could analogously construct an MPC-in-the-head based protocol that proves that the choice
VECtor (Ch;)ien,,, 1 valid by proving that each ch; and ;¢ (p,,.,] ¢hi only contain enc(0) or enc(1).
This is sufficient for our case of single voting, but cannot easily be extended to more complex ballot
schemes.

However, SNARKSs and the complete construction of new MPC-in-the-head protocols lie outside
the scope of this thesis.
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8 Concrete Parameters of the Post-Quantum
Secure Instantiation of Ordinos

In this chapter we instantiate Ordinos using concrete parameters. We use the threshold decryption
scheme from subsubsection 5.2 for this instantiation. The protocol Py pc uses the ABB components
from chapter 6 and the zero-knowledge proofs from chapter 7.

We start by choosing election parameters that satisfy the requirements for our instantiation. Based
on these, we select a secure LWE instance and consider both, the asymptotic security analysis
and known attacks against LWE. Next, we consider a variant with Gaussian noise and a variant
without noise refreshing. Finally, we implemented our instantiation and provide benchmarks for
these parameters.

8.1 Sample Election Parameters

In the following section we choose several election parameters and calculate the corresponding
parameters of the encryption scheme. In contrast to the Paillier instance, the election parameters do
affect the encryption parameters.

We select the number of trustees nyysiees = 4 and allow at most one dishonest trustee. Then, the
number of dishonest trustees is smaller than % and the actively secure threshold encryption
scheme from subsubsection 5.2 can be used.

Next, we choose the number of voters nyoes = 1000. As we use the noise refresh protocol as
specified in subsection 6.6.2, the plaintext modulus p of the encryption scheme has to be at least
yotes + 211082 (Mvoes) 1 and p has to be prime. The smallest number to satisfy both constraints is
p = 2027. The number of candidates n.apnq is also upper-bounded by 1000, but this is not a concern
in practice.

We calculate the number of addition equivalents 7249

using the noise refreshes specified there. The maximal number of additions n

of the protocol Ppspc from section 6.6 while

lidds in this protocol
MPC

is 19,302,696 < 223, This number is achieved in the greater-than protocol when the ranks are
calculated.

8.2 IND-CPA Secure LWE Instance

In the asymptotic analysis in section 5.5 we identified two variants. On the one hand, we can follow
subsection 5.5.2 and use a small uniform error distribution under the condition that the number of
samples m is at most polynomial in the lattice dimension n. This variant has a theoretical proof
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of its asymptotic security. On the other hand, we can apply subsection 5.5.3, which uses small
Gaussian noise and does not restrict the number of samples. While this variant is frequently used in
practice, there is no asymptotic security proof, so it relies completely on cryptanalysis.

We use the uniform-noise variant because the asymptotic security proof gives stronger guarantees
than analyzing only known attacks, and privacy is especially important in the context of voting.
Additionally, the uniform distribution has a smaller support as it is not a tailed distribution.

In the security analysis we use the notion of the security level. This measures the computational
effort an adversary requires to successfully attack the cryptosystem.

Definition 8.2.1 (Security Level [43])
A cryptographic scheme has k-bit security if the best known attack requires 2% operations.

In this thesis, we aim at a security level of 128 bits, as this corresponds to the NIST standard level 1
of post-quantum secure schemes [43].

8.2.1 Parameters for the LWE Instance with Small Uniform Noise

We start by selecting the following parameters for an LWE instance to fulfill all requirements of
Theorem 5.5.2:

* The lattice dimension is n = 2805.
* The number of samples is m = 3205.

* The ciphertext modulus is
q = 1601979696576215685108284134351931658247508464040781839

with 2189 < log,(q) < 28!, 1t is the product of four primes 24164925823417,
34979712868183, 33706920527593, and 56225875143593 of bitlength 45 or 46.

¢ The error distribution is y = U({-8,...,8}™).
This instantiation satisfies Theorem 5.5.2, so that asymptotical IND-CPA security is guaranteed.

Lemma 8.2.1 (Instantiation satisfies Theorem 5.5.2)
With the above parameters, all requirements of Theorem 5.5.2 hold. Therefore, our instantiation is
additively secure.

Proof We start by defining the two constants and set k = 100 and C = 20. To represent our
distribution y, we set s = 8.

* First inequality
When using log(k)? € w(log(k)) and 2 € O(1), the equation

0<k<n<m-w(logk) < kWD

can easily be verified.
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8.2 IND-CPA Secure LWE Instance

* Support inequality
For our parameters, / = 500 and the support inequality is satisfied:

s=8> (Cm)/"=0 77

* Modulus inequality
Our modulus is a product of prime numbers which also possible in Theorem 5.5.2. As g is
rather large, the lower bounds are satisfied. If we set 27 € O(1), then the equation g < k(@(1)
is directly fulfilled. We use a product of primes of bitlength at most 46 for ¢, because then
the Chinese Remainder Theorem can be used for ¢ in the reduction as described in [9].

* The requirement for the size of X is trivially fulfilled. ]

8.2.2 Concrete Security of Our Instance

The theorem above only provides an asymptotic hardness guarantee. To derive a concrete bit-security
level, one has to additionally consider the performance of the best known algorithms against LWE.
This can be done with the LWE-estimator [6].

When running the LWE-estimator tool on our chosen parameters, three classes of attacks return
concrete security levels because the Aurora-Gb attack returns an infinite security level. First, we
briefly introduce these three classes.

* Primal uSVP: These algorithms embed the LWE instance into a lattice and try to solve a
unique shortest vector problem (uSVP) [6].

* BDD: Here, an attacker tries to solve the bounded-distance decoding problem. If a target
vector in R" is given, the attacker tries to find the nearest lattice vector [6]. The LWE estimator
calculates the security level of several variants of this problem [6].

* Dual attack: This attack uses the dual lattice instead of the primal one [6].
The LWE-estimator produces these concrete values:
» BDD: 2!?81 operations

* Primal uSVP: 2!2°-7 operations

* Dual attack: 2*73-0 operations

The BDD attack dominates the security level of our instance. Primal uSVP is slightly less efficient,
while the dual attack strategy is significantly less efficient. Therefore, the concrete cost of 21281
operations corresponds to an approximate security level of 128 bits.

Next, we analyze the noise in this instantiation of Ordinos. When combining Theorem 5.3.3 and
Theorem 5.3.4, the maximal noise of the protocol Pyspc can be bounded by

(8.1) n™% .5 .m < 2%
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So, the flooding noise y; each trustee adds for the decryption protocol in subsubsection 5.2 has to be
at least 22°+12 When combining the shares, the noise is increased by (‘1‘) due to the pseudorandom
secret sharing. Lastly, one can verify that this total noise is still smaller than the bound L%J of
Theorem 5.3.6.

This concludes the analysis of the post-quantum secure instance of Ordinos with small uniform
noise. It was shown that the instance is secure and that all conditions for correctness are satisfied.

8.2.3 Alternative Instances

In this section, we consider two alternatives of the instance described above. The first variant uses
Gaussian noise instead of uniform noise and the second variant uses uniform noise, but the MPC
protocol is run without noise refreshing.

LWE Instance With Gaussian Noise

Our LWE instance that uses Gaussian noise follows subsection 5.5.3 and sets the standard deviation
o = 3.2. As this instance does not have a theoretical security proof, the values above are used
as a starting point and adjusted until a secure LWE instance according to the LWE estimator is
found. For comparability, the same ciphertext modulus g is used. We choose the lattice dimension
n = 2301 and the number of samples m = 2550. The numbers are slightly smaller than in the
previous instance. This is mainly because the reduction in Theorem 5.5.2 for small uniform noise
forces a difference of w(log(k)) between n and m. As the Gaussian-noise-based instance does not
follow the theorem, this difference can be reduced, which increases the security. In practice, often
n ~ m is used for homomorphic encryption schemes [4].

The LWE estimator [6] returns a security level of 128 bits with the following numbers of operations
for the attacks:

» BDD: 2!?8 operations
* Primal uSVP: 21394 operations
* Dual attack: 2*71-0 operations

From Theorem 5.3.2 it follows that
1
82) B=m- (0'\/217 In(2) + 5) <m-44

As the Gaussian distribution is a tailed distribution, its support is wider, so fewer homomorphic
operations are possible for the same m. When bounding the total noise after n4% additions by 2%°
only 2'2 additions are possible. This is not a large enough margin for the protocol Py, p¢ to function
properly, as it corresponds to a run with at most eight voters. As a consequence, the ciphertext
modulus g would have to be significantly higher or an LWE instance with truncated noise should be
considered.

’
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8.3 Benchmarks

Py pc without Noise Refreshing

Next, we show that the noise refreshing of Pyspc is necessary. If we use the n%ﬁ)‘c from section 6.6
without refreshing, and calculate the number of voters analogous to the previous two examples,
then only (7yotes = 0, Hcand = 4) OF (Myotes = 8, Meand = 2) 18 possible. As there is no refreshing after
the calculation of the ranking between the candidates, the number of candidates matters.

8.3 Benchmarks

Additionally, we implemented the post-quantum secure algorithms for Ordinos into the existing
Ordinos framework [28]. Analogous to the implementation of the Paillier encryption scheme, the
passively secure variant was implemented and the key generation as well as the generation variables
in the offline phase, is done by an honest, trusted party.

We used the concrete parameters of subsection 8.2.1 to benchmark all components of the ABB on a
64-bit computer with an i7-4770 CPU @ 3.40GHz and 15,5 GiB RAM. The results can be seen in
Table 8.1.

Component Runtime
Encr'y‘ptlon w/o randomness 0.28 ms Greater-than Comparison  Runtime
Addition 0.68 ms .
e . Bitlength 1 152s

Multiplication by a constant 0.70 ms . .

. Bitlength 2 1 min 14 s
Decryption 0.69 s . .

. Bitlength 4 2min29s
Encryption 1.20 s . )

. . Bitlength 8 3 min 30 s
Noise refreshing 3.07s Bitlenath 16 5 min 8 s
Ciphertext multiplication 10.24 s g
Equality comparison 3min 22.20 s

Table 8.1: Runtime of ABB components.

The runtime of our LWE encryption scheme is significantly higher than the runtime of the Paillier
encryption scheme, which is for example under five seconds for a greater-than protocol with bitlength
8 [29], but our implementation is still efficient. This is an expected result as the LWE keys and the
ciphertext are large matrices, where the Paillier encryption schemes uses scalars.

The encryption without randomness, the homomorphic addition and the homomorphic multiplication
with a constant are the fastest operations as they are component-wise vector-operations. This
property is essential for Ordinos as the efficient protocols in the ABB require the homomorphic
addition and multiplication by a constant to be fast.

It might seem surprising at first that the encryption algorithm is slower than the threshold decryption
although the decryption requires communication between the trustees. Kiisters et al. [26] have
already shown that the communication overhead in the Ordinos implementation is rather small. On
the other hand, the encryption requires a matrix-vector multiplication, while the decryption only
has to compute a scalar product between two vectors. The noise-refreshing component is slightly
slower than a decryption and an encryption because it has to access pre-generated values from the
offline phase. As expected, the more complex ABB protocols have a longer runtime.
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600 [ a

400 |- N

200 -

Runtime (minutes)

2 3 4 5 10

[ Calculation of ¢;qni B Selection of Winning Candidates

Figure 8.1: Benchmarks of the Complete Protocol Py, pc with 500 voters

The runtime of the total protocol Py pc with different 500 voters and different numbers of candidates
is shown in Figure 8.1. Pjspc consists of the vote aggregation, the calculation of c¢pnx and the
selection of the first £ candidates, but the vote aggregation requires less than 1s. The calculation of
the ranks is quadratic in the number of candidates, while the selection of the winning candidates is
linear in n¢gnd.
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9 Summary and Outlook

In this thesis we constructed a post-quantum secure instantiation of Ordinos. It consists of
an additively homomorphic threshold encryption scheme, an arithmetic black box, and several
zero-knowledge proofs.

The starting point of our threshold encryption scheme was the LWE-based encryption scheme by
Bendlin et al. [9]. We extended this encryption scheme to an arbitrary plaintext space and showed
that a bounded number of homomorphic additions is possible for certain parameter choices.

Next, we gave several reduction proofs that are applicable to our LWE-based cryptosystem and show
which reductions result in suitable parameters to allow homomorphic operations. This led to two
variants: First, a uniform error distribution over a small support set is provably hard if the number
of samples is polynomial in the lattice dimension. Second, a Gaussian error distribution with a
small standard deviation can be used. While the Gaussian variant is frequently used in practice, and
no practical attacks are known, reduction proofs for Gaussian errors with such a small standard
deviation do not exist.

In chapter 6 we analyzed the ABB components that were used in the Paillier instantiation of Ordinos.
We observed that the noise grows significantly during the execution of these protocols. This is
mainly because these protocols were designed with free homomorphic additions in mind. The
largest part of the noise growth is due to multiplications with constants, which are needed to achieve
efficient comparisons with sublinear runtime. We also observed that the masking strategy of these
protocols often doubles as a noise-refreshing functionality. Unfortunately, this is not the case for
the greater-than protocol, which adds the most noise to the overall evaluation. Finally, we analyzed
the noise of the complete protocol Py pc. To compensate for noise growth, we introduced a
noise-refreshing protocol and slightly improved the greater-than protocol.

Next, we included zero-knowledge proofs. While the zero-knowledge proofs of plaintext knowledge
and multiplication directly follow from the homomorphic properties, the noise term again poses
a problem. Simple zero-knowledge proofs can be applied to arbitrary homomorphic encryption
schemes, but they do not consider the noise term. However, we need zero-knowledge proofs to
ensure that the initial ciphertext noise is bounded. Moreover, the inability to bound ciphertext noise
in zero-knowledge proofs is an inherent problem for X-protocols. We solved this issue by using a
more complex variant of zero-knowledge proofs, called MPC-in-the-head.

Lastly, in chapter 8 we specified concrete parameters for our post-quantum instantiation of Ordinos
with 128-bit security. We observed that the exponentially large flooding noise of the threshold
encryption scheme causes the underlying LWE instance to be rather large. Nevertheless, we showed
that an election evaluation with Ordinos is possible for up to 500 voters. More voters are possible
if one increases the parameters of the LWE instance. We also noted that this is only practical
when using a uniformly distributed error term together with several refresh steps. Otherwise a
significantly larger LWE instance would be needed.
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9 Summary and Outlook

9.1 Outlook

This thesis opens two main directions for further research. On the one hand, the existing instance
of Ordinos that is based on plain LWE could be improved. The largest efficiency gain would
be to reduce the flooding noise from exponential to polynomial while maintaining security and
correctness. This would allow the ciphertext modulus and consequently the lattice dimension and
the number of samples to be much smaller. Equivalently, one could instantiate elections with larger
election parameters, for example by allowing a significantly higher number of votes.

On the other hand, our post-quantum secure instantiation could be transferred to similar schemes
like ring-LWE [31] or to fully homomorphic encryption schemes.

9.1.1 Flooding Noise

While the exponential flooding noise is necessary for security, it is harmful for efficiency. In our
instance the flooding noise is 2!?® times the upper bound of the noise a ciphertext has after all
homomorphic operations in the multi-party protocol. If this flooding noise were not necessary, the
ciphertext modulus could have bit-length 53 instead of 181, which would allow smaller parameters
n and m.

There are several strategies to improve this issue for LWE-based threshold encryption schemes, but
none of these satisfy the requirements of Ordinos:

Passelegue and Stehlé [36] propose an approach that uses two different flooding noises. The
threshold scheme requires an additional decryption server. Then the decryption of a ciphertext
consists of the following steps: First, the decryption server adds an exponential flooding noise to
the ciphertext. Then the decryption server compresses these ciphertexts to reduce their size. Next,
the trustees run their partial decryption protocols. Here, only a small flooding noise is sufficient.
Lastly, the partial decryptions are combined to get the decrypted value.

However, this approach cannot be used in Ordinos as the decryption server has to be an honest party
and it has to keep the flooding noise secret. Ordinos does not allow such an extra honest party.

Another approach was introduced by Boudgoust and Scholl [12]. They construct a threshold
decryption algorithm, where only polynomial noise is necessary. The authors use a different
measure of distance between probability distributions, the so-called Rényi divergence. As this
divergence is typically not used for IND-CPA security, the authors define a slightly weaker notion
of selective IND-CPA security, but Ordinos requires standard IND-CPA security.

The most promising approach was presented by Micciancio and Suhl [33] and uses polynomial
flooding noise. They interpret the partial decryption result of the threshold protocol as an LWE
sample and note that this leads to several LWE samples with the same values for a and s but
different noise values e. Then, the authors define the so-called Reused-A LWE problem and show
that Reused-A LWE with slightly higher noise is as hard as standard LWE. As the flooding noise in
their scheme is only slightly higher than the Gaussian noise in standard LWE, it is relatively small
and can even be smaller than the ciphertext noise.

84



9.1 Outlook

However, this analysis relies on the fact that different ciphertexts are independent from each other.
While this is fulfilled for freshly encrypted ciphertext, it cannot be used in combination with
homomorphic operations as these introduce dependence between the input and output ciphertexts.

In future works, one could improve these approaches so that polynomial noise flooding can be used
in Ordinos.

9.1.2 Transferring the Results to Similar Schemes

One could aim at transferring the results of this thesis to a ring-LWE-based encryption scheme.
Ring-LWE is not based on general lattices, but on ideal lattices that offer more structure [40]. As a
result, ring-LWE is more efficient as it has smaller key sizes and ciphertext sizes.

The encryption scheme in thesis is based on the encryption scheme by Bendlin and Damgérd [8],
which has already been transferred to ring-LWE [2]. Our modifications on the encryption scheme
can probably be adapted to ring-LWE.

However, it is not trivial to securely map our LWE instance based on small uniform noise to
ring-LWE as ring-LWE is susceptible to additional attack strategies that try to exploit the additional
algebraic structure of ring-LWE [14]. Specifically, to the best of our knowledge, there is no
ring-LWE-based security proof for small uniform noise.

Alternatively, one might want to use the results of this thesis for LWE-based fully homomorphic
encryption schemes, even though this is not necessary in the Ordinos setting.

This cannot be done trivially: Fully homomorphic encryption schemes often require operations
like key-switching after homomorphic operations, especially after multiplications [13]. These
operations require additional evaluation keys which can be used as LWE samples by an adversary
[3]. The security of our LWE instance relies on the fact that the number of samples is relatively
small.
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