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Abstract

Quantum key distribution (QKD) with deterministic single photon sources has been demonstrated over intercity fiber
and free-space channels. The previous implementations relied mainly on polarization encoding schemes, which are
susceptible to birefringence, polarization-mode dispersion and polarization-dependent loss in practical fiber networks.
In contrast, time-bin encoding offers inherent robustness and has been widely adopted in mature QKD systems using
weak coherent laser pulses. However, its feasibility in conjunction with a deterministic single-photon source has not
yet been experimentally demonstrated. In this work, we construct a time-bin encoded QKD system employing a high-
brightness quantum dot (QD) single-photon source operating at telecom wavelength. Our proof-of-concept
experiment successfully demonstrates the possibility of secure key distribution over fiber link of 120km, while
maintaining extraordinary long-term stability over 6 h of continuous operation, that is highest secure key rate among
the time-bin QKDs based on single-photon sources. This work provides the first experimental validation of integrating
a QD single-photon source with time-bin encoding in a telecom-band QKD system. This development signifies a
substantial advancement in the establishment of a robust and scalable QKD network based on solid-state single-
photon technology.

Introduction

Quantum key distribution (QKD) offers a practical
approach to realize physical-level confidentiality for the
sharing of secret keys in a communication network'™,
Since the first BB84 protocol®, significant progress has
been made to bridge the gap between the theoretically
unconditional security and practical implementation®®,
Among the proposed methods, the decoy-state protocol
plays a crucial role in practical QKD systems’™ . Using
weak coherent pulses (WCPs) in the decoy-state protocol
enables a secure and cost-effective implementation. As a
result, it has been widely adopted in national and com-
mercial QKD networks'®>™'%, Despite its success, the per-
formance of decoy-state QKD with WCPs as
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approximations to ideal single-photons remains funda-
mentally constrained. The probability of true single-
photon emission is upper-bounded by the Poisson sta-
tistics of WCPs'®™2!, and additional modulation processes
required to implement the decoy protocol may introduce
complexity and side-channel vulnerabilities®*~>*. These
limitations have motivated the pursuit of genuine single-
photon sources (SPSs) for QKD.

Semiconductor quantum dots (QDs) embedded in
nanophotonic structures offer on-demand, high-purity
single-photon emission with high efficiency®® %, Recent
works have demonstrated the feasibility of using QDs as
SPSs in QKD systems, both over fiber* ¢ and free-
channels. In particular, telecom-band QDs
with Purcell enhancement®® can provide high-brightness
photons suitable for intercity fiber communication®,
making them promising candidates for integration into
practical QKD systems. Most existing QD-based QKD
demonstrations rely on polarization encoding®***?, but
such schemes are highly sensitive to polarization-mode
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dispersion (PMD) and birefringence in optical fibers**~*®,

This makes QKD systems vulnerable to changes in the
practical quantum channel caused by environmental fac-
tors, such as turbulence, temperature and vibrations. This
necessitates active compensation. In contrast, time-bin
encoding, where qubits are encoded in the temporal
position of single photons, offers intrinsic stability against
such channel fluctuations even without any complex
compensation protocols*>*°. While time-bin encoding
has been widely demonstrated using coherent-state or
entangled-photon sources® >, its implementation with
deterministic QD-based SPSs remains largely unexplored.

Pioneering studies have utilized QDs for phase-
encoding QKD***', where asymmetric Mach—Zehnder
interferometers (AMZIs) are used to create time-bin-like
phase states. However, in those cases, the time-bin is not
directly employed for key generation, and long-term sta-
bility tests are lacking. Entanglement-based QKD systems
have also been explored®’ %, but they require complex
state preparation techniques and are less practical for
compact deployments. To date, there has been no
demonstration of a QKD system employing genuine time-
bin-encoding with deterministic single photons from
QDs, especially at long distances.

In this work, we present a self-stabilized, time-bin enco-
ded QKD system based on a deterministic telecom-
wavelength QD source. This source, involving an epitaxial
InGaAs/GaAs QD embedded in a circular Bragg grating
photonic structure has been previously reported with a
high-brightness single-photon emissions™. To minimize
system complexity and loss, we adopt a single phase mod-
ulator for preparing three quantum states: two time-bin
basis states (|Zy), |Z1)) and one phase-basis state (|Xo)),
assuming |X,) shares the same error rate as |X;) in the
conventional BB84 protocol®*®* The system is operated
continuously for 6 h, highlighting the intrinsic robustness of
the time-bin scheme enabled by the system including the
Sagnac interferometer (SNI), active feedback control, etc.
Finally, we achieved a secure key bits (SKBs) per pulse of
2 x 1077 over a 120 km fiber spool. This result confirms the
feasibility of integrating QD single-photon sources into
stable and field-deployable time-bin QKD systems, marking
an important step toward scalable, quantum-secure com-
munication networks.

Results
Overview of the experimental scheme

The three time-bin states of the polarized single pho-
tons are generated using an AMZI configuration involving
a SNL In this configuration, the input beam splitter of the
standard AMZI is replaced with a fiber-based optical
circulator (Cir), as shown in the left panel of Fig. 1a, so
that the single photons are first guided into the SNI
passing through BS;. In the SNI structure, a LINbO3 phase
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modulator (PM, Rofea Optoelectronics, ROF-PM-UV) is
intentionally placed in an unbalanced position. Single
photons arriving at the PM along the clockwise (O) path
at the time ¢, + A experience an additional time delay of A
(half of the single-photon repetition period), compared to
those arriving along the counterclockwise () path at the
time £,.

In this experiment, we intentionally setup A to 6.5 ns as
shown in Fig. 1b, considering the excitation repetition rate
for the single photons is f., = 75.947 MHz. A correlation
between the phase and the time of the photons arriving at
the PM can be created by applying a sequence of two
voltages to the PM within each single-photon period

L/f yep = 13.17 ns). Within a single-photon period, a
random voltage in the set {0, Vi, Vi /2} is first applied to
the PM at ¢, for the first time slot, until no voltage is
applied from t, + A onwards for the second time slot. A
random phase difference, 6;, can therefore be actively
determined for each single photon between the © and
paths. Subsequent single-photon interference at BS; leads
to a superposition of the path state®”,

6

. 01
|D)snr = <_ Smf’ ‘S>AMZII + COSE' |L>AM211>

(1)

The states |S) and |L) represent the quantum states of the
short and long paths that the photons chose between the
BS; and BS,. The single photons with the state |L) enter
the green path of the AMZI; and go through the Cir
(through port 2 — 3) in Fig. 1a, giving a time delay of A;
in comparison with the state |S). This results in the equal
time separation between the early |e) and late |/) photons
after the AMZI;. Assuming the transmitted and reflected
single photons from the output port of BS, corresponds to
the |L) and |S) single-photon states, the time-bin state of a
photon from AMZI is,

W), = \/Lie‘ﬁTl (sinil- le) + icos%- |l>> (2)

with 1/4/2 indicating the amplitude of state from one
port, and i the phase shift of /2 for the |S)-state photons
upon reflection relative to transmission at BS,. In this
work, a single output port is used for key transmission.
Figure 1c shows the sketch of correlation histograms
between the single-photon triggering signals and the three
time-bin states |Zo) = |l), |Z1) =|e) and |Xo) =
1/v/2(le) + i|l)), corresponding to the voltage levels of
{0, Vo, Vﬂ/z} shown in Fig. 1b, respectively. Within a
single-photon period, three time windows { W7, W,, W3}
are defined each with a range of A; = 4.3 ns. Coincidences
that occur solely in W) and W, indicate the presence of
the |e) and |/) photons, respectively. The probabilities of
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Fig. 1 Encoding and decoding schemes of time-bin QKD. a Encoder for preparing three time-bin states. Single photons emitted by the QD pass
through the port 1 — 2 of the optical circulator (Cir) and then through the beam splitter 1 (BS;). A phase of 6, in the set {0,77/2, 7} is randomly
encoded to the single photons via an electro-optic phase modulator (PM) within the SNI. Depending on the phase of single-photon interference,
photons leave BS; via the short downward path or the long upward path (2—3) to reach BS,. Three single-photon path state |L) (green),
1/3/2(]S) + |L)) and |S) (red) that are generated from the single-photon interference due to the phase 8;, are translated into three time-bin states
(120), 121}, |Xo)) after BS,. After the transmission of the single photons through the optical channel, a phase shifter (PS) involved AMZI, at the decoder
interpret the time-bin states to be measurable using the single-photon detection. The solid lines of BS, and BS, outputs denote the active port being
used in the scheme, while the inactive ports are specified as dashed arrow lines. Raw keys are sifted from the time windows W, (red), W, (blue) and W5
(green) after base comparison between the encoder and decoder, respectively, corresponding to the encoded qubits Z;, Zy and Xo. b Sketch of the
active phase control of single photons (yellow) via the PM in SNI configuration. Each single-photon period is divided into two time slots, considering
the different arrival time of single photons at PM along superposition of clockwise (©) and counter-clockwise ((3) paths with a time delay of A. One
constant voltage in the set {O7 Vi, Vn/z} (gray background) is applied to the PM to tune the phase of photons at the first time slot of each single-
photon period, resulting in the generation of different path states from the SNI. ¢ Sketch of single-photon correlation histograms with three time-bin
states (|Zo), |21), |Xo)) after the encoder. The time delay of A; from AMZI; is revealed as the time delay between early |e) and late |/) photons.

d Sketch of the time-bin states correlation histograms from output 1 of the AMZI, decoder. The histogram is normalized with the photon counts in (c)

\.

J

50% for each W; and W, suggests the successfully
encoded of |Xo) state.

To decode the time-bin states, an AMZI with an
internal time delay of A, = A; and a phase shifter (PS,
Luna Innovation, FPS-001) is employed. For simplicity, we
ignore the global phase induced by the quantum channel
in between the encoder and decoder, and exemplifying the
phase 8, = 71/2 from the PS. Then the single-photon state
from output 1 of the AMZI, can be expressed as follows,

V), = Ramzr, - |'¥).
6_1 .. .
= leelz (—isin% |€)S) anszr, + Sin 2 |€)|L) prrzr,
+ COS% IDS) amtzr, + icos% IDIL) artzz,)

(3)

where the Rypz, is operation gate of AMZI, for the
single-photon state (see details in the methods). Here we
assume that the phase shift of 7/2 is applied to single-
photon states, when the AMZI, short path and active
output port corresponds to the reflected photons from the
BS; and BS,, respectively. Figure 1d represents the
detection of a single photon at a set of given time

windows {W;, W5, W3} of output 1 corresponding to
three cases,

*  Wj: The early photon goes through the short path
le, S);

* W, The early photon goes through the long path
le, L) or the late photon goes through the short path
|Z,S);

* Wj: The late photon goes through the long path
|,L);

In the Eq. (3), the first term indicates the global
phase induced by PM. Meanwhile, the square of the
coefficient for each term within the parentheses denotes
the probability of each detected state. The sketch of cor-
relation histograms in Fig. 1d illustrates the detection
probability distribution of the above cases at output 1 of
BS,; when the phase 6, encoded by the PM, is set to
{0, Vo, Vn/z}. The |Z,) state with late photonic qubits
leads to photon detection at either W, or W3, but only the
photon in W3 denote the Z, decoding basis. Likewise,
early photonic qubits in |Z;) states can be measured at W
or W, while the W is the |Z;) basis. For the encoded |Xo)
qubits, when 6; = V5, the decoding basis is W, mea-
sured from output 1. This basis can be switched with that
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for |X;) = 1/v/2(le) — i|l)), by controlling the phase dif-
ference of paths 6, of AMZI,.

As with conventional QKDs using BB84 protocol, raw
keys are sifted from the measured events according to
shared basis information between users. In the time-bin-
based QKD scheme, the decoder will gains the sifted keys
by checking its measured results (the position of the
detected event in time) based on the shared basis
information from the encoder. For example, a ’0’ key will
be sifted when the decoder learns the Z basis commonly
used by the encoder and the photon is measured in W3
(Fig. 1d). In analogy to the |Zy) qubit, the raw keys '1’
and ’0” will be sifted when the common bases |Z;) and
|Xo) are revealed and the photons are detected within W,
and W, respectively. In the following text, the bases of
the {Zy,Z1,Xo} are colored green, red and blue, to
indicate the correlation with the time windows set that
result in the sifted keys. For Fig. 1d, note that for |Zy)
and |Z;), the same histograms will be measured at out-
put 2, from which the other half of keys at the Z basis can
be extracted from the time windows W3 and Wi,
respectively. However, due to the constructive inter-
ference (6, = m/2), the |X,) state can be analyzed
directly using the detected event located within W, of
output 1 (destructive interference pattern with the W,
from output 2).

Experimental setup

Figure 2 shows a sketch of the experimental setup for
time-bin QKD using telecom single photons from an
InGaAs/GaAs QD involved in a circular Bragg grating
photonic device reported in the previous work®. In this
QKD system, Alice, acting as the sender, encrypts the
time-bin states using single photons that are transmitted
through the fiber spool to the receiver, Bob. Bob then
performs decryption for the single-photon time-bin states.
At Alice side, the sample is loaded in a cryostat (Attodry
1100) at a temperature of 3.57 K. A pulsed laser with a
repetition rate of f,., = 75.947 MHz synchronized with an
arbitrary wave-function generator (AWG, Active Tech-
nologies, AWG5064) is used to excite the p-shell of the
positive trion state of the QD. The single photon emis-
sions with a central wavelength of 1560.6 nm (Fig. 2b) is
collected by an objective with the numerical aperture of 0.7.
The total decay time is extracted by fitting the time-resolved
QD emission in a three-level system and is found to be
7 = 1018 ps, while the count drops to 1% up to ~4ns.
Taking into account the three time windows necessary for
discriminating the time-bin states, we therefore apply the
repetition rate f,, = 75.947 MHz (corresponding to a
window size of 4.3 ns for each). In a time-bin QKD system
with a semiconductor single-photon source, employing the
photonic resonant structure can reduce the lifetime and
compromise the inherent limit of the repetition rates.
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The encrypted raw time-bin key rate after a sequence of
optical components and encoder is measured from the
output of Alice ~162kHz, involving the detection effi-
ciency of #7p = 74%. This corresponds to average photon
number per pulse of (1) ~2.89x 10~3 coupled to the
quantum channel. To evaluate the influence of the single-
photon purity on QKD, we performed an autocorrelation
measurement using a Hanbury Brown and Twiss setup
and extract a blinking-corrected g*(0) = 0.85% from the
histogram (Fig. 2c) without any temporal filter applied to

the coincidence count integration (r = 1/f,ep). There-

fore, it is estimated that the upper bound of the multi-
photon probability with a single-photon source is

p,, < (n)?-g*(0)/2. At short quantum channel length,
the secure key rate (SKR) of QKD drops linearly with the
quantum channel loss (logrithem scale), while the multi-
photon probability limits the maximum tolerable loss
significantly in the high-loss (long-distance) regime. In
practical QKD, properly attenuating the single-photon
rate can extend the MTL by compromising the raw key
rate (n) and the multiphoton portion p,, (detailed calcu-
lation in the Methods section).

Before the time-bin encoder, the single photons are first
polarized by an in-line fiber polarizer (ILFP) to align their
polarization with the axis of the fiber optics, i.e., PM. In the
SNI configuration, the phase control with the PM is
implemented by an AWG that delivers squared modulation
signals in pair with a clock rate locked to the excitation
laser. Three voltage gaps {0,1.6 V,3.2 V} corresponding
to {0, Vz, V¢ within each pair are applied to PM over the
first time slot’to generate the three time-bin states. In the
actual experiment, a 16-bit repeating sequence with these
random voltages are applied to the PM for the states of
{X07zl,Z(),X(),Z(th,XQ,ZhZo,Xo,Z(),ZhX(),Z(),Zl,Zl}
. This leads to a basis choice ratio of 5/16 and 11/16 for X
and Z basis, respectively, and number of bits {5,6,5} for
{Zo,Z1,Xo}. It has been demonstrated that the asym-
metric basis ratio in the BB84 protocol can improve the
SKR. The encrypted single photons are then sent to the
receiver setup through the variable-length fiber spools.
Similar to the transmitter at Alice, the receiver at Bob uses
an ILFP to ensure the alignment of the photon’s polariza-
tion with the axis of the fiber optics in the decoder. A fiber
polarization controller is placed in front to compensate the
polarization drift from the fiber channel. Additionally, a
programmable power source (PPS, Siglent Technologies,
SPD3303) controls the PS in the decoder to actively sta-
bilize the phase between the AMZL,’s arms by minimizing
the quantum bit error rate (QBER) of the system. Even-
tually, the arrival times of the single photons are registered
by a superconducting nanowire single-photon detector
(SNSPD), followed by a time-to-digital converter syn-
chronized with the AWG. The measured system dark
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Fig. 2 Experimental setups and source characteristics. a Fiber-coupled excitation pulse laser, triggered by the arbitrary wave-function generator
(AWG), transmits through a BS (R:T = 98.5:1.5) and is used to excite the telecom QD loaded in the cryostat. The emitted single photons collected by
the objective are obtained by filtering out the laser using a notch filter. Then, single photons are coupled to the in-line fiber polarizer (ILFP), through a
series of free-space half- and quarter- waveplates (HWP and QWP) for the polarization control. The PM inside the encoder is synchronized with the
excitation laser via the AWG, and randomly generate three single-photon time-bin states. The time-bin qubits are decrypted at the receiver setup
from Bob, which consists of a decoder, superconducting nanowire single-photon detector (SNSPD), and a time-to-digital converter (TDC). The
excitation laser and PM at Alice are synchronized with the TDC at Bob via the AWG, which distributes electronic triggering signals through electrical
cables. FPC, fiber polarization controller; PPS, programmable power source. b The photoluminescence spectrum and time-resolved lifetime histogram
(logarithm scale) of the single-photon emissions from the QD. The inset shows the decay process of the p-shell excitation within the QD band
structure. ¢ Normalized second-order autocorrelation histogram for the single photons from the trion state emissions with the inset showing the
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count rate is d = ~ 100 cts/s, resulting in the dark count
probability p,. = d - 7. This reduces the SKR and MTL, and
is calculated in the Methods section.

Evaluation of the QKD performance

As the figure-of-merit for QKDs, the SKR (Rgecyre) from
the three time-bin states, is emulated in the finite-key
regime with the multiplicative Chernoff bound™°,

— 1 2
Rsecure = \‘Mlzzynmp (1 —h ((/)Z)) - /"EC - 210g2 E - 10g2 _J /Nsum

(4)

In this process, the raw keys on the Z basis are post-
processed to create secure keys after error correction and
privacy amplification, while the raw keys from the X basis
are shared publicly to analyze the system QBER. M‘Zmp
denotes the lower bound of the received raw key rate on
the Z basis, excluding the noisy bit rates caused by multi-
photon emission that can be estimated based on second-

order correlation g®(0). As it is impossible to obtain the
QBER on the Z basis in the actual QKD, the upper bound
of the phase error that is translated from the QBER on the
X basis is employed. This is involved in, /4(-) the binary
Shannon entropy, accounting for eavesdropper’s attack on
the quantum raw keys. Agc is the lower bound of
information leakage during the error correction. ep4 and
€cor are the security parameter over the error verification,
and failure probability of privacy amplification, respec-
tively. In the finite-key regime, which closely resembles a
practical scenario, the quantum keys are sent in blocks,
with N, specifying the size of the key block sent from
the encoder. Details about the system parameters and the
calculation model are provided in the Methods section.
The QBERs are extracted from the histograms as pre-
sented in Fig. 3a, in which the number of raw keys bits
and error bits are counted. The decoder first measures the
16 histograms corresponding to the time-bin states
repeatedly sent by the encoder. The QBER for each basis
is calculated using the ratio of the integrated photon
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Fig. 3 Time-dependent QKD performance at various transmission distances. a Schematic of QBER extraction with the bases comparison of
statistical data. The time windows {W1, W2, W3} are indicated by the red, blue, and green columns, respectively. The height of each columns
denotes the probability of detecting photons within a given time window when specific states are encoded. b Time-dependent QBER for different
fiber spool lengths of 0 km, 40 km, 80 km, and 120 km. Each data point represents 1 min of measurement time. The dashed lines indicate the average
QBERs on the bases over the 6 h. ¢ Secure key bits (SKBs) per pulse as a function of measurement time for the different fiber spool lengths ranging
from Okm to 120km. For the spool lengths of 0km, 40 km, and 80 km, an acquisition time of 1 min (Nym = 4.56x 10°) is used in the finite key
analysis. For the 120 km transmission distance, an acquisition time of 20 min (Ngym = 9.12x 10'%) is used

counts at the two perpendicular bases. For instance, the
QBER for encoded E, is calculated as Nz, /Nz, + Nz,
where {Nz,,Nz} are the integrated photon counts
within each 4.3 ns time windows {W3, W1} of the his-
tograms (Bit no. 2, 5, 8, 12, 15, 16). Same calculation
algorithm applies to Ez,, which is Nz, /Nz, + Nz, with
{Nz,,Nz,} counted within the time window {W3, W1}
from the corresponding histograms (Bit no. 3, 5, 9, 11, 14).
However, determining Ex, is relatively challenging due to
the absence of one more detector channel of AMZI, for

the Nx, and N, at the same time. We adjust PS phase to
be — /2 while sending the |Xy), such that theoretically
there is no correlation peak within the W, window from
the |X,) state due to the destructive interference. Then,
we regard the detected error qubits as Ny, similar to four-
state BB84 protocol, and assume the QBER of |X,) state
to be Ex, = N1/Nz, + Nz, as the splitting ratio between
X- and Z- basis at the decoder is 1/2 resulting in Ny, +
Nx, = Ngz, + Nz (Bit no. 1, 4, 7, 10, 13). For the mea-
surement of Ex,, the phase difference between the paths
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Table 1 SKB per pulse and QBERs over a range of fiber spool lengths

Distance (km) Rsecure/frep Rraw/frep EZ (%) 0z, (%) 07, (%) EXO (%) Ox, (%)
0 159 x 107* 223 %x 107 0.98% 0.01% 0.01% 3.14% 0.54%
40 304 x 107° 433 % 107° 1.19% 0.08% 0.03% 3.12% 0.56%
80 354 x 107° 687 x 10°° 3.02% 0.13% 0.14% 4.90% 0.52%
120 199 x 1077 134 x 107 6.85% 0.60% 0.56% 9.60% 0.58%

The QBER on Z-basis, £, is the average value of Ez, and Ez, . Acquisition times of 1 min and 20 min with the key blocks in the finite key regime are used for 0-80 km

and 120 km, respectively

of AMZI, is dynamically stabilized by suppressing the
photon counts Ny, within the time window W, to be the
minimal.

To investigate the stability of the time-bin QKD system
in terms of the QBER, SKBs per pulse ( Ryeyure/ f,ep) at
different quantum channel lengths, we implement’ the
time-dependent measurement using the length-variable
fiber spools (average loss of @ = 0.1956 dB km) connected
between the transmitter and receiver setups. As shown in
Fig. 3b, the mean and deviation of the QBERs at X basis
are both relatively higher than Z basis. This is due to the
limited visibility of interference at AMZI, (i.e., imperfect
power splitting ratio of the BSs), as the accurate detection
of the |Xo) requires high-quality single-photon inter-
ference at the BS,. This is revealed by the higher mis-
alignment probability of the optical setup on the X basis
than the Z basis (p,,x > Pusz)» Which contributes bit
errors at a transmission distance of 0 km. We attribute the
slightly higher QBERs of |Z;) state compared to the |Zj)
state to the imperfect phase encoding of PM due to
inaccurate targeting voltage (i.e., flatness uncertainty of
the peak voltage). As represented in Fig. 1b, an ideal |Zo)
state can be generated without applying any voltage to the
PM over a single-photon period. However, voltages V,,
and Vz with time duration of 1/2f,,, is required to obtain
|Z1) and |X,) state, respectively. The uncertainties in
these voltages translates into the additional QBERs for the
|Z1) and |X,) states. On the other hand, the QBER
increases with the length of the optical fiber, since the
system dark counts become more dominant with a
decreased signal-to-noise ratio. Nevertheless, average
QBERs below 11% are maintained at a transmission dis-
tance of 120 km, which is promising for a secure intercity-
scale communication. Fiber-induced light dispersion
causes an elongation of the single-photon pulses
for ~ 265 ps at a transmission distance of 120 km con-
sidering the linewidth of the emitted single photon is AL ~
0.13nm™. This gives a negligible influence on the time-
bin qubits, with a time separation of 4.3 ns. Figure 3c
illustrates stable SKB per pulse over 6 h for different fiber
spools, which is the ratio of Ry, and f,. The average
Ey, within the integration time is dynamically employed
in the calculation of Ry, while considering fixed values

of the mean photon number per pulse (1) =2.89x 1073
entering the quantum channel and g®(0) = 0.85%. The
integrated finite blocks at a distance of 120 km are given a
longer time of 20 min to ensure sufficient key length for a
positive key rate.

Table 1 presents the statistics of the Gaussian dis-
tribution according to the results from Fig. 3. The
extraction ratio of the Ry, from the raw key rate R,,,,
becomes lower with the enhanced transmission distance
because of the increased QBER. With the case of the
repetition rate f.,, = 75.947 MHz, the reachable SKR at
the distance of 120 km is approx. 15 bits s~ ', which is still
possible for the text message encryption. The standard
deviation of the QBERs (07,7, x,}) on both the Z- and
X-bases remains below 0.6% to be constant thanks to the
effective phase compensation program and stable
laboratory environment. Figure 4a presents the QBERs
and the SKB per pulse as a function of the transmission
distance. Apart from the experimental data points as
illustrated in the table, we performed a simulation to
determine the maximum tolerable distance for our time-
bin QKD system, where the QBERs of Ex and Ez on Z-
and X-bases (¢“ and ¢”) are simulated as,

My M5
Ex =3x K Ez = Z . (5)
=~R,nmp MR,nmp

where My and M;Q(:fmp denote the number of error bits
and lower bound of non-multiphoton fraction of received
photons at {X,Z} bases, respectively (see Methods for
details). A maximum tolerable distance of 127 km is
underestimated in the case that the QBER at X-basis
approaches 11%, since keys from Z-basis with a lower
QBER value are typically employed for the information

encryption in practical QKDs.

Discussion

In our experiment, a secure key rate of 1.99 x 10”7 bit per
pulse was achieved over a 120 km fiber spool using a total
pulse block size of Ny, = 10", corresponding to an inte-
gration time of ~1300s. This result demonstrates the feasi-
bility of employing a deterministic, telecom-band QD single-
photon source in a time-bin encoded QKD system under
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\

QBER (%

Fig. 4 Time-bin QKD performance versus transmission distance and gain in secure key rate with improved source qualities. a QBERs at the
|X) and |Z) bases and SKB per pulse as a function of the secret key transmission distance. A received block size of N, = 10" is employed for the
finite key analysis. b Gain of simulated SKR as a function of the mean photon number per pulse (n) and second order autocorrelation g®(0),
compared with this experiment. ¢ Gain of simulated SKR as a function of the repetition rate of the excitation laser and the QD lifetime, compared
with this experiment. The blue circles indicate the parameters in the current time-bin QKD system
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long-distance transmission and realistic conditions. Never-
theless, there remains considerable potential for further
improvement in system performance, as discussed below:

Influence of source brightness and system loss. The
mean photon number (n) is a critical parameter
affecting the key rate. Increasing source brightness
and reducing encoder loss can significantly enhance
(n) compared to current experimental conditions.
As shown in Fig. 4b, the SKR improves with larger
(n). However, higher brightness increases sensitivity
to multi-photon components, and a low g®(0)
becomes increasingly important to preserve
security. Poor single-photon purity (i.e., high
2?(0)) has a stronger negative impact at higher
source brightness.

Repetition rate limitations imposed by QD lifetime
and modulation structure. Compared with weak
coherent laser pulses, QD sources typically exhibit
longer radiative lifetimes. Therefore, increasing the
system repetition rate leads to temporal overlap
between O and O wave packets within the Sagnac
interferometer (SNI). This overlap region exhibits
the same phase and thus lacks modulation contrast,
making it unusable for key generation. Additionally,
at higher repetition rates, overlap between detection
windows (W1, W2, and W3) may occur, resulting in
photons from adjacent bits falling into incorrect
time bins and increasing the quantum bit error rate
(QBER). To further explain this point, we performed
simulations based on a fitted model of the QD
lifetime to explore the trade-off between repetition
rate and temporal overlap, as shown in Fig. 4c. While

higher repetition rates can theoretically enhance the
key rate, they are only effective when the pulse
lifetime is sufficiently short to prevent peak overlap.
An optimal operating point must balance increased
repetition with minimal temporal crosstalk.

Optical loss and visibilities in the encoding and
decoding modules. The secure key rate is also
constrained by the intrinsic loss in both Alice’s and
Bob’s modules. Several components in the system can
be optimized further, such as using lower-loss fiber
devices and replacing standard fiber connectors with
high-precision fusion splicing, thereby minimizing
insertion loss and back-reflection. To further reduce
the QBERs of the |X,) state, AMZIs with high- and
stable visibilities needs to be carefully optimized by
employing ultra-balanced BSs and automate feedback
phase shift control.

Detector performance and dark count suppression.
The performance of the SNSPD plays a crucial role in
system reliability. Although the detectors used in this
work exhibit good efficiency and low dark count

probability, further improvements are possible.
Enhancing detector efficiency and reducing
background counts through improved device

fabrication and environmental isolation could boost
the overall key rate.

Synchronization between encoder and decoder at
remote sites. Synchronization between Alice and Bob
is essential for a working QKD system to enable basis
comparison using timing information. In our
laboratory implementation, this is achieved by
distribution of electronic clock signals. For a real-
world point-to-point QKD system, various methods
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have been proposed to realize synchronization
without relying on additional hardware or external
references such as GPS**™°,

In summary, we have demonstrated the feasibility and
long-term self-stability of a time-bin encoded QKD sys-
tem based on a deterministic single-photon source at
telecom wavelengths. Benefiting from a stable emission of
high-brightness and pure telecom single photons®, the
system operates continuously for over 6 h at 120 km and
achieves a highest finite-size key rate among the time-bin
QKDs with single-photon sources. Our work identifies
key advantages and also limitations of QD single photon
sources for the generation of time-bin qubits. The results
provide practical paths for optimization of all system
components, therefore contributing to the realization of a
robust and scalable quantum communication infra-
structure based on solid-state single-photon emitters.

Materials and methods
Transformation of quantum states with the AMZI

For an asymmetric Mach—Zehnder interferometer
(AMZI), consisting of two beam splitters and a phase
shifter (fast axis along with H polarization of single pho-
tons) for one arm, the transformation matrix for the
single-photon states before the BS, is,

Rzt = Rps @ Rgs,

_ ("o ®1<i1> (6)
01 ), V2\1i/ g,

where the Rgs, Rpg are the transformation matrix for the
BS and PS, respectively. Taking into account the single-
photon state from the quantum channel is,

¥), = J5e- “le) +icos% - |0))

L s smi © < 1 ) (7)
= —=e2 -
V2 icosZ 61 - 0/p

with the first two terms the time-bin states T for the |e) and
|/) photons from the quantum channel. The third term
indicates the path states P corresponding to |S)and |L)
before AMIZ,. The single-photon states before BS, is then,

(Sll’l

|‘“P>;\MZIZ = R;tMIZ ’ “P>
A sm921 L ie'®
BRCA <zcose—>T®ﬁ< 1 >P
= %e’ﬂz (i smg1 €% 1)) antz1, ®
+sin - e ML) artzr, — cos e - 1018 anazs,
+i COS s D) |L>AM212)

In our experiment, only one output port of BS, is used for
the measurement. The final state from one port of the
AMZI, can be written as follows, with a amplitude factor
of 1/+/2 is applied considering the splitting probability of
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50:50 with the BS. In addition, assuming that the output
of BS, corresponds to photons from the short path, it
leads to a phase shift of /2 with the |S)-state photons
sigified by i.

|\P>:4MZIZ — ¥,

o )

= ﬁielz (—sinZ e . €)|S) anizt,
+sinG - [e)|L) gpgzr, — icos G €% - [1)[S) aprz,
+icos % |1)|L) gszs,)

©)
Estimation of QBERs
In our time-bin QKD system, we estimate the QBERs
and SKRs based on the calculation of click pﬁfk and error
pXZ probability with the detected photons by SNSPD at
{X,Z} bases, taking into account of the system para-
meters such as mean photon number per pulse (), g*(0),
total system loss (incl. fiber spools) #;oz. €tc.

prt = Zzﬂn[l —(1=pg)1—

n=0

X% = poba. + len [1-(1—pg)1

Mtotal ) n}

- ”total)n]pmis
(10)

in which p,. is dark count probability equal to the
multiplication of system dark counts d and individual
time window 7y = 4.3 ns. Here, the parameter p'~ is the
error probability of the signal components due to
imperfect state preparation, channel decoherence, and
imperfect power splitting at decoder. This is given by the
average QBER for an optical fiber length of 0 km in the
experiment. The probability of n-photon emission p,, is
calculated as™,

72 . o2
%(mpl =A=2ppy=1-p,—p,

(11)

by =

with 7 = (n) - 5 - 57, the average photon number per
pulse after the detector. In the simulation of Fig. 4 about
the QBER as a function of transmission distance, we
employ the phase error rate to estimate the QBER in the
finite key length regime,

X z
= = B = = (12)
NR nmp NR nmp
in which MXZ and Ny mp AT€ calculated as,
Mp? = Nom -z - Prz - Po”
Ny = N&& = Ny

= Noum '1”3‘(,2 'Pxﬁz 'pi(‘z — Num '1”?(.2 '17)5},2 “Pm
(13)

pf(’é is the splitting ratio of the keys for the {X, Z} bases

at the encoder and decoder sites. p,, is the the multi-

photon emission probability of the source, which is equal
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to p, in our case by only takmg into account the multi-
photon events up to two. Ny sum,mp denote the upper bound
of the emitted photons from the encoder that is derived
with the upper Chernoff bound and N*;

sum ,mp’

%= (1+0y)x" (14)

with 6% = /”7 VB H and B = —log,(epr).
Calculation of SKR

The calculation of SKR in finite key regime based on the
Chernoff bound has been discussed in the previous pub-
lications for the polarization-encoded QKDs***!,

2 ) /Noum

_ 1
h($z)) — Aec — 2log, o log, .
(15)

LNanp( -

Rsecure =

with ¢, calculated as,

MX
¢Z_¢Z+y ( anp’Ng,nqubZ’sg) ¢Z_EX_NX

Nnmp.

YU, kA, €)= —1 {“*“)A% 2 (1 f/l)G}

2 2(/‘2GJ ntk (n+k)*
A =max{n,k}, G= %logem
(16)

Table 2 System parameters
Description Parameter Value
Repetition rate frep 75.947 MHz
Average photon number per pulse (n) 289 %1077
before the quantum channel
Second-order correlation g? 0.85%
Transmission efficiency of encoder and  nu, nNg 10.11%, 41.7%
decoder
Z-basis choice (Encoder) o 11/16
X-basis choice (Encoder) P 5/16
Z- and X- basis choice (Decoder) pﬁ 172
Misalignment probability of Z-basis Dmisz 1%
Misalignment probability of X-basis Drmisx 2%
Averaged fiber-spool loss a 0.1956 dB km ™"
Detector efficiency No 74%
Dead time Tar 358ns
Time window of one bit Tw 43ns
Dark count probability Dec 133x107°
Parameter estimation failure probability — epe 2% 10793
Error correction failure probability €rc 107'%
Privacy amplification failure probability — eps 107'%6
Error verification failure probability €cor 107"
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Akc is the estimation on the known leakage of information
from the error correction process,

is bit error rate of received Z basis count

and F~! <sc,,r <1 + \/—> ns %, 1—E Z) is the inverse of the

cumulative distribution function of the binomial distribu-
tion. The simulation parameter is displayed in the
following Table 2.

M
where E; = =%
NR
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