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Abstract 

The Beam Loss Monitoring system acts as a protection system of the Large Hadron 

Collider at CERN. Its primarily ionisation detectors measure potential off-orbit par-

ticles escaping from their trajectory. Its dependable performance is of utmost inter-

est for the operation of the collider. This primarily involves constantly protecting 

the machine by initiating a safe beam extraction in case of dangerous particle losses. 

Secondary, the system has been designed in a fail-safe architecture to always favour 

the safe beam extraction in order to avoid any situation comprising the risk of miss-

ing dangerous loss. Therefore, the system comprises the potential to optimise its 

performance, i.e. minimise its impact on the collider performance, by reducing the 

number of false beam extractions whilst maintaining its protection function. 

This work analyses the system architecture and protection strategy of the Beam 

Loss Monitoring system by reviewing a dependability model previously created dur-

ing its design phase. Furthermore, the thesis investigates newly available perfor-

mance data, remodels the current hardware configuration comprehensively bot-

tom-up, and, based on this model, performs a Failure Mode, Effects, and Criticality 

Analysis in order to evaluate the dependable hardware design and review the pro-

tection function of the system. 

Making use of the applied methodology, in particular of the retrospectively per-

formed analysis and the available performance data of the system operating since a 

decade, a methodology for dependable development and operation during the entire 

life cycle of systems is presented. Based on the experience gathered with a beam 

instrumentation system, the methodology is tailored to such accelerator systems 

characterised by their high functional as well as dependability requirements, large 

modularity and critical operation during long lifetimes in harsh environments. In 

five defined life cycle phases and several iterative sub-phases, dependability re-

quirements are derived and specified, designed into the system, reviewed by accord-

ing analysis methods, and validated by tests. Furthermore, the methodology covers 

the system installation, commissioning and dependability support during operation 

up to the decommissioning and potential upgrade and refurbishment to reuse the 

system or parts of it. The entire methodology is designed as a continuous cycle 

within these phases to be applied to different development projects, profiting from 

previous projects and operational systems. In this way, it steadily grows and en-

hances the dependability capability of an organisation. Therefore, a comprehensive 







vi        Kurzfassung 

 

Zuverlässigkeitsanforderungen hergeleitet und festgelegt, in das System hinein-

entwickelt, durch entsprechende Methoden analysiert und durch Erprobungen 

validiert. Außerdem wird die Systeminstallation, Inbetriebnahme und die zuverläs-

sigkeitstechnische Systembetreuung während des Betriebs bis hin zur Außerbe-

triebnahme abgedeckt, welche mit potentiellen Upgrades oder einer Instandsetzung 

des Systems, oder Teilen davon, zur Wiederverwendung verbunden ist. Die gesamte 

Methodik ist als kontinuierlicher Zyklus innerhalb dieser Phasen konzipiert und 

anwendbar für verschiedene Entwicklungsprojekte, die jeweils von vorherigen 

Projekten und dem Betrieb anderer Systeme profitieren. Auf diese Weise wächst die 

Methodik ständig und steigert so das Zuverlässigkeitspotential einer Organisation. 

Aus diesem Grund wird ein umfangreicher und ganzheitlicher Rahmen für die 

Zuverlässigkeitsanwendung während aller Lebenszyklusphasen bereitgestellt, der 

es ermöglicht die Methodik für das konkrete Entwicklungsprojekt anzupassen. Die 

Steigerung des Zuverlässigkeitspotentials wird durch eine sich ständig erweiternde 

Datenbasis aus Zuverlässigkeitsdaten von Tests, dem Betrieb und der Außerbetrieb-

nahme voriger Systeme erreicht. Außerdem beinhaltet diese Basis gesammelte 

Erfahrungen aus der Anwendung und Weiterentwicklung der präsentierten 

Analysemethoden, der Verbesserung von Produktionsverfahren und Handhabung, 

sowie aus der Betriebs- und Wartungsbetreung. 

In einer im Anschluss durchgeführten Fallstudie eines Verarbeitungsmodulup-

grades des Beam Loss Monitoring Systems wurde die Methodik angewandt. Die 

Studie deckt die Planungs- und Design-, Produktions- und Testphasen vollständig 

ab und bezieht außerdem Betriebs-, Ausfall- und Reparaturdaten des Vorgängermo-

duls und dementsprechend die verbleibenden Lebenszyklusphasen mit ein. Des 

Weiteren werden Aspekte für die bevorstehende Systeminstallation und den 

Betrieb beschrieben. Zu Beginn definierte Zuverlässigkeitsanforderungen beein-

flussten das Design und die Durchführung damit verbundener Analysemethoden, 

woraus Produktionsanforderungen und begleitende Tests und Inspektionen 

abgeleitet wurden. Das Ergebnis der Analysen während der Planungs- und 

Designphase führte außerdem zu der Definition und darauffolgenden Durchführung 

dementsprechender Funktions- und Umweltvalidierungstests für die spätere 

Systemanwendung in der Betriebsumgebung. Außerdem wurde die gesamte 

Produktion einem Frühausfallscreening unterzogen und die Zuverlässigkeitsanfor-

derungen wurden durch Tests nachgewiesen. Infolgedessen wurde die entwickelte 

Methodik erfolgreich innerhalb der Fallstudie angewandt und das erlangte 

Feedback für die Vorgehensweise erfüllte die Zielsetzung. Dies ermöglichte es die in 

dieser Arbeit präsentierte Methodik anzupassen und zu validieren. 
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1 Introduction 

To investigate the fundamentals of our universe, physicists, engineers and many 

more perform experiments by operating particle accelerators and other machines 

at CERN: the European Organisation for Nuclear Research. Founded in 1954, with 

the first accelerator built in 1957, the organisation nowadays carries out research 

in a variety of fields and operates a total of eight accelerators and two decelerators 

along with their associated experiments. This includes the 27 km in circumference 

Large Hadron Collider (LHC), the largest machine in the world. 

The LHC accelerates and collides protons and heavy ions currently at centre-of-

mass energies up to 13 TeV, storing an energy of up to 362 MJ in each of its circulat-

ing beams. To achieve such high energies, the LHC uses superconducting electro-

magnets, which store a total magnetic energy of up to 11 GJ producing an 8.3 T 

strong magnetic field. The field is produced by currents of up to 11 kA in niobium-ti-

tanium coils, which are cooled down to 1.9 K in order to reach the superconducting 

state. 

Such high energies imply the risk to seriously damage the machine leading to sig-

nificant costs and downtime, as demonstrated by an incident on the 19th September 

2008, which caused more than a year of operational delay [1]. For this reason, it is 

fundamental to control the circulating particle beams, and to protect the machine 

and the equipment from uncontrolled release of both the beam and magnet energy. 

Thus, to operate the LHC safely a variety of systems form the LHC Machine Pro-

tection System (MPS). The LHC Beam Loss Monitoring (BLM) system, which 

measures secondary particle showers created by off-orbit particles lost from the 

beams, is part of the LHC MPS. If beam losses above predefined thresholds are meas-

ured, the LHC BLM system initiates the process of a safe beam extraction in order to 

protect the machine. 

In order to provide and maintain its protection function, the LHC BLM system 

needs to meet high dependability requirements involving system reliability, as well 

as system availability to avoid downtime of the LHC. In the particular case of LHC 

downtime, this also comprises a low number of false alarms. Thus, a comprehensive 

dependability analysis was already executed during the system design phase [2]. Af-

terwards, steady efforts were carried out such as an external audit in 2010 [3], track-

ing and analysis of system failures, or implemented upgrades. 
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1.1 Motivation and Objective 

To carry out research in the field of particle physics, CERN operates the above de-

scribed accelerators and their associated experiments. To achieve the necessary sta-

tistical significance for the collected data, many of the experiments require a great 

number of repetitions. Thus, the underlying machines and their instrumentation are 

dependent on precise, well-functioning and dependable technology. This involves 

two substantial parts of dependability engineering: first, the concerned systems 

have to operate at high reliability to fulfil their intended functions without failures 

for the given time at given conditions; and secondly, as the probability to provide 

the function for the required time period, high system availability is crucial. 

To address dependability already during the system development and onwards 

continue its application until the end of the life cycle, the objective of this work is to 

develop a generic methodology for dependable electronic system development. 

More precisely, the methodology aims to adopt dependability engineering during 

the system development, installation, operation and decommissioning, thus inte-

grating a common procedure to enhance the dependability within an organisation. 

This is to continuously enhance the dependability of the operated systems and to 

integrate dependability management as a part of the organisational culture. 

For the LHC BLM system dealt within this work, the above described reflects pre-

cise fulfilment of its machine protection function at high availability during the in-

tended mission time with reliably working equipment. Thus, the herein presented 

dependability analysis and related improvement measures of the LHC BLM system 

has served as motivation to develop the presented methodology. 

1.2 Structure of the Thesis 

The described objective of this work aims to provide a methodology for dependabil-

ity coverage during the full product life cycle as well as to update the existing de-

pendability model and strategy of the LHC BLM system at CERN. As illustrated in 

Figure 1.1, the thesis is divided into six distinct chapters. 

In chapter 1, a short introduction to CERN and the LHC is provided. Chapter 2 de-

scribes the LHC BLM system, which is further examined within this work. The third 

chapter investigates the state of the art for methodological approaches on depend-

ability engineering and outlines the necessary dependability engineering basics. 

Chapter 4 presents the elaborated LHC BLM system dependability model by up-

dating and expanding an existing model, which has been prepared prior to the sys-

tem becoming operational [2]. Furthermore, the model uses available operational 

data of the system and takes, as well as suggests, actions to improve the current 

strategies of operation, maintenance and upgrades. 
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Figure 1.1: Structure of the thesis and interconnection of the individual chapters. 

Based on the examined dependability analysis of a beam instrumentation system 

in chapter 4, the subsequent chapter 5 comprises a developed methodology to ac-

company the entire system life cycle by employing various dependability methods 

and, in this way, enhance its performance and dependability. This involves specify-

ing the requirements in the planning phase and applying appropriate methods and 

analyses during the design phase. With the different functionalities of the system 

being essential parts of the dependability, the subsequent prototyping, and parallel 

testing up to the final validation is covered hand in hand with the pre-production. 

This continues with the properly planned production, conducting appropriate ac-

tions to achieve the required quality for a dependable performance, and is to be con-

firmed by following functionality tests, early failure screening and reliability tests. 

Furthermore, the methodology also comprises the system installation or the respec-

tive integration into a primary system. During operation or field use, potentially nec-

essary actions are displayed, such as implementing a previously developed mainte-

nance strategy or the implementation of a tracking system to monitor the 

performance in order to improve dependability in the long term. 

The final chapter 6 applies the elaborated methodology within a case study of a 

newly developed processing board as an upgrade for the LHC BLM system. The plan-

ning phase up to production and various testing of all produced boards is covered. 

The dependability model and optimisations along the design process, as well as data 

of validation, screening and reliability testing are presented. A strategy for the up-

coming installation and the henceforth operation during the next years are also a 

part of the study. 





 1.4  Particle Accelerators in Brief        5 

 

particles for nuclear or high energy physics, up to a use in industry and medicine, 

for instance for X-ray scans, sterilisation or in radiotherapy [10]. 

As basic principles to accelerate and control charged particles, either static or dy-

namic electromagnetic fields are used. Depending on the used particles, different 

sources form the first stage of an accelerator. To generate electrons for example, one 

method is to heat a cathode in a vacuum environment emitting electrons through 

thermionic emission. For protons, a method is to inject hydrogen gas into an electric 

field, stripping of its two electrons. After creation, the particles pass on to the ac-

cording accelerator, which can be linear, primarily using accelerating structures, or 

circular machines, in addition using beam-bending elements. [10] 

 

Figure 1.3: The CERN accelerator complex [11]. Depending on the operation mode, the LHC can be 

filled through four distinct pre-accelerators with either protons or ions. In addition, the complex 

comprises various peripheral experiments. 

Regarding the physics involved, different parameters are used to classify the per-

formance of accelerators. Of course, the characteristics depend on the accelerator 

technology and the used particles, but commonly energy, the emittance of the beams 

or beam intensity distinguish different machines. More specifically for particle col-

liders, luminosity is an important performance measure, see subchapter 1.6. To 

quantify the energy of accelerated particles the unit electron Volt (eV) is used. 1 eV 

is defined as the kinetic energy an electron e gains from acceleration through a po-

tential difference of 1 V, thus 1 eV = 1.602*10-19 J [10]. 

Based on the CERN accelerator complex in Figure 1.3, the following two subchap-

ters describe different accelerator technologies and physics involved more in detail. 
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1.5 CERN Accelerator Chains 

Figure 1.3 displays particle accelerators and decelerators as well as experimental 

areas at CERN. The central machine of this complex is the LHC with its associated 

experiments and the injecting accelerators to gradually increase the energy level. 

This subchapter illustrates these previous injectors, which build two distinct accel-

erator chains to either inject protons or heavy ions into the LHC. 

 

Figure 1.4: Different accelerator chains feeding the two beam pipes of the LHC. Depending on proton 

or heavy ion operation, different LINACs and, for the second stage, circular accelerators are used. 

LINACs 

After creation, the journey of particles begins in dedicated linear accelerators 

(LINAC). Protons are generated from hydrogen gas which is released into the elec-

trical field of the Duoplasmatron, until they are injected into the vacuum of the 

LINAC 2. Heavy ions, for instance lead, are generated during a process which heats 

up 208Pb until it evaporates. The vapour is ionised in a plasma chamber to then be 

accelerated by the LINAC 3. [12] 

The operating principles of LINAC 2 and LINAC 3 are very similar. Both accelerate 

particles in a straight line using radiofrequency (RF) cavities equipped with a series 

of drift tubes. An oscillating electric field is generated in gaps between the tubes. 

When passing a gap, the bunched particles feel an accelerating force while the po-

larisation of the field is alternated when inside the drift tube. Progressively increas-

ing lengths of the gaps and drift tubes ensure the correct tuning of the field change 

while the particles gain velocity. [10] 

At extraction, heavy ions in LINAC 3 reach an output kinetic energy of 4.2 MeV. In 

LINAC 2, the protons reach 50 MeV, see Table 1.1. This energy is to be increased by 

a factor of more than three to 160 MeV once the new LINAC 4 starts to operate in 

2020, in the framework of the LHC Injectors Upgrade [13]. 

PSB 

Fed by LINAC 2, the Proton Synchrotron Booster (PSB) is built up by a spiral of four 

rings to accelerate protons up to energies in the GeV-range. In contrary to linear ac-

celerators, the PSB supplementary uses beam bending elements to keep the parti-

cles on a circular path. While not being a perfect circle, the PSB uses a mix of accel-

erating structures as a LINAC, alternated by beam bending dipole magnets. In 

addition, several sets of quadrupole magnets focus the proton bunches. Over the 
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Figure 1.8: LHC cycle (04.08.2018), extracted from [29]. The energy (green) is ramped up to 6.5 TeV 

and kept for 13.5 hours during which the beam intensities (red, blue) constantly decrease from a 

maximum of around 2.7*1014 protons per beam. 

Having a nominal LHC mission established, the LHC also undergoes greater cycles 

on the scale of weeks and years. On the top level, the current mandate of the LHC 

and HL-LHC is scheduled into six Runs, which are interrupted by Long Shutdowns 

(LS), see Figure 1.9. The shutdowns serve to repair, maintain and upgrade the ma-

chine. On a yearly basis, during runs, the schedule foresees a year-end technical stop, 

a commissioning phase afterwards, as well as machine development phases and 

other stops, which grant access to the machine during the year. 

 

Figure 1.9: LHC and HL-LHC project schedule, according to [30]. In the year 2024, at the end of Run 3, 

the LHC mandate finishes and it is foreseen to construct and exploit the HL-LHC until 2038. 

In accordance with the operational schedule, the LHC systems have to subordinate 

their individual strategies for maintenance, repair and upgrade. This condition in-

fluences the designs of these strategies, especially with regard to dependable design. 

As described more in detail in chapter 3, availability is a crucial factor of dependa-

bility. For the LHC, availability, and in this manner also luminosity, respectively its 

integral over time, can directly be correlated to the various cost factors of the pro-

ject. Table 1.2 gives an overview of different costs involved in the LHC project. 

Table 1.2: Current costs of the LHC project [31]. For detectors and computing only the share which 

CERN has paid is given (*). Costs for Run 2 are not yet published.  

 Machine & areas Detectors* Computing* Run1 LS1 Run2 Total 

Personnel [MCHF] 1 224 869 85     

Material [MCHF] 3 756 493 83     

Total [MCHF] 4 980 1 362 168 1 100 150 ? >7 760 
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installation points, compare Figure 2.1. Functionally, it can be divided into four prin-

cipal main parts, which the following subchapters describe more in detail: 

1) Beam loss detectors and supply 

2) Front End (FE) acquisition electronics 

3) Optical fibre link 

4) Back End (BE) processing electronics and interfaces 

 

Figure 2.1 : Vertical slice of the current LHC BLM system (SS configuration). Ionisation Chambers 

(yellow) measure a current signal proportional to the beam loss. The FE tunnel board (BLECF) ac-

quires, digitises and transmits the signal via optical fibres to the BE surface electronics, which pro-

cess the loss signal and connect to the BIS via the CIBUS interfaces. 

As loss detection sensors, primarily Ionisation Chambers are mounted outside the 

LHC cryostat (see Figure 2.3) connected to the various Beam Loss Electronics (BLE). 

At the beginning of the chain, up to eight chambers connect to the FE electronics, the 

Current-to-Frequency converter board BLECF, which acquires the beam loss signals 
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2.4.1 The Current-to-Frequency Converter Board (BLECF) 

The BLECF board [53, 55], is the main FE board. It uses Current-to-Frequency Con-

version (CFC) to acquire the beam loss signals of up to eight channels within a meas-

uring range between 2.5 pA and 1 mA. The analogue CFC parts each embed an inte-

grator circuit at the current input, which connects to a comparator circuit at its 

output, compare Figure 2.5. There, the integrated signal is compared to a threshold 

voltage, triggering a monostable multivibrator (one-shot) at its output. The mono-

stable multivibrator generates an output frequency, which is proportional to the 

current input, respectively the beam loss signal. These output frequencies of the up 

to eight connected CFC circuits are measured by the on-board Field-Programmable 

Gate Array (FPGA). In parallel, two Analogue-to-Digital Converters (ADC) connect to 

the FPGA. The 12 bit ADCs measure the integrator output voltages and have been 

added to cover low input currents below the one shot trigger level. Furthermore, a 

Digital-to-Analog Converter (DAC) acts as a current source generating a 10 pA cur-

rent during a test mode to check the functionality of the channels, see subchapter 

4.2. This current should trigger a CFC count supposedly every 20 s, being increased 

in steps of 1 pA if it does not. After five such increases the channel is declared blind. 

 

Figure 2.5 : BLECF board with two GOH mezzanines and optical fibre connectors according to [53, 

56]. The current input signals are received by the BLECF connector (right). The CFC part measures 

these signals and generates the according output frequencies, which are measured and digitised by 

the FPGA. Via the two redundant GOH mezzanines the FPGA sends the data onto the optical link. 
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as decodes the optical link data. Then, the DAB64x merges the individual CFC and 

ADC data of up to 16 detectors and compares the redundant packets to select the 

error-free data. These combined data get integrated in parallel and in real-time by 

the on-board FPGA within twelve different moving sum windows spanning between 

40 µs up to 84 s, which are defined for protection against all kind of expected losses 

[64]. For each Ionisation Chamber unique loss thresholds are defined depending on 

its location and 32 different LHC beam energy levels [67]. 

 

Figure 2.6: BLETC threshold comparator module composed of the DAB64x motherboard (left) [56] 

and the plugged mezzanine (right) receiving four optical fibre cables of two BLECF. 

In the next processing step, the FPGA compares the moving sums and initiates a 

beam dump request if a threshold is surpassed. Subsequently, potential beam dump 

requests of the up to 16 BLETC per VME crate are transmitted via the daisy chains 

on the VME backplane and are handled by the BLECS in the last slot. This is imple-

mented using a frequency signal to protect against board failures, but also against 

sudden reset or disconnection of the BLETC. 

In order to always ensure the LHC protection, the BLETC is capable of autono-

mously performing the described threshold comparison to protect against failures 

of the CPU board. Apart from the described protection function, the module also 

comprises other functionalities, such as data recording for analysis, e.g. logging of 

transmission errors and reporting of tunnel statuses, provision of beam loss data for 

automatic collimator setup, or data to be analysed by LHC operators and for logging. 

2.6.3 The Combiner and Survey Board (BLECS) 

Situated in the last VME crate slot, the BLECS board [68] receives the two daisy 

chains of the BLETC modules establishing the link between the threshold compari-

son and the BIS. It forwards a potential beam dump request to the BIS using twice 
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Design for Reliability (DfR) and Physics-of-Failure (PoF) 

The proposed alternative to reliability prediction, DfR, is a process comprising a va-

riety of techniques and practices to already enhance the system dependability from 

the initial design phases onward. Such techniques are for example the FMECA and 

FTA analyses (subchapters 3.3.2 and 3.3.3), PoF methods, root-cause analysis, and 

other techniques suitable for the concerned system. A principal objective of DfR is 

to minimise the required efforts in terms of resources and costs by successfully ap-

plying the necessary techniques early in the development process to avoid or reduce 

corrective measures, testing expenses, or, even more severe, to prevent expensive 

field failures and recalls. More details on DfR can be found in [83, 97, 111, 115, 116].  

Amongst the DfR techniques, PoF is a deterministic method [117] which intends 

to determine potential failure mechanisms and their root-causes occurring during 

the product life, and to predict their propagation up to the point of failure with an 

appropriate model. PoF requires detailed knowledge of the design - including com-

ponent characteristics, geometries and materials used; manufacturing process, ap-

plication, and both operational and environmental parameters and stresses. Fur-

thermore, knowledge about potential failure mechanisms and the structural, 

mechanical, thermal, electrical or chemical processes leading to failure at specified 

sites is necessary. This all enables PoF to adapt to changing factors like new designs, 

materials, processes, and other technological advancements. 

While it can be a complex method requiring resources and a high degree of exper-

tise, PoF comprises the advantages of obtaining a detailed analysis of potential fail-

ure causes instead of considering the component or system as a black box, as being 

done by reliability prediction, and, in that way, predicting a more accurate time to 

failure. The detailed knowledge of the failure physics also enables PoF to be applied 

within Prognostics and Health Management (PHM) [118, 119]. PHM is a method, 

which monitors performance or physical degradation during system operation, e.g. 
using sensor data, in order to determine the remaining life, i.e. the reliability, based 

on PoF models, and in that way aligning necessary actions such as maintenance. For 

more information on PHM, refer to [120, 121]. More detailed information on PoF 

can be found in [117, 122-126], corresponding models are presented in Table 3.5. 

3.3.2 Failure Mode, Effects, and Criticality Analysis (FMECA) 

Dependability design analyses provide a tool to overcome shortcomings of reliabil-

ity prediction by enlarging the extent of the analysis from the level of individually 

considered components to the higher functional level and the system level. One of 

the most popular and most applied method is the FMECA, also referred to as FMEA.  

The Failure Mode and Effects Analysis (FMEA) was first introduced in 1949 by the 

US Military and developed in the following, on its pathway of being used for the 
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support up to an immediate beam dump request sent to the BIS, e.g. by detecting an 

error of the BLETC boards daisy chain by the internal Beam Permit check. In here, 

the variety of individual checks and their effects is not elaborated in complete detail. 

This also involves the variety of implemented fail-safe mechanisms and redundan-

cies, for instance the doubled VME daisy chains using a frequency signal to recognise 

the disconnection of a BLETC, initiating a beam dump request. For more infor-

mation, refer to [2, 53, 56, 59, 149-153]. 

On a higher level, some of the checks in Table 4.2 are combined to entire proce-

dures to be performed regularly. A major procedure comprises the Sanity Checks 

[149, 150] together with the Management of Critical Settings check [152] required 

to be performed at least every 24 h by LHC operators to avoid beam injection being 

blocked. The procedure combines different checks ensuring the operational state of 

the LHC BLM system hardware. These are the internal and external Beam Permit 

checks testing the daisy chain connections of the BLETC modules as well as the BIS 

connections, the HV modulation to assure the integrity of the cabling and detectors 

identifying detector channels that are blind or out of specifications [153], and a 

beam threshold table check comparing the threshold tables on the BLETC memories 

with the reference database (LSA) [152]. 

4.3 Operational Failure Data 

Up until now, more than a decade of LHC operation has generated a large amount of 

operational data. It can be noted, that after the incident in 2008 causing major dam-

age to the LHC [1], the LHC MPS including the LHC BLM system fulfilled its protec-

tion function with no such event occurring anymore. The comprehensiveness and 

data quality of several available databases varies greatly. The next subchapters out-

line these constraints and describe two data sources chosen to be the most compre-

hensive and suitable for LHC BLM system performance data.  

4.3.1 Sources and Quality of Available Failure Data 

Several applications have been used to log the occurred failures and other issues of 

the LHC BLM system after becoming operational in the year 2008. This variety of 

sources exists for the different constraints to log such data, e.g. the individual tool 

usability, the system hierarchy level regarded or the required resolution of the 

logged failure data, and, at last, the availability of the specific tool during the past 

LHC operation. 

For the LHC BLM system, the most consistent as well as detailed source is the sec-

tion internal logging using the JIRA software tool by Atlassian [154]. The tool allows 

to log, edit and track the history of any issue by the different people working directly 
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pointed out that there are months which included week-long technical stops, in par-

ticular between the years. Not operating during all these periods it is unlikely that 

failures occurred, but likely that they were used to perform foreseen maintenance 

tasks, in that way creating many JIRA logs. 

 

Figure 4.2: Logged LHC BLM system failures per month. The year-end technical stops are identifiable 

and the Long Shutdown periods are marked. After 2015 the failure rate has decreased during the 

following three years. 

For the three years after 2015, a trend can be observed of less failures occurring 

at a relatively constant failure rate. This trend, as well as the LHC operational effect 

data of Table 4.4, can be rendered more precise by looking at LHC system level avail-

ability data of the AFT, more exactly by looking at the LHC downtime impact of the 

LHC BLM system, see Figure 4.3. 

 

Figure 4.3: Yearly LHC downtime impact of the LHC BLM system, extracted from [29]. The normalised 

raw downtime per operational LHC day, i.e. days where data showed that the LHC was filled (see 

[156]), correlates well with the absolute raw downtime, indicating consistent support performance. 

4.4 System and Environment Definition 

In order to update the LHC BLM system dependability model, the hardware to be 

modelled had to be defined inside its system borders interfacing to other systems 

and with regard to the boundary conditions in its operational environment, com-

pare Figure 5.4. 
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4.5 Model Update 

The objective to update the existing LHC BLM system model has been to create a 

model of the final system design integrating the intermediate system changes and 

upgrades. Because the previous model only took 33 components into account, it can-

not be used to compare its results to the presented performance data in subchapter 

4.3. As described in the next subchapter, the current system comprises a much 

greater variety of components. Furthermore, the shortcomings of failure data from 

such reliability predictions has been outlined in subchapter 3.3.1. 

For all these reasons, an updated dependability model has been prepared in order 

to establish the system structure comprehensively bottom-up, to reversely deter-

mine and evaluate the robustness of the design by applying stress analysis and de-

rating techniques from reliability prediction as well as to reversely execute a study 

on an existing system profiting from the available performance data to tailor a mod-

elling procedure for the methodology introduced in chapter 5. The entire study com-

prises the creation of the complete system structure, a quantitative failure rate as-

signment to the created components based on data of a recently updated reliability 

prediction standard, test reports or the available failure statistics and an FMECA us-

ing this input. The approach taken and modifications with respect to the previous 

model are displayed in Table 4.5. 

Table 4.5: Boundary conditions of the updated LHC BLM system dependability model and modifica-

tions with respect to the previous model [2]. 

# General conditions Description 

1 Environment Ambient temperature (tunnel + surface): < 30°C 

Ambient humidity: < 80% RH 

2 System structure The entire hardware is comprehensively modelled bottom-up creating a hi-

erarchy upwards from the component level of the custom designed boards 

3 Failure rate data 

 

     and 

Passive components: 217PlusTM standard [94]; 

Semiconductors and ICs: Primarily test reports, if not available 217PlusTM; 

Entire modules (e.g. PSUs): Test reports; 

Custom modules/No other data available: Operational data (Table 4.3) 

4 stress analysis Individual component stresses (e.g. T, P, V) are computed and considered 

for the failure rate models. Applied derating is reviewed. 

5 Confidence A more conservative 90% confidence level is applied instead of the previ-

ously used 60% 

6 FMECA Based on functional blocks created from the bottom-up system structure; 

Worst-case failure effect assessment, see Eq. (4.1) 
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4.5.1 Creation of the System Structure and Reliability Prediction 

The shortcomings of reliability predictions have been described in subchapter 3.3.1. 

Nevertheless, as it is pointed out in subchapter 5.2.1, the procedure of performing a 

reliability prediction is a beneficial tool to model the system structure and, to a cer-

tain degree, evaluate the dependability of a system during its design phase. In the 

same subchapter it is outlined, but already emphasised at this point here, that the 

obtained failure rate shall not be used to fulfil any reliability requirement. Further-

more, chapter 5 shows the importance of this step to create a fundament providing 

input for subsequent analyses, as done in the following subchapter. 

As outlined in Table 4.5 for being a recently updated and maintained standard as 

well as encompassing the component categories present in the LHC BLM system, the 

217PlusTM reliability prediction standard was chosen to predict the failure rates of 

passive components of the custom designed boards of the LHC BLM system accord-

ing to the component failure rate model of Eq. (3.26). For ICs, test report data of 

these components from the year of installation was adapted to the environmental 

conditions, the applied stresses and a 90% confidence level. In addition, the 

217PlusTM standard was used to model the failure rates of the soldered IC pin con-

nections. For more than 90% of the ICs, test reports were available. The remaining 

were modelled with the according 217PlusTM models. For commercial subsystems, 

such as PSUs, test report data of the entire modules were used. As in the previous 

model, the custom designed Ionisation Chamber module was modelled based on the 

available updated failure data comprised in Table 4.3. Since in the meantime they 

have been disconnected from the BIS, SEM detectors are not part of the model. A 

small fraction of other subsystems without available schematics or test reports were 

also modelled based on failure data of Table 4.3. 

The determined system structure is organised on up to six hierarchical levels, dis-

tinguishing three top blocks according to Table 2.1, the surface installation, the op-

tical fibre link and the tunnel installation, see Figure 4.5. The lowest level is the com-

ponent level either as components on electronic boards, e.g. a resistor, or as entire 

modules such as a PSU. 

The system model is composed of 856 distinct hierarchical blocks, i.e. one slice as 

displayed in Figure 2.1. For the entire modular LHC BLM system, this multiplies to 

more than half a million blocks in total. 

Concluding the analysis, the entire LHC BLM system design has been reviewed 

bottom-up. All components of custom electronic designs have been verified to be 

correctly derated, thus the observed failures in Table 4.3 should not have been 

caused by design internal overstress. For passive components, no peculiarities have 

been found. The same applies to ICs and other semiconductors including power 

components such as voltage regulators. The component operating at the highest 
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such catastrophic blind failure occurring since the system start-up. As the per-

formed system checks have already been reviewed by the FMECA, their application, 

together with the implemented redundancies got validated by the system success-

fully operating since 2008. In fact, to review operating systems, the bottom-up ap-

proach of an FMECA with the previously determined hierarchical system structure 

proved to be a powerful analysis technique. The performance of an FTA is rather 

beneficial during the system design, especially during early phases, or if the system 

is to be upgraded to enhance its availability performance, as well as to perform 

top-down failure analyses during operation to identify failure causes of on the top-

level visible failures.
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In [78], B. Bertsche et al. define seven distinct phases of the product life cycle, dis-

played in Figure 5.1. Associated dependability methods and actions during different 

phases as a part of an entire dependability management are assigned on the bottom. 

 

Figure 5.1: Dependability management during the product life cycle phases, according to [78]. 

Accelerator systems, such as the various beam instrumentation systems of the 

LHC undergo a similar life cycle. New developments, upgrades or modifications of 

entire systems, subsystems and components begin by defining specifications, devel-

oping concepts and first prototypes, and end with decommissioning and potential 

refurbishment or partial upgrades after operation, being then reused. Particularities 

of accelerator systems compared to consumer products are their high dependability 

requirements, especially RAMS, but also functional requirements of high precision 

and reproducibility. Furthermore, production numbers are usually low and the pro-

duction is generally terminated before the start of operation, which also involves 

considerations for spare device management. The high requirements often result in 

complex systems developed at high expenses, thoroughly qualified and tested, and 

well monitored and maintained during operation. A good example are the yearly and 

long term LHC schedules, comprising a high number of technical stops and long 

shutdowns in order to repair, maintain and upgrade the machine and its subsys-

tems, compare Figure 1.9. 

For such accelerator systems, Figure 5.2 slightly adapts the product life cycle into 

five phases being used by the methodology in the next subchapter. The phases are 

defined paying special attention to dependability. 

The first four phases of Figure 5.1 are merged into a planning and design phase. 

Together with the design specifications, the dependability specifications are defined 

at first, based on which the system is then designed. This design is accompanied by 

dependability analyses and methods, as well as production considerations and the 

development of test and operational strategies in parallel, all considering potentially 

associated design adaptions. 
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tive to maintain, or even better improve, the current status quo and in this way be-

come an essential part of the organisational culture. Being valid across all kinds of 

fields, this is especially important for accelerator technology with generally highly 

precise, custom-designed instruments for dependable operation in severe environ-

ments, primarily radiation, often hardly or not accessible during their therefore long 

required lifetimes. 

 

Figure 5.3: Dependable electronic system development methodology during the different life cycle 

phases. The figure displays the main steps during the different phases, which are further subdivided. 

It is pointed out, that a variety of intermediate results may trigger iterations of previous steps which 

is not comprised in the figure, compare Figure 5.2. 
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The herein introduced methodology has been developed to address dependability 

during all these phases: planning, system design, production, testing, installation, 

commissioning, operation and decommissioning, also comprising a constant im-

provement process learning from experiences of previous systems, compare Figure 

5.2. The individual steps of the methodology during the different life cycle phases 

are presented in Figure 5.3. 

The individual steps displayed attempt to cover a broad range of electronic sys-

tems, with special focus on the development and operation of electronics for accel-

erators. Nevertheless, each system is individual with different specifications, which 

is why the objective of the methodology is to provide generic guidance whilst being 

adjustable for the individual use case. Therefore, it should each time be tailored to 

the specific system in question. 

The following subchapters present the five phases with their individual interme-

diate steps more in detail. Each subchapter provides a comprehensive collection of 

steps, comprising methods, guidelines, applicable standards and other considera-

tions to be followed one after another for an entirely established dependability pro-

gram. Furthermore, correlations between steps, for instance to provide input for 

other steps, are being described. Once again, the objective is to make use of these 

steps by selecting the ones matching the specific development project as well as to 

integrate the methodology within an organisation in order to enhance the depend-

ability capability in a broader sense. The case study in chapter 6 provides an exam-

ple for such a system development. 

5.2.1 The Planning and Design Phase 

Addressing dependability during the life cycle begins already at the early phases of 

a new development project. The methodological procedure in Figure 5.3 starts by 

using the existing design specifications as an input, which should already be defined 

with the dependability goals of the system in mind. Having the design project pre-

liminary established and specified, the design process is conducted in parallel to the 

methodology steps of this phase. This involves a regular exchange and alignment of 

the two processes. 

Taking notice of the functional design specifications, the operational environment 

is to be defined. This comprises the assessment of all potentially present environ-

mental stresses, essentially of mechanical, thermal, chemical, radiation, electrical or 

electromagnetic origin. Furthermore, this also involves potential stresses induced 

by the future application, on the one hand internally induced by the operating sys-

tem, and on the other hand from connected systems for the case of a subsystem de-

velopment. Furthermore, all steps of the life cycle need to be considered, for instance 

temperature exposure during the soldering process or potential stresses during 
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transport and handling, e.g. vibrations or ESD. In order to determine these potential 

influences, the system can be regarded as a black box defining its interfaces to the 

environment and application as displayed in Figure 5.4. 

 

Figure 5.4: Definition of internal and external influences on the system using a Black Box approach. 

On the basis of the design, environment and application specifications, together 

with the knowledge of potential failure mechanisms, the dependability specifica-

tions are derived. Dependability goals are defined quantitatively using the parame-

ters outlined in subchapter 3.2, but may also be defined qualitatively. Examples are 

a minimum MTTF demonstrated at a certain confidence level by tests including an 

early failure screening, a required minimum lifetime to be demonstrated, an availa-

bility requirement for specific missions, or a defined maximum risk or criticality to 

be demonstrated by an FMECA. The dependability specifications shall be defined 

based on an organisational guideline addressing all life cycle phases defining appli-

cable methods during the design, production standards and process control, 

transport and handling instructions, validation and reliability testing as well as op-

erational support and performance monitoring. Guidance to define dependability 

specifications is given in [157]. 

Already at this stage of having potential influences on the system defined accord-

ing to Figure 5.4, the parallel design process shall consider the preliminary outcome 

by implementing solutions to prevent or mitigate the influence of such effects. These 

can be for example ESD input protection for all connector and contact pins, heat 

sinks, protection against humidity or radiation of structural nature, electromagnetic 

compatibility considerations, but also considerations for the later production pro-

cess or the testing strategy. Applicable techniques comprise the previously outlined 

DfR and the related Design for Manufacturability as well as Design for Testability, 

furthermore expanding such techniques to Design for Maintainability, Storage, Han-

dling, Packaging or Transportation, see [83, 84]. To consider internal stresses, the 
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handling or modularity, but also deal with operation, for instance the spare manage-

ment of a maintenance strategy. An example is given in chapter 6 facilitating the ex-

change of the BLETC optical receiver by replacing the mezzanine board by a com-

mercial transceiver module. 

Already after intermediate milestones in the design process, design reviews 

should be implemented. Even more importantly, once the preliminary final design 

exists a design review or external audit should be performed. Such reviews should 

be organised by a project internal designer who nominates experts of different dis-

ciplines external to the project and distributes the necessary documents. In a next 

step the designer introduces the system to the experts pointing out potential prob-

lems. Issues found and elaborated solutions are documented together with future 

actions to be implemented in a third step. These implementations shall be verified 

in an additional control step. To facilitate the entire process, document templates 

and a checklist providing questions to be asked in different thematic areas can be 

elaborated within the organisation. Guidelines for design reviews can be found in 

[83, 84, 130, 158]. A checklist elaborated for CERN specific designs also comprising 

a scorecard can be accessed in [159], other checklists can be found in [84, 130, 158]. 

The process of a design review is illustrated in Figure 5.5. 

 

Figure 5.5: Steps in performing a design review, according to [160]. 

To conclude the planning and design phase, the parallel execution of the design 

process accompanied by the different methods of the dependability process profit-

ing from continuous exchange and alignment is emphasised. As displayed in Figure 

5.3, this does not only concern the present phase, but also specifications and actions 

for following phases. Furthermore, the general design process involves the produc-

tion of different versions and prototypes. Besides the development and functional 

testing purposes comprised in the design process, these devices should also perform 

the described validation tests of subchapter 5.2.3 to assess, already during this 

phase, potential shortcomings in order to adapt the dependable design and to miti-

gate the risk of discovering such design flaws at later phases. 
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provide feedback on the design revealing potential weaknesses, hence and as the 

first two steps, they should already be performed with first prototypes to enhance 

the design robustness. A very common stress for such tests is temperature, charac-

terised by an exponential stress increase according to the Arrhenius relationship, 

compare Table 3.5. Other stresses are strong vibration or high dose irradiation test-

ing of cumulative effects such as Displacement Damage or the TID limit for the in-

tended system lifetime, see [167, 168]. Other irradiation tests to determine the ef-

fect of transient radiation errors [168, 169] are part of the previous step. 

Screening and Reliability Testing 

Having the design in its operational environment validated and the series produc-

tion running, the produced devices should undergo a screening for early life failures. 

Because completing the first period of the bathtub curve at nominal conditions takes 

a long time, the application of accelerating conditions is favourable. The definition 

of the applicable stresses for this ESS has already been done within the validation 

tests. Also, the results of the various validation tests, in particular the high stress 

tests, serve as input to define the stress levels. 

The precise definition of the stress level, which amongst several parameters in-

volves its amplitude as well as its time of exposure, is a difficult task. On the one 

hand it bears the risk of being set too high, potentially inducing defects or signifi-

cantly reducing the useful life of the devices. On the other hand, it bears the risk of 

being set too low resulting in not screening reliably all defective devices or requiring 

long testing times. The initial level should be set conservatively low consulting all 

data available and potentially performing additional tests at different stress levels. 

During the entire screening campaign, the obtained data, especially the evolution of 

the failure rate, should be monitored while reviewing these set parameters. An ex-

ample of an evolving failure rate during a screening campaign is displayed in Figure 

6.17 of the following chapter. While doing so, it is important to thoroughly perform 

a failure root cause analysis and to strictly separate the occurring failure mecha-

nisms. Furthermore, it is important to verify that the level is sufficiently high to 

screen all relevant failure mechanisms present in earlier tests. This is a similar dif-

ficult task comprising the possibility that certain mechanisms are only triggered at 

very high stress levels. To overcome this, it is possible to extend the test duration 

for a sample of devices and monitor the potential occurrence of such failure mecha-

nisms, as being done in the case study of the following chapter. Despite this, the pos-

sibility to raise the initially set low stress level while obtaining more data during the 

campaign should also be considered. 

The stresses are always to be defined according to the present failure mecha-

nisms, however as pointed out in subchapter 3.4.2, effective stress categories are 

temperature cycling and random vibration followed by high temperature and elec-
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A method implementing the tracking of failures is the Failure Reporting, Analysis 

and Corrective Action System (FRACAS), see [84]. FRACAS does not only encompass 

operational data, it should already be applied during the design, production and 

testing phase. Subchapter 6.6 of the case study presents operational considerations 

for an LHC BLM system upgrade. 

5.2.5 Decommissioning 

By entering the decommissioning phase, the service life of the present system 

reaches its end. Nevertheless, being a cycle, the application of dependability contin-

ues in order to continuously improve the overall dependability within an organisa-

tion. In particular for accelerator machines, such as the LHC characterised by very 

long lifetimes with constant replacements and upgrades of subsystems adopting to 

ever increasing performance requirements, this is a crucial phase. 

Therefore, the decommissioning of systems provides an extensive source of data 

to enhance future developments and to improve the accuracy and efficiency of de-

pendability application during the life cycle phases, in other words to improve the 

entire methodology. This involves performing in-depth failure analyses with the de-

commissioned systems to provide input for the development process of upgrades 

and new systems, as shown in the following chapter 6. Such analyses, e.g. of destruc-

tive nature, may have not been possible during operation. This also comprises po-

tential additional testing to assess the accuracy of previously modelled dependabil-

ity parameters. For the case of decommissioning only a part of the entire system 

population installed, this opportunity should be exploited to perform stress tests in 

order to assess the end of lifetime for still installed systems. The same applies to a 

potential refurbishment and reuse of systems or parts of systems in other machines.



 

 

6 Case Study for the Processing Board Upgrade 

The following case study applies the introduced methodology to a major upgrade of 

the LHC BLM system. The analysis of operational failure data in subchapter 4.3 char-

acterised the optical fibre link between the transmitting BLECF tunnel module up to 

the receiving BLETC surface module as a weak part for the system dependability. As 

a result, an upgrade strategy was established to first upgrade the surface processing 

module and later towards LS3 the tunnel acquisition module [174]. This chapter 

outlines the development and dependability assurance of the new VFC-HD module 

as an upgrade for the BLETC, see Figure 2.6. The study entirely covers the method-

ology from the early planning phase up to the board production and the following 

reliability tests. 

6.1 The VFC-HD Processing Module 

After the LHC restart in 2010 at the beginning of the Run 1, the Beam Instrumenta-

tion (BI) group of CERN started the development of a new general purpose digital 

acquisition carrier board for beam instrumentation back end systems. This VME 

FMC Carrier (VFC) board [175] has been designed for compatibility with the VME 

standard and the according crates, widely used at CERN. In addition, the board com-

prises an FPGA Mezzanine Card (FMC) slot for potential extensions of the various 

user systems.  

Table 6.1: VFC-HD main characteristics and distribution to BI systems. The distribution share of the 

BLM systems includes other accelerator beam loss monitoring systems apart from the LHC (*). 

# VFC-HD main characteristics  BI system distribution Qty 

1 Intel Arria V FPGA Beam Loss Monitoring (BLM)* 767 

2 HPC FMC slot  Beam Position Monitors (BPM) 116 

3 6x SFP+ transceiver slot  Wirescanner (WS) 103 

4 2x DDR3 memories  Other systems 164 

5 6x custom designed DC/DC converter  

 

6 Flexible clocking resources  

7 VME64x standard with a custom P0     
connector 
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Over the course of its development, the VFC has become in its third version the 

VFC-HPC DDR3 (VFC-HD) [176, 177], see Figure 6.1, which has gone into mass pro-

duction. The FMC slot of that version is a High Pin Count (HPC) connector with 400 

pins. Two Double Data Rate 3 (DDR3) memories with each a capacity of 8 gigabits 

are also mounted. Table 6.1 summarises other main characteristics of the VFC-HD. 

 

Figure 6.1: Picture of the VFC-HD version 3. The front panel on top of the picture comprises six SFP+ 

slots, various Light-Emitting Diodes (LED) and electronic connectors (LEMO). The three opposite 

backplane connectors supply the board with power and communicate via the VME crate backplane. 

The series production of the VFC-HD, with a volume of around 1 150 boards in 

total, was launched in autumn 2018 until in summer 2019 the final boards were re-

ceived at CERN from an external manufacturer. Two thirds of this production are 

foreseen for beam loss monitoring systems at CERN. Around 600 of those boards are 

planned to be used for the LHC BLM system, to replace the BLETC modules, supply 

other associated systems such as the Diamond BLM or to provide sufficient spare 

modules. Concerning the costs, the final production price per VFC-HD sums up to 

1 200 CHF, which equals 1.38 million CHF for the complete series production. 

In particular for the LHC BLM system, the change from the currently used BLETC 

to the VFC-HD enables additional resources and possibilities. For instance, the in-

crease from 41 000 logic elements of the DAB64x FPGA to 300 000 logic elements 

for the Arria V [178] provides new opportunities for the LHC BLM system protection 
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strategy as well as to improve its dependability, e.g. by implementation of additional 

or faster diagnostics and related failure mitigation actions. The same applies to the 

slots for commercially available Small Form-factor Pluggable+ (SFP+) optical trans-

ceiver modules and the option to add an FMC for possible future extensions. 

6.2 Adjusted Methodology for the VFC-HD 

In chapter 5 it is stated, that the introduced methodology is to be adjusted to the 

specific use case for the individual constraints and boundary conditions. For the 

VFC-HD project this was done as displayed in Figure 6.2. 

 

Figure 6.2: Dependability methodology adjusted to the VFC-HD case study [179]. The case study en-

tirely covers the phases from the early planning and board design over the production with according 

tests and inspections to validation, screening and reliability tests with the produced boards. 
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Afterwards, within a fourth version the design and manufacturing quality was im-

proved while mezzanines were continuously being replaced when failures occur. 

Nevertheless, still a large number of the third version remains installed. 

The issue with the soldering of version 3 is illustrated in Figure 6.4. For the trans-

ceiver chip, the solder pads were designed too long, which increases the risk of short 

circuits induced during manufacturing as well as in operation. In addition, the pads 

were misplaced which led to a bad coating of the pin during the soldering process. 

 

Figure 6.4: Identified solder weakness of the BLETC mezzanine transceiver chip (IC1). The solder pad 

of version 3 (left) is too large and misplaced, which was corrected in version 4 (right). 

Comprehensive conclusions for the dependability process based on this predeces-

sor analysis are presented in Table 6.7 and in the subchapters 6.4 and 6.5. 

6.3.2 System Structure and Reliability Prediction 

The system structure of the VFC-HD was created together with performing a relia-

bility prediction during the design phase to review the chosen components and the 

applied derating, estimating and comparing the output for individual system parts 

and components. The same underlying conditions as for the LHC BLM system de-

pendability model, as displayed in Table 4.5, were applied. 

Generated outputs of the prediction to enhance the dependability were imple-

mented in a continuous manner during the VFC-HD design process. Table 6.7 of the 

following subchapter summarises the outcome. For the final board design, a classi-

fication according to the predicted failure rates of the individual board components, 

moreover for the functional circuits was compiled, see Figure 6.5. For the soldered 

pins of ICs, which cannot be fully represented by the manufacturer data, a separate 

block was created to predict their failure rate for the full VFC-HD according to the 

217PlusTM model. Based on the block classification it was possible to identify those 
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maintenance which allows to complete the LHC fill, but requires an immediate in-

tervention thereafter. Table 6.3 ranks the effects according to their severity. 

Table 6.3: Determined VFC-HD FMECA severity rankings. 

# Severity Rank Effect 

1 Negligible No Effect 

2 Marginal Scheduled Maintenance 

3 Moderate Immediate Maintenance 

4 High False Beam Dump 

Based on this, the FMECA was able to elaborate the prediction results by assigning 

to each block the determined severity ranking as well as the occurrence probability. 

This probability was ranked taking into account the dependability requirement of 

the VFC-HD. As displayed in Table 6.4, the lowest ranking was defined below 300 FIT 

which is less than one failure during a full year, or around one failure per two years 

of typical LHC operation for 350 installed modules. Keeping in mind the require-

ment of maximum 10 failures per year for the full module, this can be tolerated on 

the functional block level. On the other hand, a failure rate of more than 1 000 FIT 

can hardly be tolerated for the functional block level. 

Table 6.4: Determined VFC-HD FMECA occurrence rankings for the functional block level. 

# Occurrence Rank Failure Rate [fph] Failure Rate [FIT] 

1 Remote < 3E-07 < 300 

2 Low < 6E-07 < 600 

3 Moderate < 1E-06 < 1000 

4 High > 1E-06 > 1000 

The results of the analysis are displayed in Table 6.5 which shows failure modes 

of the functional blocks distributed to the four potential end effects. For the 

LHC BLM system, more than 20% of the total failure rate, or 350 FIT, are assigned 

to cause no effect on the system level, thus can be neglected for a strict reliability 

assessment. Yet, these system parts can be vital for the dependability, for instance 

front panel LEDs, which indicate an error, and, in this way, can contribute to efficient 

maintenance. Around 4% of the assigned block failure rates furthermore cause a 

maintenance intervention, while 75%, or 1 254 FIT, lead to a false beam dump re-

quest. This distribution can be interpreted in two distinct ways. On the one hand, it 

is a high proportion which causes the, for this module, worst-case end effect. On the 

other hand, it also demonstrates that the system was designed in an efficient way, 

avoiding unnecessary circuits, which themselves can impact the performance. In ad-

dition, it is mentioned that the resolution loss of the functional blocks approach is 

reflected by this data. 
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Table 6.7: Identified issues and performed actions of the VFC-HD analysis. 

No. Category Identified/Suspected Issue(s) Improvement / Mitigation Action 

1 Components Low capacitor voltage ratings Higher component ratings to increase 

stress-strength margin 

2 Powering 

(DC/DC con-

verter) 

High predicted failure rate & 

critical component category 

1) Internal component design 

2) High temperature validation test 

3) Component test during manufacturing 

3 Optical SFP+ 

transceiver 

Temperature and suspected 

humidity vulnerability of the 

predecessor module 

1) Temperature and humidity rack meas-

urements for a full year (Figure 4.4) 

2) Temperature and humidity validation 

tests 

  Manufacturer data shows low 

HTOL testing time (FT3A05D) 
In addition to tests failure rate monitor-

ing during operation 

4 Assembled PCB Manufacturing quality prob-

lem of predecessor module 

Manufacturing inspections for compo-

nents and solder joints (IPC-A-610J) 

6.3.4 Design Review 

A vital step during the VFC-HD design process was the organisation of design re-

views involving engineers from other teams and disciplines. This step did not fol-

lowed a strict course of action rather it was performed in a continuous manner dur-

ing the board design, executed in regular meetings - in particular for the digital 

design, as well as electronically. While doing so, a guideline for design reviews of 

electronic systems comprising a checklist was developed, see [159]. This develop-

ment also involved reviews of other CERN systems. 

Results produced while reviewing the design were continuously integrated, of 

which dependability related output is comprised in Table 6.7. A lot of other output 

was of functional nature represented by the different versions evolving from the 

VFC to the VFC-HD. A summary of this process can be accessed in [183, 184], whilst 

it is continuing with the new VFC-HS [185]. 

6.4 Production Phase 

Based on a technical specification, the conditions for the supply of 1 150 series pro-

duced VFC-HD were established with an external manufacturer. This specification 

included component and material procurement for the VFC-HD and DC/DC con-

verter modules, PCB manufacturing and assembly, execution of the component and 

End-of-Line tests by CERN supplied test benches described in the following, packag-

ing, and shipping. Furthermore, various corresponding requirements were specified 

including a variety of 19 applicable PCB manufacturing and assembly standards, in 
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The corresponding output voltage of 2.7 V was checked between defined thresholds 

of lower 2.4 and upper 3.2 V. 

 

Figure 6.7: Automated DC/DC converter test bench and produced panel [188]. The test bench (3D 

drawing, left) is able to test 16 modules at once. By closing the handle, spring-loaded pins connect to 

the modules on the inserted panel (right) enabling the test to be executed. Each module is traceable 

by an individual barcode sticker put onto the module during VFC-HD assembly. 

The test assured that only fully functional DC/DC converter modules inside de-

fined tolerances are mounted onto the VFC-HD, and in this way minimised potential 

delays and costs arising from later on detection and correction. Together with addi-

tional inspections established during the module production, it provided failure 

data as a design and production feedback. This had primarily been production de-

fects with around 85 defects related to soldering, 25 to misaligned or damaged com-

ponents and four to the PCB. A single actual failure detected was a shorted capacitor, 

repaired by replacement. [188] 

In the framework of the complete test strategy for the DC/DC converter module, 

the afterwards performed functionality, screening and Run In tests on the system 

level were also taken into consideration, potentially detecting additional defects, as 

well as the results of the validation, especially the high temperature stress test. 

6.4.2 PCB Production and Assembly 

Following the production of the 12-layer PCB in compliance with IPC-A-600J, the 

DC/DC converters and all other components were assembled and soldered to the 

final VFC-HD module following IPC-A-610G. The full process complying with a vari-

ety of other required standards encompassed a total of 54 process steps, which in-

volved 23 distinct intermediate inspection and three washing steps, compare [189]. 

Inspections comprised optical camera inspection, X-ray scans, e.g. for the PTH and 

BGA components, or ionic contamination tests. 
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6.4.3 Functional End-of-Line Test 

As for the DC/DC converter modules on the component level, a second test bench 

was designed at CERN to perform testing on the VFC-HD system level, see Figure 6.8. 

The goal of this End-of-Line test to be performed with the fully produced boards was 

of pure functional nature, assuring a set of basic functionalities working before ship-

ment to CERN, i.e. pre-filtering the production before further testing at CERN, hence 

mitigating costs and delays. 

 

Figure 6.8: Test bench for the VFC-HD End-of-Line test. Each DUT had to be tested at once running 

the custom Production Test Suite. 

The test bench was designed for testing a single board at once. Executing the test, 

the test bench writes the specific test program onto the VFC-HD FPGA, which checks 

a total of 16 basic functionalities, compare [189]. The results are accessed and saved 

on the connected computer, on which a software tool automatically saves a file for 

each performed test. 

To test the SFP slots, the test was performed plugging electrical loopback modules 

with an attenuation of 5 dB, significantly above the estimated attenuation during 

later operation. If not passing, a second attenuation level of 3.5 dB was also ac-

cepted. This was decided whilst pre-assigning the 5 dB boards with the higher 

strength margin (compare Figure 3.10) to the LHC BLM system, the most critical 

amongst the user systems. Final results showed more than 85% of produced boards 

passed the 5 dB test. 
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6.4.4 Packaging and Transport 

In order to deliver the produced boards to CERN, the VFC-HD modules were indi-

vidually packaged in ESD protective bags inside a cardboard box with shock absorb-

ing material, compare Figure 6.14. This had the objective to mitigate the risk of in-

ducing defects during the shipment. To ensure that no transport damages were 

induced, an additional inspection step was added on reception at CERN, see sub-

chapter 6.5.3. 

6.5 Testing 

This subchapter encompasses tests performed on the system level after delivery of 

the VFC-HD at CERN. As illustrated in Figure 6.2, these tests comprised validation 

during the design and pre-series-production phase as well as inspections, screening 

and reliability tests performed on the full series production. 

6.5.1 Test Setups and Configuration 

In order to execute the various tests, a test bench including a dedicated FPGA con-

figuration was developed to test the various internal functionalities as well as the 

interfaces of the VFC-HD. Furthermore, different test setups were prepared to per-

form the different tests and to create the specific conditions. 

 

Figure 6.9: VME crate test setup with Arria V Built-In Test (BIT) configuration [181]. The crate can 

be equipped with up to 16 DUTs, independently running the BIT on their Arria V FPGA. The individual 

test results are constantly updated into a result register (red), which can be queried every second by 

the CPU module over the VME bus and further logged onto a database. 

To constantly test and monitor the various board functionalities and to log the 

results, the VFC-HD FPGA was configured with a Built-In Test (BIT). As displayed in 
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Figure 6.9, the FPGA configuration allows to access and test the different board func-

tionalities. To give two examples, this is done by sending a pattern to the plugged 

SFP+ transceivers, which loop back the signal to be read back by the FPGA checking 

its correctness, or by first writing to the DDR3 memories, then reading back. The 

tests are performed in parallel and constantly, i.e. the distinct 220 tested parameters 

are written to a dedicated results-register inside the FPGA, updated at a frequency 

of 100 MHz. Furthermore, the FPGA was configured in accordance with a worst-case 

operational scenario in terms of potential noise, power consumption and in this con-

text internal temperature increase. 

 

Figure 6.10: Fully setup VME crate inside the climatic chamber. The displayed configuration allows 

testing of 16 DUTs in parallel, all equipped with FMCs, LEMO connectors and SFP loopback modules. 

The FPGA configuration allows to perform all tests described in the following. 

During the tests, the VFC-HD boards are plugged into the VME crate, see Figure 6.10. 

Up to 16 Devices Under Test (DUT) can be tested at once, which is the same config-

uration used for the LHC installation, compare Figure 2.1. The crate configuration 

comprises three additional custom boards designed to test the P0 backplane lines, a 

pull up board for the two daisy chain backplane signals, a board to loop back these 

signals and a jumper board available from the LHC configuration to forward the lines 

for the central BOBR board slot, compare Figure 6.10. Over the VME bus, the DUTs 
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following subchapter. A second high temperature stress test intends to determine 

the upper temperature limits, moreover to validate the reliability requirements and 

the associated design margin (compare Figure 3.10) for temperature induced failure 

mechanisms, providing specifications for the temperature cycling test described in 

subchapter 6.5.4. 

Temperature- and Humidity Environmental Validation 

Environmental influences affecting the successful operation of the VFC-HD are lim-

ited regarding the later installation environment inside stationary temperature-

controlled closed racks. This led to the exclusion of several stressors to be tested, 

such as vibration for example. However, the failure analysis of the predecessor mod-

ule led to testing potential temperature and humidity influences. The analysis 

showed transmission errors for certain modules of the surface optical link with a 

dependency to increasing temperatures, caused for example by cooling failures or 

opened rack doors resulting from interventions, already starting at rack tempera-

tures down to 29°C, as well as a suspected humidity dependency [180], compare 

Figure 6.3. 

 

Figure 6.11: VFC-HD validation test temperature cycle [181]. The left graph displays a programmed 

(brown) temperature cycle between 5 and 55°C inside the climatic chamber with the following tem-

perature curves of the chamber sensor (blue) and an additional sensor inside the VME crate (green). 

The right graph shows the fourth test of Table 6.9 with two temperature curves of a separate on-PCB 

chip sensor (blue) and the FPGA internal sensor (green). Around the temperature peaks increment-

ing FMC (brown) and SFP (grey) errors can be observed. 

In addition to the predecessor experience, data from temperature and humidity 

sensors installed inside and outside the surface racks for a complete year (see Figure 

4.4) was taken into account to define a test strategy in order to determine the re-

quired design margins, in other words the operational window. The test strategy 

determined in this manner gradually increases and decreases the temperature and 

humidity conditions whilst providing the flexibility to monitor the resulting optical 

link communication error rate and adapt the conditions in order to determine the 

design margins more precisely. Having the immediate response, the climatic cham-

ber conditions were varied in a pyramid shape with dwell times at intermediate 

steps to ensure the temperature propagation inside the components, see Figure 
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Table 6.9: Environmental validation cycling tests summary [181]. Temperature steps of at first 5°C 

(1), then 2.5°C (2) were used. The humidity was raised at steps of 10% (3). Tests 8 to 11 were per-

formed with six new SFP+ transceivers on DUT B (4). 

Test Temp. range RH range SFP configuration SFP errors FMC errors 

No. [°C] [%] DUT A DUT B DUT A DUT B DUT A DUT B 

1 5 < 35 LB LB / / / Yes 

2 55 < 50 LB LB / / Yes Yes 

3 25 80 LC LB / / Yes / 

4 5 - 551) 50 LC LB Yes / Yes / 

5 5 - 551) 70 LB LC / Yes / / 

6 35 - 552) 50 LB LC / Yes / / 

7 35 - 552) 50 Mix LB Yes / / Yes 

8 35 - 552) 50 Mix LC4) Yes Yes / / 

9 30 50 - 903) Mix LC4) / / / / 

10 30 80 Mix LC4) / / / / 

11 40 80 Mix LC4) Yes Yes / / 

The correlation of an increasing error rate with increasing temperature was con-

firmed. It was found that the upper temperature limit for error-free operation is at 

40°C, see Figure 6.12. A wide spread between different SFP+ transceivers was found, 

for example did the transceivers in slots 2 and 4 show no errors, reaching a Bit Error 

Rate above 6E-15, while the one in the third slot showed errors during all tests. Fur-

thermore, show temperature values of the first and last error occurring at increasing 

and later decreasing temperatures a degradation path. This effect was especially 

caused by the transceiver in slot 5. 

 

Figure 6.12: Summary of SFP+ transceiver errors during temperature cycling tests (left) and com-

bined graph of incrementing errors during tests 6 to 8 (right) [181]. Please note that the first five 

tests were performed with the same SFP+ transceivers; for DUT B in test 8 additional transceivers 

were used. 

To test for humidity, two more tests were performed after the third test had al-

ready validated the used configuration at 25°C and 80% RH. Unfortunately test 9 



106        6  Case Study for the Processing Board Upgrade 

 

showed condensation inside the climatic chamber, likely caused by interference of 

the crate, occupying most of the chamber volume (see Figure 6.10), with the humid-

ity regulation. This led to only being able to raise the humidity and the execution of 

two more tests at constant humidity. 

Based on the outcomes, it was concluded that the upper temperature limit of 40°C, 

for high humidity of 30°C, is low, but accepted for later operation in at 25°C con-

trolled racks. Resulting consequences were to continue monitoring the observed 

degradation, if it is observed for the lower and constant temperature conditions in 

operation. The decision to use the FT3A05D transceiver was made based on cost 

considerations having to purchase more than 1 500 transceivers, performance con-

siderations and the five diagnostic parameters provided by the chosen model, e.g. 
supply voltage, received optical power or temperature. Furthermore, the decision 

was based on 5 years of operational experience with around 100 devices of the cho-

sen model in BLM systems of the LHC injector chain. The modular integration with 

its hot-swappable function supported the decision facilitating a fast exchange by an-

other model in case of poor performance in operation. 

Regarding only the VFC-HD, the board was validated for the applied conditions 

since no hardware failures, neither communication errors were observed during the 

complete test campaign. For the two different fibre connection setups LC and Mix, 

no negative effect of the additional adapters was observed, in fact, the LC setup 

showed more errors. Making use of the transceiver diagnostic parameters, addi-

tional tests showed that the higher LC setup failure rate was likely caused by a sat-

uration at the receiver end as a result of the short fibre length. 

It remains to be mentioned the test results of the FMC. An analysis identified the 

FPGA test firmware used at that time as cause of failure. With a later version resolv-

ing timing issues no further FMC errors were observed during additional tests. In 

any case, it is not foreseen to use the FMC extension for the LHC BLM system. 

High Temperature Stress Tests 

The strategy of the high temperature stress tests was to raise the environmental 

temperature in steps aiming to determine the margin between operational temper-

ature and actual design strength, compare Figure 3.10. In addition, the acquired data 

should provide input to tailor the later screening conditions. 

In total, four tests were performed with boards of three different productions, one 

prototype, two pre-series boards and one final design board of the series produc-

tion. Tests were performed after completed milestones in the development with the 

test bench being developed in parallel. Table 6.10 summarises the tests. 
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Table 6.12: VFC-HD failures during ESS [179]. For three failures occurring on the 12.12.2018, the 

time of failure could not be determined because of a logging problem (*). Rows 18 and 19 summarise 

SFP slot failures. The last seven rows show failures which were identified prior to starting ESS. 

# Date Board 
ID 

Batch 
No. 

tFailure 
[h] 

TFailure 
[°C] 

Component/ Cir-
cuit Failure Cause 

1 06.11.18 10124 1 1.96 25.69 PB Contamination 

2 06.11.18 10139 1 2.63 19.25 PB Contamination 

3 06.11.18 10098 1 3.45 48.06 I2C: IC2,IC35,C236 Contamination 

4 09.11.18 10089 1 1.25 23.81 I2C: IC2 Contamination 

5 14.11.18 10014 1 7.56 27.13 PB Contamination 

6 15.11.18 10104 1 4.91 55 PB Contamination 

7 17.11.18 10170 2 0 24.25 R158 Missing component (R) 

8 12.12.18 10077 1 /* /* PB Contamination 

9 12.12.18 10043 1 /* /* PB Contamination 

10 12.12.18 10115 1 /* /* R155 Unsolved (Contamination) 

11 10.01.19 10405 3 1.43 56.25 SFP_ETH Design weakness, see row 18 

12 05.04.19 10601 4 0.49 26.56 DDR3A Unsolved (Component?) 

13 13.04.19 10704 5 0 24.25 EPCQ Unsolved 

14 18.04.19 10832 6 21.61 39.56 PB Contamination 

15 27.08.19 10444 3 9.78 52.81 DDR3A, DDR3B Unsolved (Component(s)?) 

16 08.10.19 10890 6 0 24.25 DDR3A, DDR3B Unsolved (Component(s)?) 

17 10.10.19 10792 6 0 24.25 V_ADC Component (ADC) 

18 49x VFC-HD All / / SFP_ETH Design weakness 

19 13x VFC-HD All / / SFP_APP1,2,3,4,BST Intermittent caused by cycles 

20 / 10165 2 0 / JTAG or DC/DC Unsolved 

21 / 10357 3 0 / VME Unsolved 

22 / 10601 4 0 / DDR3A, DDR3B Unsolved (Component?) 

23 / 10672 5 0 / OSC1 Unsolved (Component?) 

24 / 10704 5 0 / EPCQ Unsolved (Component?) 

25 / 10725 5 0 / DDR3A, DDR3B Unsolved (Component?) 

26 / 11141 8 0 / EPCQ Component 

Furthermore, the screening revealed failures related to the Ethernet SFP 

(SFP_ETH) slot. The problem was only identified after sufficient data of the first 

batches was available. The first eleven rows in Table 6.12 present data of mainly the 

first production batch [179], after which the implemented production process im-

provements led to a significant reduction of screened failures for the following 

batches. This data includes one SFP_ETH failure (row 11), however misses many 

other VFC-HDs with such a failure characteristic filtered out by the End-of-Line test 

and not being delivered. The later performed failure analysis identified the failure 

cause as a potential design problem leading to randomly occurring intermittent 

communication errors, which occurred for 49 boards of the total production, as 

summarized in row 18 of Table 6.12. Nevertheless, it was decided to accept these 

boards for installation after passing ESS and Run In tests without any other failures 
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To organise the future maintenance, sufficient VFC-HD spare modules were pro-

duced, compare Table 6.1. These spares are centrally stored in a closed environment 

and were vacuumed in two steps inside ESD protective bags. This involved the ex-

traction of the inside air before adding a nitrogen atmosphere, which then got again 

extracted to assure that no oxygen is present. In addition, the bags were filled with 

a humidity absorbing silica gel bag and a humidity indicator for fast detection of ir-

regular storage. The bags were then packed inside the shock absorbing cardboard 

boxes from shipment, compare Figure 6.14. 

In order to further improve the maintenance in the future, the additional SFP+ 

transceiver diagnostic features, as well as other potential offered by the increased 

FPGA resources, should be considered.



 

 

7 Conclusion and Outlook 

The protection function and dependability of the LHC BLM system has been re-

viewed concluding that the system is capable of fulfilling its role as a part of the LHC 

MPS. The review comprised the update of a dependability model prepared during 

the initial system design. Since then available performance data of the operating sys-

tem enabled to review the predicted dependability results and provided input for 

the updated model. Creating a comprehensive bottom-up system structure, in par-

ticular for custom designed electronics, the current extent of the system has been 

modelled reviewing the individual component dimensioning, i.e. their stress-

strength ratio based on applied and rated stresses. Using this structure, a subse-

quent FMECA determined the failure modes of functional system blocks by applying 

a worst-case approach. 

It has been verified that the most severe catastrophic failure effect to miss the de-

tection of potential dangerous loss containing the energy to seriously damage the 

LHC is prevented by the system design architecture. Furthermore, the maintenance 

strategy of the LHC BLM system has been reviewed based on the model output and 

the operational failure data. The existing effort to preventively exchange mechani-

cal, but mainly PSU modules, should be intensified. Under the assumption of only 

corrective maintenance being performed, the updated model assigned more than 

50% of the predicted failures to such component categories, while the actual failure 

data showed a smaller apportionment above 6%, or 27 PSU failures, as well as a 

high, yet not exactly traceable number of cooling fan failures potentially contrib-

uting to PSU failures. This is still a significant number of failures which should be 

further reduced, especially as the effect of such failures in most cases leads to a false 

LHC beam dump request and long maintenance periods. To give just one example, 

an executed replacement of a tunnel PSU transformer created an LHC availability 

loss of close to 8 h. If one would put the success of the LHC in contrast to its time in 

operation, this is equivalent to costs of more than 1.6 million CHF as it has been es-

timated for hourly LHC costs based on overall LHC project expenses. 

Other optimisation actions based on the available failure data analysis have been 

to improve the dependability of the optical fibre link identified to be the bottleneck 

of the system for its high failure rate. The actions involved the described surface 

module upgrade as well as currently ongoing developments to upgrade the tunnel 

module. Furthermore, the data analysis showed the importance of the implemented 



118        7  Conclusion and Outlook 

 

exhaustive system diagnostics. For the future operation, it is recommended to fur-

ther enlarge these existing diagnostics, in particular with the additional features 

provided by the chosen SFP+ optical transceiver module for the new surface pro-

cessing board. For both the optical fibre hardware and PSUs characterised by deg-

radation, techniques such as PHM should be considered. 

The applied methodology to update the LHC BLM system dependability model 

served as an input to develop a generic methodology for dependability application 

during the complete life cycle of electronic systems. The elaborated methodology 

made use of experiences from all the three sources - the existing and the updated 

dependability model, as well as the failure statistics providing a feedback tool. En-

compassing the entire system life in a cycle, the methodology is moreover designed 

as a continuous procedure to be applied on a variety of projects within an organisa-

tion, hence continuously increasing the dependability capability of the organisation. 

The objective has been to be universally applicable and adjustable to several elec-

tronic system development projects depending on the individual design and de-

pendability specifications. In each phase the methodology defines a variety of steps 

to be followed consecutively defining iterations between steps and actions or nec-

essary input for following steps, keeping in mind the overall cycle. For each step, 

practical aspects have been presented and guidance provided to implement the out-

lined. 

To underline the practical aspect, a case study was performed applying the meth-

odology during the planning, design, production, and testing phases of the LHC BLM 

system surface module upgrade, a board which receives signals of four optical fibre 

links using commercial transceiver modules and processes the corresponding data 

to protect the LHC. A thoroughly planned as well as executed dependability qualifi-

cation was done. Experience of the predecessor module provided input to establish 

the design and dependability specifications, i.e. to establish the extent of the ad-

justed methodology. 

During the design phase actions were already taken to achieve a more robust de-

sign, which was expanded by defining strategies for control and tests during pro-

duction as well as validation, screening and reliability testing of the produced mod-

ules. The results of these prior considerations led to a robust production process 

which was only fully established after implementing feedback given from intro-

duced incoming inspections at CERN for the first production batch. 

The following testing phase performed validation tests which were partly already 

executed during earlier phases in order to increase the efficiency of the entire pro-

cess by providing immediate feedback. The environmental validation for potential 

temperature and humidity effects showed a low temperature robustness of the 

VFC-HD module, more precisely for its communication via the plugged SFP+ trans-
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