Performability Analysis of
Networks-on-Chips

Von der Fakultit Informatik, Elektrotechnik und
Informationstechnik der Universitét Stuttgart zur Erlangung
der Wiirde eines Doktors der Naturwissenschaften
(Dr. rer. nat.) genehmigte Abhandlung

Vorgelegt von
Jie Hou
aus Henan/China
Hauptberichter: Prof. Dr.-Ing. Martin Radetzki
Mitberichter: Prof. Dr. rer. nat. habil. Ilia Polian

Tag der miindlichen Priifung: 28.04.2021

Institut fiir Technische Informatik der Universitit Stuttgart

2021






iii

Erklarung

Hiermit versichere ich, diese Dissertation selbststindig verfasst und nur die
angegebenen Quellen benutzt zu haben.

Stuttgart, 15.12.2020
Jie Hou






Acknowledgements

I would like to sincerely thank my supervisor Prof. Dr-Ing. Martin Radetzki
for allowing me to become a part of his research group, providing me an
interesting research direction, his extremely valuable guidance, feedback, and
patience during my doctoral research. Besides, I thank Prof. Dr. rer. nat. habil.
Ilia Polian for reviewing my thesis.

I also would like to thank my colleagues at the university for their collabo-
ration and support, especially Sabine, Lothar, Helmut, Leandro, and Manuel.

Without the endless love and unconditional support of my entire family
members and friends, I will not finish this work. I am very grateful to them. A
big thank you to Thomas and Susann, who always encourage me. Especially,
a big thank you to my wife and son for their patient tolerance.






Contents
Listof Figures ........ ... ... . i
Listof Tables ................ i
1 Imtroduction............. ... ... ..
I.1 Contribution. ..........coouuuniiiiiiniinnenn
1.2 Thesisoutline. ...........ooouiiiiiiinniiinnneen..
2 Preliminaries and related work ................. ... ... ...
2.1 NOCDaSICS ..o vttt e
2.1.1 Components ..............ooiiiiiiiiiiiiiinn..
2.1.2 Topology . .covvi
2.1.3 Flowcontrol ........ ... ...
214 ROULING ..ottt
2.2 Performability analysis ........... ...,
2.3 Short introduction to stochastic process ..................
2.3.1 Discrete-time Markov chain .....................
2.3.2  Continuous-time Markov chain...................
2.3.2.1 Kolmogorov equations and generator matrix
2.3.2.2 Transient probabilities of CTMCs ........
2.3.2.3 Steady-state probabilities of CTMCs . .....
2.3.24 Anexample of CTMC analysis...........
24 Relatedwork ....... ...
2.4.1 Performance analysisof NoCs ...................
2.4.1.1 Simulator based performance analysis of
NOCS .«
2.4.1.2 Performance analysis of NoCs in an
analyticalway .........................
2.4.2 Reliability analysis of NoCs .....................
2.4.3 Research of performability analysis ...............
3  Markovmodelingof NoCs.................................
3.1 CTMCmodel of NoCs . ..o

3.2 Use case: Markov modeling of 2D mesh-based NoCs under
transient faults . ........ .. . L

vii



viii

Contents
3.3 Use case: Markov modeling of 2D mesh-based NoCs under
permanent faults ......... ... ... i 48
3.4 Use case: Markov modeling of 3D partially-connected
mesh-based NoCs ......... ... ... .. i L. 50
3.5 Tools for Markov model generation and analysis ........... 52
3.5.1 Markov model generator ........................ 52
3.5.2 Markov model analysis ......................... 55
Performance metrics and their computation................. 57
4.1 Communication time. ............ouuuneeeeununneeennn. 57
4.1.1 Definition of communication time ................ 58
4.1.1.1 End-to-end communication flow.......... 58
4.1.1.2 Communicationround .................. 59
4.1.1.3 Latency of an end-to-end communication
flow ... 60
4.1.1.4 Latency of a communication round ....... 60
4.1.1.5 Communicationtime ................... 61
4.1.2 Zero-loadlatency ........ ..., 62
4.1.3 End-to-end communication flow latency with
multiple flows inNoC .......................... 64
4.1.3.1 Shared channel bandwidth............... 64
4.1.3.2 Refined computation of shared channel
bandwidth ...................... ... ... 65
4.1.3.3 Estimation of end-to-end communication
flow latency with network contention ... .. 68
4.1.4 Evaluation of proposed equation and refinement
Procedure. . ... ..ovuu e 68
4.1.4.1 Evaluation case: fault-free............... 69
4.1.4.2 Evaluation case: 10 percent faults......... 71
4.1.43 Evaluation case: 20 percent faults......... 73
4.2 Faultresilience...............oiiiiiniiiiiiinnean.. 75
4.2.1 Powers of adjacency matrix...................... 75
4.2.2 Channel connectivity matrix ..................... 77
4.2.2.1 Channel dependency matrix ............. 77
4.2.2.2 Powers of channel dependency matrix . . ... 80
4.2.3 The fast approach to computing connectivity ....... 83
4.2.4 Workflow of computing fault resilience ............ 87

4.2.5 Evaluation of our approach to computing fault
resilience ......... ... o i il 88



Contents ix
4.3 Machine learning based approach to computing performance
INELIICS o vttt 89
4.3.1 Overview of the machine learning based methodology 91
4.3.2 Datasets generation workflow .................... 92
4.3.3 Model selection .............c..oiiiiiiiiii.. 95
434 Modelevaluation ............ ... i 98
4.4 Multi-threading based tool to obtaining performance metrics 99
S5 Casestudies ...............uuuuuuiiiii 103
5.1 Evaluation preliminary ................ooiiiiiiiiaaa... 103
5.1.1 Monte Carlomethod ........................... 103
5.1.2  Normalization of communication time............. 104
5.2 Performability evaluation of mesh NoCs concerning
ComMmMUNICAtioN tME . ... .ovver et 105
5.2.1 Experimentalsetup.............. ..., 106
5.2.2  Analysis of long-term communication time of XY
1C0] 1151 ¥ PP 107
5.2.3 Long-term communication time comparison of XY
and FTNF routing algorithms .................... 110
5.3 Performability evaluation of mesh NoCs concerning fault
reSilience . ... ......uut 111
5.3.1 Experimental setup...............coiiviinnn.. 112
5.3.2 Result analysis of long-term fault resilience ........ 113
5.3.3 Result analysis of long-term fault resilience under a
high local repairrate ........................... 114
5.3.4 Result analysis of transient fault resilience ......... 115
5.4 Machine learning based performability evaluation ......... 116
5.4.1 Long-term communication time under different
packet injectionrates .............c.coiiiiiiain... 116
5.4.2 Long-term fault resilience under different repair rates 118
5.5 Transient performability evaluation of 3D NoCs ........... 119
5.5.1 Implementation of 3D-FTNF routing.............. 119
5.5.2 Analysis of transient communication time. . ........ 122
5.5.3 Analysis of transient fault resilience............... 123
5.54 Determining maximum failure rates of links and
TSV 124
5.6 Transient performability evaluation of hexagonal NoCs . . . .. 126

5.6.1 Transient communication time of different sizes of
hexagonal NoCs . ...t 127



X Contents

5.6.2 Transient communication time comparison of a

hexagonal NoC and amesh NoC ................. 129

6 Conclusion and futurework ............................... 131
6.1 Future work ........ ... ... 134
Abbreviations . ......... .. .. .. 135

References ... ... ... .. i 137



xi

List of Figures

2.1
2.2

23
24
2.5
2.6

2.7
2.8
29
2.10
2.11

2.12
2.13
2.14

3.1
32

33
34
35

3.6
3.7

4.1

4.2

An example of a NoC-based many-core on-chip system. . . ... 6
Commonly used direct NoC topologies: ring, mesh, torus,
hexagonalmesh ......... ... . ... ... . . 7
An example of indirect NoC topology .................... 8
Examplesof 3Dmeshes ............... ... ... 9
Data units on NoCs: package, flit, and phit................. 10
Time-space diagram for an example of store-and-forward
flowcontrol ...... ... ... 12
Time-space diagram for an example of wormhole flow control 13
An example of Valiant’s routingona2D mesh ............. 15
Minimal adaptive routingona2Dmesh................... 16
Routing-dependent deadlock ona2Dmesh ................ 16
Possible turns allowed in the turn model and in XY routing
ona2Dmesh...... ... ... 17
State of a computing core over time ...................... 21
Sample pathof aCTMC . ....... ... 24
Markov model of a multiprocessor system of 4 processors. ... 32
Router groups of a mesh-based NoC of size 4x4 ............ 47
Markov model of a mesh-based NoC under consideration of
transient faults ...... ... ... 48
Markov model of a mesh-based NoC under consideration of
permanent faults ............. .. i 49
An example of a vertically-partially-connected 3D mesh of
SIZEAXAX3 L. 51
Markov model of a partially-connected 3D mesh of size 4x4x3 52
Structure of Markov model generator ..................... 53
Structure of Markov model analysis tool .................. 55

Relationship between communication time, communication

round, and communication flow ......................... 58
Example of an end-to-end communication flow on a

mesh-based NoC of size 3x3 ............. ... ... ......... 61



xii

43

4.4

4.5
4.6
4.7
4.8
4.9
4.10
4.11

4.12
4.13

4.14
4.15
4.16
4.17

4.18
4.19

5.1
52
53
5.4

5.5
5.6

5.7
5.8

59

List of Figures

Example of a communication round on a mesh-based NoC of

SIZ€ 3X3 Lo 62
Time-space diagram of an end-to-end communication flow

on a mesh-based NoCof size 3x3 ........................ 64
Flows arrive at Router R4 at the same time ................ 65
Flows arrive at Router Rs at differenttime ................. 66
Average latency comparison under fault-free condition ... ... 70

Average latency comparison under fault condition (10 percent) 72
Average latency comparison under fault condition (20 percent) 74

A 5-node directed graph with 6 edges..................... 76
Forbidden turns of a mesh-based NoC of size 3x3 under
FINFrouting. ..... ... iiiii i, 78
A mesh-based NoC of size 3x3 with two faulty routers ...... 81
Example of computing connectivity of a north-east
source-destination Pair . ............c.oveiiiiiinneiennn... 86
Example of computing connectivity of a north-west
source-destination Pair . ... .........uveeiiiinneean... 87
Overview of the methodology to predict NoC’s performance . 92
Workflow of datasets generation ......................... 92
Global average delays under different packet injection rates

for mesh 8x8 with uniform random traffic ................. 95
Example of 5-fold cross-validation ....................... 97
Structure of our proposed tool to obtain performance metrics
inparallel ... .. ... ... 100
Aspects of performability evaluation ..................... 103
Transient performabilities of meshes with different sizes . . . .. 109
Long-term communication time comparison of XY and

FTNF routing algorithms .............. ... ... ... .... 110
Average communication times of XY and FTNF routing
algorithms on meshes 6 X 6and 8 X8 .................... 111
Long-term fault resilience comparison for different size meshes113

Long-term fault resilience comparison with local repair rate

of 0.04 h= oL 114
Transient fault resiliences on the mesh NoC of size 10 x 10 .. 115
Long-term communication times under different packet

1Y (51618107 1 1 ¢ 11 117
Long-term fault resiliences under different repair rates ...... 118



List of Figures Xiii

5.10 Transient communication times of 3D-FTNF and

elevator-first routing algorithms.......................... 124
5.11 Transient fault resiliences of 3D-FTNF and elevator-first

routing algorithms . . ......... ... ... i i 125
5.12 Markov model for both mesh and hexagonal NoCs under

consideration of permanent router faults .................. 127
5.13 Transient communication times of three different sizes

hexagonal NoCS. . ..ot e 128

5.14 Transient communication times of a 10x10 hexagonal NoC
and a 10x10meshNoC............. ... ... ... .. ....... 129






XV

List of Tables

2.1

3.1
32

4.1
4.2
43
44
4.5
4.6
4.7

4.8
4.9
4.10

5.1
52
53
54
5.5

5.6
5.7

Fault-tolerant negative-first routing algorithm proposed in [58] 18

List of symbols for Markov modeling . .................... 44
Fault limit (10 percent) and states information for meshes
with different sizes under consideration of transient faults of

TOULCTS . o ottt et e e e e e e 55
List of symbols for communication time .................. 59
Simulation time of full round under fault-free condition ... .. 71

Simulation time of full round under fault condition (10 percent) 73
Simulation time of full round under fault condition (20 percent) 73

Average fault resilience for different size meshes ........... 89
Total execution time for different size meshes .............. 89
Cross-validation scores of regression models for

COMMUNICAtION tME .« ..o v ettt e e 97
Cross-validation scores of regression models for fault resilience 97
Evaluation scores of models for communication time.. . ... ... 98
Evaluation scores of models for fault resilience............. 98

Communication time comparison of different size meshes for

successfully delivering 5000 packets...................... 107
Long-term performabilities and communication times of

meshes with differentsizes................. ... ... ... 108
Long-term residing probabilities in valid and failure states ... 108
Break-even failure rates for meshes with different sizes ... ... 109
Fault limit (20 percent) and states information for meshes

with different sizes .......... ... ... i 112

Determined MFRs for 3D-FTNF and elevator-first routings .. 125
Base communication times of three different sizes hexagonal
NOCS . et 128






xvii

Abstract

The rapidly increasing transistor density enables the evolution of many-core
on-chip systems. Networks-on-Chips (NoCs) are the preferred communication
infrastructure for such systems. Besides, NoCs have also been proposed to
solve the complex on-chip communication problem in the three-dimensional
systems-on-chips (3D SoCs). A downside of technology scaling is the in-
creased susceptibility to failures in NoC resources. Ensuring reliable operation
despite such failures degrades NoC performance and may even invalidate the
performance benefits expected from scaling. Thus, it is not enough to analyze
performance and reliability in isolation, as usually done.

The goal of this thesis is to cope with the performance and reliability
analysis of NoCs jointly under consideration of faults. This is achieved by
the concept of the performability analysis. One of the commonly used per-
formability methods is the Markov reward model. In this work, a generic
methodology based on the Markov reward model is proposed to perform per-
formability evaluation and analysis of NoCs under various design parameters.
The introduced methodology consists of two parts. In the first part, generic
Markov modeling of NoCs with consideration of different fault models is
proposed. It can be applied for both 2D and 3D NoCs. As the size of NoCs
increases, the size of their Markov state spaces grows as well. To perform the
performability evaluation of large size NoCs, we implement tools to generate
the Markov state space and to perform the long-term and transient analyses of
the generated Markov model.

In the second part, we introduce two performance metrics namely commu-
nication time and fault resilience. Communication time is an indicator of the
ability to successfully transmit a certain number of packets. Fault resilience
is an indicator of how reliable a NoC is in terms of connected paths. As the
number of fault combinations of some states in the utilized Markov model is
huge, it is a challenging and necessary research task to obtain performance
metrics of valid states in the utilized Markov model efficiently. In this work,
we present different approaches to computing the mentioned performance
metrics. These approaches have been verified with simulations concerning
accuracy and speedup.

Finally, we utilize several case studies to demonstrate how to use our
proposed methodology to evaluate and analyze the performability of NoCs.
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Performabilities of various topologies and routing algorithms are evaluated
and compared with respect to two performance metrics. Moreover, we in-
vestigate how performability develops with scaling towards larger NoCs and
explore the limits of scaling by determining the break-even failure rates under
which scaling can achieve net performance increase.
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Kurzfassung

Die schnell ansteigende Transistordichte ermdglicht die Entwicklung von
On-Chip-Systemen mit vielen Kernen. Networks-on-Chips (NoCs) sind die
bevorzugte Kommunikationsinfrastruktur fiir solche Systeme. Au3erdem wur-
den NoCs in Erwigung gezogen, um das komplexe Kommunikationsproblem
in den dreidimensionalen Systems-on-Chips (3D-SoCs) zu l6sen. Ein Nachteil
der Technologieskalierung ist die erhdhte Anfilligkeit fiir Fehler in NoC-
Ressourcen. Die Gewihrleistung eines zuverlédssigen Betriebs trotz solcher
Fehler beeintrichtigt die NoC-Leistung und kann sogar die von der Skalierung
erwarteten Leistungsvorteile ungiiltig machen. Daher reicht es nicht aus, Leis-
tung und Zuverldssigkeit wie iiblich separat zu analysieren.

Ziel dieser Arbeit ist es, die Leistungs- und Zuverldssigkeitsanalyse von
NoCs miteinander unter Beriicksichtigung von Fehlern zu bewiltigen. Dies
wird durch das Konzept der Performabilititsanalyse erreicht. Eine der am
hiufigsten verwendeten Performabilititsmethoden ist das Markov-Reward-
Model. In dieser Arbeit wird eine generische Methodik vorgeschlagen, die auf
dem Markov-Reward-Model basiert, um die Performability-Bewertung von
NoCs unter verschiedenen Entwurfsparametern durchzufiihren. Die einge-
fiihrte Methodik besteht aus zwei Teilen. Im ersten Teil wird eine gener-
ische Markov-Modellierung von NoCs unter Beriicksichtigung verschiedener
Fehlermodelle vorgeschlagen. Diese kann sowohl fiir 2D- als auch fiir 3D-
NoCs angewendet werden. Mit zunehmender Grof3e von NoCs wichst auch
die GroBe ihrer Markov-Zustandsrdume. Um die Performabilitidtsbewertung
groBer NoCs durchzufiihren, werden Tools zur Generierung des Markov-
Zustandsraums und zur Durchfithrung der Langzeit- und Transientenanalysen
des generierten Markov-Modells implementiert.

Im zweiten Teil werden zwei Leistungsmetriken vorgestellt, namlich Kom-
munikationszeit und Fehlerresilienz. Die Kommunikationszeit ist ein Indika-
tor fiir die Fihigkeit, eine bestimmte Anzahl von Paketen erfolgreich zu iiber-
tragen. Die Fehlerresilienz ist ein Indikator dafiir, wie zuverléssig ein NoC
in Bezug auf verbundene Pfade ist. Da die Anzahl der Fehlerkombinatio-
nen einiger Zustinde im verwendeten Markov-Modell sehr grof ist, ist es
eine herausfordernde und notwendige Forschungsaufgabe, Leistungsmetriken
giiltiger Zustinde im verwendeten Markov-Modell effizient zu erhalten. In
dieser Arbeit werden verschiedene Ansdtze zur Berechnung der genannten
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Leistungsmetriken vorgestellt. Diese Ansédtze wurden mit Simulationen hin-
sichtlich Genauigkeit und Ausfithrungszeit verifiziert.

SchlieBlich werden mehrere Fallstudien verwendet, um zu zeigen, wie un-
sere vorgeschlagene Methodik zur Bewertung und Analyse der Leistungs-
fahigkeit von NoCs eingesetzt werden kann. Die Leistung verschiedener
Topologien und Routing-Algorithmen wird bewertet und in Bezug auf zwei
Leistungsmetriken verglichen. Dariiber hinaus wird untersucht, wie sich die
Leistungsfihigkeit bei der Skalierung in Richtung groBerer NoCs entwickelt,
auch im Hinblick auf die Grenzen der Skalierung, indem die Break-Even-
Fehlerraten bestimmt werden, unter denen die Skalierung eine Steigerung der
Nettoleistung erzielen kann.



Chapter 1
Introduction

The transistor density of chips has rapidly increased over the last decades
as a result of the ongoing development of technology scaling. Consequently,
processor manufacturers integrate more and more processor cores on a single
chip. E.g. Intel Teraflops research chip consists of 80 cores [144]. The Pol-
lack’s Rule confirmed the trend towards many-core processors. As the feature
size becomes smaller and smaller, the future many-core processors are ex-
pected to be integrated with hundreds or even thousands of computing cores
[19]. A large number of computing cores brings a huge advantage concerning
computational power. However, a large amount of data may be exchanged
between these computing cores, which imposes a new challenge on the exist-
ing bus-based communication infrastructure, because the bus cannot simply
supply the necessary bandwidth. Furthermore, the large number of integrated
cores cannot communicate with each other in a case that the utilized bus suf-
fers from failure. In other words, the bus fault can result in failure of the whole
many-core processor system.

To overcome the mentioned limitations, Network-on-Chip has been in-
troduced as the communication infrastructure for such many-core on-chip
systems [16, 32]. NoCs are capable of providing a scalable and parallel com-
munication infrastructure. To design a NoC of good performance, some factors
such as topologies, routing algorithms, flow control, etc. need to be considered
[76]. Furthermore, NoCs have also been proposed to deal with the complicated
communication problems for 3D SoCs, which are implemented by means of
stacking dies and connecting them with Through-Silicon-Vias (TSVs) [51, 2].

As technology scaling develops, the transistor size continues to decrease.
On the one hand, it enables the evolution of larger size NoCs. On the other
hand, it increases the susceptibility of NoCs components such as routers, links
or TSVs to suffer from faults [117, 4, 44]. Regarding their duration, these
faults are classified into three types: permanent, transient, and intermittent
faults. A permanent fault will not disappear once it occurs. A transient fault
causes a failure in a component for some time, and the appeared failure
disappears after that time. After that, the component works completely well.
Comparing to transient faults, an intermittent fault never entirely goes away,
and it oscillates between being quiescent and active [83]. However, a NoC can
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still operate with degraded performance in the presence of faults. Therefore,
such aNoC is classified as a fault-tolerant system. Performance analysis of such
systems requires a unified measure of performance and reliability. However,
the performance and reliability analysis of NoCs are normally separated. E.g.
authors in [109, 18, 67, 136, 154] investigated the performance of NoCs in
the simulator-based way. The works in [31, 35, 101] studied the reliability of
NoCs in the analytical approach.

Fault-tolerant systems that operate with faults and repairs can be treated as
a Markov model [140]. Performability of such systems can be evaluated by
means of Markov reward model [141], which is the well-known framework for
unifying the performance and reliability of a fault-tolerant system. In another
word, performance and reliability of a NoC are evaluated jointly. In this con-
text, reliability is the probability that the evaluated NoC has been operational
during a specified time interval. In this work, we propose a methodology
based on Markov reward model to evaluate performability of NoCs from
various design aspects.

1.1 Contribution

This thesis investigates the unified performance and reliability of NoCs under
consideration of different fault models. The main contributions are summa-
rized based on our publications [70, 69, 71] and listed as follows:

1. Apply Markov reward model to analyze the performability of NoCs. Pro-
pose how to model NoCs as a continuous-time Markov chain under various
fault models in a generic manner. To evaluate the performability of large-
size NoCs, we implement tools to generate Markov state space of NoCs and
compute long-term steady-state and transient probabilities of the generated
Markov models.

2. Propose and verify efficient approaches to computing two performance
metrics namely communication time and fault resilience for valid Markov
states. These approaches include an analytical approach to computing com-
munication time, a mixed approach to calculating fault resilience, an ap-
proach based on machine learning techniques to computing both commu-
nication time and fault resilience, and an approach to obtain performance
metrics with parallel processing.
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3. Evaluate and analyze the performability of NoCs from different aspects

such as topologies and routing algorithms. Several case studies covering
both 2D and 3D NoCs are presented and discussed.

1.2 Thesis outline

This thesis is organized as follows:

In chapter 2, we introduce the general design aspects of NoCs such as
topology, flow control, routing. Besides, the concept of performability and
the performability framework named Markov reward model are discussed.
Finally, an overview of related work covering performance, reliability, and
performability from the NoC research field is given.

Chapter 3 is about how to model NoCs as a continuous-time Markov chain.
First, we present a generic Markov model for both 2D and 3D NoCs under
consideration of different fault models. This model consists of two parts:
generic Markov states and transitions between these states. Then, we apply
our proposed Markov model to three different use cases covering both 2D
and 3D NoCs. Besides, we develop tools to generate the Markov state space
of NoCs and to perform long-term and transient analyses of the generated
Markov models.

Chapter 4 targets at performance metrics (namely communication time
and fault resilience) and their computation. First, an analytical approach to
computing communication time is presented. Then, we present how to com-
pute fault resilience based on the channel dependency matrix and search.
Moreover, machine learning and multi-threading based approaches enable
us to obtain performance metrics under consideration of more practical
parameters such as injection rates. The proposed approaches are verified
and compared with simulations.

In chapter 5, we evaluate and analyze the performability of NoCs based
on our proposed Markov modeling and performance metrics. Different
evaluation case studies for various NoC architectures and fault models are
investigated. Based on the experimental results, we can conclude that our
proposed performability evaluation methodology is very general and highly
efficient.

Chapter 6 concludes the thesis and provides an outlook on future work.






Chapter 2
Preliminaries and related work

2.1 NoC basics

With the development of integration technology, transistor density has been
increased drastically. It helps microprocessors move from single-core to many-
core architectures. The traditional bus-based communication infrastructure is
not suitable for such large many-core systems, as it cannot provide the required
area, power, and latency requirements. Inspired by the techniques of internet
and high-performance-computing systems, different research groups proposed
anew communication architecture named Network-on-Chip for many-core on-
chip systems [16, 32, 60]. NoC is a highly scalable, bandwidth-efficient, and
usually packet-switched network, which allows the parallel communication
between cores. In general, the design space of NoCs is larger comparing to bus-
based solutions, as different topologies, routing algorithms, and flow control
mechanisms could be implemented [76]. Moreover, NoCs can tolerate faults
and cope with communication bottlenecks due to their inherent redundancy
provided by multiple alternative paths in the network.

2.1.1 Components

A NoC is composed of three main components: links, routers, and network
interfaces (NIs). Figure 2.1 illustrates an example of a NoC-based many-core
on-chip system. Links are used to connect components in the network. In this
thesis, a link consists of two unidirectional communication channels enabling
full-duplex communication between the connected components.

The network interface establishes the logical connection between the pro-
cessing elements (PE) and the network. It can be viewed as a wrapper con-
verting the I/O protocol of the processing elements into the protocol used
within the NoC. Processing elements can be treated as intellectual property
(IP) cores such as processors, digital signal processors (DSPs), and so on.
In this work, PEs are the sources and destinations of communication pairs.
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Copimunicatiop
{ channel

Link
/A
R o R R
PE PE PE
R R R
PE: processing element
. - . R: router
NI: network interface
R R R
PE PE PE

Fig. 2.1: An example of a NoC-based many-core on-chip system

Commonly, messages transmitted on NoCs are packet-based. NIs are in charge
of packetization and depacketization of data. A router is a core component of
a NoC. It is in charge of transmitting packets. Generally, it consists of input
and output ports, buffers for storing incoming packets, and a switching unit.
The functionality of the switching unit is to forward packets based on the
implemented routing algorithms.

2.1.2 Topology

A NoC'’s physical layout is defined by its topology, which specifies connections
between routers and links. Mathematically, a topology can be represented by
a graph containing a set of routers and a set of links. In the research field of
NoCs, there are two commonly used topology categories: direct topologies
and indirect topologies [29]. In the direct topologies, every router is connected
to a PE and vice versa. Such a pair is generally called a node. The commonly
used direct topologies are ring, mesh, torus, and hexagonal mesh. In the
indirect topology, not all routers are associated with a processing element.
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Instead, some routers are only responsible for forwarding packets through the
network. E.g. a 3-stage butterfly illustrated in Figure 2.3 is an example of the
indirect topology. In general, we characterize a topology using the following

(b) mesh

La
il
i

(c) torus (d) hexagonal mesh

Fig. 2.2: Commonly used direct NoC topologies: ring, mesh, torus,
hexagonal mesh

parameters:

Degree: the number of links connected to a router is its degree. In case
that all routers of a NoC have the same degree, such a NoC is called a
regular one. Otherwise, a NoC is categorized as an irregular one. A larger
number of links can increase throughput. However, a large number of links
results in higher costs and could make the layout of a NoC more complex.
As can be seen, the ring and torus NoCs are regular, as routers have the
same degree. E.g. routers of a torus NoC have a degree of 4. Each router
is associated with 4 links. In other words, each router has 4 neighbors.
Comparing to ring or torus, the mesh or hexagonal mesh topologies do not
have the same degree. On a mesh NoC, routers located at corners have a
degree of 2, routers on the four edges have a degree of 3, and inner routers
have a degree of 4. In chapter 3, we group routers of a mesh NoC based
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Fig. 2.3: An example of indirect NoC topology

on their degrees when we model it as a continuous-time Markov chain.
Similarly, routers of a hexagonal mesh NoC have degrees of 2, 3, 4, and 6
respectively.

* Hop count: hop count gives the information on the number of links a packet
takes from its source to its destination.

¢ Diameter: the maximum shortest path between all pairs of routers of a NoC
is defined as its diameter. Generally, the diameter is an important metric
as the packet delay is proportional to the number of hops [25]. E.g. the
diameter of a mesh or a hexagonal mesh of size n X n is 2(n-1). In contrast,
a torus of size n X n has the diameter of (n-1).

* Bisection width: bisection width provides the number of links that need to
be removed to divide a NoC into two sub-networks of equal size. If a NoC
has a larger bisection width, it implies that more paths exist between two
sub-networks. In another word, the blocking probability inside such a NoC
is lower. Therefore, a large bisection width is preferred.

3D Topology

In recent years, 3D integration technology enables a new dimension to exploit
novel integration of vertical silicon dies utilizing vertical links. One of the most
popular technologies for constructing vertical links is Through-Silicon-Via,
which allows fine pitch, high density, and high compatibility with standard
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CMOS process [17]. In comparison to 2D integrated circuits, TSVs can pro-
vide short interconnects, improve the integrated density of chip, and reduce
the on-chip power consumption [139]. By combining the 3D integration tech-
nology and the NoC technology, 3D NoC becomes a promising solution to
solve the complex on-chip communication issues in the stacked many-core
SoCs [51, 2].

In recent years, various architectures have been proposed and studied for
3D NoCs, e.g. 3D mesh, 3D torus, Honeycomb 3D NoC, and so on [118].
Figure 2.4 shows two examples of 3D meshes: a vertically-fully-connected
3D mesh and a vertically-partially-connected 3D mesh. In a vertically-fully-
connected 3D mesh, each router on a horizontal layer is associated with two
TSVs: upstairs TSV and downstairs TSV. In contrast, only some routers in a
vertically-partially-connected 3D mesh have TSVs. Besides, some routers can
have either an upstairs TSV or a downstairs TSV.

2 et I =2y
Eseias g I -~ el
e =l

(a) a vertically-fully- (b) a vertically-partially-
connected 3D mesh connected 3D mesh

Fig. 2.4: Examples of 3D meshes

Even though 3D integration technology potentially introduces a whole
new set of application possibilities, the TSVs also bring their disadvantages.
First, as the number of network nodes increases in each layer, the number
of TSVs increases as well, which leads to high area consumption. Second,
fabricating a 3D integrated circuit using TSV technology requires several
extra and expensive manufacturing steps. Each extra step adds arisk for defects
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[159]. In this work, we focus on vertically-partially-connected 3D NoC. We
assume a full 2D mesh topology for each horizontal layer. The allocation of
TSVs is out of the scope of this work.

2.1.3 Flow control

Flow control regulates the allocation of resources (buffers and communica-
tion channels) and how they are shared among many messages on a NoC.
As mentioned previously, when a message is injected into a NoC, it is first
segmented into packets by a network interface. As the widths of buffers and
communication channels are normally limited, packets are further divided into
fixed-length flow control units (flits). Each packet will consist of a head flit,
an arbitrary number of body flits, and a tail flit. The destination information
is stored in the head flit. The tail flit denotes the end of a packet. Furthermore,
a flit can be subdivided into a certain number of physical information units
(phits). A phit is the smallest transfer unit on a NoC [76, 33]. The decom-
position of the message into packets, packet into flits, and flit into phits are
illustrated in Figure 2.5. In this session, three different flow control techniques
will be discussed: circuit switching, packet-based flow control, and flit-based
flow control.

Message [oE[6 EH0) packet 1

Flit

0 Hyd
T Iyd

Fig. 2.5: Data units on NoCs: package, flit, and phit
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Circuit switching

Circuit switching targets at transmitting large messages. It works as follows:

* A request message is sent from the source router to the destination router.
Besides, it reserves the communication channel along with the propagation.
During this process, the propagated request message could be blocked at a
router if the next channel has already been reserved for other messages.

» After the request message arrives at its destination router, an acknowledg-
ment message will be sent back to the source router.

* Once the source router receives the acknowledgment message from the des-
tination router, the source router can send data messages to the destination
using the reserved communication channels without further control.

* After all data messages are sent to the destination router, the source router
will send a teardown message to deallocate the reserved communication
channels.

In circuit switching, communication channels are reserved in advance before
data transmission starts, therefore buffers are not necessary at each router
to hold incoming data packets that need allocation. Thus, circuit switching
is treated as a buffer-less flow control method. However, the path between
the source and the destination needs to be traversed three times, the circuit
switching method will result in high latency for small messages. On the other
hand, huge overhead and inefficiency because of the connection setup will be
introduced in case that communication partners change frequently.

Packet-based flow control

Packet-based flow control is one type of buffered flow control, which adds
buffers to routers of a NoC to buffer incoming packets. Buffered flow control
enables us to decouple the allocation of the adjacent communication channels
in time [76, 33]. E.g. a packet arrives at a buffer of a router on cycle 4 and
stays in that buffer for a number of i cycles until the output communication
channel is successfully allocated on cycle (h+i). If no buffering is utilized, the
packet arriving on cycle & should level that router on cycle (h+1).
Comparing to circuit switching, packet-based flow control operates at the
packet granularity. In another word, the message is partitioned and transmitted
as packets. Besides, the first few bytes of a packet store routing information.
Thus, each packet can be routed from source to destination separately. One
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typical packet-based flow control method is the store-and-forward (SAF) flow
control. Under SAF control, each router located on the route of a packet waits
until that packet has been completely received and then transmits the packet
to the next router. Moreover, the minimum size of buffers of routers is one
packet. Figure 2.6 illustrates a time-space diagram of the transmission of a

Location

Fig. 2.6: Time-space diagram for an example of store-and-forward flow
control

packet under SAF flow control. The packet consists of 5 flits and is being
forwarded from router RO to router R/ with no contention. From the figure,
we know that the packet can be only forwarded at the next router after it has
been completely received. It takes 15 cycles to transmit the packet to router
R2. Tt can be concluded that the packet latency with SAF flow control is
proportional to the distance between source and destination.

Flit-based flow control

The two major drawbacks of SAF control are large packet latency and large-
sized buffers. It is difficult to construct small and compact routers under
the need to buffer complete packets. Flit-based flow control can overcome
the drawbacks of packet-based control flow. In this control scheme, channel
bandwidth and buffers are allocated on the flit granularity. It means that the
size of buffers could be smaller than one packet. Besides, flit-based flow
control operates at the flit granularity. A packet can be transmitted at the next
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router even if it has not been completely received. One typical flit-based flow
control method is the wormhole flow control [76]. It works as follows:

* The head flit of a packet can be transmitted to the next router once two
resources are available: the desired output communication channel to the
next router and the buffer at the corresponding port of the next buffer has
at least one-flit available space. After the head flit is forwarded, the utilized
communication channel is reserved for that packet. Simply speaking, the
functionality of a head flit is to reserve the communication channels along
the route from its source to its destination.

¢ Body flits of that packet use the communication channel reserved by the
head flit and require only a flit buffer to advance.

* The purpose of the tail flit is to release the communication channels reserved
by the head flit. After that, the communications channels are available to
other flits.

Location

Fig. 2.7: Time-space diagram for an example of wormhole flow control

Figure 2.7 illustrates an example of wormhole flow control. In this example,
a 5-flit packet is transmitted from router RO to R2 without contention. We
assume that the buffer size is 2 flits. As can be seen, this packet is transmitted
in a pipelined manner. The head flit arrives at router R2 on cycle 3. It only
takes 7 cycles to transmit this packet. Comparing to store-and-forward flow
control, wormhole flow control needs small-sized flit buffers and reduces
packet latency.



14 2 Preliminaries and related work

2.1.4 Routing

The routing algorithm is an intensive research direction of NoC. Generally,
several paths exist between two routers on many topologies. The path chosen
by a packet from its source to its destination is determined by the routing
algorithm.

Routing classification

Routing algorithms can be mainly categorized into three types: deterministic,
oblivious, and adaptive [76, 33].

Under deterministic routing, the same path is always provided for a given
source and destination pair. Moreover, deterministic routing does not take
network status into account when the route is determined. A typical example
of deterministic routing is dimension-ordered routing (DOR), in which coor-
dinates (e.g. x- and y- coordinates for 2D NoCs) are used as router addresses.
A packet is normally transmitted first along one coordinate until reaching an
intermediate router that has the same corresponding coordinate as the des-
tination, after that the packet is further forwarded along another coordinate.
XY routing is a well-known example of DOR routing. With the XY routing,
a packet is first forwarded along x-coordinate. Once this packet arrives at an
intermediate router which has the same x-coordinate as the destination. After
that, the packet propagates along the y-coordinate to its destination.

The target of oblivious routing is to balance the network load. Under
oblivious routing, the utilized routing method chooses different intermediate
routers along the route from source to destination. Network status such as
faults or congestions are not considered in the oblivious routing algorithm. A
well-known example of an oblivious routing algorithm is Valiant’s algorithm
[142]. Under Valiant’s routing, an intermediate destination will be randomly
selected. After that, the packet is first transmitted to this selected intermediate
destination and then routed to its final destination. Figure 2.8 displays an
example of Valiant’s routing algorithm on a mesh NoC of size 4x4. The black-
arrowed path is the route utilized under Valiant’s routing. The path illustrated
with a dashed line is the route selected by XY routing. As can be seen, Valiant’s
algorithm uses non-minimal paths to balance network load.

Adaptive routing is also called dynamic routing, which is capable of pro-
viding several valid paths for a given source and destination pair under con-
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x-coordinate

y-coordinate

Fig. 2.8: An example of Valiant’s routing on a 2D mesh

sideration of network status. Information on buffer occupancy and operation
status of a router is available to its neighbors. Adaptive routing can be fur-
ther categorized as minimal or non-minimal adaptive. With minimal adaptive
routing, only routes that have minimum hop count are adaptively chosen while
a packet propagates to its destination. Figure 2.9 illustrates an example of a
minimal adaptive routing algorithm on a mesh NoC of size 3x3 with con-
sideration of one faulty router. In this displayed example, there is no path
between source and destination routers with XY routing. However, two avail-
able routes denoted by two dash lines exist for the given source and destination
pair under minimal adaptive routing. Comparing to minimal adaptive routing,
non-minimal adaptive routing can provide connected paths between all routers
as long as they are connected.

The turn model

An important aspect of designing a routing algorithm is to avoid deadlock,
which describes a situation in which packets are stuck in the buffers of routers
and cannot be transmitted further. Especially, deadlocks are prone to occur on
NoCs utilizing the wormhole flow control method [103]. Generally, the reason
for causing deadlock is circular dependencies between the communication
resources of a NoC. An example of a deadlock situation is displayed in Figure
2.10. Four packets (P1, P2, P3, P4) are involved in this example. Packet P1
needs the communication channel that is reserved by packet P2 to forward.
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X-coordinate

Source
n Destination

Faulty router

Fig. 2.9: Minimal adaptive routing on a 2D mesh

y-coordinate

It means that packet P1 is blocked by packet P2. Similarly, packets P2, P3,
and P4 are blocked by packet P3, P4, and P1 respectively. As can be seen, a
circular dependency on communication channels is formed in this example.

P4
— ”__‘ Rt P3
il :
I'
N
EAN
s =¥
LB SN b
P1 “EeFv -
P2

Fig. 2.10: Routing-dependent deadlock on a 2D mesh

The common approach to preventing deadlocks is to restrict some turns
that a packet can take. Authors in [57] proposed the well-known turn model
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Fig. 2.11: Possible turns allowed in the turn model and in XY routing on a
2D mesh

for mesh-based NoCs. Based on the turn model, a turn is formed when a flit
that propagates in a certain direction is forwarded to another direction. There
are eight different turns in a 2D mesh: four turns in the clockwise direction
and four turns in the anticlockwise direction, which are displayed in Figure
2.11(a). In this dissertation, the direction of the x-coordinate starts from west
to east. Similarly, the direction of the y-coordinate is from north to south.

With XY routing, y-to-x turns are forbidden. Once a packet is forwarded
to y-direction, it is not allowed to turn in x-direction any more. Thus, there
are only two allowed turns both in the clockwise and anticlockwise directions
as illustrated in Figure 2.11(b). Therefore, XY routing is inherently deadlock-
free.

However, the potential adaptiveness of a routing algorithm is limited in case
that more turns than necessary are forbidden. The well-known turn model only
prohibits one turn in both clockwise and anticlockwise cycles. The commonly
used adaptive routing algorithms based on the turn model are north-last, west-
first, and negative-first. Under the north-last routing as displayed in Figure
2.11(c), two turns namely the north-to-west turn and north-to-east turn are
prohibited. In other words, turns whose start direction is north should be
forbidden. Therefore, packets cannot change direction any more once they
are transmitted towards the north direction. In the west-first routing shown
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in Figure 2.11(d), the north-to-west and south-to-west turns are forbidden.
Thus, a packet must first select the west direction to travel west. For negative-
first routing displayed in Figure 2.11(e), all turns that start from a positive
direction and end in a negative direction are not allowed. In the 2D mesh
topology, west and south are defined as negative directions, north and east
denote positive directions. Besides, a fault-tolerant version of the negative-
first routing algorithm was introduced by authors in [58]. Table 2.1 describes
briefly how the fault-tolerant negative-first (FTNF) routing works. E.g. in case
of a destination router is located at NE direction to a source router, if the packet
arrives at the south input port of the current router, the output direction can
be E or N based on the offsets along the x- and y- directions. If the x-offset is
larger than or equal to y-offset, the preferred output direction is E. Otherwise,
the preferred output direction is N.

Table 2.1: Fault-tolerant negative-first routing algorithm proposed in [58]

Incoming direction

Destination Local [N E S w
NE EN* ES N EN* EN*
E (1 current router on|EN! [SE - E E
south edge; 2 others) |SE?

N (1 current router on|NE! - NE' [N N
west edge; 2 others) W N2 W N2

NW (1 currentrouteron|[WNT [WS WS W N NE
south edge; 2 others) |W S?
W (1 current router on|[WNT [WS [WNT [WN |-
south edge; 2 others) |W S? w S?2
SE (1 current router on|SET [SET  [SW EN SE
west edge; 2 others)  |SWE? |SW E?

S (1 current router on|SE! SE! SwW - SE
west edge; 2 others) SW?2  |[sSw?
SW ws* |WSs* |WS* |WN |SE

*: Select the direction that could provide higher path diversity

Virtual channel

A virtual channel is another solution to avoid routing-dependent deadlocks
in NoCs. A communication channel can be associated with several virtual
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channels. With virtual channels, there is one buffer associated with each input
port of a router. With virtual channels, one input port needs to utilize one
buffer for each virtual channel. Deadlock is resolved by defining a total order
on all the virtual channels and only allowing them to be allocated in either
ascending or descending order. Simply speaking, circular communication
channel dependencies can be avoided in such an approach [34].

2.2 Performability analysis

Generally, performance is measured separately from reliability. For assessing
the performance of a system, the assumption is made that the system is fault-
free. For computing reliability, only the event of failure occurrence is taken
into account. However, these assumptions only hold for the systems that have
two states: fully functional state or failure state [49]. Many real-world systems
may have a certain number of reduced operational states in addition to the
fully-operation and failure states. Such systems are also called fault-tolerant
systems. If a component of a fault-tolerant system fails, the system does not
crash immediately. The system enters a degraded state in which it provides
service at a reduced quality level [87]. Performance analysis of such systems
requires taking the impact of faults and the likelihood of their occurrence
into account. This is achieved with the concept of performability [93, 94].
Performability is a unified measure of performance and reliability and can
quantify the ability of a system to perform in the presence of faults [124].

Markov reward models are the most commonly used tools for performability
analysis. Formally, they contain two parts: a continuous-time Markov chain
(CTMC) with state space Q and a reward function » where r:  — R. Each
state i € Q is assigned a reward. Generally, the reward associated with a state
stands for the performance level given by the system while it is in that state
[141].

A CTMC is represented by states and transitions between states. Infor-
mation about states and transition rates are described by a generator matrix
Q. Usually, a CTMC would be used for studying the dynamics of a system.
Many techniques and algorithms have been developed to solve long-term
steady-state distribution, transient state probabilities, and occupancy times of
Markov chains [129]. In our work, the uniformization algorithm is utilized.

As NoC routers are assumed to suffer from transient failures, it is worth
knowing how NoC behaves in the long-term perspective. Another question
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is its performance at a particular time instance, e.g. 100 hours after starting
operation. In order to answer such questions, two definitions named long-term
steady-state performability and transient performability are extracted from
[141, 131]. Their mathematical expressions are as follows:

¢ Long-term steady-state performability (V) is defined as:
= Z mir Q2.1

where 7r; means the long-term steady-state probability of residing in state i.
The equation gives the expected reward rate of the system in the long-term
perspective.

 Transient performability (I'(7)) is expressed as:

(1) = > mi(t)r; 22)

ieQ

where 7;(¢) denotes the probability that the system is in state i at a time
instance of 7. This equation’s meaning is the expected reward rate of the
system at a certain point in time.

2.3 Short introduction to stochastic process

Stochastic processes are broadly utilized as mathematical models of systems
and phenomena that seem to evolve in a random manner [11]. They have been
applied in many technology and engineering fields such as computer science
[14], information theory [30], telecommunications [12] and signal processing
[401].

Formally, a stochastic process is defined as {X;,r € T}, where the index ¢
usually denotes time and the set 7' is the index set of the process [52, 39]. Each
instance X; is characterized by a distribution function. There are two widely
used types of index sets: discrete-time T = {0, 1,2, ...} and continuous-time
T = [0, o0). Discrete-time stochastic processes can be viewed as sequences of
random variables, and continuous-time processes are uncountable collections
of random variables [39].

Let S be the set of values that X; can take for any ¢. Then S is the state
space of the stochastic process {X;, ¢ € T'}. The value of X; is called the state
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of the evaluated stochastic process at index . When the value of X, changes,
the process has had a state transition [78]. The random variables in the state
space of a stochastic process can be discrete or continuous.

Let us consider a computing core that works for some time, then it suffers
from some transient faults. It fails and stays down until it is repaired. After that,
it becomes operational again. The described process repeats over time. The
behavior of this computing core is illustrated in Figure 2.12. We can define a
stochastic process to describe the state of the computing core over time. Let
X, be the state of the computing core at time ¢. Obviously, X;,t € [0, ) is a
continuous-time stochastic process with discrete state space {0, 1}.

X1

Fig. 2.12: State of a computing core over time

2.3.1 Discrete-time Markov chain

Let us consider a system, which is observed at times of 0, 1,2, . ... Here, time
0 is the time point at which the evaluated system started its operation. Let
X, be the state of the system at time . Suppose the current time is ¢t = 20.
In other words, we have already observed Xy, X1, ..., X29. Is it possible that
we can predict the state of the system at time # = 21? Normally, X>; depends
on Xy, X1,...,X2. However, a considerable simplification happens if the
incoming state X»; depends only on Xy even given the complete history
Xo, X1, ..., Xp0. If the system has such property at all times (not just at
t =21), it is a discrete-time Markov chain (DTMC).

Let S be a discrete set. Formally, a DTMC is an indexed collection of
random variables { Xy, X1, ...} taking values in S with the property that:

P(Xpi1 = jlXo =x0, X1 =x1, ..., Xy =) = P(Xp1 = jl X =0)  (2.3)
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where all xg, x1,...,X,-1,i,j € S,and n > 0[39, 122]. The set S denotes the
state space of the DTMC. Equation (2.3) implies the conditional probability
on the left-hand side is the same no matter what values Xy, X1, ..., X, take.
It describes the Markov property in a mathematical manner. In simple terms,
this property is described as follows: given the present state X,, of the system
, the future state X, is independent of its past states (Xo, X1, ..., X;—1)-
The quantity P(X,+1 = j|X, = i) is the one-step transition probability of the
DTMC at time n.

A DTMC is time-homogeneous if the probabilities in Equation (2.3) do not
depend on n. To be more specific, a time-homogeneous DTMC is:

P(Xns1 = jI1Xn =10) = P(Xy = j|Xo = 1) 2.4

for all n > 0 [39, 122]. Equation (2.4) means that the one-step transition
probability depends on i and j rather on the actual time instances.

At this point, we point out that we only focus on time-homogeneous Markov
chains with a finite state space S = {0,1,2,...,M}. When we mention a
DTMC, we always mean time-homogeneous DTMC with finite state space.
For such DTMCs, a shorthand notation for the one-step transition probability
could be defined as follows:

pij = P(Xus1 = j| X, = 1), (2.5)

wherei,j € S.
A convenient way to show all the one-step transition probabilities is the
matrix form as displayed below:

po,0 Po,1 --- Po,M
p1,0 pP1,1 --- PI,M

= . .o ) (2.6)
PmMoPM1 - PM.M

In the matrix P, rows correspond to the starting state and columns represent
the ending state of a transition. E.g. the entry in row number 1 and column
number M is the probability of going from state 1 to state M in one step.
DTMCs have broad applications. E.g. authors in [158] propose a Markov
process model for forecasting the stock market trend. In [61], the authors
propose two associated DTMC models and use them together to evaluate per-
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formance of a widely used synchronous duty cycling medium access control
protocol in wireless sensor networks.

2.3.2 Continuous-time Markov chain

A continuous-time Markov chain models both the transitions between states
and the duration of time in each state. Formally, a stochastic process { X (¢),t >
0} with a discrete state space S is called a continuous-time Markov chain if,
foralli, jandx, € S,

P(X(s+1)=j|X(s)=i,X(u) =x,,0<u<s5)=PX(s+1) =j|X(s) =1i)
2.7)
where ¢, s,u > 0 [39, 122]. Equation (2.7) defines the Markov property in
the continuous time. The future state X (¢ + s) is independent of the past state
X (u) given the present state X ().
The CTMC {X(t),t > 0} is said to be time-homogeneous if, for z, s > 0
[39, 122],

P(X(s+1) = jIX(s) =i) = P(X(2) = jIX(0) =) (2.8)

It is worth pointing out that we only focus on time-homogeneous CTMC with
finite state space S = {0, 1,2,..., M} in this dissertation. For such CTMCs,
the transition probability function p; ;(¢),i, j € S is defined as follows:

pij(t) = P(X(1) = j|X(0) =) (2.9)

Equation (2.9) can be comprehended as the probability that the process is
in state j at time ¢ provided that it was in state i at time 0. Obviously, the
transition probability function has the following properties:

0, ifi#j
i 1(0) = 2.10
Pt,/( ) {1 = ( )

Analogous to DTMC:s, the transition probability matrix of a CTMC is defined
as follows:
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Po,0(t) po1(t) ... pom(t)
P10 pra(®) ... prm(t)
P(t) = | P20(D) p21(0) ... pam (D) 2.11)

pM,.O(t) PM:l(f) pM,J.W(t)

Note that P(¢) is a matrix of functions of time ¢.

The Markov property is a form of memorylessness, which leads to the
exponential distribution. In a CTMC, once a state i is entered, the process
stays in that state for an exponentially distributed length Exp(r;) of time,
which is called the transition time 7;. At the end of the transition time in state
i, the process makes a sudden transition to state j (j # i) with embedded
transition probability p; ;. Once the process goes into state j, it stays there
for an Exp(r;) amount of time and then moves to a new state k (k # j) with
probability p; r. The described sample path of the CTMC is illustrated in
Figure 2.13.

X(®)
j I-Exp()>]
transition |
i ﬂ ' transition
e— Exp(r;) —> ifromjto k
) ‘
t

Fig. 2.13: Sample path of a CTMC

Until now, we have seen two symbols that are very similar: p; ;(¢) and p; ;.
Do not confuse p; ; with p; ;(¢). Three additional remarks about embedded
transition probability p; ; are listed as follows:

1. p; j is the the probability that the system moves to state j when it leaves
state i.
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2. pi.; is equal to zero. By definition, the transition time 7; is the time that
a CTMC stays in state i until it moves into any other state. Therefore, a
transition from state i to itself is not permissible.

3. for any state i from a CTMC, Zj”io pi,j =L

A CTMC contains two parts: embedded transition probabilities P and state
rates. States of a CTMC evolve as a DTMC with transition probabilities P.
State transitions occur at exponential intervals. Expected value of transition
time for state i is equal to 1/r;, where r; can be viewed as the rate of transition
out of state i. The transition rate from state 7 to state j is denoted by r; ;.

Ti,j = TiDi,j (2.12)

Additionally, r; ; is always equal to 0, as the transition to itself is not allowed.
The relations between {r;,i € S} and {p; ;,i, j € S} are given as follows:

M

770 (2.13)

if r; # 0. In case that r; is equal to zero, it means the evaluated CTMC is
going to stay in state i forever. p; ; has no meaning at all in such case.

2.3.2.1 Kolmogorov equations and generator matrix
In the area of CTMCs, there are two well-known, proved and widely used equa-

tions: Kolmogorov forward and backward equations. They are mathematically
described in such a way [39, 122]:

pi j(t) =—pi @)+ Zpi,k(f)rk,j (2.14a)
k#j

Pl () = =ripi j (O + i kpi (1) (2.14b)
k#i

where p; j (1) = dp'd—;([) Equation (2.14a) is called Kolmogorov forward equa-

tion. And, Kolmogorov backward equation is expressed in Equation (2.14b).



26 2 Preliminaries and related work

It is convenient to express Kolmogorov forward and backward equations
of a CTMC with a finite state space S = {0, 1,2, ..., M} in the matrix form:

Poo(D) Py (1) . Py (D)
PLo(D) PL(0) oo Pl (D)
P'(t) = | Pao®) Pyy(0) o ph ()] =

Pharo(D) Py (1) - Py oag (D)

(2.15)
Po,o(t) poi(t) ... pom () ||=r0 ro1 ... rom
pio®) pia(t) ... pim@ |10 -1 .M
p2,0(t) p2i(t) ... pom(t) || 20 121 - T2m
pmo(t) pma(t) oo pmm ()| [P0 Mt - —Tm
Poot) Py (1) oo pg (D)
Pro®) pi (1) .. pla )
P(t) = | Pao®) Py(0) oo Py (D) ] =
Prro(®) Pay (1) oo Py (1) (2.16)
=ro ro,1 ---ro,m| | Poo(t) po,i(t) ... pom(t)
rio =rio..orim || pro®) pra(t) .o prm(t)
o 121 - oM || P2o(t) pai(t) ... pam(t)
rmo Mt - —Ta | |[Pmo(t) paa(t) . parm (1)

As can be seen, the rate matrix in Equation (2.15) and Equation (2.16) is
same. It is called the generator matrix Q.

—ro r()’l e V(),M
}"1’0 - ...r1,M
Q=|"0 21 ... 7"2.M 2.17)

rrmMmorm,g ... Im
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The diagonal elements of the generator matrix Q are non-positive. The values
of its elements are defined as follows:

r[,j, lfl;t]
L= 2.18
4qi,j {—”i ifi=j ( )

It is worth mentioning that the sum of each row in the generator matrix is
equal to zero.

Ultimately, the matrix forms of Kolmogorov forward and backward equa-
tions are expressed clearly with help of the generator matrix Q:

P'(t) = P(1)Q (2.19a)
P’(t) = QP(1) (2.19b)

2.3.2.2 Transient probabilities of CTMCs

Let A be a m X m matrix. The matrix exponential e? is the m x m matrix [65]:

o 1 1 1
A _ n_ 12, 143
e —ngzo—n!A —I+A+2A +6A +... (2.20)

In Equation (2.20), I represents the identity matrix. The matrix version of
the exponential function is denoted by the matrix exponential. In case that A
is a 1 X 1 matrix, it reduces the ordinary exponential function. The matrix
exponential satisfies many properties of the exponential function. They are as
follows:

1. efe A =e4eA =1
2. e(s+t)A — esAetA

tA
3. dem = At = e'4A

For a CTMC with the generator matrix Q, the matrix exponential e’€ is the
unique solution to the forward and backward Chapman-Kolmogorov equations
[39].
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o 1 1 1
P(1)=e'@ =) —(10)" =1+1Q + (107 + £(10)" +...
n=0 "~

s dP() de'? (2.21)
P'(t) = @ _T_Qe =QP(1)

.o dP(1)  de'? 10
P'(1) = T - 4 —¢ 0=P1)Q

Let p(¢) = [po(), p1(t), p2(2), . .., pam(t)] represent the transient proba-
bility distribution of all states at time ¢, it can be computed using Equation
(2.22) given the initial distribution p(0):

p(1) = p(0)P(r) = p(0)e’'? (2.22)

Therefore, to compute the transient probabilities, the prerequisite is to de-
termine the initial distribution p(0) and the generator matrix Q. Generally,
it is a numerically challenging task to compute the matrix exponential. The
commonly used method is the Padé approximation combined with the scaling
and squaring method [9, 68].

Alternatively, uniformization is another commonly used method to compute
the transition probability matrix P(¢) of a finite state CTMC. Moreover, the
uniformization method performs better than the Padé approximation method
in most cases [112]. In this method, P(z) is computed as follows [120, 112]:

7A"=I+g
p

e k
HOEDY et U7

— k!

(2.23)

where r = 0ma>lﬁw {|61i,i|}, I is the corresponding identity matrix, and 7" is a
<i<

matrix of the same size of Q.

The term e ! (’kL,)k in Equation (2.23) is the distribution of a Poisson
process with rate r. For applied problems, we approximate P(¢) by truncating
the first N terms of the infinite sum in Equation (2.23). Thus, the error bound

is defined as follows:
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N
HOMEDY et U

k!
7 IC~ )
e (1) _,, (rt)
p"""(t)_pf’vvf(’)‘s P e D W
k=N+1 =0

where i,j € {0,1,2,...,M}.

Suppose € denote the maximum error allowed for any element of P(¢), it
means that the error bound should not exceed €. In another word, we should
choose N that satisfies Equation (2.25):

N
1- e
k=0

k
‘”% <e (2.25)

Once N is determined, we can approximate P(t) with the specified accuracy
of (1 -¢).

2.3.2.3 Steady-state probabilities of CTMCs

If there are times #; and f, such that p; ;(#1) > 0 and p;;(t2) > 0, such
a pair of states i and j is called to communicate. A class of a CTMC are
states that can communicate with each other. Several classes may exist in
a CTMC. If a CTMC has only one class, we call it an irreducible CTMC.
The transition probability function of an irreducible CTMC has following
properties [39, 122]:

1. pi j(t) > 0,for all t > 0 and all states i and j
2. lim; e Di,j (1) = T

n; is called the limiting probability of being in state j and is independent of
the initial state i.

For irreducible CTMCs, limiting probabilities are generally referred to as
the steady-state probabilities. The steady-state probability 7; of any state j
satisfies Equation (2.26).

M
= Zn’ipi,j(t), forije {0,1,2,...,M}andt>0 (2.26)
i=0
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Furthermore, it has already been proved that the steady-state probabilities
of irreducible CTMCs can be solved using the following two equations:

wir = Z miqij» forij € {0,1,2,..., M} (2.272)
i%)
M
Z mi=1 (2.27b)
i=0
Let r = {mg, 71, 72, ..., } denote the row vector of steady-state probabili-

ties of all states of an irreducible CTMC with state space S = {0, 1,2, ..., M},
Equation (2.27a) can be written in the matrix form:

70 =0 (2.28)

Here, 0 is a zero vector that has the same size of xr. In addition, Equation
(2.27a) provides an intuitive explanation. rr; is the steady-state probability
that the evaluated CTMC is in state j and ¢g; denotes the transition rate out
of state j. Therefore, the expression 7;q; at its left-hand side is the rate at
which the CTMC goes away from state j. Similarly, as g; ; is the transition
rate from state i to state j given that the current process is in state 7, each
term 7;q; ; on its right-hand side is the rate at which the CTMC enters state j.
Through summing over all states except from the state j, the whole right-side
expression represents the rate at which the CTMC moves into state j from any
other state in its state space. Briefly speaking, the overall equation expresses
that the rate at which the CTMC leaves state j is the same as the rate that the
CTMC enters state j.

2.3.2.4 An example of CTMC analysis

Researchers have applied CTMCs to their works from a wide range of fields
such as finance [128], medicine [89, 5, 77, 95], chemistry [7, 24], system
biology [62] and computer science [155,97,79, 107, 86, 160,72, 23, 134, 133].
E.g. authors in [7] modeled a reaction network as a CTMC. A reaction network
is a chemical system that contains some reactions and chemical species. In
their suggested CTMC, the state is the number of molecules of each species
and the reactions are the transitions between states. In [128], authors consider
a financial market that contains one bank account with stochastic interest rates
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and multiple stocks. They assume that the researched market is driven by a
geometric Brownian motion with a constant volatility matrix and rates of return
modeled as a CTMC. In medical research, [89] presented how to apply CTMC
to the transtheoretical model, which is a psychosocial model widely used in
studies of health-related outcomes. In the area of computer science, there are
many applications in the subareas of performance, reliability, and control.
Authors in [72] propose a sequential analytical approach based on CTMC
for composite generation and reliability assessment of transmission systems.
They construct a CTMC model for the evaluated composite system. Several
reliability indexes such as expectation, variance, frequency and duration can
be obtained based on their proposed sequential analyses.

In this section, we will provide an example of CTMC. Consider a multi-
processor system that has 4 processors. The processors are identical and the
lifetimes of the processors are independent exponential random variables with
a failure rate of 1. When a processor is failed, we assume that it can be repaired
by some repair process. The repair time processor needs is an exponential ran-
dom variable with a repair rate of u. Besides, a repaired processor behaves
the same as a functioning one. Let X (#) denote the number of processors that
work well at time 7. As the failure and repair time of a process follow the
exponential distribution, the described multiprocessor system can be modeled
as a CTMC.

To model this multiprocessor system as a CTMC, the first step is to define
its state space S = {4,3,2, 1,0}, where the value represents the number of
functioning processors. In the state S, all 4 processors work well. One of
them suffers from a fault, the system moves from state Sy to state S| with
a rate of 44. In the state S;, there are 3 operational processors and 1 faulty
processor. Therefore, the state S; can move back to state Sy with a rate of yu.
Also, the failure of any of 3 operational processors will trigger a transition to
state S. Similarly, there are 2 functioning processors and 2 faulty processors.
The state S> can move back to the state S; with a rate of 2u and forward to
the state S3 with a rate of 24. In addition, the forward transition rate from
state S3 to S4 is A. The backward transition rate of the state S3 to the state
S, is 3u. Finally, in the state 4, all processors are not operational. As each
processor has its repair process, any of the 4 faulty processors under repair
will move the system to state 1 with a rate of 4u. The state transition diagram
of the system’s Markov model is illustrated in Figure 2.14. Its corresponding
generator matrix is provided as follows:
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Fig. 2.14: Markov model of a multiprocessor system of 4 processors

-4 42 0 0 0
u —(u+32) 32 0 0
0=10 2u -2u+22) 22 0 (2.29)
0 0 3u -Bu+) A
0 0 0 4u —4u

Based on Equation (2.27) introduced in Section 2.3.2.3, we can get the steady-
state probabilities of our given multiprocessor system as follows:

_ B ut A 6% A3 A4
7T—{7T0,7T1,7T2,7T3,7T4}—{3, DD D 'D

where D = pu* + 4413 + 6212 + 43 u + 2%,

Suppose the failure rate A is 0.0024~! and the repair rate u is equal to
0.0147". Initially, the system is in state So. We use the uniformization method
as described in Section 2.3.2.2 to compute the transition probability matrix
P(t) at times of 50 hours and 100 hours respectively, where € is set to 0.00001:

0.7315 0.2379 0.0290 0.0016 0.0000
0.2974 0.5661 0.1263 0.0099 0.0003
P(50) = [0.1209 0.4210 0.3991 0.0568 0.0022
0.0492 0.2487 0.4261 0.2577 0.0183
0.0200 0.1327 0.3303 0.3654 0.1516

0.6094 0.3213 0.0635 0.0056 0.0002
0.4016 0.4469 0.1349 0.0159 0.0007
P(100) = 10.2647 0.4495 0.2409 0.0425 0.0024
0.1745 0.3984 0.3187 0.0999 0.0085
0.1150 0.3299 0.3549 0.1697 0.0304
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It can be numerically verified that P(100) = P(50)P(50). Besides, we com-
pute the transient probabilities of the states (Sp, S, . . ., S4) at the time of 100
hours:

p(100) = p(0)P(100) = {0.6094, 0.3213, 0.0635, 0.0056, 0.0002}

For example, the probability that this multiprocessor system is in state Sy after
100 hours operation is 0.3212 based on the computed transient probabilities.

2.4 Related work
2.4.1 Performance analysis of NoCs

In the NoC literature, researchers have investigated the performance in both
simulator-based and analytical ways. With help of simulation tools, NoC
designers and researchers can explore the architectural design space in terms of
some metrics such as performance, cost, and power. Because of the complexity
of modern NoCs, it usually takes much time to implement a suitable simulator
to simulate important aspects of such communication systems. Thus, analytical
models are proposed as an alternative approach for performance analysis of
NoCs.

2.4.1.1 Simulator based performance analysis of NoCs

In [109], the performances of different NoC topologies on a wormhole-
switched simulator were compared and analyzed. Authors in [18] analyzed
and compared the performance of NoCs of different topologies such as ring,
spidergon, and mesh using an OMNET++ based simulator. They obtained
throughput and latency of the evaluated topologies under simulation parame-
ters of data injection rates, source and destination distributions, and a variable
number of nodes. They concluded that spidergon topology is a good trade-off
between performance and scalability. In [136], the authors utilized the NS-2
simulator to evaluate a NoC mesh topology that is based on the chip-level inte-
gration of communication heterogeneous elements. In [67], another research
work about the mesh NoC has been conducted using the NS-2 simulator under
the performance metrics such as latency and packet loss rate. They analyzed
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how the communication load and the buffer size affected the performance of
mesh NoC. Authors in [154] proposed an application-specific NoC design
methodology to fit the requirements of some specific applications. They uti-
lized the OPNET simulator to compare the proposed structure with a mesh
topology under the application of a decoder SoC. In [50], authors performed a
systematic performance analysis of 3D NoCs concerning latency, throughput,
and wiring area overhead compared to traditional 2D implementations em-
ploying their cycle-accurate simulator. Authors in [54] used an open-source
simulator named Booksim2 to implement a mesh-bus hybrid architecture for
3D NoCs. Moreover, performances of such 3D NoCs were evaluated concern-
ing saturation throughput and zero-load latency.

2.4.1.2 Performance analysis of NoCs in an analytical way

The commonly used analytical performance evaluation methods are queuing
theory, network calculus, and dataflow analysis.

Queuing theory

Queuing theory uses queuing models to represent different types of queuing
systems. The commonly used notation to describe a queuing node is Kendall’s
notation in the form of A/S/c/K/N/D, where A denotes the distribution of the
inter-arrivals, S is the service time distribution, ¢ represents the number of
service channels at the evaluated node, K denotes the maximum capacity of
the queue, N is the size of the population of jobs to be served, and D is the
queuing discipline [39].

Queuing theory has already been used in performance analysis of computer
networks before it is applied for the performance analysis of NoCs. E.g.
authors in [74] presented a queuing model for wormhole routing with finite-
size buffers. To guarantee that circular link dependency would not occur, a
deadlock-free routing scheme was assumed. Their proposed model estimated
the network throughput in an interconnection network.

Researchers use queuing theory mainly to estimate the average perfor-
mance of NoCs, such as average throughput, average packet latency, and
average energy consumption. In general, system designers use these perfor-
mance metrics to make decisions related to buffer or link capacity and ap-
plication mapping. E.g. authors in [3] developed a close queuing network
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for mesh-based interconnection networks with deterministic routing. They
utilized approximate mean value analysis to compute average packet latency
under arbitrary source-destination probability. A novel analytical model based
on the M/M/1/K queuing model was proposed by Hu et al. [73] to quickly
analyze and detect potential performance bottlenecks in different router chan-
nels. Besides, they developed a system-level buffer planning algorithm based
on their analytical model to customize the router design. More specifically,
their developed algorithm can automatically determine the buffer depth for
each input channel in different routers on the NoC given the traffic character-
istics of the target application and the total budget of the available buffering
space. Based on the M/G/1 queuing model, authors in [105] presented how to
compute the average number of packets at each buffer for wormhole-switched
NoCs.

Apart from determining buffer capacity, the allocation of link capacities
plays an important role in the design of NoC-based systems, as information
traffic on such systems is heterogeneous. Authors in [63] presented a novel
analytical delay model based on the M/M/1 queuing model for wormhole net-
works with virtual channels and non-uniform links. Moreover, they devised a
capacity allocation algorithm based on their analytical analysis to allocate link
capacities efficiently under specified performance requirements. In [106], the
authors introduced a generic router model based on the probabilistic approach
for NoC performance analysis under consideration of mapping application.
The M/G/1/m queuing model was utilized in their work to find the blocking
probability for a buffer at an input channel.

Queuing theory has also be used to study the performance of fault-tolerant
routing algorithms and NoCs of different topologies. In [123], a new analytical
model based on probabilistic analyses and queueing theory was developed for
studying the performance of fault-tolerant routing algorithms in wormhole-
switched 2D tori. Authors in [98] utilized queueing theory to study the traffic
behavior of the spidergon NoC. In that work, message latency under different
traffic rates was modeled and verified through simulations. In [126], authors
developed an analytical model based on queueing theory to compute the
latency of their proposed adaptive routing algorithm under a different number
of elevators and different traffic patterns. The model presented by the authors
in [27] was able to estimate the communication performance of arbitrary
topology wormhole-switched NoCs with virtual channels. First, they utilized
the routing path decomposition approach to obtaining a set of ordered link
categories. Then, traditional queuing models such as M/M/1 and M/M/1/K
were used to derive the transmission latency for each network component.
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Network calculus

Le Boudec and Thiran [85] introduced the network calculus method to derive
some useful properties (such as the worst-case bounds on maximum latency,
backlog, and minimum throughput) in network-based systems. Moreover, net-
work calculus can be seen as a theory for analyzing performance guarantees
in the network. Traffic patterns and dynamic features of the network can be
characterized with help of network calculus. Thus, it has also been widely
used in the performance analysis of NoCs. Qian et al. [113] first presented
an analysis procedure based on network calculus theory to calculate the delay
bound for an individual flow interfered by other flows in a NoC. The authors
first computed the equivalent service curve for individual flows with help of
network calculus and then derived their packet delay bounds. As wormhole-
switched NoCs are widely used in NoC research, these authors later extended
their analysis procedure to be able to analyze communication delay bounds
for individual flows in wormhole NoCs, in which not only link sharing but
also buffer sharing needed to be considered [114]. In [88], network calcu-
lus was utilized to compute the delay and buffer bounds for time-division-
multiplexing virtual circuits that crossed multiple clock domains. Authors in
[13] proposed a network calculus-based methodology to analyze and evaluate
the performance of NoCs of various topologies such as mesh, spidergon, and
WK-recursive mesh. The used performance metrics were the end-to-end delay
and buffer size requirements. They found that the WK-recursive mesh outper-
formed other topologies with respect to the end-to-end delay and buffer size
requirements. In [115], authors demonstrated their network-calculus-based
worst-case communication performance analysis for 3D NoCs. Besides, their
results were verified by the simulations. Based on the experimental results,
they found that 3D NoCs do not achieve better worst-case communication
performance than 2D NoCs.

Dataflow analysis

A dataflow graph is a directed graph, in which nodes denote communica-
tion and arcs represent ordered sequences of tokens. It is generally used to
describe a model-of-computation in which some concurrent processes uti-
lize unbounded first-in-first-out (FIFO) channels to communicate with each
other [75]. Various dataflow graphs have been proposed in the literature: syn-
chronous data flow graph, cyclo-static dataflow graph, and dynamic dataflow
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graph. Initially, dataflow graphs have been widely used in embedded sys-
tems. E.g. authors in [132] utilized synchronous dataflow graphs to model
time-constrained multimedia applications. They proposed a novel resource
allocation strategy that can bind multiple synchronous dataflow graphs to an
embedded multiprocessor system under the given throughput guarantees to
each application. Bekooij et al. [15] presented how dataflow models were
used to derive the worst-case end-to-end temporal behavior of hard real-
time applications and test statistical assertions about the temporal behavior
of soft real-time applications. For NoCs, the authors in [66] used a cyclo-
static dataflow graph to compute buffer sizes in the network interface for NoC
applications, whose performance needs to be guaranteed.

In summary, the performance analysis of NoCs has been widely conducted
in both simulation-based approaches and analytical approaches. However, the
reliability of NoCs is not considered jointly in these works.

2.4.2 Reliability analysis of NoCs

Comparing to the performance analysis of NoCs, the reliability analysis of
NoCs has not received much attention. However, reliability analysis has been
widely studied for interconnection networks used in parallel systems. E.g.
authors in [81] presented a decomposition-based analytical model for the re-
liability evaluation of hypercube multicomputer systems. A hypercube is an
n-dimensional multicomputer network, in which each node represents a com-
puter and the communication between the nodes is based on message passing
protocol. Besides, communication topologies such as mesh, ring, or tree can
be embedded in a hypercube. In their proposed approach, a hypercube of a
high dimension was recursively decomposed into smaller hypercubes. First
reliabilities of smaller cubes were computed, then the reliability of the eval-
uated hypercube was obtained based on the computation of the reliability of
its decomposed cubes. Mahgoub [91] presented how to compute the relia-
bility of the cluster-based systems through analytical modeling techniques.
A cluster-based system contains processors, crossbar switches, buses, and
memory modules. Based on their experimental results, they proposed better
architecture for the cluster-based system to achieve higher reliability. Wang et
al. [145] evaluated the reliability and availability of large mesh-based multi-
computer systems under a more realistic model, in which each computer has
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an independent failure probability. They proposed a novel technique to obtain
lower bounds on the connectivity probability for mesh-based networks.

In the NoC domain, the work in [119] evaluated reliability in application-
specific mesh-based NoC architectures. They define the path reliability for a
source-destination pair as the product of the reliabilities of all routers along
the path specified by XY routing. Authors in [99] proposed a model for
computing the probability that a link of a NoC fails due to manufacturing
variation. The impacts of link faults with respect to the cycles needed for
communication were evaluated. In [31], an analytical model was proposed to
assess the reliability factor of mesh NoC based SoC design with consideration
of transient faults. The reliability factor is defined as the probability that faults
can be recovered without any effect on the functionality of an evaluated system.
Authors in [143] utilized some probabilistic and analytical models to evaluate
the system-level reliability of mesh and torus NoCs with different parameters
such as routing algorithms, traffic models, and network sizes. In the work
[35], authors proposed a reliability assessment methodology for fault-tolerant
NoCs. The methodology first divided the system into small subsystems. The
reliability of each subsystem could be obtained using a state model. Finally,
the reliability of the evaluated system could be computed from the obtained
reliabilities of its subsystems. Formal reliability analysis for a resilient routing
algorithm on 3D partially-connected NoCs was presented in [125]. However,
these works only deal with reliability analysis, while the performance of NoCs
under network faults are not taken into account.

2.4.3 Research of performability analysis
Performability analysis of computing and communication systems

Since the term performability was introduced by Meyer [94], researchers
from different fields have studied and applied the performability. In this work,
we discuss some research works related to computing and communication
systems. Ghosh et al. [56] proposed an analytic model based approach to ana-
lyze the end-to-end performance of an infrastructure-as-a-service cloud under
consideration of failures and repairs. Authors in [82] utilized a framework
named CloudSim to evaluate the performability of an infrastructure-as-a-
service cloud with help of introducing various failure modes and recovery
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mechanisms. Ma et al. [90] presented two model-based techniques namely the
exact composite model technique and the approximate model technique for
analyzing the performability of a wireless communication network system.
Based on numerical results, they found that an approximate model provided a
remarkably accurate prediction of the evaluated system performance. In [6],
the effect of access point failures on the performance of a WiFi communication
system was studied through their proposed performability model, which used
a continuous-time Markov chain to compute the steady-state probabilities.
Then a penalty as a reward was computed for each state.

Performability analysis of NoCs

In the NoC literature, performability research can be classified into two cat-
egories. Works from the first category focus on various coding algorithms
and error control schemes. For example, authors in [46] analyzed three error
control schemes with joint consideration of performance, reliability, and en-
ergy consumption. For a specified time interval, the probability to successfully
transmit a certain amount of bits in the presence of noise through a link of a
NoC was defined as the interconnect-performability. Based on the definition of
interconnect-performability from [46], traffic distribution matrix, and connec-
tivity matrix, authors in [48] proposed the performability of network topology.
The traffic distribution matrix specified the number of packets that need to be
transmitted for each end-to-end communication flow. The connectivity matrix
provided the number of links that need to be traversed by a packet from a
source node to a destination node. Performabilities of several topologies were
analyzed utilizing the proposed methodology. Authors in [127] defined per-
formability as the probability of transmitting a correct flit. Different coding
algorithms were analyzed with respect to the tradeoff between performability
and energy. However, these works dealt with only the physical layer. How to
model NoCs as a CTMC and use the Markov reward model for performability
analysis are our concern and contribution. To our knowledge, this is the first
work that analyzes NoCs based on the classical definition of performability.
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Chapter 3
Markov modeling of NoCs

As we have already explained, a Markov reward model contains two parts: a
continuous-time Markov chain and rewards. A stochastic process that satisfies
the Markov property is a Markov chain [53]. In simple terms, a Markov chain
is a stochastic process, whose future is only dependent on its current state
instead of the whole past states. It allows us to model the uncertainty in many
real-word systems that evolve dynamically in time [64].

The main focus of this chapter is about how to model NoCs as a CTMC.
Generally, some assumptions are made to model a system. Based on our
listed assumptions of NoCs in Section 3.1, a generic Markov state of 2D
and 3D NoCs are presented. Then, we apply the proposed Markov state to
three different use cases. In the first and second use cases, we focus on the 2D
mesh-based NoCs. The first use case assumes that only routers can suffer from
transient faults. Comparing to the first use case, we assume permanent faults
can occur in both routers and links in the second one. Moreover, we presented
a generic Markov model of mesh-based NoCs for each use case. The third use
case takes into account the architecture of 3D vertically-partially-connected
NoCs. Here, we focus on the permanent faults of links and TSVs. Finally, we
use a 3D partially-connected mesh of size 4x4x3 to demonstrate our proposed
Markov model.

As the size of NoCs increases, the size of their Markov state spaces grows
large as well. To evaluate large size NoCs, we develop tools to generate our
proposed Markov models and perform Markov model analysis conveniently.

3.1 CTMC model of NoCs

In our work, we focus on the architectures of 2D and vertically-partially-
connected 3D NoCs. A vertically-partially-connected 3D NoC consists of
several horizontal layers. Each horizontal layer can be viewed as a 2D NoC.
Horizontal layers are connected utilizing the TSV technology. Faults can occur
at links, routers, and TSVs [117]. To model NoCs as a CTMC, following
assumptions are made:
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* Routers may suffer from both transient and permanent faults.

* Links and TSVs suffer from only permanent faults.

* Both failure and repair time are exponential random variables.

* Links from different horizontal layers may have different failure rates. On
the other hand, they have the same failure rate on the same horizontal layer.

¢ TSVs from different interlayers may have different failure rates. However,
TSVs from the same interlayer have the same failure rate.

* Similarly, routers from different horizontal layers may have different fail-
ure rates. Moreover, on the same horizontal layer, routers may also have
different failure rates.

e The maximum allowed number of faulty routers, links, and TSVs are
limited. Each horizontal layer has the same router fault limit and the same
link fault limit. The TSV fault limit of each interlayer is equal.

In this part, we present a generic state definition that can be applied for
both 2D and 3D NoCs first. From the perspective of modeling, 2D NoC is a
special case of 3D NoC, in which only one horizontal layer exists. A state in a
CTMC represents a measurable characteristic of interest of a system at some
time after it started the operation. In our case, a state contains information
about the number of functioning routers, links, and TSVs of an evaluated
NoC. The size of a 3D NoC is (x,y,z), in which x and y represent sizes
of the dimension of a horizontal layer and z denotes the size of the vertical
dimension. In case that z is set to 1, the evaluated 3D NoC becomes a 2D
NoC. Furthermore, unlike the multiprocessor system illustrated in Section
2.3.2.4, routers from different positions on a horizontal layer may affect a
NoC'’s performance differently. When we model a NoC as a CTMC, we want
to take into account the positions of routers on each horizontal layer. Our
proposed way to consider the positions of routers is classifying routers on a
horizontal layer into different router groups.

As each horizontal layer has the same topology, it is assumed routers on
each horizontal layer can be classified into K router groups based on some
criterion. Together with the above-listed assumptions, we define a state s for
the vertically-partially-connected 3D NoCs as follows:
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S = (r(),(),r(),l,. ..,ro’j,. ..,ro’K_l,
rl,(),}"l’l,. ..,rl,j, . ..,rl,K_l,
.
ri,o,risl,...,ri’j,...,ri,K_l,
3.1
Fz—1,00Tz—1,15+ - -5 z-1,K-1>
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where r; ; denotes the number of functioning routers from the j-th router
group of the i-th horizontal layer, /; represents the functioning links of the
i-th horizontal layer, and #; denotes the functional TSVs of the i-th interlayer.
From implementation perspective, a state can be viewed as an integer array
with length of (z(K +2) — 1). The index of r; ; is (iK + j). Similarly, the
indexes of /; and ¢; are (zK +i) and ((z + 1)K + i) respectively. Furthermore,
all symbols utilized in the description of Markov modeling are summarized
in Table 3.1.

A state is called a valid state represented by s, if the following conditions
are fulfilled:

* The number of faulty routers in each horizontal layer is not greater than
the specified router fault limit: Vi € {0, 1,...,z — 1} ®,. (i) <=n,

¢ And, the number of faulty links in each horizontal layer is not greater than
the specified link fault limit: Vi € {0, 1,...,z - 1} ®;(i) <=mny

* And, the number of faulty TSVs in each interlayer does not exceed the
specified TSV fault limit: Vi € {0, 1,...,z -2} ®,(i) <=n,;

Similarly, a state is called a failure state denoted by s if the following
conditions are satisfied:

e The number of faulty routers in any horizontal layer is greater than the
specified router fault limit: 3i € {0, 1,...,z— 1} ®,.(i) > n,

* Or, the number of faulty links in any horizontal layer is greater than the
specified link fault limit: 3i € {0, 1,...,z -1} ®;(i) > n;

¢ Or, the number of faulty TSVs in any interlayer exceeds the specified TSV
fault limit: 3i € {0, 1,...,z -2} ®,(i) > n,

When any router, link, or TSV suffers from faults, the assessed NoC will
move from one state to another subsequent one. Let s, ,; represent the state
that we want to evaluate. Besides, it is assumed to be a valid state. If a
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Table 3.1: List of symbols for Markov modeling

Symbol Description

rij the number of functioning routers from the j-th router
group of the i-th horizontal layer

l; the number of functioning links on the i-th horizontal
layer

t; the number of functioning TSVs on the i-th interlayer

K the number of router groups

n, router fault limit

n; link fault limit

ny TSV fault limit

D, (i) the total number of faulty routers on the i-th horizontal
layer

D; (i) the total number of faulty links on the i-th horizontal
layer

D, (i) the total number of faulty TSVs on the i-th interlayer

Ay the failure rate of routers from the j-th router group of

the i-th horizontal layer

Hri the repair rate of routers from the j-th router group of
the i-th horizontal layer, if routers suffer from transient
faults

Ay, the failure rate of links from the i-th horizontal layer

Ay, the failure rate of TSVs from the i-th interlayer

N; j the maximum number of functioning routers from the

j-th router group of the i-th horizontal layer
tr(s;,sj) |the transition rate from state s; to state s;

component from state s, ,; becomes faulty and the index of its corresponding
element in s.,4; is P, the subsequent state represented by sy, of the state
Seval 18 defined as follows:

S () = Seval(x), ifx#P 3.2)
“” Sevat(x) =1 ifx=P '

where x € {0, 1, ..., (z(K +2) — 2)}.

Theoretically, the maximum number of subsequent states of a valid state is
(z(K + 2) — 1), which is also the length of a state. Among those subsequent
states, zK of them are generated because of router faults, z of them are
generated due to link faults, and the rest (z — 1) of them are introduced by TSV
faults. Once the assessed NoC enters into a failure state, its performance will



3.2 Use case: Markov modeling of 2D mesh-based NoCs under transient faults 45

not be taken into account. Therefore, a failure state does not have subsequent
states. The transition rates between the state s.,,; and its subsequent state
Ssupb can be computed as follows:

When any router of the j-th router group on the i-th horizontal layer suffers
from faults, s, ,; Will move to a subsequent state denoted by s,,;, with arate
of ry Ay, i If the state sy, is still valid, routers suffer from transient faults,
and the faulty routers can be repaired independently, it can be moved to the
state Syqr With the rate of (N; j — (rij — D)ptr,; = (Nijj + 1 =1 j)phr, ;-
However, if the state sy, is not a valid state or the assumed fault model is
permanent, it cannot move back to the state s,y 4;. Thus, the transient rate
is 0.

(Nij+1=rij)pr;> if ssup valid A transient fault model
0 others

tr(ssuba Seval) = {
3.3)
Similarly, when any link of the i-th horizontal layer suffers from faults, the
state Seyq Will move to a subsequent state sg,, with a rate of /;A;,. It is
assumed that links suffer from permanent faults only, therefore, there is no
transition from s., 47 back to s¢y 4.
Finally, when any TSV of the i-th interlayer suffers from faults, the state
Seval moves forward to a subsequent state s, with arate of #;1,,. Besides,
there is no transition from s.,4; back to s, as TSVs suffer from only
permanent faults.

In the following sections, we present how to apply the introduced state

definition to different use cases under consideration of different fault models.

3.2 Use case: Markov modeling of 2D mesh-based NoCs

under transient faults

Transient faults in the router are mainly caused by radiation effects. They can
be represented by a pulse with the duration subject to some distribution [117].
E.g. authors in [156] assume that the duration of a pulse characterizing some
transient faults is exponentially distributed. Some mechanisms such as time
redundancy technique introduced in [8, 104, 47] can detect the transient faults.
In our work, if a router suffers from some transient faults, it will be viewed as
faulty and its status can be known to its neighbors.
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In the first use case, we focus on the architecture of 2D mesh-based NoCs.
We only consider the faults of routers. It means that faults in links do not need
to be considered. Besides, we make the following assumptions:

* Routers are assumed to suffer only from transient faults.

* Each router has its local repair process. The local repair can be thought of
as the disappearance of a transient fault. The disappearance requires some
time.

* An evaluated NoC has a global repair process. The global repair can be
thought of as a reset and restores a NoC from any failure state to the initial
state.

Therefore, the generic state defined in Equation (3.1) is instantiated as
follows:

§s=(ro,r,....rg-1) 34

where r; denotes the number of functioning routers of the i-th router group.

To find the state space of 2D mesh-based NoCs, the first step is to determine
the router groups. Our proposed way is from the perspective of NoC topology,
which can be described mathematically using a graph that contains a vertex
set and an edge set. For the NoC, a vertex denotes a router. An edge between
two routers contains two physical channels. One is for sending packets and
the other one is for receiving packets. Vertex degree means the number of
incident edges. Routers are classified into different groups based on their
vertex degrees. The actual number of operational routers from the classified
groups form a state. As mesh topology has three different vertex degrees,
routers can be classified into three different groups: Groupg, Group, and
Group,. For example, Figure 3.1 illustrates how we classify routers on a
mesh-based NoC of size 4x4 into three different router groups.

Therefore, K is equal to 3. The routers from Groupg locate at the four
corners. The maximum size of Groupy is 4. Routers that sit in outer edges
belong to Group. The other ones that locate inside the mesh are classified
as Group,.

After we have determined the state for mesh-based NoCs, the next step is to
find out the transitions between possible states with consideration of failures,
repairs and fault limit of routers. Our proposed Markov model of a mesh-based
NoC is illustrated in Figure 3.2. The failure and repair rates related to routers
from Groupg are Ao and . Similarly, for routers from Group and Group,
they are A, u; and Ay, wup respectively. The Phase x contains such states,
whose total number of faulty routers is equal to x. When a certain number of
routers are faulty, the NoC’s performance may become so bad that it is not
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Fig. 3.1: Router groups of a mesh-based NoC of size 4x4

suitable for fulfilling communication tasks. Thus, the total allowed number
of faulty routers needs to be limited. It is denoted by n,.. A state, in which
the total number of faulty routers exceeds n,., is called a failure state. In this
figure, we assume that the router fault limit n, is at least 4.

We briefly describe the state transitions in the model shown in Figure 3.2
as follows:

e When a router from a group suffers from faults, a state moves forward to
a subsequent state. E.g. for the situation that a fault in Group, happens, it
makes the model move from state (rg, 71, r») to state (rg,r1,r, — 1) with a
rate of raA,.

e When a repair for a faulty router from a group is complete, a state moves
backward to a previous state in case that the state is not a failure state.
E.g. in state (2, ry, rp) two routers from Groupy are faulty. As each router
has its own independent repair process, this state goes back state (3, ry, r2)
with a transition rate of 2u. If the state is a failure state, the global repair
will restore the NoC to its initial state.
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Phase 2 Phase n,

Phase 0 Phase 1 Failure states
Ao, Aq, A, failure rates of Group0, Groupl and Group2 W: global repair rate
Ho» My, M, repair rates of Group0, Groupl and Group2 n,-: router fault limit

Fig. 3.2: Markov model of a mesh-based NoC under consideration of
transient faults

3.3 Use case: Markov modeling of 2D mesh-based NoCs
under permanent faults

A permanent fault will not disappear once it occurs. As an example, a broken
link on a NoC can be viewed as a permanent fault. Permanent faults are
mainly caused by structural defects. Structural defects may occur during the
chip processing process [147]. Besides, they can also happen during operation
because of aging. The aging problem is caused by several physical effects such
as electro-migration, bias temperature instability, hot carrier injection, and
time-dependent dielectric breakdown [117]. Permanent faults can be located
and detected. E.g. built-in-self test is broadly used to detect permanent faults
[153]. In this thesis, we suppose that the permanent fault of a component can
be detected and known to its connected neighbor routers.

We still focus on the 2D mesh-based NoCs in the second use case. Com-
paring to the first one, we make the following assumptions:

* Routers and links can only suffer from permanent faults, which will appear
while a NoC’s operation goes on. The lifetime of a router or a link follows
an exponential distribution.
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¢ If the number of faulty routers or the number of faulty links exceeds the
specified corresponding limit, the system moves into a failure state.

* Classify routers into 3 router groups based on their vertex degrees as
described in Section 3.2.

The generic state is instantiated for the second use case in such a way:
s = (ro,71,72,1) (3.5)

where rg, r1, and r, denote the numbers of operational routers from router
groups Groupgy, Groupy, and Group,. Similarly, [ represents the number of
functioning links.

A;: failure rate of links ny: link fault limit

Fig. 3.3: Markov model of a mesh-based NoC under consideration of
permanent faults

Our proposed model for a 2D mesh-based NoC under consideration of
permanent faults both in routers and in links is illustrated in Figure 3.3. Here,
we assume that the router fault limit n, is at least 4. 4o, 41, and A, represent
failure rates of routers from router groups: Groupy, Groupi, and Group,
respectively. Besides, A; is the failure rate of links. When a fault occurs in
a router or a link, a state transition happens. E.g. in case that a router from
Groupy suffers from a fault in the state (3, ry, 2, [), it makes the system move
from this state to the state (2,rq,r,[) with a rate of 31(. States from our
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proposed model are classified into two groups: valid states and failure states.
Once the system moves into a failure state, its performance will be treated as
meaningless. Besides, a failure state does not have any subsequent states in
comparison to a valid state.

3.4 Use case: Markov modeling of 3D partially-connected
mesh-based NoCs

In the third use case, we assume that links in horizontal layers and TSVs in
interlayers suffer from permanent faults, which will appear while a NoC’s
operation goes on. Moreover, their failure rates under exponential distribution
are constant. A link consists of two channels. One channel is for sending
packets, and the other one is for receiving packets. In case that a link is faulty,
a packet cannot traverse through it anymore. Similarly, the faulty TSVs are
discussed in a form of bidirectional faulty links through which a packet cannot
traverse in the upward and downward directions. In addition, it is assumed that
links in each layer and TSVs in each interlayer may have different failure rates.
Therefore, a Markov state can be viewed as a tuple that stores the current
number of functional links in each layer and TSVs in each interlayer. If the
size of a 3D mesh is (x, y, z), in which x and y represent sizes of dimensions
of a horizontal layer and z denotes size of the vertical dimension, the length
of a state is (2z — 1). The generic state is instantiated for the third use case as
follows:

S=(lo,ll,...,lz_l,to,l‘l,...,lz_g) (3.6)

where [; represents the functional links of the i-th horizontal layer and #;
denotes the functional TSVs of the i-th interlayer.

For the third use case, we use a 3D partially-connected mesh of size 4x4x3
as illustrated in Figure 3.4 to demonstrate how to model it as a CTMC. Three
horizontal layers (layer0, layerl, and layer2) and two interlayers (interlayerQ
and interlayerl) exist in this illustrated 3D mesh. There are 24 links in each
horizontal layer and 4 TSVs per interlayer. Figure 3.5 illustrates our proposed
Markov model. The failure rates related to links from layerO, layerl and layer2
are represented by 4;,, 4;, and 4, respectively. Furthermore, A, and 4, denote
the failure rates of TSVs from interlayerQ and interlayerl. When a certain
number of links or TSVs are faulty, a 3D partially connected mesh-based NoC
may become so congested that it is not suitable for fulfilling communication
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Fig. 3.4: An example of a vertically-partially-connected 3D mesh of size
4x4x3

tasks. Therefore, the allowed number of faulty links in each horizontal layer
or TSVs in each interlayer needs to be limited. In our work, it is assumed that
the maximum allowed number of faulty links n; is 25 percent of total links in
a horizontal layer. Similarly, the maximum allowed number of faulty TSVs n,
is 50 percent of total TSVs in an interlayer. Moreover, it is assumed that the
positions of functional TSVs can be detected and are known to all routers in
this network.

When a link or a TSV suffers a fault, a state transition happens. E.g. in
case that a fault in the first layer happens in the initial state, it makes the
model move from the state (24, 24, 24, 4, 4) to the state (23,24, 24,4, 4) with
rate of 244;,. States from our proposed Markov model are divided into two
groups: valid states and failure states. A state, in which the number of faulty
links in each horizontal layer or the number of faulty TSVs in each interlayer
does not exceed the corresponding maximum allowed limit, is called a valid
state. Otherwise, it is called a failure state. Once a failure state is entered,
performance of the evaluated network will be treated as meaningless. E.g. the
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________
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Fig. 3.5: Markov model of a partially-connected 3D mesh of size 4x4x3

state (17,18, 19,2, 4) is a failure state, as the number of faulty links in its first
layer exceeds the allowed maximum number of faulty links. Furthermore, a
failure state does not have any subsequent states.

3.5 Tools for Markov model generation and analysis
3.5.1 Markov model generator

Until now, we have presented how to model NoCs as a CTMC. As the size
of NoCs increases, the state space of their Markov models becomes large as
well. To evaluate the large size NoCs, we developed a tool to generate the
Markov states and the generator matrix for the evaluated NoCs. Figure 3.6
depicts the structure of our developed tool named Markov model generator.
Its main functionalities are listed as follows:

1. Generate valid and failure states
2. Create the generator matrix for the evaluated NoC
3. Save the generated states and generator matrix as text files
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Generate states
Configuration || oaq Markoy Create generator
file configurations| model matrix (Q)
generator » Save result as text file

Fig. 3.6: Structure of Markov model generator

The configuration parameters are stored in a configuration file in the format

of YAML [1] and listed as follows:

Size of router groups (router groups of different horizontal layers have the
same size)

Initial numbers of routers from specified router groups of different hori-
zontal layers

Failure rates of router groups of different horizontal layers

Repair rates of router groups of different horizontal layers (In case that
permanent faults are considered, we set all repair rates to zero)

Global repair rate (for use cases, in which only transient router faulty are
considered)

Initial numbers of links of different horizontal layers

Failure rates of links of different horizontal layers

Initial numbers of TSVs of different interlayers

Failure rates of TSVs of different interlayers

Fault limits of routers, links, and TSVs

The detailed implementation of the procedure of creating the generator

matrix is depicted in Algorithm 1, where:

C: configuration parameters

so: the initial state

S, : set of valid states

Sy set of failure states

IT: the dictionary storing states and their corresponding state numbers. State
is the key. E.g. the state number of s is zero

Q: the generator matrix that is a two-dimensional vector

K: the subsequent states of a valid state

u: the global repair rate
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It first creates the generator matrix based on the valid and failure states and
initializes all its elements to zeros. For each valid state, we compute its sub-
sequent states. The transition rate to each subsequent state is calculated and
stored in its corresponding position in the generator matrix. The position is
found with the help of the state dictionary Il. For such a subsequent state,
which is also a valid one, a repair rate will be computed and stored in the
generator matrix. With this repair rate, the valid subsequent state k can move
back to the valid state s. The procedures of generating subsequent states and
computing the transition rates between states have been described in Section
3.1. In case that the global repairs are taken into account, it means that a failure
state can move back to the initial state with a rate of u.

Algorithm 1 Procedure of creating generator matrix

1: procedure CreateGeneratorM atrix()

2: C « loadConfiguration(configFile)
3 S, « generateV alidStates(C)

4: Sy « generateF ailureStates(C)

5: Q «initializeQ(S,,Sy)

6: Il < createStateDictionary(S,,Sy)

7 foreachs € S, do

8: K « generateSubsequentStates(s)
9: for each k € K do

10: Q[I[s]][II[k]] « computeF ailureRate(C, s, k)
11: if isValidState(k) then

12: Q[I[k]][[s]] « computeRepairRate(C, s, k)
13: end if

14: end for

15: end for

16: if 1 > 0 then

17: for each s € Sy do

18: Q[M[s]][M[so]] « p

19: end for

20: end if

21: computeDiagonal Entry(Q)
22: end procedure

For example, we applied our Markov model generation tool to generate
valid and failure states as depicted in Section 3.2 for different sizes meshes.
We set the fault limit as 10 percent of the total number of routers. Table 3.2
provides the information of states for different size meshes. As the mesh’s size
increases, its Markov state space grows but remains tractable.
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Table 3.2: Fault limit (10 percent) and states information for meshes with
different sizes under consideration of transient faults of routers

Mesh |Fault limit|No. of total states|No. of valid states
36 4 55 35
64 7 145 110
100 10 280 230
144 15 605 530
196 20 1055 955

3.5.2 Markov model analysis

Load generator
Generator matrix
matrix

Fig. 3.7: Structure of Markov model analysis tool

Markov
analysis
tool

Compute steady-state
probs.

Compute transient prob.
matrix P(t)
Compute transient prob.

To deal with the large size of an evaluated NoC’s Markov state space,
we implement a tool to analyze the utilized Markov model. The structure of
our Markov analysis tool is depicted in Figure 3.7. It has the following main
functionalities based on the provided generated matrix:

1. Compute the steady-state probabilities of the states of the Markov model
of an evaluated NoC

2. Compute the transient probability matrix P(¢)

3. Compute the transient probabilities of the states of the Markov model of
an evaluated NoC

Our tool is implemented in MATLAB. The computation of the steady-state
probabilities is based on Equation (2.27) and Equation (2.28). We implement
the uniformization method as explained in Section 2.3.2.2 to compute the
transient probability matrix P(¢). The algorithmic description of our imple-
mentation is depicted in Algorithm 2.
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Algorithm 2 Procedure of transient probability matrix P(t)

1: procedure ComputeT ransient ProbabilityM atrix(Q,t, €)
2 e max {|gi)

3 T —1T+ g

4. P=eT"]

5: A=T

6. C — e—rt

7 k—1

8: sum «— ¢

9: while sum < 1 — € do
10: C — %”)

11: P«— P+cA

12: A — AT

13: sum «— sum+c
14: ke—k+1

15: end while
16: return P
17: end procedure

Generally, € is set to 0.00001. After the transition probability matrix P(t)
is computed, the transient probabilities of the states from the utilized Markov
model at time ¢ can be computed using Equation (2.22) given the initial
distributions of the states.

In our work, we focus on two types of performabilities: long-term performa-
bility and transient performability. For long-term performability evaluation of
aNoC, the long-term steady-state probabilities and the corresponding rewards
of the valid states from its Markov model are required. Similarly, the transient
probabilities and the rewards of the valid states from its Markov model are
needed for transient performability evaluation. Up to now, we present how to
model a NoC as a CTMC, compute steady-state or transient probabilities of
states from the used Markov model of an evaluated NoC. We will present how
to compute rewards for the utilized Markov model of a NoC in Chapter 4.
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Chapter 4
Performance metrics and their computation

By now, we have already presented how to model NoCs as a CTMC. To per-
form performability analysis, we need two parts: a CTMC and performance
metrics for its valid states. From Chapter 3, we know that a Markov model
of a NoC consists of many states usually. Therefore, efficient computation of
performance metrics is a new challenge for the performability analysis of large
size NoCs. This chapter mainly focuses on performance metrics and how to
compute them efficiently. In Section 4.1, a performance metric named commu-
nication time and an analytical approach to computing it is presented. Section
4.2 introduces another performance metric named fault resilience. Moreover,
we propose an approach based on the channel dependency matrix to compute
it faster. A machine learning based approach to estimating communication
time and fault resilience is demonstrated by a mesh-based NoC of size 8x8
in Section 4.3. Finally, we present a multi-threading based tool to accelerate
computations of performance metrics for valid states in Section 4.4.

4.1 Communication time

In this section, we introduce the definition of communication time first. Then,
an analytical approach to compute communication time is proposed and veri-
fied. Communication time can be interpreted as the time to finish the specified
communication load. As the purpose of a NoC is to perform communication
between its connected computing cores or memories, communication time is a
fair metric to assess the performance of a NoC. Furthermore, we demonstrate
our proposed approach to computing communication time with mesh-based
NoCs.
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4.1.1 Definition of communication time

The definition of communication time is based on another two definitions:
communication flow and communication round. Their relationships are illus-
trated in Figure 4.1. In other words, communication time is the time to fulfill a
communication task, which requires many communication rounds normally.
Besides, one communication round consists of some communication flows.

Communication
flow

contains

Communication
round

utilizes

Communication
time

Fig. 4.1: Relationship between communication time, communication round,
and communication flow

In our model, a node is defined as a processing core that is only connected
to one router on a NoC. The router and its connected node share the same
index. E.g. node 0 is connected to router 0. All symbols used in the description
are summarized in Table 4.1.

4.1.1.1 End-to-end communication flow
The communication between any two different nodes connected to routers

i, j € Ais defined as an end-to-end communication flow f;_, ;, where i denotes
the source and j denotes the sink.
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Table 4.1: List of symbols for communication time

Symbol Description

A Set of router ids

Jfisj An end-to-end communication flow from node i to
node j

I1; The " communication round

n(Il;) The number of successfully delivered packets in the
i*"" communication round

tinj Injection delay from a source node to a source router

tej Ejection delay from a destination router to a destina-
tion node

o(R; — Rj) |Network latency from router i to router j

o(fisj) Latency of an end-to-end communication flow from
node i to node j

o (I1;) Latency of the i communication round

CcT Communication time

N The specified number of packets for which commu-
nication time is determined

CR;>R; Set of channels that make up a path from router i to
router j

|CRr,>R; Hop count from router i to router j

b Physical channel bandwidth

bs Shared channel bandwidth

tr Routing computation delay of a head flit

ts Switching delay of a flit

trouter Time to traverse a router. For a head flit, t,ouzer =
tr + ts. For body and tail flits, t,-ourer = s

tehannel Time for a flit to traverse a channel

cB Bottleneck channel that has minimum shared channel
bandwidth

4.1.1.2 Communication round

A communication round II = {fi; : i,j € A} is a set of end-to-end
communication flows, in which all source nodes are different and every node
delivers one packet to its destination that is selected based on the utilized traffic
pattern. All packets have the same number of flits. Moreover, it is assumed that
all source nodes send packets at the same time. A communication round in
which the set of sources is a strict subset of A, is called a partial communication
round. Similarly, if the set of sources in a communication round is equal to A,
it is defined as a full communication round.
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4.1.1.3 Latency of an end-to-end communication flow

Latency of an end-to-end communication flow is defined as the time span
from the moment a packet is generated at a source node to the time when it
is delivered to a destination node. It is the sum of injection delay, network
latency and ejection delay. Formally, it is expressed as follows:

U(ﬁ—)j):tinj"‘o—(Ri_>Rj)+tej “.1)

Injection delay is defined as the time, which is taken by a packet to pass through
the channel from the source node to the source router. Network latency is the
time that a packet takes to traverse from the source router to the destination
router. Ejection delay is the time that a packet needs for crossing the channel
between the destination router and the destination node. Additionally, the
queuing delay at injection is zero because packets are injected into an empty
network.

Figure 4.2 illustrates an end-to-end communication flow f3_,; on a mesh-
based NoC of size 3x3. Its latency is computed as follows:

0(f351) = tinj; +0(R3 = Ry) + 1o,

4.1.1.4 Latency of a communication round

Latency of a communication round is the time that a NoC needs for delivering
all packets in this round. It is determined by the maximum latency of all
involved flows.

o(Il;) = Jhax a(f) (4.2)

Figure 4.3 depicts a partial communication round on a mesh-based NoC
of size 3x3, in which three end-to-end communication flows exist. These
communication flows are: f3_,1, f5s—1, and fs—>. The latencies of these com-
munication flows can be calculated as follows:

0 (f351) = tinj; +0(R3 = Ry) + 1o,
0 (f5-1) = tinjs + 0(Rs — Ry) + 1,
0 (fo—2) =tinj, + 0(Rs = R2) + 1o,
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Fig. 4.2: Example of an end-to-end communication flow on a mesh-based
NoC of size 3x3

The latency of this partial communication round is equal to the largest latency
of o (f3-1), o (fs1), and o (fo—2)-

4.1.1.5 Communication time

Communication time is the sum of the latencies of all utilized full communi-
cation rounds for successfully delivering the specified number of packets N. If
the number of totally needed communication rounds is M, the communication
time is defined as follows:

M-1

M M
CT = Z o (I1;), where Z n(Il;) < N A Z n(Il;) > N 4.3)

i=1 i=1 i=1

The usage of many full communication rounds enables us to assess a NoC’s
performance thoroughly, because different source-destination pairs are used
in each round.

In order to calculate communication time, the problem of computing the
latency of an end-to-end communication flow needs to be solved first. As differ-
ent flow control methods may produce different network latencies, wormhole-
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Fig. 4.3: Example of a communication round on a mesh-based NoC of size
3x3

switched flow control method is assumed in our model. In this method, each
message is divided into packets, and each packet is further divided into a fixed
number of flits. A packet encompasses a head flit, a tail flit, and some body
flits. To facilitate constructing the model, the following assumptions are made:

1. A port of a router contains one input unit and one output unit. Each input
unit consists of only one first-in-first-out (FIFO) buffer, which is applied to
store incoming flits. All routers in the network need the same time to make
routing computation and switching.

2. Physical channels have the same bandwidth b. If the time a flit traverses a
channel i channet, tinj and t.; are equal to tcpannel-

4.1.2 Zero-load latency

The network latency of a wormhole switched packet contains two parts: the
latency of the head flit and the latency of the subsequent flits. The latency
of the head flit is determined by router delay 7,,,¢er, channel delay t.panner
and hop count |Cg, g, | between the source and destination routers. A router
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uses the head flit for routing computation. Then it transmits the head flit to the
next router. Therefore router delay is composed of routing computation and
switching for the head flit. Other subsequent flits follow the head flit through
the NoC in a pipelined manner. Their latencies are determined by their size
and maximum delay from switching and channel [41].

In general, the network delay of an m-flit packet is calculated as follows:

o(R; = R;j) = [(|ICr,—R; | +1) X (g +15)
+(|CRi—>Rj |) X tchannel] (44)
+[max(t5, tchannel) X (m - 1)]
Equation (4.1) of latency of an end-to-end communication flow is rewritten
as follows:
U(ﬁ—)]) =2x Ichannel + O-(Rl - R])
= [(ICr»r; |+ 1) X (tr +15) + (|ICR,—R;| +2) X tchannel] (4.5)
+[max(t5, tchannel) X (m - 1)]
Figure 4.2 depicts an example of an end-to-end communication flow f3_,;
on a mesh-based NoC. We assume that tg = ts = 1 cycle, b =1 flit/cycle
and a packet contains 3 flits. A time-space diagram shown in Figure 4.4

confirms that its latency is 12 cycles. According to Equation (4.5), we compute
the latency of communication flow f3_,; as follows:

O—(f3—>1) = [(lCR3—>R] | + 1) X (tR + tS) + (|CR3—>R1 | + 2) X tchannel]
+max(tS’ tchannel) X (m - 1)
=[QR+1)x2+2+2)x1]+2=12

where |Cr,—R,| = 2, tchannet = 1 cycle and m = 3. As can be seen, the

computed result based on Equation (4.5) is the same as the result from the
illustrated time-space diagram.
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Fig. 4.4: Time-space diagram of an end-to-end communication flow on a
mesh-based NoC of size 3x3

4.1.3 End-to-end communication flow latency with multiple flows
in NoC

If more than one end-to-end communication flow sends packets at the same
time, they may overlap at some channels, which leads to network contention.

4.1.3.1 Shared channel bandwidth

In order to consider the effect of network contention, we introduce a new
concept named shared channel bandwidth. Figure 4.5 depicts a communi-
cation round consisting of three flows: f3_,1, fs—1 and f7_1. We make two
assumptions for this network: it uses XY routing and each channel’s physical
bandwidth is 1 flit/cycle. All these flows arrive at Router R4 at the same
time and want to use its south output channel c¢;3. Two different arbitrations
can be used to solve their conflicts: winner-takes-all and interleaving. In both
cases, the south output channel needs the same total time for transmitting the
three flows. The effect is that this channel’s bandwidth is shared by them. For
each flow, the shared channel bandwidth of cg is % flit/cycle. Intuitively,
if a channel with physical bandwidth b is used by n flows, its shared channel
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bandwidth is computed as:

(4.6)

f3—>1

3 4 5 — @
inj3 ________ L m]s.

Fig. 4.5: Flows arrive at Router R4 at the same time

4.1.3.2 Refined computation of shared channel bandwidth

Results from Equation (4.6) are pessimistic in some cases. Figure 4.6 illustrates
another communication round containing three flows: f3_,9, fa—13, and f7_9.
XY routing is used on this network, and every channel has same physical
bandwidth 1 flit/cycle. All these three flows use channel c¢;3, whose source
router is Rs and target router is Rg. Therefore, the shared channel bandwidth
of cp3 18 % flit/cycle. However, the hop counts from R3, R4, and R7 to Rs are
3, 1 and 2 respectively. The header flits of these flows arrive at Rs at different
time. In the beginning, f4_,13 uses cp3 without contention. When flits of f7_,9
arrive at Rs, fa—,13 and f7_,9 have to compete for c,3. After flits of f3_,9 arrive
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at Rs, these three flows have contention at c3 for some time. In this case, f7_9
and f3_,9 contribute only parts of their flits to contention on c;3. It means the
shared channel bandwidth of c,3 should be larger than % flit/cycle.

of

Fig. 4.6: Flows arrive at Router Rs at different time

In order to refine calculation of a channel’s shared bandwidth, the positions
flows’ source routers that use the channel should be taken into account.

Algorithmic description of our proposed refinement procedure is given in
Algorithm 3, where:

¢ — Channel, whose shared channel bandwidth will be refined

A(c) — Set of end-to-end communication flows in a communication round
uses channel ¢

|A(c)| — Cardinality of A(c)

sR. — Source router of channel ¢

sRy — Source router of end-to-end communication flow f

nFy —Number of flits that flow f contributes to the contention on channel
c

m — Number of flits a packet contains

minHop — Minimum hop count

dictHop — A dictionary storing flows and their corresponding hop counts
and flow is the key
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e dictHop[f] — Hop count from the source router of flow f to the source
router of channel ¢: |Csg, —sr. |
e sumProp — Sum of flows’ effective proportions that use channel ¢

This refinement procedure is performed only for channels that are used
by more than one end-to-end communication flow. It mainly does three jobs.
First, for each flow f, it computes the hop count from its source router to the
source router of the channel ¢ and stores the calculated result into a dictionary
structure (Lines 6 — 9). After that, it finds the minimum value from these
calculated hop counts (Line 10). Its second job is to compute the sum of these
flows’ effective proportions (Lines 11 — 16). For each flow f, the number of
flits it contributes to the contention on channel c is estimated as follows:

nFr =m—|dictHop[f] — minHop| 4.7

If the computed result is negative, it means this flow’s source router locates

Algorithm 3 Procedure of refining shared channel bandwidth

1: procedure ReriNeSCB(c, A(c), m)

2 if [A(c)| > 1 then

3 minHop =0, sumProp =0

4: Let dictHop be a new dictionary
5: sR. = GetSrcRouter(c)

6: for Vf € A(c) do

7 sRy = GetSrcRouter (f)
8: dictHop|[f]=CalcHopCount(SR.,SRy)
9: end for

10: minHop = GetMinHop(dictHop)
11: for Vf € A(c) do

12: nFy =CalcNumFlits(f)
13: if nFy >0 then

14: sumProp += %

15: end if

16: end for

17: bS(C) = m

18: else

19: bs(c)=b

20: end if

21: end procedure

too far from channel ¢’s source router. This flow does not contribute any flit
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to the contention on channel c. In another word, sumProp can be thought of
as the effective number of flows using channel c. Finally, channel ¢’s shared
bandwidth is computed at line 17.

We refine channel ¢, s shared bandwidth using the proposed procedure. If
m is assumed as 5, then bg(c3) is equal to ﬁ flit/cycle, which is greater
than % flit/cycle.

4.1.3.3 Estimation of end-to-end communication flow latency with
network contention

Aflow f;_,; uses a set of channels Cg, g o deliver its packet. These channels
have their own shared channel bandwidths under network contention. The
time the head flit needs to traverse them is summed up channel by channel:

> ﬁ. The bottleneck channel cp is used to represent the channel,
YkeC R;— Rj

which has the minimum shared channel bandwidth: e Igin bs (k). Overall
€ R,~~>Rj

latency of the flit pipeline is determined by the larger value of switching delay
and bottleneck channel delay. As network contention of a communication
round exists only in channels between routers, t;,; and z.; are still equal to
tchannel- Equation (4.5) is modified based on these changes to estimate the
end-to-end communication flow latency under network contention:

o (fimj) = [(ICrR—Rr; | + 1) X (tr +15) +

+2x tchannel] +
vicErex, PSF) (4.8)

[max(is, ——) x (m - 1]

bs(cg)

4.1.4 Evaluation of proposed equation and refinement procedure

For the purpose of experiments and evaluation, we implemented a program
named fnoc in C++ to compute the latency of a communication round for mesh
NoCs. In the first step, it computes routes for end-to-end communication
flows in the provided communication round. After that, each flow knows
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which channels it passes through. And each channel knows which flows use
it. Then it computes the shared channel bandwidth for each flow based on the
proposed refinement procedure. In the last step, the latency of each flow could
be computed using the proposed Equation (4.8). The maximum value is the
latency of this communication round.

To validate the accuracy of our proposed method, we compare it with
a cycle-accurate NoC simulator [152]. We extended it with fault injection.
If a router suffers from faults, it cannot send and receive flits. Its directly
connected neighbors know its status. If a packet cannot be further delivered, it
is discarded and not counted as a successfully delivered packet. Furthermore,
we assign the input buffer size to 1000 flits in order to make sure it is large
enough for storing incoming flits.

We use following parameters in both programs:

* Routing delay (zg): 2 cycles

» Switching delay (t5): 1 cycle

* Physical channel bandwidth (b): 1 flit/cycle
» Packet size: 20 flits

* Routing function: XY and FTNF

Totally, three different test cases were carried out on meshes of varying
sizes: 36 (6 x 6), 64 (8 x8), 100 (10 x 10), 144 (12 x 12), and 196 (14 x 14)
with consideration of two different routing algorithms (XY and FTNF):

* Partial communication round containing only one flow and full communi-
cation round under fault-free condition and two routing algorithms

» Partial communication round containing only one flow and full commu-
nication round under fault condition of 10 percent faults and two routing
algorithms

¢ Partial communication round containing only one flow and full commu-
nication round under fault condition of 20 percent faults and two routing
algorithms

All experiments were carried out on the same host machine equipped with
Intel Core Duo processor at 2.4 GHz and 12 GB RAM.
4.1.4.1 Evaluation case: fault-free

In the case of a fault-free situation, 1000 communication rounds were first
generated for each mesh NoC, to be simulated with the simulator and fnoc.
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(b) Average latency comparison under fault-free condition and FTNF routing

Fig. 4.7: Average latency comparison under fault-free condition
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Average latencies and simulation times from both programs for different size
mesh NoCs and two different routing algorithms (XY and FTNF) are listed
in Figure 4.7a, Figure 4.7b and Table 4.2 respectively. As can be seen, the
estimated latencies from finoc for partial communication rounds are almost
the same as the results from the simulator. In addition, our program’s average
accuracy for estimating latencies of full communication rounds under XY
routing is 96.84%. In contrast, the average accuracy for computing latencies
of full communication rounds under FTNF routing is 98.71%. Of particular
interest is the average speedup of 53 that we achieve in comparison to the
simulator.

Table 4.2: Simulation time of full round under fault-free condition

XY (ms) FTNF (ms)
Mesh

simulator |fnoc simulator |fnoc
36 7.54 0.12 7.83 0.14
64 15.12 0.26 16.23 0.32
100 28.32 0.53 31.21 0.58
144 44.92 0.89 46.46 0.96
196 69.25 1.42 72.35 1.51

4.1.4.2 Evaluation case: 10 percent faults

In this evaluation case, 500 different fault combinations were generated for
each mesh at first. The number of faulty routers is 10 percent of the total
number of routers. For each fault combination, 100 communication rounds
were generated and then used in both programs. Thus, 50000 communication
rounds were evaluated for each mesh. Average latencies of XY and FTNF
routings and simulation time from both programs are given in Figure 4.8a,
Figure 4.8b and Table 4.3. Comparing to fault-free cases, our program achieves
an average speedup of 71. Furthermore, it achieves the average accuracies
of 95.87% and 98.76% for full communication rounds under XY and FTNF
routing algorithms respectively. For partial communication rounds, it provides
results that are quite close to that as offered by the simulator.
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Fig. 4.8: Average latency comparison under fault condition (10 percent)
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Table 4.3: Simulation time of full round under fault condition (10 percent)

XY (ms) FTNF (ms)
Mesh

simulator |fnoc simulator (fnoc
36 5.71 0.073 6.48 0.098
64 11.26 0.15 14.71 0.24
100 20.03 0.27 26.43 0.44
144 39.04 0.43 41.72 0.71
196 51.90 0.65 65.44 1.11

4.1.4.3 Evaluation case: 20 percent faults

For this evaluation case, we first generated 500 random fault combinations for
each mesh. The number of faulty routers is 20 percent of the total number of
routers. Then 100 full communication rounds were generated and used in both
programs. Therefore, we evaluated 50000 communication rounds for each
mesh. Average latencies of XY and FTNF routings and simulation time from
both programs are given in Figure 4.9a, Figure 4.9b and Table 4.4. As can
be seen, our program obtains the average accuracies of 97.78% and 98.52%
for full communication rounds under XY and FTNF routing algorithms re-
spectively. Moreover, it achieves nearly the same results as produced by the
simulator for partial communication rounds under both routing algorithms.
It is worth mentioning that the average speedup of 95 that we achieve in
comparison to the simulator.

Table 4.4: Simulation time of full round under fault condition (20 percent)

XY (ms) FTNF (ms)
Mesh

simulator |fnoc simulator |fnoc
36 5.21 0.041 5.72 0.075
64 10.38 0.096 13.24 0.17
100 18.57 0.17 22.57 0.29
144 28.94 0.24 39.22 0.53
196 39.52 0.37 53.27 0.76
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Fig. 4.9: Average latency comparison under fault condition (20 percent)
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4.2 Fault resilience

In this section, we detail another reward metric named fault resilience and a
fast approach to computing it. The ratio of the successfully delivered packets
to the total number of injected packets is defined as fault resilience (F) in
our work. The total number of injected packets is equal to the sum of the
successfully delivered packets and the dropped packets because of faults.
Fault resilience is an indicator of how reliable a NoC is in terms of connected
paths. Its expression is given in Equation (4.9), where:

e P: number of the successfully delivered packets
e P,: number of the totally injected packets

F= Li] 4.9)

Py

The commonly used approach to analyzing the fault resilience of fault-tolerant
routing algorithms is to use a cycle-accurate simulator. In this work, we
introduce a fast approach to computing fault resilience based on channel
connectivity matrix and search instead of simulations. Our proposed approach
is exemplified using FTNF routing. It achieves a considerable speedup in
comparison with lengthy simulations.

4.2.1 Powers of adjacency matrix

In graph theory, the adjacency matrix is one way to represent a network. It is
a square matrix with rows and columns labeled by the graph’s vertices. The
elements of the matrix indicate whether pairs of vertices are adjacent or not
[92]. Mathematically, the adjacency matrix A of a graph G having n vertices
(vo,V1,...,Vu—1) is an n X n matrix with elements A; ; such that

A 1, if there is an edge from vertex v; to vertex v;
" 0 otherwise

For example, let G be the 5-node directed graph with 6 edges illustrated
in Figure 4.10. Its adjacency matrix Ag, is given as follows:
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s

Fig. 4.10: A 5-node directed graph with 6 edges

01011
00101
Ag,=[00000
00001
01000

A path in a graph is an alternating sequence of vertices and edges, where
for each edge {v; — v;} in the path, vertex v; is the element before the edge,
and vertex v; is the element after the edge. The length of a path is the number
of its edges [150]. E.g. in Figure 4.10, there is a path from vertex vg to vertex
vy of length 2:

0{0—>1}1{1—>2}2

It has been proven that the ;' entry of A™ gives the number of paths
from the vertex v; to the vertex v; of length m [102, 43]. For example, the
third power of the adjacency matrix of the illustrated 5-node directed graph is
computed and given in Equation (4.10):

02101
00101

AL, =100000 (4.10)
00101
01000
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It provides the number of paths of length 3 for any two vertices of the
exemplified 5-node directed graph. As can be seen, the entry at the first row
and the second column of A3GO(0, 1) is equal to 2, which means there are two
paths of length 3 from vertex v to vy:

0{0>3}3{3>54}4{4—>1}
0{0->1}1{1 -4}4{4—>1}

Connectivity matrix denoted by S of a graph is expressed by Equation
(4.11):

ﬁ:iAi 4.11)
i=1

It is the sum of powers of a graph’s adjacency matrix, where the upper bound
is up and the lower bound is 1. With help of connectivity matrix, we can find
the number of paths between any node pair using the number of edges from
one to up.

4.2.2 Channel connectivity matrix

To compute fault resilience, we need to determine whether any source and
destination nodes are connected or not. In Section 4.2.1, it is known that the
powers of the adjacency matrix of a graph give the total number of paths
between any node pair. However, we cannot use the connectivity matrix (3)
directly for NoCs. The reason is that we need to take into account the turns
introduced by different routing algorithms to avoid deadlocks. Such turns are
not considered in the adjacency matrix.

4.2.2.1 Channel dependency matrix

As adjacency matrix does not model such restricted turns, the authors in
[100, 101] take them into account by utilizing the channel dependency matrix
denoted by @. A channel dependency matrix is a square matrix with rows
and columns labeled by the channels of a NoC, with a 1 or O in position
(i, j) according to whether a flit can be forwarded from the channel c; to the
channel c;. That is to say, the adjacency matrix models the node connectivity
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relationships of a graph. And, the dependency relationships between channels
are modeled by the channel dependency matrix.

In Figure 4.11, the forbidden turns of a mesh-based NoC of size 3x3 under
FTNF routing algorithm are illustrated. Its channel dependency matrix @33 is
shown in Equation (4.12). This NoC has totally 24 channels: cg, ¢y, ..., ¢23.
As can be seen, the channel c( is connected to channel c3 through router
1. Because of FTNF routing, the east to south turn should be forbidden, the
value of ®@3,3(0, 3) is set to 0. As turns from a negative direction (S or W) to
a negative direction or a positive direction (N or E) or turns from a positive
direction to another positive direction are allowed, values of such entries are
set to 1, such as @3,3(3, 11), P3,3(3, 13), P3,3(11, 14) and so on.

Co Gy
G ET [0 R
pe Tpe e N
C7 Clo Cl4
C8 Cll
=’ 4 -
C13) - Cie] 3 w E
rl Co p C12 1 p C1s
S
C17 Cio C
Cis X Co ¥
6 =] 7 " — 8
C21 C23

Fig. 4.11: Forbidden turns of a mesh-based NoC of size 3x3 under FTNF
routing
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Desh3xs =

001000000000000000000000
000000011100000000000000
000000000000000000000000
000000000011110000000000
110000000000000000000000
000000000000001110000000
001110000000000000000000
100000000000000000000000
000000000011000000000000
000000000000000001100000
001000000000000000000000
000000000000001000000000
000000000000000000011100
000000011100000000000000
000000000000000000000000
000000000000000000000011
000000000011110000000000
000000011000000000000000
000000000000000000011000
000000000011000000000000
000000000000000000000CO1O0
000000000000000001100000
000000000000001000000000
000000000000000000011100
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4.12)

Besides restricted turns, the faults of routers or channels can also be mod-
eled in the channel dependency matrix. If a channel is faulty, all the entries
from it or to it in the channel dependency matrix will be set to zero. Similarly,
in case of a faulty router, it can neither send packets to its neighbors nor
receive packets from its neighbors. All entries from or to its output channels
are made equal to zero. Besides, all entries to its input channels need to be
cleared to zero. E.g. we assume that router 1 in Figure 4.11 is faulty. Its output
channels are: c;, ¢3, and c4. The router 1 has three neighbors from directions:
east, south and west. Its corresponding input channels are cg, c19, and ¢g. The
channel dependency matrix @,,¢,3x3 shown in Equation (4.12) is modified
as follows with consideration of the assumed fault in router 1:
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000000000000000000000000
000000011100000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000001110000000
000000000000000000000000
000000000000000000000000
000000000001000000000000
000000000000000001100000
000000000000000000000000
® ~1000000000000001000000000
mesh3x3=1000000000000000000011100
000000011100000000000000
000000000000000000000000
00000000000000000000001 1
000000000001110000000000
000000011000000000000000
000000000000000000011000
000000000001000000000000
000000000000000000000010
000000000000000001100000
000000000000001000000000
000000000000000000011100

(4.13)

4.2.2.2 Powers of channel dependency matrix

Inspired by the concept of connectivity matrix, the authors in [101] define the
channel connectivity matrix (CC M) as the sum of powers of a NoC’s channel
dependency matrix, where the upper bound on exponents is u; and the lower

bound is 1.
up

CCM =) & (4.14)
i=1
For a mesh of size n X m, the upper bound u, of its CCM is 2 « (n+m) — 1,
because the i power of channel dependency matrix becomes zero when i is
not smaller than the mesh’s size.
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The total number of connected paths between any source-destination pair
with consideration of restricted turns and faulty routers can be computed using
Equation (4.15), where:

Psrc,dest = Z Z CCM(OsrC» Idest) (415)

Osrec ldest

* Oy, denotes the output channels of a source router
* 1[4 represents the input channels of a destination router

If the number of connected paths of a source-destination pair is greater than
zero, we set its connectivity to one, otherwise, its connectivity is zero.

The matrix presented in Equation (4.16) is the channel connectivity matrix
of the mesh-based NoC of size 3x3 with two faulty routers (router 4 and
router 8), which is depicted in Figure 4.12. Here, the source router is 6
and the destination router is 2. The output channels of router 6 are c17 and
c13. The input channels of router 2 are ¢, and cj4. According to Equation
(4.15), the number of connected paths of the source-destination pair (6, 2) is
equal t0 CCMpnesh3x3 ( 17, 2) +CCMnesn3xs ( 17, 14) + CCMmeSh3x3(18’ 2) +
CCM,pesn3x3(18,14) = 1. This unique path is illustrated in dashed line and
consists of channels: c¢;7, ¢7, ¢g, and c».

o
T
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1
1
1
1
v

=
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C17

Fig. 4.12: A mesh-based NoC of size 3x3 with two faulty routers
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In fact, we cannot use CCM alone to compute connectivities in the presence
of multiple faults. On the one hand, Py, q4es: gives the theoretical number of
the connected paths between a source-destination pair. However, the FTNF
algorithm cannot use all of them. It is possible that the path chosen by the
FTNF algorithm cannot reach the destination. Therefore, the connectivity
may be zero even if some connected paths exist. For example, assume the
source router 6 illustrated in Figure 4.12 chooses the east direction instead
of north first, then the packet will arrive at router 7. Because the east and
north neighbors of router 7 are both faulty, the packet cannot be forwarded
anymore and will be dropped. Thus, the connectivity of the source-destination
pair (6,2) is zero. On the other hand, as the mesh’s size increases, the size of
its corresponding channel dependency matrix grows drastically. Furthermore,
the upper bound of its CCM grows as well, which results in much time needed
by matrix multiplications that are applied in CCM.
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4.2.3 The fast approach to computing connectivity

To avoid much time required by the CCM computation, we limit the upper
bound of CCM to three, which is denoted by CC M3. The reason for choosing
three is that it reflects the implementation of the FTNF routing algorithm in
the simulation. Through CC M3, we can determine the number of connected
paths for any source-destination pair, whose distance is not greater than four
hops under the FTNF routing algorithm.

Obviously, we cannot only use CC M3 to determine connectivity between
any source-destination pair for large size meshes. Our approach is able to
overcome this limitation. It is a combination of lookup and search, which
select the same paths as specified by the FTNF routing algorithm. CCMj3
is used as a dictionary in lookup part. The purpose of the search is to find
intermediate points that are along the path specified by the FTNF algorithm
for a source-destination pair.

The algorithmic description of our proposed approach is given in Algorithm
4, where:

* src: source router of a source-destination pair

e curr: current router that a source-destination pair chooses. Initially, curr is
set to src

* dest: destination router of a source-destination pair

It works in a recursive manner. It first checks three trivial cases (Lines 2 — 10).
For the destination to NE direction, a packet can reach its destination router
only through its west or south input channels. If the hop count between any
source-destination pair is smaller than four, its connectivity can be determined
by looking up CCM3 (Lines 20 — 22). For other cases, we figure out the
connectivity by means of intermediate points (Lines 23 —25). The procedure
of finding intermediate points is similar to the routing itself. It depends on
the direction and is aligned with our implementation of the FTNF routing
algorithm.

In Algorithm 5, the description about finding intermediate points for the
destination to NE is listed. When Ay is equal to Ay, the desired intermediate
point is the router, which locates at the N E direction and its offset to the current
router is (2,2). In case that it is reachable, it is returned as the source router
in the next round (Lines 3 — 7). Otherwise, the potential intermediate points
need to be prepared in the explicit order based on their offsets to the current
source router, which are: (2, 1), (1, 2), (2,0), (0, 2). We loop over the potential
intermediate points. When one of them is reachable, it will be returned. If all of
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Algorithm 4 Procedure of finding the connected path of a source-destination
pair

1: procedure findPath(src,curr,dest, CCM3)
2: if curr = InvalidN ode then

3: return(
4: end if
5: if getSratus(curr) =0 || getStatus(dest) = 0 then
6: return(
7: end if
8: if curr = dest then
9: return 1
10: end if
11: direction « getDestT oSrcDirection(curr, dest)
12: Ay « |dest.x — curr.x|
13: Ay « |dest.y —curr.y|
14: if (direction = E || direction=W) & A, =1 then
15: return 1
16: end if
17: if (direction = N || direction=S) & A, =1 then
18: return 1
19: end if
20: if direction=NE & (Ax <3 & Ay <3) then
21: return lookU p(curr,dest, direction, CCM3)
22: end if
23: intermediate Point «—
24 findIP(src,curr,dest,direction, Ay, Ay, CCMs3)
25: return findPath(src,intermediatePoint,dest, CCMs3)

26: end procedure

them cannot be reachable, it implies a packet cannot proceed to its destination,
and an invalid node is returned (Lines 8 — 14). When A, is not equal to A,
the first step is to compute the desired intermediate point, which locates at
the N or E direction to the current router with a hop count of d that is the
absolute value of difference between A, and A, (Lines 16 — 24). In case that
the connectivity to the computed desired intermediate point does not exist,
then we find the next reachable intermediate point towards the destination
direction step by step (Lines 25 — 28).

Figure 4.13 illustrates how to compute connectivity based on our proposed
approach. The current source router is 25 and destination router is 5. Routers
7, 10, 24 and 26 are faulty. The offsets between routers 25 and 5 is (4,4),
therefore we need to find intermediate point to compute the connectivity
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Algorithm 5 Procedure of finding the intermediate point: destination to NE

direction

1: procedure findl P(src, curr,dest,direction, Ax, A, CCMj3)

2:

A

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

if direction = N E then
if Ay = A, then

Pdesired < getNeighbor(curr, NE,2,2)
if CCMs(curr, paesirea) > 0 then

return pgesired
end if
® « getPotentiallntermediate Points(curr)
for Vp € ® do

if CCM;(curr, p) > 0 then

return p

end if
end for
return InvalidN ode

else

d— Ay — Ay
if d > 4 then
d—4
end if
if Ay > A, then
Pdesired «— getNeighbor(curr,E,d)
else
Pdesired «— getNeighbor(curr,N,d)
end if
if CCMs(curr, paesirea) > 0 then
return Pdesired
end if
return searchl PStepwise(curr, dest)

end if
else if ... then > other direction cases

32: end procedure

between them. In the first round displayed in green dashed line, the desired
intermediate point is the router 15. By looking up CC M3, we determine that
it is reachable. In the next round displayed in purple solid line, we check the
connectivity between routers 15 and 5. As the their offsets are (2,2), which
means their connectivity can be looked up in CC M3. In this example, we can
determine the connectivity between routers 25 and 5 only using two lookups.

Another example is depicted in Figure 4.14. The destination router 8 is

located in the north-west direction of the source router 35. The x-offset between
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Fig. 4.13: Example of computing connectivity of a north-east
source-destination pair

them is 3. Thus, the connectivity between source router 35 and router 32 is
looked up in CC M3 in the first round. As the router 32 and the destination
router 8 are on the same column, the statuses of north and north-west neighbors
of the router 32 are checked. If any of them is faulty, then the north neighbor
of the router 32 is returned as an intermediate point. In the second round,
the connectivity between router 32 and the destination router 8 needs to
be computed. As can be seen, the destination router is located in the north
direction of the router 32. In this situation, we first check whether the source
router (src) and the current router (curr) are the same or not. If they are the
same, it means the source-destination pair is in the first round. The statuses
of the north and north-west neighbors of the source router will be checked. If
both of them work well, then the north-west neighbor will be returned as an
intermediate point. Otherwise, the north neighbor of the current router will be
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returned. If the source router and the current router are not the same, it means
we should keep forwarding towards the north. In this example, we should
continue towards the north direction at router 32. As the y-offset between the
destination router 8 and the current router 32 is equal to 4, their connectivity
can also be looked up in CCM3. Therefore, the connectivity of the source-
destination pair can be computed through two lookups.

0 1 2 3 4 5
I L
6 7 D 10 11
i L
13 14 15 16 17
I o e
18 19 20 21 22 23
| Nl |
24 26 27 29
[ Tt L1 T
30 31 32 33 34 S |
o <— — |

- Faulty router Source E] Destination

Fig. 4.14: Example of computing connectivity of a north-west
source-destination pair

4.2.4 Workflow of computing fault resilience

Although we exemplified our approach to computing connectivity using the
FTNF routing algorithm, other routing algorithms based on turn models can
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be similarly modeled by our approach. In general, the workflow of computing
fault resilience is presented as follows:

1. Generate channel dependency matrix (@) with consideration of the speci-
fied restricted turns and faulty routers.

2. Compute CCM3 = ® + ®? + 3.

3. In a set of source-destination pairs, for each pair compute its connectivity
using findPath, and sum the calculated connectivity up. Finally, the fault
resilience is computed by Equation (4.9).

4.2.5 Evaluation of our approach to computing fault resilience

For the purpose of experiments and evaluation, we implemented our approach
to computing fault resilience. To validate its accuracy, we compared it with a
cycle-accurate NoC simulator [152], which was extended with fault injection.
In addition, the FTNF routing algorithm was implemented in it. In case that a
router suffers from faults, it cannot send and receive flits anymore. Its directly
connected neighbors know its status. If a packet cannot be further delivered, it
is dropped and not counted as a successfully delivered packet. We compared
five different meshes whose sizes are: 36 (6 X 6), 64 (8 x 8), 100 (10 x 10),
144 (12 x 12) and 196 (14 x 14).

10000 fault combinations were generated for each mesh first. In each fault
combination, the probability of all routers being faulty is the same. They were
used in both programs. We carried out simulations over 20000 cycles for each
fault combination. The number of faulty routers is in a range from one router to
30 percent of the total number of routers on an evaluated mesh. Our program
uses the same source-destination pairs as generated by the simulator for each
fault combination. All experiments were carried out on the same simulation
host machine equipped with Intel Core Duo processor at 2.4 GHz and 12 GB
RAM.

Table 4.5 and Table 4.6 display the results of average fault resilience and
total execution time for different size meshes. As can be seen, the average
fault resiliences from our approach based on CC M3 and the approach based
on CCM are the same as that from the simulator. Of particular interest are the
average speedups of 99 and 71 that our approach achieves in comparison to
the simulator and the approach based on CCM respectively.
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Table 4.5: Average fault resilience for different size meshes

Fault resilience
Mesh

simulator |CCM CCM;
36 0.832 0.832 0.832
64 0.807 0.807 0.807
100 0.759 0.759 0.759
144 0.733 0.733 0.733
196 0.699 0.699 0.699

Table 4.6: Total execution time for different size meshes

Execution time (hours)
Mesh

simulator |CCM CCM;
36 1.2545 0.0526 0.0083
64 2.7845 0.3592 0.0224
100 4.4488 1.8647 0.0473
144 6.6393 9.4698 0.0903
196 8.9576 32.9658 0.1741

4.3 Machine learning based approach to computing
performance metrics

Machine learning techniques become increasingly popular. One of the most
important advantages of machine learning is to deal with complex problems.
In some applications such as facial recognition and game artificial intelligence,
machine learning techniques may perform close to or even better than human
beings [148]. Essentially, we can use machine learning techniques to identify
and exploit hidden patterns in training data. The learned patterns are applied
to unknown data [20]. There are three major classes of machine learning
techniques: supervised learning, unsupervised learning, and reinforcement
learning. In supervised learning, the training dataset is a collection of labeled
pairs (x;, y,-)fi 1» Where N denotes the total number of training samples, x; is
called a feature vector and y; is the label of x;. The goal of a supervised learning
algorithm is to use the training dataset to find a function that determines
which label should be given to a new feature vector. Supervised learning is
divided into two major application types: classification and regression [130].
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In classification problems, the goal is to predict a class label, which is a discrete
value. The spam filter is a good example of classification. Its input is an email,
and its output is whether the provided email is spam or not. Regression tasks
aim to predict a continuous number. E.g. predicting the price of a car given a
set of features such as age, brand, mileage, etc [55].

Specifically, machine learning techniques have been researched for net-
working in a variety of aspects such as QoS prediction, routing, congestion
control, resource management, etc. For example, authors in [135] introduced
a throughput prediction system to help with bitrate selection and adaptation
in HTTP adaptive streaming clients. An algorithm based on reinforcement
learning was proposed in [151] to cope with end-to-end congestion on a mul-
tiuser network according to the network state. Q-learning is the widely-used
model-free reinforcement learning algorithm, which learns a policy telling an
agent to take suitable action under different situations. It can be found broadly
in routing applications [28, 84, 21]. Recently, Q-learning has been applied in
more and more applications related to resource management [96, 138, 146].

Besides, machine learning techniques have been applied in the different
aspects of NoCs, e.g. predicting traffic flow latency, reducing power consump-
tion, and exploring design space. In [116], the authors developed a framework
based on the kernel-based support vector regression to predict the channel
average waiting time and the traffic flow latency. Usually, NoC latency models
are based on the classical queueing theory. To model a buffer in a router as
an M/M/1,M/G/1/N, or G/G/1 queue, the following assumptions need to
be made: 1) packet service time in the router is exponentially distributed, 2)
packet length satisfies an exponential distribution. However, their proposed
framework does not need to consider such assumptions as they directly gather
related information utilizing simulation as training datasets. In [38], to reduce
both static and dynamic power consumption by power-gating the links and
routers at low network utilization in NoCs, machine learning-enabled sleepy
storage links and routers were proposed. They used the decision tree technique
to make two predictions: predicting the link utilization to find out when to
power-gate the channels and routers and predicting traffic load for changing
the direction of the link. In [36], authors used a machine learning approach to
intelligently explore the design space to optimize the placement of planar and
vertical communication links. On average, the optimization achieved by them
shows 35% energy-delay-product improvement. In this section, we propose a
machine learning based approach to predict performance metrics for NoCs.
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4.3.1 Overview of the machine learning based methodology

With consideration of faulty routers and other simulation parameters: packet
injection rates, buffer depths, and routing algorithms, it is a challenging task
to compute fault resilience and communication time in an analytical manner.
The definition of fault resilience in this section is the same as that defined
in Section 4.2. However, the communication time mentioned in this section
is slightly different from that in Section 4.1.1. Here, we do not take into
account communication rounds. In contrast, we first configure the simulator
with some parameters. Then let it run until the specified number of packets
are successfully delivered. The simulation cycle, at which the number of
successfully delivered packets reaches to or exceeds the specified number,
is defined as the communication time. Its expression is in Equation (4.17),
where:

e (C: configuration parameters

¢ (¢, p): the number of successfully delivered packets at simulation time ¢
under the specified packet injection rate (p), which is stored in C

* N: the specified number of packets

§(CT,C) >=N A 6§(CT-1,C) <N 4.17)

In our work, we leverage machine learning techniques to predict fault re-
silience and communication time of NoCs under the mentioned parameters.
Figure 4.15 depicts an overview of our used methodology. It consists of three
parts: datasets generation, finding suitable models as well as evaluating them,
and applying them to compute performance metrics for performability analy-
sis. Datasets are collected simulation results based on different configuration
parameters. We use a cycle-accurate NoC simulator named Noxim for simu-
lations [22]. Parameters such as mesh size, buffer depth, packet injection rate,
traffic pattern, routing algorithms etc. can be configured. We split a dataset
into two sets: a training dataset with 80% of the total samples and a test
dataset with 20% of the total samples. We use a training dataset to select a
regression model, and the corresponding test dataset is used to evaluate the
selected model.
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Fig. 4.15: Overview of the methodology to predict NoC’s performance

4.3.2 Datasets generation workflow

To generate the datasets for training, we extended simulator with fault in-
jection, and the FTNF routing algorithm was implemented in it. Figure 4.16
shows the workflow of generating training data. It consists of following com-
ponents: configuration file, datasets generator, NoC simulator and files storing

generated datasets.

Load
configurations

Configuration file

Start simulation based

Datasets

Append result to

corresponding dataset file
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(bG)

on generated command

Get the simulated result

NoC
simulator

Dataset files
(Csv)
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Fig. 4.16: Workflow of datasets generation

We detail how our program named datasets generator (DG) works in Al-

gorithm 6, where:

e (C: configuration parameters
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* R: set of routing algorithms (XY and FTNF) specified in configuration
* P: set of packet injection rates specified in configuration

» T: set of performance metrics specified in configuration

* S:set of valid states from its Markov model

* O: set of generated fault combinations

Algorithm 6 Procedure of generating datasets

1: procedure DatasetsGenerator(configFile)
2: C « loadConfiguration(configFile)

3: R « getRoutings(C)
4 P « getPacketInjectionRates(C)
5: T «— getMetrics(C)
6: S « generateStates(C)
7: for each s € S do
8: ® «— generateF aultCombs(s, 100)
9: for each 60 € © do
10: injectFaults(60)
11: for each » € R do
12: for each p € P do
13: for eachr € T do
14: command «—
15: generateCommand(r, p,t)
16: startSimulation(command)
17: result «— readResult()
18: appendResult(result, 0,p,r,t)
19: end for
20: end for
21: end for
22: end for
23: end for

24: end procedure

The simulation parameters are stored in a configuration file. DG first loads it
and parses the specified simulation parameters. Then, DG generates a set of
valid states based on the utilized Markov model (Lines 2 — 6). In this way, the
generated datasets will be evenly distributed, as all valid states of the applied
Markov model are equally processed. For each state, DG generates a set of
fault combinations. In our work, the maximum number of fault combinations
generated for each state is 100 (Line 8). For each fault combination, different
simulation commands are generated based on injection rates, routing algo-
rithms and performance metrics. Before starting the simulation, the generated
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fault combination is injected into simulator first. Then the DG waits until the
simulation finishes. Once the simulation result is available, it appends the
result to the corresponding dataset file (Lines 9 — 18).

In this work, we use mesh 8 X 8 as an example to demonstrate our method-
ology. The maximum number of faulty routers is set to 7. Research papers
[111, 10, 137] have shown that the NoC will eventually saturate with more and
more packets injected into the network. After a NoC is saturated, it behaves
abnormally. It is not worth studying its performance anymore. In order to
generate the valid datasets from simulation, we need to find out the saturating
packet injection rate first. Our procedure for determining the saturating packet
injection rate contains two steps: 1) obtain a set of global average delays under
different packet injection rates, 2) find out the packet injection rate at which
the global average delay increases drastically. After carrying out experiments,
we find the saturating packet injection rates for XY and FTNF routings on the
mesh 8 X 8 in the presence of 7 faults are 0.03 and 0.013 packet/cycle/node
illustrated in Figure 4.17 with following simulation parameters:

* Packet size: 5 flits
¢ Buffer depth: 6 flits
* Traffic pattern: uniform random

The above listed simulation parameters are also used for generating
datasets, and we choose the packet injection rate in a range from 0.002 to
0.012 packet/cycle/node, as mesh 8 x 8 will not become saturated under both
XY and FTNF algorithms in this range. For the metric of communication time
defined by Equation (4.1.1), the specified number of packets that need to be
successfully delivered is set to 5000. For the metric of fault resilience, the
simulation time is set to 10000 cycles. For each metric under each routing,
a dataset is generated. Finally, we obtained four datasets that are publicly
available. Two datasets contain information about communication time under
XY and FTNF routings respectively. Besides, another two datasets consist of

information about fault resilience under XY and FTNF routings respectively.
1

Thttps://github.com/jiehou/noc_data
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Fig. 4.17: Global average delays under different packet injection rates for
mesh 8x8 with uniform random traffic

4.3.3 Model selection

For each metric under each routing, a regression model needs to be selected.
Three commonly used models are chosen as candidates: linear regression,
polynomial regression, and random forest regressor. In each generated dataset,
the number of features is 65: packet injection rate and statuses of 64 routers. In
case that the degree of the polynomial regression is set to 2, the total number of
transformed features is 2211. If the degree of the polynomial regression is set
to 3, the total number of transformed features is 50116. It takes too much time
to train such a model. Finally, we choose the polynomial regression of degree
2. Random forest regressor is an ensemble learning method. It consists of a
certain number of decision trees and uses averaging to improve the predictive
accuracy and control overfitting. The number of decision trees is set to 100
after conducting experiments.
‘We use the k-fold cross-validation technique to choose the regression model
that fits data well. The algorithmic description of model selection is listed in

Algorithm 7, where:
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* M: set of candidate regression models

e D: atraining dataset

* k: total number of cross-validation rounds

» II: set of equally-sized subsets

* A: array stores average cross-validation score of each model

Algorithm 7 Procedure of model selection
1: procedure ModelSelection(M, D, k)

2: Il « partitionData(D, k) >I1= Dy, ..., Dy
3: A <@

4: for each m € M do

5: score —@

6: for i =1...k do

7 trainM odel(m, D\I1[i])

8: scoreli] « computeV alidationScore(m,I1[i])

9: end for

10: Alm] « %21"6:1 scoreli]

11: end for

12: return select M odel (A[m])
13: end procedure

First a training dataset is equally split into k subsets (Line 2). Then we
perform totally & validation rounds for each candidate model. In each round,
one of the k subsets is used as the validation dataset and other (k — 1) subsets
are for training the candidate model. The validation score used in our work is
root mean squared error (RMSE). Finally, the validation scores of the k rounds
are averaged and stored for the corresponding model (Lines 4—11). The model
that achieves best average cross-validation score is selected (Line 12).

In the field of applied machine learning, k is normally selected as 5 or
10 in the k-fold cross-validation. We set k to 5 in this work. The 5-fold
cross-validation is shown in Figure 4.18. We use a training dataset to perform
model selection. 80% of the data from a training dataset is for training in each
validation round, and 20% of the data from a training dataset is for validation.
Finally, the validation scores of the 5 rounds are averaged.

The cross-validation scores and relative errors are listed in Table 4.7 and
Table 4.8. The relative error is defined as the ratio of the value of RMSE to
the average value of its corresponding training dataset. Based on them, we
select random forest regressor for predicting communication time and fault
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Fig. 4.18: Example of 5-fold cross-validation

Table 4.7: Cross-validation scores of regression models for communication
time

RMSE Relative error

XY FTNF |XY FTNF
Linear regression 7838.26 [5932.08 [32.74% [31.21%
Polynomial regression|3714.69 |2797.63 |15.52% |14.72%
(degree=2)
Random forest|2800.98 [1389.24 [11.70% |7.31%
(num_trees=100)

Regression models

Table 4.8: Cross-validation scores of regression models for fault resilience

. RMSE Relative error
Regression models
XY FTNF |XY FTNF

Linear regression 0.035 0.039 4.59%  [4.14%
Polynomial regression|0.009 0.013 1.18% 1.38%
(degree=2)

Random forest|0.007 0.004 0.92%  |0.42%
(num_trees=100)

resilience under XY and FTNF routing algorithms, because it achieves best
scores for both performance metrics.
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4.3.4 Model evaluation

In this section, we detail how the selected model works on the test datasets
for communication time and fault resilience. Initially, the datasets from sim-
ulations are randomly shuffled and split into training and test datasets. The
training datasets are used to select models. The test datasets are saved and
untouched. First we train the random forest regressor with 100 decision trees
using the whole training dataset, then we evaluate the trained model on the
corresponding untouched test dataset. In addition to the RMSE score, we
define the accuracy score as follows:

<&
Accuracy =1 =— " (15 = yil/vi) (4.18)
m i=1

where ¥; denotes the predicted value of the i data from a test dataset, y; is
the label value of the i*" data from a test dataset, and m represents the size of
a test dataset.

Table 4.9: Evaluation scores of models for communication time

Routing| RMSE |Accuracy | Training time (sec)
XY [2779.39| 93.32% 86.07
FTNF |1319.93| 95.93% 92.87

Table 4.10: Evaluation scores of models for fault resilience

Routing| RMSE |Accuracy| Training time (sec)
XY |0.0069| 99.26% 72.68
FTNF [0.0038| 99.70% 74.89

Table 4.9 and Table 4.10 list the scores of trained random forest models for
communication time and fault resilience under XY and FTNF algorithms. As
can be seen, the accuracies of the trained models for predicting communica-
tion times under XY and FTNF routing algorithms are 93.32% and 95.93%.
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For fault resilience, the accuracies of the trained models for XY and FTNF
algorithms are 99.26% and 99.70%.

The total time to get four datasets from simulations is 4245 minutes. The
average time to get a performance metric from simulator is 566 ms. With
consideration of training time, the average time to get a performance metric
under the proposed machine learning approach is 3.7 ms, which is 153X faster
than simulator. However, the model can be trained only once and saved for
future use. Without consideration of training time, the average time to compute
a performance metric under the machine learning approach is 0.0827 ms. In
this case, we get an average speedup of 6844 x comparing to simulator in terms
of execution time.

4.4 Multi-threading based tool to obtaining performance
metrics

From Chapter 3, it is known that there are many states in a Markov model of
a NoC system. To perform the performability evaluation of such a system, a
performance metric needs to be computed for each valid state. The simple and
intuitive way is to compute performance metrics state by state. It will take much
time to compute performance metrics serially. Multi-threaded programming
is widely used to improve throughput or to improve responsiveness because it
enables multiple calculations in parallel [59]. Authorsin [121,45] have utilized
multi-threading techniques to accelerate the NoC simulations. In this section,
we propose a multi-threading based tool to obtain performance metrics for
valid states. Besides, we use a 3D mesh-based NoC of size 4x4x3 illustrated
in Section 3.4 to demonstrate our proposed tool.

We use a simulation-based method to obtain precise fault resilience and
communication time under consideration of faulty links or TSVs and other
simulation parameters such as packet injection rate, buffer depths, and routing
algorithms. We extend a cycle-accurate NoC simulator [22] to support simula-
tions of 3D mesh-based NoCs. Parameters such as mesh size, TSV positions,
buffer depth, packet injection rate, traffic pattern can be configured. Figure
4.19 depicts the structure of our tool to obtain performance metrics of valid
states from the utilized Markov model, which was described in Section 3.4. In
this tool, some concurrent threads are used. The number of utilized concurrent
threads depends on the computer hardware deployed for simulation. E.g. on an
experimental environment with 32 cores, in case that the total number of valid
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states is 600 and the deployed number of threads is 30, each thread processes
only 20 states.

Each concurrent thread is responsible for computing performance metrics
for the states, whose range is specified when a thread is created. The number
of states that each thread needs to process is evenly distributed. Finally, the
results from all utilized concurrent threads are saved in a file.

Master thread:
preparation

Thread_0 Thread_1 Thread_n

simStates(sy, €g, 1) simStates(sy, 1, 1) | =wa | SIMStates(sy,, e,, 1)

Master thread:
saveResult

Fig. 4.19: Structure of our proposed tool to obtain performance metrics in
parallel

We detail the task that each concurrent thread performs in Algorithm 8. For
each state, it generates a set of fault combinations. In this work, the maximum
number of fault combinations generated for each state is 1000. For each
fault combination, a simulation command is generated based on the provided
simulation parameters such as performance metric, routing algorithm, buffer
length, packet injection rate. For the metric of communication time defined
by Equation (4.17), we set the specified number of packets that need to be
successfully delivered to 5000. For the metric of fault resilience, the simulation
time is assigned to 10000 cycles. Before starting the simulation, the generated
fault combination is injected into simulator. Once the simulation result is
available, it is accumulated. In the end, the averaged value of the specified
performance metric is computed and appended to the result vector.

The average time to obtain a performance metric under our proposed par-
allel manner is 65 ms. The utilized number of threads is 16. Our host machine
is equipped with Intel Xeon CPU at 3.2 GHz, and it totally has 32 cores.
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Algorithm 8 Task that a concurrent thread performs

1: procedure simState(s;, e;, r;)

2: for each s € {s;,¢;} do

3: ® «— generateF aultCombs(s,nCombs)
4: sumRes « 0.0

5: numLoops « 0

6 for each 6 € © do

7 injectF aults(6)

8 command «— createCommand (param)
9: startSimulation(command)

10: sum + = readResult(param)
11: numLoops + +
12: end for
13: end for

14: ri.push_back(sumRes/numLoops)
15: end procedure

However, the average time to obtain a performance metric without the help of
the multi-threading technique is 944 ms. As can be seen, our proposed method
to compute performance metrics achieves a speedup of 14.5.
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Chapter 5
Case studies

So far, we presented how to perform Markov modeling of an evaluated NoC
based on the utilized fault model in Chapter 3. In Chapter 4, we discussed two
performance metrics and different approaches to computing them efficiently.
In this chapter, we present how to evaluate the performability of NoCs based
on our proposed Markov modeling and performance metrics. We discuss five
performability evaluation case studies for various NoC architectures, fault
models, performance metrics, and approaches to obtaining them as illustrated
in Figure 5.1. Which architecture, fault model, performance metric, and its
computation approach apply in each evaluation case is stated at the beginning
of the individual sections.

Markov Architectures: 2D/3D NoC
NoC components: router, link, TSV
Fault models: permanent, transient

/" modeling
Performability Approaches:

evaluation 1) analytical approach to computing
Metrics: communication time
1) communication time 2) computing fault resilience based on CCM;
2) fault resilience 3) machine learning based approach
4) computing metrics using the multi-threading
technique

Fig. 5.1: Aspects of performability evaluation

5.1 Evaluation preliminary

5.1.1 Monte Carlo method

From Section 3.1, it is known that the utilized generic Markov state can be
viewed as an array of length (z(K+2)-1). The number of fault combinations in a
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) (z(K+2)-2)

state .4 1 equal to 11
i=0

tial state that store the number of operational routers from each router group in

each horizontal layer, the number of operational links in each horizontal layer,
and the number of functioning TSVs in each interlayer. The number of combi-
nations in some states may be huge. For example, the initial state of a 2D mesh
NoC of size 14x14 based on our described Markov modeling in Section 3.2 is
(4, 144, 48). The number of fault combinations in the evaluated state (3, 130,
43)is equal to (,*3) X (1447 30)) X (asa) = ()X (15) x (F) = 6.743¢+25.
Additionally, each combination affects NoC performance differently. There-
fore, a performance metric needs to be computed for each combination, which
results in a huge amount of computation. Such an approach is time consuming.
The Monte Carlo method is used for reducing computation time. It works as
follows:

Sinir ()

sy (i)), where s;,;; represents the ini-

1. Randomly sample a new combination of faulty components and inject it
into the evaluated network.

2. Compute the performance metric based on the combination.

3. Average all the computed performance metrics and compare the new aver-
age value with previous one. If the difference is smaller than the specified
precision and the cumulative number of samples is greater than the speci-
fied minimum sample size, the process will be stopped. Otherwise, repeat
these three steps until the metric converges.

The specified precision can be thought of as some positive real number.

5.1.2 Normalization of communication time

In our work, we focus on two different performance metrics: communication
time and fault resilience. Based on the definition of performability, a reward
of zero should be assigned to failure states. For fault resilience, it is already a
normalized metric, whose value is in the range from O to 1. Thus, averaged fault
resiliences of valid states can be directly used as rewards for the corresponding
states. However, communication time is not a normalized metric. Therefore,
we should first normalize the averaged communication times of valid states.
The normalization of communication time is performed using Equation (5.1),
where:

¢ N: the total number of valid states
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¢ BT: base time. It is the minimum communication time of all valid states:
min{CTy, CTi, ..., CTn_1}

* (CT;: the averaged communication time of the i-th valid state

e r;: the normalized communication time of the i-th valid state. After nor-
malization, it becomes the reward of the i-th valid state

BT

=T
Finally, the long-term communication time of an evaluated NoC can be

computed as follows:

6D

ri

BT
CTlongJerm = ? (5.2)

where W is the long-term reward rate of the evaluated system.
Similarly, the transient communication time of an evaluated NoC at the
time instance of ¢ is computed using Equation (5.3):

BT
CTyransient (t) = =N (5.3)

I'(1)
where I'(¢) is the transient reward rate of the evaluated system at the time
instance of ¢.

5.2 Performability evaluation of mesh NoCs concerning
communication time

This section evaluates the long-term communication times of mesh-based
NoCs of different sizes. The configuration is as follows:

¢ Architecture: 2D mesh-based NoC

¢ Fault model: routers suffer from transient faults

¢ Performance metric: communication time

* Approach to obtaining communication time: analytical approach intro-
duced in Section 4.1

Totally, five different sizes mesh-based NoCs are evaluated: 36 (6 X 6),
64 (8 x8), 100 (10 x 10), 144 (12 x 12), and 196 (14 x 14). Under the listed
configuration, we use the Markov modeling as described in Section 3.2 in this
evaluation case.
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The remainder of this section is structured as follows. Section 5.2.1 intro-
duces how to extend our in-house tool to compute communication time based
on our proposed Equation (4.8). Experimental parameters for the performa-
bility evaluations are also listed in Section 5.2.1. In Section 5.2.2, we evaluate
the long-term communication times of the XY routing algorithm under the
fault limit of /0 percent of total routers of an evaluated mesh NoC. Long-term
communication times of the XY and FTNF routing algorithms are compared
in Section 5.2.3.

5.2.1 Experimental setup

The procedure of computing communication time works as follows:

1. A full communication round is generated and its traffic pattern is uniform
random.

2. Its latency is computed and added up.

3. Its successfully delivered packets are accumulated. If a targeted number of
successfully delivered packets is reached, then this procedure is finished.
Otherwise, repeat these three steps.

The communication time is equal to the accumulated latencies.

For states that represent faults, the above procedure is repeated for all
fault combinations if their number does not exceed 10000. Communication
time is averaged over these repetitions and represents the state’s performance
metric. For states that represent more than 10000 fault combinations, their
performance metrics are computed using the Monte Carlo method described
in Section 5.1.1. For this case, the specified minimum sample size is 10000.

Below, we list the utilized parameters:

* Routing delay (7g): 2 cycles

¢ Switching delay (r5): 1 cycle

* Physical channel bandwidth (b): 1 flit/cycle

* Packet size: 20 flits

* Routing function: XY and FTNF

» Specified precision of Monte Carlo method: 0.001

¢ Targeted number of packets need to be successfully delivered: 5000

As we compare performabilities of different size meshes, for the purpose
of fairness, we assume all routers have same failure and repair rates with value
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0.001 ~~" and 0.02 4! respectively. The global repair rate is set as 0.03 /47!
for all meshes.

5.2.2 Analysis of long-term communication time of XY routing

Table 5.1 provides communication times that meshes with different sizes need
to successfully deliver 5000 packets under the fault-free condition. As the
mesh’s size increases, the communication time decreases because a larger
mesh needs fewer communication rounds. E.g. a mesh of size 36 needs 139
communication rounds. In contrast, a 196 node mesh needs only 26 communi-
cation rounds. The number of routers in the mesh with size of 196 is about 5.44
times larger than that of the mesh with size 36. But its communication time is
not 5.44 times as fast as the mesh of size 36. The large size mesh enables more
end-to-end communication flows. However, as the network size is scaled up,
the average hop counts grow too, which results in increased communication
latency.

Table 5.1: Communication time comparison of different size meshes for
successfully delivering 5000 packets

Mesh|Communication time (cycle)
36 16319.40
64 11754.40
100 9203.85
144 7631.92
196 6218.27

A zero reward rate is assigned to each non-operational state. The base
times for meshes are listed in Table 5.1. Table 5.2 illustrates their long-term
performabilities. As can be seen, the long-term performability decreases as
the size of a mesh increases. In other words, the large size mesh loses more
performance than small ones. E.g. performability of a mesh of size 36 is
24.34% higher than that of a mesh of size 196. The reason is that as the size of
mesh-based NoCs increases the long-term residing probability in valid states
decreases, as displayed in Table 5.3. A large size mesh has more numbers
of nodes in Group, and Groups than a small size one. Many states in the
Markov model of the large size mesh move to the states in next phase with
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great transition rates. That is the reason for which the large size mesh has
smaller residing probability in valid states. However, from the perspective of
long-term communication time, the large size mesh is still preferred.

Table 5.2: Long-term performabilities and communication times of meshes
with different sizes

Mesh |Performability| Communication time (cycle)
36 0.7748 21063.88
64 0.6881 17081.40
100 0.6258 14708.51
144 0.5788 13184.74
196 0.5314 11701.89

Table 5.3: Long-term residing probabilities in valid and failure states

Mesh Long-term residing probability
Valid states Failure states

36 0.9240 0.0760

64 0.8883 0.1117

100 0.8424 0.1576

144 0.8263 0.1737

196 0.8085 0.1915

Analysis of transient performability

Figure 5.2 illustrates the transient performability of various size meshes. As
can be seen, a mesh of large size needs more time to reach stable performance.
E.g. a mesh with size 196 after 700 hours has a smooth line. However, a mesh
of size 36 has a stable performance after 200 hours.

Analysis of break-even failure rate

Until now, we assume all routers have the same failure rates. Actually, routers
on large size NoCs have higher failure rates due to higher integration density.
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Fig. 5.2: Transient performabilities of meshes with different sizes

It is worth determining their break-even failure rates under which they can still
bring net performance increase. In our work, the long-term communication
time of mesh with size 36 under the failure rate 0.001 4~! is used as the
reference. In order to find break-even failure rate, we developed a script,
which increases failure rate by an interval of 0.00001 ~~! at each step until
the corresponding long-term communication time is greater than or equal to
the reference value. Table 5.4 shows the determined break-even failure rates.
As the mesh’s size grows, its break-even failure rate increases as well. E.g.
break-even failure rate of a mesh with size 196 is 0.00268 /=" higher than that
of a 64 node mesh.

Table 5.4: Break-even failure rates for meshes with different sizes

Mesh|[Break-even failure rate (4~ 1)
64 0.00177
100 0.00273
144 0.00362
196 0.00445
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5.2.3 Long-term communication time comparison of XY and
FTNF routing algorithms
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Fig. 5.3: Long-term communication time comparison of XY and FTNF
routing algorithms

Figure 5.3 displays long-term communication times of the XY and FTNF
routing algorithms on five different sizes mesh NoCs. As can be seen, the
long-term communication times of both routing algorithms decrease as the
size of the evaluated mesh increases. In addition, the long-term communication
time of the XY routing algorithm is smaller than that of the FTNF routing
algorithm on the same size mesh. E.g. the long-term communication time of
the XY routing algorithm is 11701.89 cycles on the mesh of size 14 x 14,
which is 1095.46 cycles less than the FTNF routing algorithm. The reason is
that the introduced adaptivity by the FTNF routing results in much network
contention, which makes its performance in terms of communication time
worse than the XY routing algorithm. In other words, the FTNF routing needs
more time for transmitting packets in each communication round. Figure 5.4
illustrates the average communication times for delivering 5000 packets under
XY and FTNF algorithms on meshes 6 X 6 and 14 x 14. As can be seen,
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Fig. 5.4: Average communication times of XY and FTNF routing algorithms
on meshes 6 X 6 and 8 x 8

the average communication time of FTNF routing on both meshes under the
number of faults from O to 10 percent of the total number of routers is larger
than that of XY routing.

5.3 Performability evaluation of mesh NoCs concerning
fault resilience

We evaluate the performabilities of mesh NoCs with respect to fault resilience
in this section. We utilize the following configurations:

e Architecture: 2D mesh-based NoC
¢ Fault model: routers suffer from transient faults
¢ Performance metric: fault resilience
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* Approach to obtaining fault resilience: CC M3 based approach to computing
fault resilience as explained in Section 4.2

Section 5.3.1 at first lists the parameters used in conducting experiments. In
Section 5.3.2, the long-term fault resiliences of XY, FTNF, and fault-tolerant
XY routing algorithms on five different sizes mesh NoCs are presented and
discussed. Fault-tolerant XY routing algorithm introduced in [80] is used for
the purpose of comparison in this work. In Section 5.3.3, we evaluate the
long-term fault resiliences of the mentioned three different routing algorithms
under a high local repair rate. Finally, the transient fault resiliences of XY,
FTNF, and fault-tolerant XY routing algorithms are analyzed in Section 5.3.4.

5.3.1 Experimental setup

Based on the listed configuration, the Markov modeling presented in Section
3.2 is utilized. In this section, we set the fault limit to 20 percent of the total
number of routers. Table 5.5 provides the information of states for different
size meshes. E.g. for mesh of size 14 x 14, total number of states in its Markov
state space is 4105. The number of valid states is 3905.

Table 5.5: Fault limit (20 percent) and states information for meshes with
different sizes

Mesh|Fault limit|No. of total states|No. of valid states
36 8 185 145
64 13 460 395
100 20 1055 955
144 29 2180 2035
196 40 4105 3905

As we compare long-term fault resiliences of meshes of different sizes, we
assume all routers have same failure and local repair rates. Moreover, same
global repair rate is set to all meshes. The applied traffic pattern is uniform
random. Following parameters are used in our evaluation:

¢ Number of packets to be delivered: 10000
* Specified precision of Monte Carlo method: 0.001
* Specified sample size: 10000
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+ Failure rate: 0.002547!
* Repair rate: 0.024~! and 0.04A7!
+ Global repair rate: 0.0347!

5.3.2 Result analysis of long-term fault resilience
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Fig. 5.5: Long-term fault resilience comparison for different size meshes

Figure 5.5 provides the experimental results for different size meshes under
three routing algorithms in terms of long-term fault resilience. As size of the
networks increases, the long-term fault resilience decreases. That is to say, the
large size meshes lose more fault resilience than small ones from the long-
term perspective. Under the assumption of the same percentage of faults, the
large size meshes have a greater number of faults than small ones. In addition,
communication flows in the larger size network have higher probabilities of
encountering faulty routers, as they have a longer average path length.
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For the same size mesh, both FTNF and fault-tolerant XY routing algo-
rithms achieve much better long-term fault resilience than XY routing algo-
rithm. E.g. for the mesh of size 196, the long-term fault resiliences under the
FTNF and fault-tolerant XY routing algorithms are 0.8023 and 0.8484, which
are 37.28% and 41.89% more resilient than that of XY routing algorithm re-
spectively. Furthermore, the fault-tolerant XY routing algorithm can provide
the best long-term fault resilience on the same mesh.

5.3.3 Result analysis of long-term fault resilience under a high
local repair rate

XY
FTNF
Fault-tolerant XY

1l

64 100 144 196
Mesh size

Fig. 5.6: Long-term fault resilience comparison with local repair rate of
0.04 h!

In this experiment, we assume local repair rate is equal to 0.044~!. Figure
5.6 illustrates long-term fault resiliences for different size meshes under three
routing algorithms. As can be seen, the long-term fault resiliences achieved
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by FTNF and fault-tolerant XY algorithms are always above 0.9. As the size
of meshes increases, the long-term fault resilience of FTNF or fault-tolerant
XY algorithm decreases very slowly. E.g. the long-term fault resilience of
FTNF on mesh 36 is 0.961, and the long-term fault resilience on mesh 196
is 0.9274. Their difference is only 0.0336. In comparison to results listed in
Figure 5.5, long-term fault resiliences with a local repair rate of 0.044~! are
better than that under a local repair rate of 0.022!, especially under XY
routing algorithm. E.g. long-term fault resilience of XY routing on mesh 196
under a local repair rate of 0.04h~! is 0.6251, which is 19.56% more resilient
than that under a local repair rate of 0.0247".

5.3.4 Result analysis of transient fault resilience

0.9+ R
© 081

2
© 0.7 Y

0.6 ~ <
0.5+

S
a
T

ransient fault resil
o
w

[ JFault-tolerant XY

T
e o
SN

o

0 50 100 150 200 250 300
Simulated time (hour)

Fig. 5.7: Transient fault resiliences on the mesh NoC of size 10 x 10

Figure 5.7 illustrates the transient fault resiliences of the three routing algo-
rithms on the mesh NoC of size 10 x 10. Utilized local repair rate is 0.0247".
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As can be seen, as the simulated time increases, the transient fault resiliences
of the three routing algorithms decrease. After about 250 hours, the transient
fault resiliences does not change anymore. They become stable and are equal
to the long-term fault resiliences of the corresponding routing algorithms.
During the time range of 0 to 100 hours, the transient fault resiliences de-
crease drastically for all the three routing algorithms. However, the transient
fault resiliences of FTNF and fault-tolerant XY routing decrease much slower
than that of XY routing.

5.4 Machine learning based performability evaluation

In this section, we utilize a mesh NoC of size 8§ X 8 to demonstrate our proposed
machine learning based framework for performability evaluation. The utilized
configuration is listed as follows:

¢ Fault model: routers suffer from transient faults

¢ Performance metrics: communication time and fault resilience

e Approach to obtaining performance metrics: machine learning based ap-
proach as described in Section 4.3

Under the listed configuration, the Markov modeling described in Section 3.2
is utilized. It is assumed that all routers have the same failure and local repair
rates. Following experimental parameters are used in our evaluation:

* Packet size: 5 flits

¢ Buffer depth: 6 flits

* Traffic pattern: uniform random

* Failure rate: 0.0015 47!

* Global repair rate: 0.03 4~

* Specified precision of Monte Carlo method: 0.001
* Specified sample size: 10000

5.4.1 Long-term communication time under different packet
injection rates

Long-term communication times from XY and FTNF algorithms under six
different packet injection rates and the repair rate of 0.02 4~! are illustrated in
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Fig. 5.8: Long-term communication times under different packet injection
rates

Figure 5.8. As can be seen, the long-term communication time from the FTNF
routing is less than that from the XY routing under the same injection rate.
That is to say, the FTNF algorithm needs less time to successfully deliver a
specified number of packets. E.g. the long-term communication time achieved
by the FTNF routing at the packet injection rate of 0.01 packet/cycle/node is
2347 cycles less than that from the XY routing. When the packet injection
rate is in the range from 0.002 to 0.012 packet/cycle/node, the mesh will not
be fully utilized. In this case, the throughput rises as the packet injection rate
increases. For the communication time, the number of packets that need to
be successfully delivered is constant, therefore it decreases with increasing
packet injection rate until saturation.
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Fig. 5.9: Long-term fault resiliences under different repair rates

5.4.2 Long-term fault resilience under different repair rates

Figure 5.9 illustrates long-term fault resiliences from both XY and FTNF
routing algorithms under six different repair rates. As the repair rate increases,
the long-term fault resiliences from XY and FTNF routing algorithms increase
as well, because a NoC has larger residing probability in valid states under a
higher repair rate. E.g. long-term fault resilience from FTNF routing under
the repair rate of 0.035 27! is 0.9499, which is 0.1716 higher than that under
the repair rate of 0.01 #~'. Under the same repair rate, the long-term fault
resilience from FTNF is greater than that from XY routing. In other words,
FTNF routing is more resilient than XY routing from the perspective of long-
term fault resilience. E.g. under the repair rate of 0.02 ~~!, the long-term
fault resilience from FTNF routing is 15.2% more resilient than that from XY
routing.
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5.5 Transient performability evaluation of 3D NoCs

In this section, we evaluate the transient performability of 3D NoCs. The
configuration is as follows:

e Architecture: 3D vertically-partially-connected NoC

e Fault model: links and TSVs suffer from permanent faults

e Performance metric: communication time and fault resilience

e Approach to obtaining performance metrics: multi-threading based ap-
proach as introduced in Section 4.4

We use a 3D partially-connected mesh of size 4x4x3 as displayed in Figure
3.4 to demonstrate how to compute transient performabilities of 3D meshes.
We use the following simulation parameters to obtain performance metrics:

¢ Packet size: 5 flits

» Buffer depth: 6 flits

¢ Packet injection rate: 0.01 packet/cycle/node

e Number of total TSVs: 8 (each interlayer has 4 TSVs)
e Traffic distribution: uniform random

In this study, we set the maximum allowed number of link faults in each
horizontal layer to 25 percent of the total number of links in the corresponding
layer. For TSVs, the maximum allowed number of faults is 50 percent of the
total number of TSVs in the interlayer. Its Markov modeling has already been
illustrated in Section 3.4. Based on the utilized fault limits of links and TSVs,
there are 6468 states in its Markov state space. The number of valid states is
3087.

We use two different experiment settings about failure rates. The first
experiment setting (expl) assumes all links have the same failure rate of
0.00001 A#~! and all TSVs have same failure rates of 0.00005 4~!. In the
second experiment (exp2), links have a larger failure rate of 0.00002 4~'. We
also assume that TSVs have a larger failure rate of 0.0001 2~

5.5.1 Implementation of 3D-FTNF routing

We target transient performabilities of two routing algorithms: elevator-first
routing and 3D-FTNF routing. The elevator-first routing algorithm has been
formally proven to be deadlock-free for 3D vertically-partially-connected
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NoCs. There are two different cases for routing a packet toward its desti-
nation. In the first case, the source and destination nodes are in the same layer.
A deterministic X-first routing algorithm is used. In the second case, the desti-
nation node is in a different layer from the source node. As each node statically
knows the information of each TSVs in its layer, the source node first sends
a packet to the nearest node associated with a TSV using the X-first routing
algorithm. After the packet arrives at that node, it can be forwarded upwards
or downwards based on whether the destination is located on an upper layer
or on a lower layer. This is repeated until the packet reaches a node that is on
the same layer as the destination node. After that it traverses to the destina-
tion using the X-first routing. To guarantee deadlock-freedom, each input port
requires two virtual channels: ascending and descending virtual channels. If
the packet’s destination is on an upstairs layer, the ascending virtual channel
is assigned to it. Otherwise, it gets the descending virtual channel. Once a vir-
tual channel is assigned to a packet, it will not change during the transmission
process [42].

Although the elevator-first routing algorithm can adapt to faulty TSVs, it
cannot adapt to faulty links, as it uses the deterministic X-first routing on the
horizontal layer. The 3D-FTNF is an extension of the elevator-first routing
algorithm. The main difference is that the FTNF routing algorithm is applied
in the horizontal layer. Our implementation assumes that each port has two
virtual channels. Each virtual channel is associated with an input FIFO-buffer.
The virtual channel allocation occurs in the processing element. When a packet
is created, information about the source and destination nodes is stored in its
header. Based on this information, we can assign a virtual channel for this
packet. If the z-coordinate of the destination node is larger than that of the
source node, vc; is assigned to this packet. Otherwise, this packet gets vcy.
Once a virtual channel is assigned to a packet, it will not change during the
transmission.

The 3D-FTNF routing algorithm contains two phases: reservation phase
and forwarding phase. The algorithmic description of the reservation phase
is listed in Algorithm 9. In the reservation phase, the desired output direction
is first computed for incoming packets from each direction and each virtual
channel. After direction and virtual channel are chosen, we check the corre-
sponding FIFO-buffer is empty or not. If it is not empty, we fetch the next
available flit. If it is a header flit, the fn f3D routing function computes an
output direction based on the information of the direction of input, coordinates
of current and destination nodes and available TSVs. In our implementation,
each router has a reservation table that stores which output direction is reserved
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for which input direction and which virtual channel. If the output direction
is still available, we reserve it based on the provided input direction and the
allocated virtual channel.

Algorithm 9 Reservation phase

1: for each inDir € inDirs do
2 for each vc € ves do
3 if !buffer[inDir][vc].isEmpty() then
4: flit « buffer[inDir][vc].top()
5: if flit.type = FLIT_HEAD then
6: srcCoord«—id2Coord(flit.srcld) > convert id to coordinate
7 dstCoord«—id2Coord(flit.dstld)
8: currCoord«—id2Coord(currld)
9: outDir«ftnf3D(srcCoord, dstCoord, currCoord, inDir)
10: if isAvailable(outDir, vc) then
11: reserve(inDir, outDir, vc)
12: end if
13: end if
14: end if
15: end for
16: end for

We detail how the routing function of ftn f3D works in Algorithm 10. As
can be seen, if the coordinate of the current router is equal to the coordinate of
the destination router, then the direction of LOCAL is returned. In case that
current and destination nodes locate on different layers, it means that the flit
needs to be transmitted to an intermediate node that has a TSV. If the current
node is associated with a TSV, the output direction is either up or down based
on whether the destination node is on an upper layer or not. Otherwise, we
find the nearest TSV to the current node, the node with the nearest TSV is an
intermediate destination node. In other words, we first transmit the flit to the
intermediate node using the normal FTNF routing algorithm, which is based
on the negative-first turn model and was at first presented as a deadlock-free
algorithm in [58]. When the flit arrives at that node, then it can be forwarded
upwards or downwards.

The second phase of the 3D-FTNF routing algorithm is shown in Algorithm
11. For a flit, we first find whether it has a reserved output direction or not.
In case there is no reserved output direction for this flit, this flit will be
processed repeated in the coming reservation phases until it gets a reserved
output direction. If the link at the output direction does not suffer from fault
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Algorithm 10 ftnf3D routing function

1: procedure f tn f 3D (srcCoord, dstCoord, currCoord, inDir)

2 if currCoord = dstCoord then

3 return LOCAL

4: end if

5: if currCoord.z != dstCoord.z then

6: if dstCoord.z > currCoord.z & hasUpTSV(currCoord) then

7 return UP

8: else if dstCoord.z < currCoord.z & hasDownTSV(currCoord) then
9: return DOWN

10: else

11: dstCoord «— getNearestTSV(currCoord)
12: end if

13: end if

14: return ftnf2D(srcCoord, dstCoord, currCoord, inDir)
15: end procedure

and the neighbor located at the desired direction has free slots, the flit can
be forwarded to the next node. After that, it will be dequeued. In case that
the desired link is faulty, the flit will be discarded and afterward dequeued.
We assume the wormhole-switched flow control method is used in this work.
After a tail flit is processed, the reserved output direction will be cleared in
the reservation table.

5.5.2 Analysis of transient communication time

Figure 5.10 illustrates the transient communication times of 3D-FTNF and
elevator-first routing algorithms under the two settings: exp/ and exp2. The
lines with squares represent results of 3D-FTNF routing, and the results of
elevator-first routing are illustrated by lines with circles. As can be seen, as
the simulated time increases, the communication times of both 3D-FTNF and
elevator-first routing algorithms increase as well. The reason is that more
and more faulty links and TSVs will appear over the simulated time. On the
other hand, the gap of communication times of 3D-FTNF and elevator-first
routing algorithms becomes larger as the simulated time increases. E.g. the
difference between these two routings under the second experiment setting
at the simulated time of 1000 hours is 417 cycles. At the simulated time
of 2000 hours, the difference becomes 854 cycles. Moreover, the transient
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Algorithm 11 Forwarding phase

1: for each inDir € inDirs do

2 for each vc € ves do

3 if !buffer[inDir][vc].isEmpty() then

4 flit «— buffer[inDir][vc].top()

5: outDir « getOutput(inDir, vc)

6: if outDir != NOT_RESERVED then

7 if isLinkGood(outDir) then

8: if freeSlotsNeighbor(outDir, vc) then
9: sendFlit(flit, outDir)

10: buffer[inDir][vc].pop()
11: end if

12: else

13: discard(flit)

14: buffer[inDir][vc].pop()

15: end if

16: if flit.type = FLIT_TAIL then
17: release(inDir, outDir, vc)
18: end if

19: end if

20: end if

21: end for

22: end for

communication time of elevator-first routing increases faster than that of the
3D-FTNF routing when failure rates of links and TSVs are larger. In other
words, the 3D-FTNF performs better in terms of communication time in
comparison with the elevator-first routing algorithm as the simulated time
increases and especially when the failure rates are large.

5.5.3 Analysis of transient fault resilience

For the analysis of transient fault resilience, we assign a reward of zero to each
failure state, in which a 3D NoC will not work anymore. Results of transient
fault resiliences of 3D-FTNF and elevator-first routing algorithms are illus-
trated in Figure 5.11. It can be observed that the transient fault resiliences of
both routings decrease as the simulated time goes on, because more and more
faulty links and TSVs will appear over simulated time. On the other hand, the
transient fault resilience of 3D-FTNF routing is always larger than that of the
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Fig. 5.10: Transient communication times of 3D-FTNF and elevator-first
routing algorithms

elevator-first algorithm under these two different experiments after the eval-
uated 3D NoC started operation. Furthermore, the transient fault resilience
of 3D-FTNF routing decreases slower than that of elevator-first routing when
failure rates of links and TSVs are larger. E.g. at the simulated time of 2000
hours, the elevator-first routing loses 1.44 times as much fault resilience com-
pared to 3D-FTNF routing. In other words, 3D-FTNF routing is more resilient
than elevator-first routing from the perspective of transient fault resilience.

5.5.4 Determining maximum failure rates of links and TSVs

In this section, we determine the maximum failure rates (MFRs) of links
or TSVs at which the transient fault resilience of the evaluated partially-
connected 3D mesh of 4x4x3 at the simulated time of 2000 hours is smaller
than 0.80. We assume that the start failure rates of links and TSVs are 0.000010
k! and 0.000050 #~!. We increase both failure rates step by step in an interval
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Fig. 5.11: Transient fault resiliences of 3D-FTNF and elevator-first routing

algorithms

of 0.000005 4~!. The obtained MFRs of links and TSVs for 3D-FTNF and
elevator-first routing algorithms are listed in Table 5.6.

Table 5.6: Determined MFRs for 3D-FTNF and elevator-first routings

Routing |MFR of links (2~1)[MFR of TSVs (h~1)
3D-FTNF 0.000055 0.000095
Elevator-first 0.000035 0.000075

From the obtained results, we conclude that 3D-FTNF routing can tolerate
higher failure rates of links and TSVs in comparison to the elevator-first
routing under the assumption that the same fault resilience is achieved. Under
the same conditions, the NoC can remain operational for a longer time using
3D-FTNF, compared to elevator-first.
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5.6 Transient performability evaluation of hexagonal NoCs

Hexagonal NoC utilizes spatial redundancy by adding North-East (NE) and
South-West (SW) diagonal links to the nodes of mesh topology as illustrated in
Figure 2.2. These diagonal links can serve as shortcuts for packets traveling in
the NE and SW directions. Thus, they help reduce the average latency. Authors
in [100] proposed a fault-tolerant routing algorithm based on the negative-first
turn model. We utilize this routing algorithm in our work. For hexagonal NoCs,
three directions namely E, N, and NE are positive directions. Another three
directions namely W, S, and SW are negative directions. In this section, we
evaluate transient communication times of three different sizes hexagonal
NoCs (6x6, 8x8, and 10x10). Besides, we compare transient communication
times of a hexagonal NoC and a mesh NoC. The configuration is as follows:

¢ Architecture: 2D hexagonal NoC and 2D mesh NoC

* Fault model: routers suffer from permanent faults

e Performance metric: communication time

* Approach to obtaining performance metrics: multi-threading based ap-
proach as introduced in Section 4.4

Routers are classified into three groups based on their positions. The routers
from Groupg locate at the four corners. Routers that sit in outer edges belong to
Groupi. The other ones that locate inside the mesh are classified as Group,.
After we have determined the state for mesh-based NoCs, the next step is to find
out the transitions between possible states with consideration of failures and
fault limit of routers. Our proposed model for both hexagonal NoC and mesh-
based NoC under consideration of permanent faults in routers is illustrated
in Figure 5.12. Here, we assume that the router fault limit n, is at least 4.
Ao, A1, and A, represent failure rates of routers from router groups: Groupy,
Group, and Group, respectively. When a fault occurs in a router, a state
transition happens. States from our proposed model are classified into two
groups: valid states and failure states. Once the system moves into a failure
state, its performance will be treated as meaningless. Besides, a failure state
does not have any subsequent states in comparison to a valid state.

The utilized experimental parameters are listed as follows:

» Packet size: 5 flits

» Buffer depth: 6 flits

* Traffic pattern: uniform random
* Tailure rate: 0.0001 /7!
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Fig. 5.12: Markov model for both mesh and hexagonal NoCs under
consideration of permanent router faults

e Fault limit: 10 percent of total routers

* Packet injection rate: 0.01 packet/cycle/node

* Number of packets for communication time: 5000
¢ Traffic distribution: uniform random

5.6.1 Transient communication time of different sizes of
hexagonal NoCs

Table 5.7 provides the derived communication times that our hexagonal NoCs
with different sizes need to successfully deliver 5000 packets under failure-
free conditions. As the NoC becomes larger, communication time decreases
because more packets are generated at each cycle, which increases the number
of communication flows. Although larger NoC leads to more average hop
counts, an 8x8 hexagonal NoC, which generates 1.78 times the number of
packets a 6x6 hexagonal NoC can generate at each cycle, is still 1.77 times as
fast as a 6x6 hexagonal NoC.

Transient communication times of these three hexagonal NoCs are illus-
trated in Figure 5.13. Within a short period, a larger hexagonal NoC is still
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Table 5.7: Base communication times of three different sizes hexagonal NoCs

Hexagonal NoC|Base communication time (cycles)
6x6 13905.43
8x8 7841.84
10x10 5024.24

a better choice if shorter communication time is preferred. However, since
performability of a larger NoC decreases faster, the transient communication
time increases faster and might exceed those of smaller hexagonal NoCs after

certain time points.
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5.6.2 Transient communication time comparison of a hexagonal
NoC and a mesh NoC

Transient communication times of a 10x10 hexagonal NoC and a 10x10 mesh
NoC are illustrated in Figure 5.14. The utilized fault-tolerant routing algo-
rithms on both topologies are based on the negative-first turn model. Con-
cerning shorter communication times, the 10x10 hexagonal NoC is better
than the 10x10 mesh NoC. E.g. at the simulated time of 1000 hours, the tran-
sient communication time of the mesh NoC is 2769 cycles more than that of
the hexagonal NoC.
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Chapter 6
Conclusion and future work

This thesis presents a methodology that allows for the performability evalu-
ation of NoCs with respect to two different performance metrics: communi-
cation time and fault resilience. The proposed methodology is based on the
Markov reward model. Moreover, the methodology is demonstrated by sev-
eral performability evaluation case studies of NoCs. In this chapter, we make
conclusions for each case study.

Conclusion for first case study

In the first case study, we present how to analyze the performability of mesh-
based NoCs concerning communication time. Based on the evaluation results,
we make the following conclusions:

e We can estimate the latency of a communication round on average 73X
faster with the accuracy of 95.87% or better, allowing us to investigate
performabilities for meshes of larger sizes.

e Under the assumption that failure, repair, and global repair rates are
0.001 A~',0.02 A~ and 0.03 ~~!, a 196 node mesh has long-term per-
formability of 0.5314, which is 24.34% smaller than that of a 36 node
mesh because the 196 node mesh has smaller long-term residing probabil-
ity in valid states. In terms of transient performability, a 196 node mesh
needs 500 hours longer than a 36 node mesh to reach a stable performance.
With increasing size, the mesh suffers from performability loss, as the large
size mesh has smaller long-term residing probabilities in the valid states.
Moreover, it needs more time to reach a stable performance.

* For the same size mesh, XY routing achieves better long-term communica-
tion time despite FTNF’s higher adaptivity under the assumption that the
fault limit is set to 10 percent of the total number of routers of an evaluated
mesh.

e The scaling towards larger NoCs is possible to bring net performance
increase, but failure rate growth must be limited.
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Conclusion for second case study

In the second evaluation case, we evaluated the long-term and transient fault
resiliences of mesh NoCs. Fault resiliences of valid states are obtained based
on our proposed approach introduced in Section 4.2. Our approach to comput-
ing fault resilience is on average 99x faster without losing accuracy comparing
to cycle-accurate simulations. It allows us to investigate long-term fault re-
siliences for NoCs of larger sizes. We make the following conclusions based
on experimental results:

* From the perspective of long-term fault resilience, the large size mesh
suffers from loss. Under fault-tolerant algorithms, the long-term fault re-
silience decreases slowly as the size of the mesh increases.

* For the same size mesh, the long-term fault resiliences from fault-tolerant
routing algorithms are better than that from the XY algorithm. Moreover,
the fault-tolerant XY routing algorithm achieves the best long-term fault
resilience. E.g. under the local repair rate of 0.0247!, the long-term fault
resilience of the fault-tolerant XY algorithm on mesh 196 is 4.61% and
41.89% more resilient that of FTNF and XY algorithms respectively.

* Long-term fault resiliences under a high local repair rate of 0.04h~! are
more resilient than that of a low local repair rate of 0.0247".

e Transient fault resiliences of FTNF and fault-tolerant XY routing algo-
rithms decrease much slower than that of XY routing before they become
stable.

e The metric of fault resilience is a measure of a NoC’s ability to tolerate
faults in terms of connected paths. Together with the Markov model, the
long-term fault resiliences of mesh-based NoCs under different routing
algorithms can be quantized. In this work, we use mesh-based NoCs to
demonstrate how to compute long-term fault resilience. Our methodology
can be generalized for other topologies.

Conclusion for third case study

The third evaluation case utilizes a mesh NoC of size 8x8 to illustrate our
proposed machine learning based framework for performability evaluation.
Through machine learning techniques, we can obtain metrics of fault resilience
and communication time under consideration of a different number of faulty
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routers, packet injection rates, and routing algorithms. Under FTNF routing,
we can predict fault resilience with the accuracy of 99.70% and communica-
tion time with an accuracy of 95.93%. Under XY routing, the accuracies of
getting fault resilience and communication time are 99.26% and 93.32%. Of
particular interest, the approach to computing a performance metric employ-
ing pre-trained models has an average speedup of 6844x comparing to the
Noxim simulation in terms of execution time. Based on experimental results,
we conclude:

» Before the NoC becomes saturated, the long-term communication time
from FTNF routing is smaller than that from XY routing. Moreover, as the
packet injection rate increases, the long-term communication time from
XY and FTNF routing algorithms decrease until saturation.

* As the repair rate increases, the long-term fault resiliences from XY and
FTNF routing algorithms increase as well. Under the same repair rate,
FTNF routing is more resilient than XY routing from the perspective of
long-term fault resilience. E.g. under the repair rate of 0.02 4™, the long-
term fault resilience from FTNF routing is 15.2% more resilient than that
from XY routing.

Conclusion for fourth case study

The fourth evaluation case study presents how to compute transient performa-
bility of 3D NoCs with consideration of permanent faults in both links and
TSVs. We use a partially-connected 3D mesh-based NoC of 4x4x3 to demon-
strate the usage of our proposed framework. Our framework can as well be
generalized for other architectures of 3D NoCs. Finally, we compute and com-
pare the transient communication times and fault resiliences of 3D-FTNF
and elevator-first routing algorithms with the help of the proposed framework.
From evaluation results, it is concluded that 3D-FTNF routing performs better
than elevator-first routing in terms of transient communication time and fault
resilience, especially as the simulated time increases and the failure rates of
links and TSVs are large. Moreover, 3D-FTNF routing can tolerate higher
failure rates of links and TSV's comparing to the elevator-first routing.
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Conclusion for fifth case study

In the fifth evaluation case study, transient communication times of three dif-
ferent sizes hexagonal NoCs (6x6, 8x8, and 10x10) are evaluated. A large size
hexagonal is preferred concerning transient communication time. However,
the transient communication time of a larger hexagonal NoC may exceed those
of smaller hexagonal NoCs as its performability decreases faster. Besides, we
compare a 10x10 hexagonal NoC with a 10x10 mesh NoC concerning tran-
sient communication time. On both NoCs, the utilized fault-tolerant routing
algorithm is based on the negative-first turn model. Overall, adopting hexag-
onal topology instead of mesh topology can lead to lower latency and better
performability.

6.1 Future work

In recent years, other innovative NoC architectures (e.g. wireless NoC) have
been proposed and studied. A wireless NoC is a hybrid architecture consisting
of both wired and wireless routers [37]. As the construction of wireless routers
is more prone to faults, it is worth studying how different failure rates of
wireless routers affect the performability of wireless NoC.

Another research direction is to investigate the performability of NoC-based
artificial neural network (ANN) accelerators. The NoC-based neural network
accelerator receives much attention recently because it can supply power
efficiency, computational flexibility, and reconfigurability. Furthermore, the
NoC-based design methodology decouples the ANN operation into compu-
tation and data transmission. Regarding the computation part, different ANN
computing models can be performed independently of the data flow. Concern-
ing the data transmission part, various data flows for different ANN computing
modules can be efficiently processed by the NoC interconnection [26].

In this thesis, we focus on the performability evaluation of NoCs. However,
there are other components such as computing cores, memories, or caches on
many-core on-chip systems. Performability evaluation of such a whole system
is also another future research direction.
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2D Two-Dimensional

3D Three-Dimensional

ANN Artificial Neural Network

BT Base Time

CCM Channel Connectivity Matrix
CMOS Complementary Metal Oxide Semiconductor
CTMC Continuous-Time Markov Chain
CT Communication Time

DOR Dimension-Ordered-Routing
DG Datasets Generator

DSP Digital Signal Processor
DTMC Discrete-Time Markov Chain
E East

FIFO First-In-First-Out

FINF Fault-Tolerant Negative-First
HTTP Hypertext Transfer Protocol
I/0  Input/Output

IP Intellectual Property

MFR Maximum Failure Rate

N North

NoC Network-on-Chip

NE North-East

NI Network Interface

NW  North-West

PE Processing Element

QoS  Quality of Service

RMSE Root Mean Squared Error

S South

SAF  Store-and-Forward

SoC System-on-Chip

SE  South-East

SW  South-West

TSV  Through-Silicon-Via

W West
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